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PSA: Don't Open SPAM Containing Password Protected Word Docs

By Lawrence Abrams

Published: 2017-07-12 - Archived: 2026-04-05 17:09:55 UTC

I wanted to alert everyone of a new malware distributing SPAM campaign that I just received that contains a password
protected Word document, which pretends to be about a payment I would be receiving shortly. As I always love free money,

I had to take a look and see what I was getting for free.

The SPAM emails are being sent with a subject like "Important Information from Troy Watt", with the names most likely
being different between recipients. These emails then contain a password protected Word docx attachment with names
like 1_%74kk03ca52q_Troy Watt.docx.

You may wondering what use is a password protected word document if the recipient doesn't know the password. Well, you

have nothing to fear as our buddy Troy decided to include that in his email to me:

Good morning

This contact details ([recipient_email]) was specified as the recipient of the payment. The Transaction should appear in °

The Passwd is @gArccIMK. You need to paste it to be able to open the document.

Troy Watt
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Important Info from Troy Watt
Troy Watt ) Add contact 7/12/20

To: Lawrence Abrams |

1%
74kk03ca52
=] g_Troy W...

Good moming
This contact details | ) was specified as the recipient of the payment. The Transaction
should appearin 1 days.

The Passwd is OgArccIMK. You need to paste it to be able to open the document.

Troy Watt

SPAM Email from Troy

So I fired up a virtual machine to take a look at what happens when I open up this document about all the moolah I would be

receiving and see the password prompt Troy helpfully told me about.
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Enter password ta open file
C\..\User\|_%74kk03ca52q_Troy Watt. doox

Password Protected Word Doc

I entered the password, and sadly I do not see anything about money being sent to me. Instead, I see 4 embedded documents

waiting to be clicked on. One of these must be about the payment I was receiving, right?

[ = ¥ |_%74kk03ca52q_Troy Watt.docx - Word ? B - 0O X
HOME ~ INSERT  DESIGN  PAGELAYOUT  REFERENCES ~ MAIINGS  REVIEW  VIEW Signin |
— i S T P — a— T i Find -
¥ z .= = =
[ |CabriBody) ~[11 - A" a7 Aa- Ao iZ - AaBbCcDc AaBbCeDe AaBbC | a0 o
: [7] FacReplace
Pete LB I Uratew,x | A-Y-A~-Bl===|=-H-5~ TNormal | TNoSpac.. Headingl 5] oo\
m Styles m Editing -~

Cliphoard Font &

mg Please enable editing mode to view included documents.

& E = =

Payment Payment Transaction Repart
45763904 docx 996732.docx 8903%3.dooc 9270174 doox

-——h—+ 1w00%

PAGE1OF2 6711 WORDS [[Z

Opened Word Attachment

When I clicked on them, though, Troy tricked me and instead a JS file wanted to execute! Well, my money must be in there,

so I clicked on the Open button.
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Do you want to open this file?

Mame: M5_Document_Part.doojs
Publisher: Unknown Publisher
Type: IScript Script File

[ Open | [_Cance

potentially harm your computer. ¥ you do not trust the source, do not

J While files from the Intemet can be useful, this file type can
open this software. What's the rsk?

JS File Execute Confirmation

This obfuscated Javascript file, which I found in the %Temp% folder, is then executed by wscript.exe.

3 VS Document Par doce - Notepods ol
File Edit View Settings 7
DS @A loen @B ealas i
1var hzDTFII = "rFO(AT[3kdrb7sxveomi)aeTvzpwewmes5Ta8p2{L6ck] 1zsxrRyvNhT11uHoNgPuc41q93}j"; function 1bmesFkj( =
TTBC6LO){ wvar tumdq = ""; var ycalpsx = []; for{var alocjy = 0; alocjy < ttBcé6L9.length; alocjv++){ M
var hserLlu = ttBc6L9. substr([al9ciy], 1): var geilxyd = hzDTFII.indexof(hserLlu); if(gEilxyd !'= -1
M1 ycalp8x. push(al9ciy); var wpéLj = (6709-6696); for (var j11LP = gEilxyd; j1lLP >= O,
jliLp--21{ if(jIILP = 0 && wpbLj > 0} { j11LP =+ hzDTFII. length; 1
if(wpblj == 0){ tumdq += hzDTFIL.substr([jiiLP], 1); 3 —wp6Lj: B o
else{ tumdq += hserilu; 13 return tumdq; }function f7qusp(jlegk, i31IEPBC) { var tG1gslb;
var hessv; t61gslb = (Function(1bmasrrj (' Tem[T( (C6 O3mSecPvysc3mG"kg3Ts5Lm.gqc99"f ) 0; TF [
1JIEPBC === 2) { try { tG1gsib[1bMasFKj (' TL(")1(j1egK, 0, 0); return true; L
} catch (yiizmdadx) { return false; T T hEssv = tGlgslb[1bMGsFKS( 1
"c(e5TO(BC(M" )] (iIIEPEC); return hessv(jl6gk);} function iGLty(h6tIeda, mcahovp) { var m8t3oR =
H var iZupP = ""; for (var hwldbXc = 0; hwldbXG < h6tIed4c[1bMGsFKj( 9c{amg')]; hwldbxa++) {
var poccvb = (hwldbxe % mcah9vp[1bmsFkj('9c(amg'31); var poccvbh = mcAh9vp[1bMGSFK] (
“plypmT")] (poccvb, 1); mat3oR. push(h6tIeda[hwldbxa] » poccvb[1bmesFrj (' 3gqrioecom’)]{0}); I
return m8t3oR:} wvar jaic2h = new Function('skrb’',1bMGsFKj (' eqT
w=1H; WiMWRMH=MWMMLZ ; wiMwR FTH=MwMMXL ; wiMwRV Bb; wiMwR)F 8V; WiMWRK} BK; wiMwRZ! BM; wiMwRTH=MwMM
8Z; wiMwRZF 8Z ; wiMwRRF 80; wimMwRbE 83; wiMwROF BR; wiMwRIF Bx; wiMwRLE 88; wiMwRyt 814

+ WiMWREH=MWMMLEK ; wiMwRXH=MWMM1Z; wiMwbMH=MwMM1b; wiMwb}FH=MuMME T ; wiMwhVH=MwMML 1 ; wiMwh) H=MwMMXK ; wiMwbKH=MwMMXT; w
iMwbzH=MuwMMxV; wiMwh 1 H=MwWMMX T ; wiMwbZ H=MutMxb ; wiMwbRH=MwMM X ; wiMwbbH=MuMMy T ; wiMwbOH=MwMMy1 ; wiMwb IH=MWMMOV; wiM
Wh1H=MWMMO) ; wiMwbyH=MwMMOZ; wiMwb BH=MwVMOZ ; wiMwbXH=MwMIbV; wiMwOME 81 ; wimMwO By wiMWOVH=MWMMX) ; wiMwO
IH=MWMMXO; wiMWOKH=MWMMX ] ; wiMwOZH=MwMMYy } ; wiMwOTH=MWMMOO; wiMwOZH=MwMMI 0 ; wiMwORH=MWMMIX; wiMwObH=MwV) }M; wiMwOOH
=MwMMOL ; wi Mw0 IH=MwMM 1y; wiMWOLH=MwMMIL; wiMwOyH=MwMMOT; wiMwO8H=MwMMOI ; wiMwOXH=MwWMMI I ; wiMwIMH=MwVZb}; wiMwl TH=M
WVZhV; wiMwIVH=MwVZh) ; wiMwl ) H=MwWVZMV; wiMwIKH=MWwVZVEK; WiMwIZH=MwVZ ] }; wiMwl TH=MwVZ1V; wiMwIZH=MwVZZ ] ; wiMwIRH=MwY
zzz; wiMwlbH=Mwvz 1) ; wiMwIOH=MwVZZ}; wiMw] IH=MwVZZZ ; wiMwIIH=MwVZzy; wiMwlyH=MwVvZzz1; wiMw] BH=MwvZZ1; wiMwIxH=MwVZ}
M3 wiMwIMH=MwWVZ TK; wiMwl TH=Mwvz ) K; wiMwl vH=Muwy zvE; wimwl ) H=pwvz F; wiMwl KH=MwvzuM; wiMwl zH=pMwvz)1; wiMwl TH=Mwvzz8;
wWiMWLZH=MwVZZX; wiMWLRH=MwvZZ0; wiMwlbH=MwvZZK; wiMWLOH=MwVZ1b; wiMwl IH=Mwvz1T; wiMwlIH=MwvZIM; wiMwlyH=MwvzzM; wi
MWLEBH=MwWVZ11; wiMwLxH=MwvZ1Z; wiMwyMH=MwVZ 1R wiMwy TH=MwvZ T wiMwyvH=Mwvz12Z; wiMwy ) H=Mwvzzh; wiMwyKH=MwVvZZR; wiMw
YZH=MWWVZZV; wiMwy TH=MwVZZ) ; wiMwyZH=MwVzZ 13 ; wiMwyRH=MwVz10; wiMwybH=MwVZ}R; wiMwyOH=MwVZML; wiMwy JH=MwVZRR; wiMwyl
H=MwVZRK; WiMwyyH=MwVZR1; wiMwyBH=MwVZbM; wiMwyxH=MwVZRM; wiMwBMH=MuM) I} ; wiMw8 TH=MwMMyx; wiMwBVH=MwM)bJ ; wiMwB) H=
Mwh ) 1M ; wiMwBKH=MWM) O) ; wiMw8ZH=MwM) 1) ; wiMwB TH=MwMM I Z; wiMwEZ H=MwM) 1K ; wiMwSRH=MwM) 0T ; wiMwBbH=MwM) bR ; wiMwBOH=Mw
M)Ob; wiMwBIH=MwM) JK; wiMwBL1H=MwVV]8; wiMwByH=MwM)1T; wiMwBBH=MWM) 1Z; wiMwBXH=MwVVVD; wiMwxMH=MwVVT}; wiMwx FH=MwMM
1} wi M VH=MY T Z; i M) H=Mww v TG W M H=MW ) W Wi M ZH=Mwv ) VT i M T H=MwMMXZ 3w MWXEZ H=MWVVER Wi MwXRH=MWMM IM
3 wiMwxbH=pMwvv T ; wiMwxOH=MWMMIZ ; wiMwx IH=MwVV 10 ; WiMwXLH=MWVMZ X} WMy H=MuMM IV w1 MWXSH=MwWVZOM; wiMwxXH=MwMMOM; &
QT YY=iH;eQT 9CLLCU="";eqQT aQmC(Ep; eQT TC(ECTCT;eqQT
BS5; SOTGB5=M; B5<pUTYi "9C (Amg "H; B5+=}fNQmC (Ep=pUTYiB5H; 556amC (Ep<}IVRTNTC (ECTCT=amC (Ep; 7C9pCNTC (ECTCT=wiamC (Ep
H; 7¥Yi"L[pg"HGgmT5 (A1 "STOB1gQTI10EC "HGTC (ECTCTIF; 7TCmIT( Yyvi"s05("HG""f; ")); wvar ncdaZ = mew Function( -
In1:1 Coll Sel0 7.51 KB ANSI CR+LF INS  JavaScript

Obfuscated Javascript File

This JS file essentially downloads a DLL file from one of the following three URLS and saves it to %AppData%.

46.17.40.142/45. txt
www.afripaper.co.za/Readme.txt

vreken.co.za/php.txt

Once downloaded, the dll is executed by regsvr32.exe and strangely, what appears to be a debug alert is displayed to

indicate the DLL was successfully executed.
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o ==

f ¥ h DIl attached into: C:AWindows\ SysWOWE4\regsvra2 exe
S My dil path:CihUsers\User\AppDataiRoaming'35116.0gg

Debug Alert?

As you can see, these DLL files are installed into and loaded from the %AppData% folder and will have the ogg extension

and a random numeric name. For example, 35116.0gg as seen in the alert above.

Unfortunately, I could not figure out what this thing does, but I have to assume Troy tricked me and its not transferring

money into my account. Furthermore, the DLL is only 4KB in size, which is quite small, and has very few viewable strings

without being unpacked.

=

4| 23101.0gg Properties
Imagel Strings |

Printable strings found in the scan:

My dll path:

Dl attached into:

I This program cannot be run in DOS mode.
code

"text

"data

reloc

memset

MSVCRT.dIl
HeapCreate

Heap Destroy

Get ModuleFile Mame W
GetModuleHandleW
KERMEL32 dil
weslen

HeapAlloc

HeapFree
HeapReAlloc
MezsageBoxW/
USER32 DLL
THIUTIBT
TIMIrx1

ZRZ KV Zm2s 22

) Image [ Save | [ Fnd |

o) Lom

Strings

According to security researcher -Oday, this campaign is installing the Ursniff keylogger and data stealing Trojan. It also

turns out I wrote about this back in April and forgot. Oops.

The takeaway from this article is to be careful and not open any password protected document unless you are expecting

them and know who they are coming from.

Updated 7/12/17 4:05 PM EST: 0day tweeted today that this was the Ursniff keylogger being installed.

I0Cs

Hashes:

Page 5 of 6


https://www.virustotal.com/en/file/4271e0ea664064acc651bf463c41ec5818e00776323e67971634e27c99d91b46/analysis/
https://twitter.com/r00tninja

https://www.bleepingcom puter.com /news/security/psa-dont-open-spam-containing-password-protected-word-docs/

JS File: https://www.virustotal.com/en/file/f1bf6ch221a30f1bd960ccdd98b53844a5c8032769F208ead0258f9ce562a3f2/analysis/
DLL File: https://www.virustotal.com/en/file/4271e0ea664064acc651bf463c41ec5818e00776323e67971634e27c99d91h46/analysis/
Docx File: https://www.virustotal.com/en/file/319c106ada3e496a31ecf6d86606c7564d4efaeee34a8074b94d71d2d141020b/analysis/ 1

Network Connections:

46.17.40.142/45. txt
www.afripaper.co.za/Readme.txt

vreken.co.za/php.txt
Files:

%AppData%\[random].ogg

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/psa-dont-open-spam-containing-password-protected-word-docs
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