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RansomEXX

Archived: 2026-04-10 02:43:39 UTC
RansomEXX Ransomware

(uudpoBabIIMK-BBIMOrare/ib) (MepBOMCTOYHUK)

Translation into English

OTOT KpUITO-BBIMOTaTeNb MIM(pyeT JaHHbIe KOMITAHHUM, OpraHu3aruii 1 Ou3Hec-1oIb30Baresieil ¢ momorgeio AES-
256 (pexxum ECB) + RSA-4096 (st mdposanust AES-kitoua), a 3ateM Tpedyet Boikyn B # BTC, uToObI BepHYTb
(aiisel. OpurrHaIbHOE Ha3BaHKe: ransom.exx (ykasaHo B koje). Ha daiine HarcaHo: mspusf.exe wiy uto
nornasio. Vicrionb3yeT oTKpeITyI0 6rbmioreky mbed TLS (tls.mbed.org). Jnst Windows u Linux cuctem.
OOHapyXeHUsI:

DrWeb -> Trojan.Encoder.32006, Trojan.Encoder.32587

BitDefender -> Gen:Heur.Ransom.Imps.1

ESET-NOD32 -> A Variant Of Win32/Filecoder. OCN

Kaspersky -> Trojan-Ransom.Win32.Encoder.jdq

Malwarebytes -> Ransom.RansomEXX

Microsoft -> Ransom:Win32/FileCoder. TX!MSR

Rising -> Ransom.Encoder!8.FFD4 (CLOUD)

Symantec -> ML.Attribute. HighConfidence

Tencent -> Win32.Trojan.Raas.Auto

TrendMicro -> Ransom_Encoder. RO02COPFE20

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Bengopam! XoTute ObITH B 3TOM CIUCKe PETY/SPHO Wn noBbiiie? Coobiiure MHe!

© T'eneanorusi: Defray777 (Defray 2018-2020) + mix >> RansomEXX

RANSOMEZX
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M300pa>keHre — JIOTOTHIT CTaThH

K 3ammmdpoBaHHbM (aiinam f00aB/sieTcst paciliMpeHue 110 11ab/IoHy:
.<company_name>
.<abbreviated_company_name>

.<org_name>

.<domain_name>

WJIK YTO-TO OKOJIO TOTO.

B mobom C/Iy4dae 3TO 6y,£[eT CBSI3aHO C Ha3BaHUEM TOMH OpraHv3ali Wik KOMIIaHWH, TIPOTUB KOTOpOﬁ 3TO

HaripaBJ/IeHO.

IIpumepsr:
txd0t
.dbe

.0s

ITUMOJ/IOTHSI Ha3BaHMA:

Buumo ot aHmIuiickux ¢1oB "ransom" (BBIKYTI) U "extension" (paciiupeHue). OBHnMaHne! Hogsle
pacirpenusi, email ¥ TEKCTBI 0 BEIKYTIe MOYKHO HAWTH B KOHIIe CTaTbH, B 0OHOB/IEHHSIX. TaM MOTYT OBITh Pa3mudus C

rnepBOHAYa/IbHBIM BaADHWAHTOM.

AKTHBHOCTb 3TOT0 KpPUIITO-BbIMOTaTe/Is MpUILLIIach Ha Maii-utoHb 2020 r.

Torga BeIMorareniv arakoBam Texacckyro cynebHyto cucrtemy (TxCourts - cadT www.txcourts.gov) u Texacckuii
TpaHcropTHbIH fenapTameHT (TxDOT - caiit www.txdot.gov). OprueHTHPOBaH Ha aHTJIOS3BIYHBIX TI0/Ih30BaTe e,

YTO He MeIllaeT paclpOCTPaHATh ero 0 BceMy Mupy. McciemoBarerd coodummm o6 3ToM TobKo B vtoHe 2020 T

3anmcka ¢ TpeboBaHNeM BBIKYTIA AJ1s1 TeXacCKOro TPaHCIIOPTHOTO JlerlapTaMeHTa Ha3bIBaslach:
ITXDOT_READ_ME!.txt

Takum 00pa3oM 1mabsioH 3arCKHA MOXKHO 3aITiCaTh TaK:
IXXXXX_READ_ME!.txt

!<abbreviated_company_name>_READ_ME!.txt

3mecs XXXXX Oynet cokpallieHHbIM Ha3BaHWEM aTakKOBaHHOW KOMIMaHUY (abOpeBHaTypoii) ¢ He0OXOAUMbIM

KO/IMYeCTBOM 3arjlaBHbIX 6yKB.
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Copep)KaHHe 3alIHCKH 0 BBIKYIIe:

Greetings, Texas Department of Transportation!

Read this message CAREFULLY and contact someone from IT department..

Your files are securely ENCRYPTED.

No third party decryption software EXISTS.

MODIFICATION or RENAMING encrypted files may cause decryption failure.

You can send us an encrypted file (not greater than 400KB) and we will decrypt it FOR FREE, so you have no
doubts in possibility to restore all Files

From all aFFected systems ANY TIME.

Encrypted File SHOULD NOT contain sensitive inFormation (technical, backups, databases, large documents).
The rest oF data will be available aFter the PAYMENT.

infrastructure rebuild will cost you MUCH more.

Contact us ONLY if you officially represent the whole affected network.

The ONLY attachments we accept are non archived encrypted files For test decryption.

Speak ENGLISH when contacting us.

Mail us: ***@protonmail.com

We kindly ask you not to use GMAIL, YAHOO or LIVE to contact us.

The PRICE depends on how quickly you do it.

IlepeBop 3aniCK Ha PYCCKUM SI3BIK:

[IpuBercTByto, Texacckuii ferapTaMeHT TpaHcropTa!

I[Tpouwuraiite 310 coobmenre BHIMATEJIBHO 1 cBspkuTech ¢ keM-To u3 M T-otgena.

Barm aiinet Ha/iexXHO 3airpoBaHbl.

Hukakoii cTopoHHel TIporpamMMsl Jjisi pacLMpoBKY He CyILeCTBYeT.

VN3MEHEHMUE wnmu ITEPEMMEHOBAHUE 3ammgpoBaHHbIX (aiiioB MOXKeT BbI3BaTh COOM pacIiupOBKH.

BbI MOKeTe OTIpaBUTh HaM 3alrdpoBaHHbIH (aiin (He 6omee 400 KB), 1 Mbl paciiudpyem ero

BECIIJTIATHO, uTtobb1 y Bac He 6bUI0 COMHEHHI B BO3MOXKHOCTH BOCCTAHOBUTE BCe (aiiyibl U3 BCEX 3aTPOHYTHIX
cucreM B JIFOBOE BPEMS.

3aumdposannsiii daiin HE JO/IKEH copepkath KOHQUeHIMATBHYO0 WHPOPMALMIO (TEXHUUYEeCKY0 WH(HOpPMALIUIO,
pe3epBHbIe KOMUH, 06a3bl JAHHBIX, O0JIBbILINE JOKYMEHTHI).

OcranbHble aHHbIe OynyT AocTynHBI Iocae OTTJTATHI.

IMepecTpoiika nH(pacTpyKTyphl obotizeTcs Bam HAMHOI'O 6osblite.

Cespkurech ¢ Hamu TOJIBKO eciu BbI oyiMaibHO TIpeCTaBsisieTe BCHO 3aTPOHYTYHO CeTh.

EJVMHCTBEHHBIE Brio)keHwst, KOTOPbIe MbI IPUHUMAEM, SIBJISTFOTCSI HeapXHUBUPOBAaHHBIMHU 3allIM(POBAHHBIMU

¢aiinamu /17151 TECTOBOM paciiipoBKY.
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T'oBopwTE MO-aHIVIMICKY TIPH 00paIjeHuH K HaM.
[Mumwre HaM: ***@protonmail.com
Ms! nipocuM Bac He ucrionb3osats GMAIL, YAHOO wnmu LIVE fj1g cBsI3U ¢ HamH.

LIEHA 3aBHUCHUT OT TOTO, KaK OBICTPO BBI 3TO C/le/IaeTe.

TexHuueckue AeTa/In

Vcrionb3yeTcst B 1ie/ieBbIX aTakax Ha Oer3HecC-TI0/Ib30BaTe el U ysi3BUMbIe KOPTIOPATUBHBIE CETH, LeHTPa/TU30BaHHbIe
CHCTeMBI XpaHeHHs1 JaHHBIX, B TOM UHC/Ie paboTatommye oy yrpaeieHreM Linux. MojkeT pacripoCTpaHATECS Ty TEM
B3/I0Ma Yyepe3 He3allluileHHY0 KoHpurypanuo RDP, ¢ moMolpio email-criama U BpejJOHOCHBIX BJIOKEHUH,
00MaHHBIX 3aTPy30K, OOTHETOB, SKCIIJIOMTOB, BPeIOHOCHOM peK/iaMbl, BeO-UHKEKTOB, (aTbIIUBBIX 00HOB/IEHHH,
TieperakoBaHHBIX U 3aPKEHHBIX UHCTA/UIITOPOB. CM. TakKe "OCHOBHBIE CTIOCOOBI pacIipoCTpaHeHHs

KpUIITOBLIMOTaTe /el Ha BBOAHOM cTpaHuije briora.

OHymo BCer/la UCIO0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3aiuty!!!

Ecitu BbI nipeHebperaeTe KOMIIEKCHOW aHTHBUPYCHOM 3aiiiuTol Kiacca Internet Security nmm Total Security, To X0Tst

ObI Je1aiiTe pe3epBHOE KOMMPOBaHWE BayKHBIX (ali/ioB 1o MeTony 3-2-1.

» YnansieT TeHeBble KONUH (DaiiyioB, 63KaITbl CHCTEMBI, MAaHUITY/IHPYeT pa3MepoM TEHEeBOTO XPaHW/INIIA, OTK/IIOUaeT
(GyHKLMM BOCCTaHOB/IEHHMS U UcripaB/eHus: Windows Ha 3Tarne 3arpysku, ouuiiaet >kypHanbsl Windows (Application,
System, Setup, Security), Ucrob3ysi KOMaH/bI:

cipher /w %s

wbadmin.exe delete catalog -quiet

bededit.exe /set {default} recoveryenabled no

bededit.exe /set {default} bootstatuspolicy ignoreallfailures

schtasks.exe /Change /TN "\Microsoft\Windows\SystemRestore\SR" /disable

wevtutil.exe cl Application

wevtutil.exe cl System

wevtutil.exe cl Setup

wevtutil.exe cl Security

wevtutil.exe sl Security /e:false

fsutil.exe usn deletejournal /D C:

20Z0-06-22. “RaniosEXK”
- Cryptolocka: Ransozwezs | Loy
== . — . Deletics & Syabean Eeakars
v - Dimmbie

—
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OTKJ/TI0YaeT BOCCTAHOB/IEHUEe CUCTeMbI uepe3 [11aHUPOBIIUK 3ajaHU:
"C:\Windows\System32\schtasks.exe" /Change /TN "\Microsoft\Windows\SystemRestore\SR" /disable

3aBepiaeT 289 MporieccoB, CBS3aHHBIX C 3alUTHBIM I10, cepBepamu 6a3 JaHHBIX, TPOrPaMMHEBIM 00eCrieueHreM

MSP, UHCTpyMeHTaMH yZAaJeHHOT0 JOCTYIIa U [IOUTOBBIMU C€PBEPAMHU.
IToapo6HoCTH 0 KU pPOBAHUH:

[ITugpoBaHKe BBITIOMHSIETCS C TOMOIIBIO OTKPBITOM OrbmoTekn mbed TLS. TTocsie 3anycka reHepupyetcsi 256-
OUTHBIN KJTFOU, KOTOPBINA UCIIOB3YeTCs 171sI IM(MPOBAHUS BCeX (aiiioB, MpuMeHsist 6/ounbiii mdp AES-256 B
pexxume ECB. Kaxayro cekyHay reHepupyetcsi HOBbiii AES-Kkittou, T.e. pasHbie (aiinbl mmdpyrorcs pasHbivi AES-
kmrouamu. Kaxaeid AES-kimtou mudpyeTcs Tipy oMol myomnuaoro RSA-4096-k/mroua, BCTPOEHHOTO B KO,

mKpoBasbILKKa U MPUKPEIVISeTCs K KaKAoMy 3atrdpoBaHHOMY ¢aitny.

Cnucok (aitl/ioBbIX pacIIMpeHHi, MoABepramuxcsa mudpoBaHuo:
910 nokymentsl MS Office, OpenOffice, PDF, TekcToBbie (aiinibl, 6a3bl aHHBIX, PoTOrpaduu, My3bIKa, BU/IEO,

(aiisibl 06pa30B, apXUBHI U TIP.

CHHCOK NMPONyCKaeMbIX PacIIMpeHHii:
.ani, .cab, .cpl, .cur, .diagcab, .diagpkg, .dll, .drv, .hlp, .icl, .icns, .ico, .iso, .ics, .Ink, .idx, .mod, .mpa, .msc, .msp,

.msstyles, .msu, .nomedia, .ocx, .prf, .rtp, .scr, .shs, .spl, .sys, .theme, .themepack, .exe, .bat, .cmd, .url, .mui,

IIponyckaer cieayoiue (aiabl, CACTEMHBIE M 3aTPy30UHbIe JUPEKTOPUH:
ITXDOT_READ_ME!.txt
ProgramFiles
ProgramWe6432
iconcache.db

thumbs.db

ntldr

bootsect.bak

debug.txt

boot.ini

desktop.ini

autorun.inf

ntuser.dat

ntdetect.com
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bootfont.bin
\windows\system32\
\windows\syswow64\
\windows\system\
\windows\winsxs\
\appdata\roaming\
\appdata\local\
\appdata\locallow\
\all users\microsoft\
\inetpub\logs\

\boot\

\perflogs\
\programdata\

\drivers\

U JpyTue...

IIponyckaeTr TpH Manku, KOTOpPbIe eMy, BEPOSITHO, HY)KHBI:
crypt_detect
cryptolocker

ransomware

®aiinbl, cBA3aHHBIE € TUM Ransomware:

ITXDOT_READ_ME!.txt - Ha3BaHUe (aiiia ¢ TpeboBaHKEM BBIKYIIa

mspusf.exe - ucronHsembIi daiin

cipher.exe - UHCTpyMeHT [i/is1 CTUPaHUsI CBOOOZAHOTO MeCTa Ha JJUCKe, UTOOBI C TIOMOLIBIO TIPOTPaMM AJIsI
BOCCTaHOBJ/IEHUS ZIAHHBIX HeJib3s1 ObLJI0 HUUero BepHYTh;
4cae449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458.exe - ciryuaiiHoe Ha3BaHUE

BpE/IOHOCHOTO (haiisia
ELF-daiin
Pacnio/ioxenusn:
\Desktop\ ->
\User_folders\ ->

\% TEMP%\ ->
C:\Users\Admin\AppData\Local\Temp\4cae449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458.exe

» HdopmaLysi 0 Ha3BaHWU, TEKCT 3alMCKU U Ipyrye CTPOKU K3 Koza.
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3anucu peecTpa, CBA3dHHBIE C 3THUM Ransomware:

MoguduuupyeT cieayroliye KJIFoul peecTpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRestore\DisableConfig
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SystemRestore\DisableSR
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\SystemRestore\DisableConfig
HKEY_LOCAL_MACHINE\SOFTWAREN\Policies\Microsoft\Windows NT\SystemRestore\DisableSR

CM. HIDKe pe3y/bTaTbl dHa/IU30B.

MBIOTeKCbI:
{5DC7D478-7E59-A370-11D2-2BF9CFE472D4}

CM. HIDKe pe3y/ibTaTbl aHa/IU30B.

CeteBbIe MNOoAK/IINUEeHUA U CBA3U:

Email: txdot911@protonmail.com

IIyist KayK/IOM aTaky M KaXKJI0H HOBOU »KepTBbI email OyzeT ApyTo.
BTC: -
CM. HIKe B 0OHOB/IEHUSIX [IpyTHe afipeca U KOHTaKThI.

CM. HIKe pe3y/bTaTbl aHa/IM30B.

Pesynbrarnl aHa/M30B:
Vv Triage analysis >>
@ Hybrid analysis >>

Z VirusTotal analysis >>

% Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

) VirusBay samples >>
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyuakCciNdmszb13B2czc492NkIfervuiwLioa9yUbcmUCSaivmwmi_FSR5ofgG5CuClK0Zbnaily0Dm5vft1Ax4PUVpgXY16P6Fc8877B6BkW5L3ghKDaaltY02V0FnIo64-Id1yJNIM/s1600/info-6.png
https://tria.ge/reports/200628-v618yhl3an/behavioral1
https://www.hybrid-analysis.com/sample/4cae449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458/5ef8c94e41a80103a733e72e
https://www.virustotal.com/gui/file/4cae449450c07b7aa74314173c7b00d409eabfe22b86859f3b3acedd66010458/detection
https://analyze.intezer.com/#/analyses/5c46a877-6590-474d-8cac-45a36d1ebd8c
https://app.any.run/tasks/a1a27904-244c-44b7-84d6-d8e1cb334944/
https://www.vmray.com/analyses/4cae449450c0/report/overview.html
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A\ MalShare samples >>

*# AlienVault analysis >>
CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeJHSA.

IMonpo6Hble cBesieHyst cCOOMparoTcs pery/spHo. [TpucsuiaiiTe o6pasLbI.

=== FICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUM === BLOCK OF UPDATES ===

O6HoBenue ot 30 urons 2020:
Paciipenne: .KONIM1NO

3arucka: !'KONICA_MINOLTA_README!!.txt

[% RIMIMIND) By COUSE reCOMERinG ermer

nd us o affected fila [not larger than B0GA) and we will recover f€
Tila Mt WOT contain uselul isfe
d ¥ be availabd

me ank you Aot to contacy palice for they could RO your funds for inhibit poveent
Reach us UT §F you perform a1l affected netwerk

o gt s e s Lk

OoOHoBeHue ot 2-3 ceHTsI0ps1 2020:

IToct B TBUTTEDE >>

Eme ogun obpaser.

PesynbraThl aHamm30B: VT

sct nomsore from 1T Sepsrtment.

EMLEYTT
y s sidteare EXISTS
- BERMMIMG arcrppned $iles mby caute decryprion fallure,

shar MRSE| pro
Files drom all adfeited syatem. &6 TIH

will decrypt it POK FEEE,

mandon (Techrdcal, bechps, datsbaies, large doiusents],

1.com
co e WHIL, YWOD or LIVE 50 contect wi.
bost gudchly you do 1%
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj1dwe8A3d1Os-EyGalm8KJX3I_uHlZpTR2OZKoso4qIkxAFKXlk5N2gvG9VQg0V71Z2BMifedc2vPLy91RAX3FW7yQxZN_hNmee6JZ9ab5LsdV9ZEkchnVzshRmy_5x9vBfRGIEVSvgow/s937/konica-ransom-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj1dwe8A3d1Os-EyGalm8KJX3I_uHlZpTR2OZKoso4qIkxAFKXlk5N2gvG9VQg0V71Z2BMifedc2vPLy91RAX3FW7yQxZN_hNmee6JZ9ab5LsdV9ZEkchnVzshRmy_5x9vBfRGIEVSvgow/s937/konica-ransom-note.jpg
https://twitter.com/GrujaRS/status/1301244865603395584
https://www.virustotal.com/gui/file/1699dd3b24dd5a405449a60f94b0043731deaa749d4899f2f927d913c624895b/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9amggdabUgMTkph-BDzQKSVTXJ97awNaQuJxo56Ydl8u_8alVwd80Y4vQSyvZMmqHH-zOVGh6H2bCMCfX5iXTMM54fT1cSJ_Y11LW1-EKUNNKW3hLNcFDUSPqOl9lWfAwX6veU2OZxv4/s1600/note2-9-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9amggdabUgMTkph-BDzQKSVTXJ97awNaQuJxo56Ydl8u_8alVwd80Y4vQSyvZMmqHH-zOVGh6H2bCMCfX5iXTMM54fT1cSJ_Y11LW1-EKUNNKW3hLNcFDUSPqOl9lWfAwX6veU2OZxv4/s1600/note2-9-20.png
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OoOHoBeHue ot 27 okTsadps 2020:
Pacimpenwe: .tjpe911
3ammmcka: 'NEWS_FOR_TJPE!

IMocTpagana cynebHast cucreMa 6pasuibckoro irrara ITepuambyky (Tribunal de Justica do Estado de Pernambuco -
TJPE).

Email (BeposiTHo): tjpe911@protonmail.com

OoHoBenue ot 6 HosOpa 2020:

BrIMorareny co3fjaiy ¥ CTaaM MCIO/IB30BaTh CAlT MyO/IMKaiy yKpa/|eHHbIX JaHHBIX.

OoHoBeHne ot 8 gekadps 2020:
Pacumpenue: .3mbr43r

3amucka: 'NEWS_FOR_EMBRAER!.TXT
Email (BeposiTHO): embraer@protonmail.com

KoHrakT: cceika Ha Tor-cair.

el lo imbrasr!

v 1118s ERCRTREED,
Don't modify or roname thom brcauze it may casze decryption Failere.

To get details aboet this gecidert doenload Jog Brosoer and viaft:
A1H

=== 2021 ===

OoHoB/enue ot 5 deBpass 2021:

Pacimpenne: MNH

[Moctpazasias komranusi: dpaniy3ckas crpaxoBast Kommnanust Mutuelle Nationale des Hospitaliers (MINH)

Coo01rieHure BeIMoraresieli Ha Tor-caiiTe.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjZowhmsZHz4XUkgSAHPz2HDCxowOQQx-5yu8y0a5PvuYRmZiFP33ZvBSGfCYEiGP_-J5-zuu6sO5-KvzEK3QnHE5vzQkDTRq0f4XttHPbtH4EE0nrHxKQ1332HNkfvm1VT_I3HnOwKBbM/s882/note-8-12-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjZowhmsZHz4XUkgSAHPz2HDCxowOQQx-5yu8y0a5PvuYRmZiFP33ZvBSGfCYEiGP_-J5-zuu6sO5-KvzEK3QnHE5vzQkDTRq0f4XttHPbtH4EE0nrHxKQ1332HNkfvm1VT_I3HnOwKBbM/s882/note-8-12-20.png
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Cooo0ienue ot 6 aBrycra 2021:

TaliBaHbCKUH ITPOU3BOANTE/L MAaTePUHCKUX /1aT Gigabyte rmoATBepAwI, UTO TOABEPIrCst KubepaTake GaH/IbI

BeIMorarerneit RansomEXX, kotopast yrpokaet onybsukoBats 112 I'B yKpa/jeHHBIX JaHHBIX, eC/H He OyfieT yrinaueH

BBIKYTI. BBIJI0 3aTpPOHYTO HEDOOJBIIIOe KOTMUYEeCTBO CEPBEPOB.

UNLOCK

Coo0enue ot 30 ceHTAOps 2021:

Kommnanust Profero BeITyCTH/IN [IeIIUPOBIIVK /7151 (GaliioB, KOTPBIA UCIIPABISIET OMHOKYB JeluppoBaHuA (haiiioB,

KOTODYIO MMeeT OpPUTMHa/IbHbIN JelM(pOoBIIYK OT BeiMorateseil. PacimdpoBars (aitioB CMOTYT TO/BKO Te, KTO

KYIWJ K/IF0Y JlelIM(ppoBaHysl y BeIMoraresiei.

=== BJIOK CCBbI/IOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http:

k Read to links:

Tweet on Twitter + Tweet + Tweet + myTweet
ID Ransomware (ID: 1st as RansomEXX, 2nd as Defray777 / RansomEXX)
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSf6XrBnL4vlROPqaKl9gAfFDHk4ljdN5SMHhe9vRFMK6l0vzIYa9CGk4bs0l30bMOObLbJGfEDyUboz5A3f756LqEupMsflGzosKrWb5op2Oh4jcENOYoAeDz_FMaAD23wdmEuQAtk7w/s1255/tor-page.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSf6XrBnL4vlROPqaKl9gAfFDHk4ljdN5SMHhe9vRFMK6l0vzIYa9CGk4bs0l30bMOObLbJGfEDyUboz5A3f756LqEupMsflGzosKrWb5op2Oh4jcENOYoAeDz_FMaAD23wdmEuQAtk7w/s1255/tor-page.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjklgZXGAQIHi5AomNjl5BlOsR-PR0JFFDni20jOwjIrJExEwrzaw4qXKxWzKCAvRIMUAMStvNH39OdPPxzcLni0Xsqo3h8IOIh6dxBos5mSekSzx53M13exfZSdv-6f5doiDX9nq9zT9M/s120/unlock3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjklgZXGAQIHi5AomNjl5BlOsR-PR0JFFDni20jOwjIrJExEwrzaw4qXKxWzKCAvRIMUAMStvNH39OdPPxzcLni0Xsqo3h8IOIh6dxBos5mSekSzx53M13exfZSdv-6f5doiDX9nq9zT9M/s120/unlock3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/VK_Intel/status/1275133575927562241
https://twitter.com/malwrhunterteam/status/1274316537663553537
https://twitter.com/AkhmedTaia/status/1277266199458578434
https://twitter.com/Amigo_A_/status/1277666976102526976
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Write-up, Write-up, Write-up, Topic of Support
Write-up about PyXie >> Write-up by Kaspersky (November 6, 2020) >>

Thanks:
MalwareHunterTeam, Vitali Kremez, Michael Gillespie, Bart

Andrew Ivanov (author)

Akhmed Taia
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/06/ransomexx-ransomware.html
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https://www.bleepingcomputer.com/news/security/texas-courts-hit-by-ransomware-network-disabled-to-limit-spread/
https://www.bleepingcomputer.com/news/security/ransomware-attack-impacts-texas-department-of-transportation/
https://www.bleepingcomputer.com/news/security/new-ransom-x-ransomware-used-in-texas-txdot-cyberattack/#cid16097
https://threatvector.cylance.com/en_us/home/meet-pyxie-a-nefarious-new-python-rat.html
https://securelist.com/ransomexx-trojan-attacks-linux-systems/99279/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

