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Artifacts
Size: 398357 Exports: 0 AV Sigs: 1 MD5: ba578704162934e5b3d2f2c3b5e2168d
Artifact 3: = \Users\Administrator\AppDatalLocal\Tempinsr2B42.tmpl System.dll
Source: disk Imports: 19 Type: DLL - PE32 executable (DLL) ... SHA256: 75ed40311875312617d67 11basdO
Size: 11264 Exports: 8 AV Sigs: 0 MD5: a436db0c473a087eb61ff5c53c34ba27
Artifact 4: = \ProgramDataluwupefovygigylihiebiwewiz
Source: disk Imports: 0 Type: data SHA256: 59cc880a112b9032e86M0830183034:
Size: 64 Exports: 0 AV Sigs: 0 MDS5: 7cf5d42237871d146e652c4deb5fal3
Artifact 5: = \ProgramData\uwupefovygigyliniewiwobiz
Source: disk Imports: 0 Type: data SHA256: 7716a569683941d23dd1cda7a0267E
Size: 16 Exports: 0 AV Sigs: 0 MD5: 3db7df4fobb88cdb65526bad192a3e96

Artifact 6: 2 \ProgramDataluwupefovygigylihtasiwahiz
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This post is authored by Matthew Molyett.

Executive Summary In March, Talos reported on the details of Crypt0l0cker based
on an extensive analysis I carried out on the sample binaries. Binaries -- plural --
because, as noted in the original blog, the Crypt0l0cker payload leveraged
numerous executable files which shared the same codebase. Those executables had
nearly identical functions in each, but identifying all of those functions repeatedly
is tedious and draws time away from improving the analysis. Enter FIRST, the
Function Identification and Recovery Signature Tool released by Talos in
December 2016.

FIRST allowed me to port my analysis from the unpacking dll to the payload file instantly. Once I was satisfied
my analysis across both files, I was then handed a suspected previous version of the sample. FIRST was able to
identify similar code across the versions and partially port the analysis back to the older file. When the next
version of CryptOlOcker comes out, I will be able to get a jump on my analysis by using FIRST to port that work
forward to the similar code. You can use it to port my work to your sample as well. I will demonstrate doing just
that with a Crypt0lOcker sample which appeared on VirusTotal in April 2017, more than a month after the Talos
blog about it. There has been no targeted analysis of this file to provide background for this post.
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Locating the Sample Procuring a malware sample of a known family without
analyzing it can feel like a heavy challenge to overcome. Thankfully, Talos can
leverage Threat Grid sandbox reports of suspected malware samples that we
receive. Such reports can be scanned for family IOCs. Per our previous analysis
into Crypt0l0cker, the infection status of that version is stored in a file named

ewiwobiz. By searching Cisco Threat Grid telemetry for files which created

ewiwobiz, I identified a file which was probably a Crypt0l0cker executable.

:'Eﬂt'; Threat Grid & Submit sample A Indicators Q, Search ~

ICators Network OLESSES Artifacts regisiry
Slze: 396357 Exports: 0 AV Sigs: 1 MD5: baGTE704162934e5b3d212c305e2 1668d
Artifact 3: & \WWserslAdministratoriAppDataiLocaliTempinsr2B42 . tmp) System.dll
Source: disk Impars: 15 Type: DLL - PE32 executable {DLL) . SHAZ2EE; M5edd(3TET531261 7067 11 basd(
Size: 11264 Exports: & AV Sigs: 0 MDE: a436db0c4T3a08Tebh1fEcS3c34bal?
Artifact 4: & \ProgramDataluwupefovygigylintebiwewiz
Source; Cisk Imparts; U Type: daia SHA2E6: 59cci80a1200032eB6ME20823d3d:
Size: 64 Exports: 0 AV Sigs: 0 MDS5: 7ef5d42238Tid146e652c4de65fal13
AMlifact 5: & \ProgramDataiuwupetovygigyliniewiwobiz
Source: disk Imports: 0 Type: dala SHA256: 1716386968394 1023001 cdafa0267:E
Size: 16 Expors: 0 AV Sigs: 0 MD5: 3do7di4ShbEBcAbGS525bad 1922396
Artifact 6: = \ProgramData\uwupefovygigylih\asiwahiz
Source: disk Impans: 0 Type: dala SHAZ5E; Gic2882e3 07201 FiEbdoba Mebedd:
Size: 395368 Exports: () AV Sigs: 0 MDBE: 3646Mdo080362 Md99da 23105 1an02 1

With a report to investigate, I needed to procure the actual sample. My sandbox report shows that the suspected
CryptOlOcker file is nearly 400 kb and likely a Nullsoft Installer file, which is a common packager. Static file

information gives me the file hash which arms me with the ability to continue my investigation on VirusTotal.

ﬁ;"; Threat Grid  #*Submitsample A Indicators  Q Search =

Magic type PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting
Analyzed as exe
SHA-256 d845edi2292bar78a993dbbfe6f1317894Cce1a795c096dT95913d7 182583 ceald
SHA-1 ee2fc544baeb08740c6757521e7211d7b37139bb
MD5 ba678704162934e5b3d2f2c3b5e2168d

While the sample is clearly malicious, my VirusTotal inspection does not suggest that the sample belongs to any
known family. No detections refer to Crypt0OlOcker, TorrentLocker, a listed alias in the original Talos blog, nor

Teerac.
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Emsisoft Trojan. Generick D. 48599437 (B) 400834 20170425
Endgams malicious (high confidence) 0.4.1 20170419
ESET-NOD32 a variant of Win32/Injector DNXZ 15308 20170425
F-Secure Trojan. Generick D 4899437 11.0.19100 45 20170425
Fortinet W32/Injector DNXPHr 5.4.233.0 20170425
GData Trojan. GenerickKD 4899437 A:2512050B:25.9393 20170425
Kaspersky HEUR: Trojan. \Win32. Generic 15.0.1.13 20170425
McAfee Artemis!BABTE7041629 6.0.6.653 20170425
McAfee-G\W-Edition BehavesLike Win32 Ransom fc v2015 20170425

With a file sample in hand, and no static indication that I have located Crypt0lOcker, I move onto FIRST to
discover how similar it is to known files.

Exploring the Sample

w» Load a new file

Lowd fle ...yptDl Ocker_Blioa 84 e 4P 29 7ha P99 5dbb fEF 131 MS40e La 79 5c056d 755 3d 7180 583 loea 3 &

| Portable exscutable for BOZBG (PE) [petdw]
A5 -DHDS executable (EXE) [dosidw]
Eimary hibe

Prooessor [ype

Mt C (disassemble al opcodes) [metap] s Sat
) —_— Anayaes . I
Loading segment | (0000000 (7] Enabled Kernel cpbons 1) | Kermad opbons 2
Loading offset | 000000000 ] Indicator enabled Processor aptions
Oipores
Leading oplions L\ﬂ Lo retnanies
| Fil segment gaps |7| Fename DLL enries
of| Create segments | ] Marial load
] Creste FLAT group [] Create imports ssgment

Load & code segment

As the FIRST client code is an IDA Pro plugin, my first step was opening the file in my local IDA copy and allow
auto-analysis. Upon completion, the start function was displayed in front of me at the graph view. I opened up the
graph view context menu and requested FIRST lookups for all of the discovered functions.
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Attributes: noreturn

Layout graph

I3

Print graph

Fit window W
Zoom 100%

Text view

+
i

e

Synchronize with L

Check FIRST for this function

Cuery FIRST for all function matches
1" Add this function to See if metadata for any defined function exists }
T' Add muttiple functions to FIRST

1’I Apply updated metadata from FIRST
Font...

== =

[pu-:h edi

After a minute, the FIRST display shows that 13 of the functions have been previously identified and uploaded.

|5uh_h[535?9 proc neav l

TT FIRST: Check for Function Prototypes *

Check All Functions

Query FIRST's server for function metadata.

If a function within this IDB matches a signature found in FIRST then it and its metadata will be ied
available for you to select below to apply to your IDB. Selact the function you wish to apply exdsting Appl
metadata to in order to view the possible matches. Selected

Function Matches Rank  Similarity  Prototype i Engines £

> (n0040360e - sub_40360E
> (heDD405a5f - sub_405A5F
> (Ox00405b78 - sub_405B73
> [heD0405F15 - sub_405F15
> (00405ad6 - sub_405AD6
> (00405838 - sub 405838
> Ow00405de3 - sub_405DE3
> (00405641 - sub_40564F
> Ow00405633 - sub_405633
< >

Matched 13 out of 83 functions [+ Show only "sub_* functions
[] select Highest Ranked

Finished searching FIRST Cancel
J T
v

== B 1

Expanding the matched functions displays the metadata associated with that function, including a proposed name
and function prototype. Notice that the files detected in this installer have been named to draw attention to the fact
that these functions are known to be in NullSoft Installers. I had previously marked up a different NullSoft

Installer before and uploaded significant functions from it to assure that I would not do so again. In general, a
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malware analyst is wasting any time spent inspecting such a file. Identifying when a packer is in use and moving

along to the true payload is a much better use of time.

|sub_483579 proc near |
1" FIRST: Check for Function Prototypes x

Check All Functions

Query FIRST's server for funcion metadata.
If a function within this IDB matches a signature found in FIRST then it and its metadata will be

available for you to select below to apply to your ID8, Select the function you wish to apply exsting Applied
metadata to in order to view the possible matches. Selected
Function Matches Rank  Similarity Prototype i Engines G
v [DuD040360e - sub 40360E | 1
* NullSoft_UnpackPaylea... 7 T3.0% int __cdecl() . Mnemonict
v (eD0405a5f - sub 405A5F 1
> MullSoft_ReadRegValue 7 90.0% int __stdeall(HKEY hKey, .. .. BasicMaskit
v OxD0405b73 - sub_405E78 1
» NullSoft_BoundedStnng... 7 90.0% int __stdcall{LPSTR IpStri... . ExactMatch
> DhwDD405F15 - sub_405F15 1
> DhD0405adb - sub_405ADG 1
> DwD0405838 - sub 405838 1 v
£ >

[+] Show only "sub_" functions
[ select Highest Ranked

Matched 13 out of 83 functions

[ ] cone

Finished s=arching FIRST

‘i '

Check the Select Highest Ranked checkbox and click Apply. The function names get applied across the database
and we can see clearly that the sandbox analysis was correct. This file is a packer and we need to extract the

original.

I: Functions window O & % | [7]Functions window O & x

Function name

k| =h
wmeoowno:n
E C c
I:rln-lu-
B EE
BB
==

sub_402AF2

sub_402B07

DialogFunc

sub_402BCS
Mull5oft_IntegrityCheck
sub_A02E62

sub 403035

cub 40306E
MullSoft_CreateTempFile
art

sub 403534

sub_40355E

sub_ 403579

sub_4035AE

sub_4035CC
MNullSoft_UnpackPayloadAndRun
sub_403803

Ll

[ [ Y 1 Y Y [ S S [

# || Function name

F| sub_4029E0

=
wmowymonn
E C E C
Iﬂ'lﬂ'ﬂ'lﬂ'
T
grE
s o

DialogFunc
sub_402BCS
sub 402C29
sub_402E62
sub 403055
sub 403068
sub 403082
art

sub 403334
sub_40335E
sub_403379
sub_4035AE
sub_4035CC
sub_40360E

Ll

[ T 1 Y S

sub_403803
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Unpacking the Sample I admit that at this point I cheated to perform the unpack.
From previous extraction of Crypt0l0cker files protected with NullSoft I already
knew that the install script consisted of consuming multiple encrypted blobs,

internally decrypt the payload, and run it via Process Hollowing. As such, allowing

it to run debugged and breaking on WriteProcessMemory should present the

payload buffer to me.

There was a complication though, because the install script loaded and unloaded System.dll many times. The
ModLoad notification caused the debugger to consume the majority of the process cycles, effectively causing a

denial of service against the debugger. I allowed this system to run for over an hour without getting beyond this

delay.
A [B 7] winnd exn

Command __E = Fn&hﬂmm

NOUL08G . FLAOUNUD FoDeB0Ul L. “W1000WS ~oySHUND d ~UoBRde . 011 " '_'.I—;MM 02
HodLosd: 76810000 Pe90d000  CosWindowssSysWOWe4-CDIA2 _J11 —! =
HedLosd: 74520000 7ShaS000  CosWindovs SysWOWa4-SHELLIZ 411 £ [ bplomres aps
HodLosd: PESE0000 FE692000  CoslindovssSysWOWe4-ADVAPIZZ dil g vmtnolsd e 033
HodLosd: 74060000 74247000  CosUindovssWinSsSule_nicrososft vindous connte = [ procesp s

HodLoad: 75cf0000 75=09000 C:“Windows SysUOWidsoledd dll 3¢ procespid s 082
HodLoad: 73L60000 7Ib6000 CSWindows SysWOWL4ASVERSION .11 " l}.{B
Hodload: 76al0000 FéaclOiD  C:Windows SysWOWidsmawvort dll = wh-_ﬂ:gm Setond i
HodLoad: 74920000 F4ads0dD  CosWindows SysWOWs4conbase . dll ek e

HodLoad: 74ae0000 F4b20000 CoWindowswSysWOWa4~ESHLVAPT .11

Hodload: 76ecD00D Féef4000  C:WindowswSysUOWs4-sechost.dll

HodLoad: 75c40000 PScec00l  CosWindowssSysUWOWs4-EPCRT4.dLl

HodLosd: 74970000 P493c000  CosWindowvssSysWOWa4-ScpiCli 411

HedLasd: 74960000 749463000  C:Windeovs SysUOUs4~CRYPTEASE 411

Hedlosd: 74500000 74951000 C:\l.lindnug\ﬁys'lm'li&d.\bcrgphPriaiLiue-:.dLl

(a70,9=0): Bresk instruction exception — code 40000003 {first chance)

=ax=00000000 =kx=00000003 ecx=bO0A3I000 edw=00000000 =si=00000000 edi=00000(

eip=7737054% esp=001Bfacd ebp=001E{af0 iopl=0 e up =i pl =z na pe, |

cx=0027 ss=002b ds=002b es=002h Es=-0053 gs=-002b afL=000D0O7_ |

ntdll | LdrpDoDebuggerBreak+0ndb: = |

7T3I70545 co int 3 -:-’
< i ] »

[0:000: |

| Lad Cald Sysleclocals | Proe O00aTh | Thed 0004e0 A58 OVR Caps NLIM.] CPU Wsage: 1755 | Commit Change: 11
= =5 | =3 ,

il S T @j @ ]

By disabling the ModLoad notification via “sxi Id" I could get my debugger to allow the System.dll file to be
loaded without triggering the significant extra processing. CryptOlOcker then was able to spike up to 99% of the
CPU use to, rather than the debugger holding on to 80%.
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[3 27 winerd exn
Command . =[] windogon e
mpmmnmpnnnmen Sonhol Path walidation sunmary semssssssmesms as . {Et.‘«m— 0.20
Response Tine {nz} Location Il £ [y brlrres a4
Daferred ShY#e seynbolswhbtp:Arnsdl ¢ || kﬂnmwhdm 007
ERHAMERERNENE Spnbol Path wvalidation sunmary WHEHERHEAEHEER ) wm mﬂm 036
Fesponze Time {(ns) Iocation | = ﬂ-ll
O Cinanalyst source @whd:gm : Pt
CommandLine: C:wUsershAdministratorsDesktoprAnalyst cryloch.sxe (mfetkiee |
senmamunnamnn Sonbo] Path walidation Sumsary e e e e
Response Time {ns) Location

Do f g SRVec: “oysnbolsehbtp: - nsdl.r ||
Syabal seareh path i=: SEVeesoynbalsshttp:sonsd]l nicreseft con dounlead sy
Exmcutable search path is:

(abl.lde): Break instruction exception — code 40000003 {first chance)
eax=00000000 ebx=00000003 ecx=26570000 edx=00000000 exi=00000000 edi«00000(_

=ip=7737054% aspe=001Bfacd =bp=001Gfat0 iopl=0 vy up =i pl =T na pe |
c5=0023 ss5=002b ds=0023b es=002h Es5=-0053 gs=002b af L=00pa0ad
ntdl ]l i LdrpDoDebuggerBreak+0x2h:

FFITOEAS co int 3 =l
< [ I B
[0:000> [sxi 1

| Lnf Col Systhclocal>  Prac 000t Thed 0dk1de | 250 | OVE | CAPS NUHi CPU Usage: 1.13% | Commit Charge: 11

I dumped out the PE image file and prepared to continue with FIRST.

Exploring the Real File

L Load a new file

Load file D:Ymmalyetticygwinanalyst\Cryptilodker _BlogiUnpackedCrylLock.bin as

|Portable executable for 80386 (PE) [pe.ldw] |
M5-005 executable (EXE) [dos.ldw]
Binary file

Processor type

MetaPC (disassemble all opcodes) [metapc] hd Set
Analysis
Loading segment  0x00000000 Kernel options 1| |Kernel options 2
Enabled
Loading offset  Ox00000000 Indicator enabled Processaor options
Options
Loading options Load resources
+| Fill seament gaps Rename DLL entries
| Create segments Manual load
|:| Create FLAT group Create imports segment

Load as code segment

Again, the first step of using FIRST was opening the extracted file in IDA Pro. This file was built as a Windows
GUI file on top of the Visual Studio C runtime. Thus, the runtime was identified during auto-analysis and I was

left with a graph view displaying the _WinMain@16 function. Using the FIRST command from the context menu,
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I checked for the existence of metadata for just that one function. It was discovered as

Crytp0lOcker_WinMain@16. Looking pretty likely that this is, in fact, CrytpOlOcker.

HEEDOIER 5 METUCDHN [ EXCEITS Spmoc
mvews B | [ Hexvews B | Al stwcwres B [ E ewms B [ 80 mpes B | B eBpes @]
] e =

poine __stacall winMain(NINSTAHCE hInstance, HIHSTANCE hPrevinstant
_WinHain@16 proc near

hinstance= duard ptr b
hFrevInstance= deord pkr B
lpCrdLine= duard ptr  OCh
nEhaudirpd= duord pkr 10h

ong EE 68 FE FF FF EEE sub_hOFCTE

and &85 CP test eay, eax
ong i o2 jz short loc_UOSERE
il s =

a0g ES& 42 b FF FF call sub_hdFB20
ana E8 ¥0 FD FF FF call sub_unzao0

ang g5 Ca test Bax, eax

ang 74 2F jz Short Loc_UJ0SELS
i

L 1

With confidence that FIRST will be useful, since it had a result for _WinMain@16, I began the search for the full
file. At 436 functions this is not a quick lookup, so go get a fresh cup of coffee and let FIRST work. Since this file
uses a known runtime, the runtime files are also known to FIRST. You can filter those functions with the Show

only "sub_" functions checkbox.

. Function name 3 o
[7] CRiclocaletamefnt)
7] 1sProcessorFeaturePresent ; int _ stdcall Wink
Lf | Rellrwind _uinmainEi6 proc ne:
51 b ainfex g x)
F| _Sno_ouTeut hinstance= doord ptr
[£] o P
LF] _EH4_CaliFilterFuncixx) hPreulnstance= duore
£ EHS_Glebailinwind2ixx) pCrdLine= duord pte
LF] _EH4_LecalUruind(xxxs) nShowknd= duord phr
LF1 _EH4_TransferToHandlestxx) =
= FF a1l Sub_NOSCTO
LF] _GetTableindesFromLocaletarne % Laycut graph test eax, eax
q_LocuItUpdntr.:_Ln-:uld.lpdnt:lilncnrt Q Print graph j= short loc_hi
|F] _CwlinhandledExceptionFites{ EXC :
[7] FF_MSGEANMER 9 | Fit windaw W
[F] _findPESection B Zoom 100%
%_G;T.RTE_ERTSGC B Testview [T
iHarmaritablelnCunentimage : . apn
¥ _HLG_Call d Zmcwenizciilh : ann
¢T' e " 17 Check FIRST far thic functian uee
Line 1 af 435 T IQHWFIRSE;UMII function malches
B x 17 Add this functicn to FIRST -
1" Add multiple functians 1o FIRST non
1" Apply updsted metadsts fram FIRST han
B Add Accasrbibe ba Clarmd S Creatar... il "

After FIRST completes 78 new function markups are applied out of 295 total known functions. With 78

Crytp0l0cker_* functions identified, you can now dig in on the shoulder of days of professional malware analysis.
10C

File Hash d845e4f2292ba78a993dbbf6f1317894ce1a795c096d7959f3d718e583f1cea3
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