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APT & Targeted Attacks

We have continued tracking APT-C-36, also known as Blind Eagle, since our research on this threat actor in 2019.

We share new findings of APT-C-36’s ongoing spam campaign targeting South American entities.

In 2019, we wrote a blog entryopen on a new tab about a threat actor, likely based in Colombia, targeting entities

in Colombia and other South American countries with spam emails. This threat actor is sometimes referred to as
APT-C-36 or Blind Eagle. Since then, we have continued tracking this threat actor. In this blog entry, we share our

new findings about APT-C-36’s ongoing spam campaign during that monitoring phase.

APT-C-36 has been known to send phishing emails to various entities in South America using publicly available
remote access tools (RATs). Over time, the threat actor switches from one RAT to another. In the past, we have
observed that APT-C-36 makes use of RATS such as:

* DnjRAT

e Imminent Monitor

e A custom modified ProyectoRAT
e Warzone RAT

e Async RAT

e Lime RAT

e Remcos RAT

e BIitRAT

The delivery emails

APT-C-36 utilizes different ruses for their targets: Many of the fraudulent emails impersonate Colombia’s national
directorate of taxes and customs, Direccion de Impuestos y Aduanas Nacionales (DIAN), a lure that the threat
actor has used before. Such emails claim that a “seizure order to bank account has been issued,” further details are
contained in the email attachment, and that the information is protected with password “dian” (Figure 1). In

English, the attachment means “seizure order.pdf” and the email body translates to the following:
“Subject: we have sent a seizure order to the bank accounts matching your name

Dear taxpayer,
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For your information, our intelligent IT system detected that your income statement at the Direccion de Impuestos
y Aduanas DIAN has 180 days of arrears. For that reason, we will proceed as stated in the law, article 823 until
843-2.

We attach the information and your debt with the password : dian"

Message || Orden de Embargo.pdf (68 KB}

Asunto: Hemos emitido una orden de embargo a las cuentas bancarias encontradas a su nombre

Respetado contribuyente,

Para lo d& su conocimiento, nos permitimos informarle que nuestro sistema de informacion inteligente ha
detectado que el estado de su declaracion de renta con la direccion de impuestos y aduanas nacionales DIAN se

encuentran en mora de 180 dias por este motive se ha determinado proceder conforme lo estipula la ley Art.823
hasta 843-2.

Adjuntamos la informacion y su deuda a la fecha con una clave la cual es : dian

Figure 1. A delivery email impersonating Colombia’s national directorate of taxes and customs

Other fake emails in this campaign claim to contain a photo that would prove that the recipient’s partner is having
an affair. In a similar fashion, the recipient is asked to open the email attachment named “attached picture.jpg” and
use the password “foto” to view its contents (Figure 2). These emails lack proper punctuation and are badly

written, which is a common feature in phishing attempts. In English, the email translates to the following:

“Hi how are you, I hope you're fine. I write this email to you as I don't dare telling you directly. Everyone knows
except you, open your eyes, you are being cheated on and I don't like how others are laughing about you. I
experienced a similar situation, that's why I don't like someone doing it to another person. You know me well, I
prefer not to make trouble. I attached a picture where they are kissing, I know it's hard to look at, but it is better

than to live a relationship where you believe it is all fine.

The picture was too big so I compressed it, you need Winzip or Winrar installed. I will write another email in the

following says, I have more things to tell you.

"o

T uploaded the picture with a password to avoid other people to look at it. The password is: foto".
Message || foto adjunta.pdf |55 KE)

hola como estas espero te encuentres bien te escribo este correo ya que me no me atrevo a decirtelo personalmente , todo el mundo lo sabe menos
tu abre los ojos te estan engafiando y me da rabia como todos se burlan de ti, yo pase por algo igual asi que no me gusta que le hagan eso a nadie tu
me conoces bien pero prefiero no meterme en problemas aca te adjunte una foto donde se estan besando se que es duro la foto que vas aver pero
es mejor que vivir en una relacion donde uno cree que todo esta bien.

la foto pesaba mucho y la comprimi debes tener winzip o win rar instalado en el computador, te escribire otro correo en estos dias tengo otras cosas
que contarte

subi la foto con una contrasefia para evitar que todo el mundo la fuera a ver la clave que le puse es: foto

Figure 2. A delivery email pretending to share personal photos

The sender’s email address is either a spoofed address impersonating DIAN, or a Hotmail.com address

impersonating a fake female profile. The originating IP addresses always belong to a VPN provider.
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The delivery documents

The delivery documents in these phishing emails are either a PDF file or DOCX file containing a link. We have
found samples of these documents impersonating DIAN (Figure 3), and others impersonating Google Photos
(Figure 4).

’I PAN N El emprendimiente = minhacienda
es de todos

POR UMNA COLOMBIA MAS HONESTA

Codigo de verificacion de autenticidad

Bogota D.C. 30 de mayo de 2021

DESCARGAR MI ORDEN DE EMBARGO

[ https:/facortaurl.com/httpswwwdiangovecodeudoresmaorad 20dias

El documento de embargo posee una clave es : dian

No es necesario dar respuesta a esta comunicacion

COORDINACION DE CONTROL EXTENSIVO DE OBLIGACIONES

Figure 3. An email attachment with a link to a URL shortener

Google
Photos

https://acortaurl.com
/httpsphotosgooglecomulalbumshleshttpsphotesgooglecomul albumsh

Ver foto adjunta

Contrasefia asignada para abrir la imagen adjunta es : foto

Figure 4. The URL leads to a different destination

Hovering over the link will show that the link was generated from a URL shortener. As discussed in our last blog
entry on this threat actor, APT-C-36 uses URL shorteners such as cort.as, acortaurl.com and gtly.to. These URL
shorteners are capable of geographical targeting, so if a user from a country not targeted by the threat actors clicks
on the link, they will be redirected to a legitimate website. The URL shorteners also have the ability to detect the
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major VPN services, in which case, the shortened link leads the users to a legitimate website instead of redirecting

them to the malicious link, as illustrated in Figures 5 and 6.

GET /hitpswwwdiangovcodeudoresmorad20dias HTTP/1.1
Client
Accept: textfhtml, applicationxhtml +xml ,application fxml
Accept-Encoding: gzip, deflate, br

4 | n

Transformer IHeaders | TextView | SyntaxView | 1

Caching | Cookies | Raw | JsoN | x|

HTTP./1.1 301 Moved Pemanenthy
w-powered-by: PHPf7.4.21
Transport
alt-svc: h3-27="1443"; ma=86400, h3-258=":443"; ma=i
Connection: keep-alive
location: https: ffwww.dian.gov.cof

Figure 5. Geographical targeting detects a non-Colombian IP or VPN, so the user is led to the real
DIAN website

GET /hitpswwwoooglecomphotosabouthitpswwwaooglect
Client
Accept: text/html, application fxhtml+xml,applicationf
Accept-Encoding: gzip, deflate, br

4 | i

Transformer IHeaders | Textview | SyntaxView |

Caching | Cookies | Raw | Json | x|

HTTFA1.1 3071 Moved Pemanenthy
w-powered-by: PHP/7.4.21
Transport
alt-svc: h3-27="1443"; ma=86400, h3-25="19443"; mz
Connection: keep-alive
location: https: /fwww.google.com/photosfabout/

Figure 6. Geographical targeting detects a non-Colombian IP or VPN, so the user is led to the real

Google Photos website

However, if the location criteria are met, then the user is redirected to a file hosting server and a file is

automatically downloaded (Figure 7).
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Your download is restarting...

G Save As @

| v Computer » Local Disk (&) » temp - | dv?ll Search temp p'

File name: -

Save as type: |C0mpressed (zipped) Folder -

Figure 7. File storage containing a password-protected archive

The downloaded file is a password-protected archive, the password for which is mentioned in the email, the email

attachment, or both. These passwords are usually simple, such as “dian,” “foto,” or “1234.”

Payload

After deobfuscating the executable file within the password-protected archive, we are presented with a RAT called

BitRAT. This RAT is not new, it has been previously analyzed by securityopen on a new tab researchersopen on a

new tab.

Upon analyzing the RAT, the most interesting part of this RAT is its configuration settings seen as an encrypted
block of data (Figure 8). There are two hexadecimal strings within the main executable file in BitRAT: the longer

string is the encrypted configuration, the shorter one is the first part of the key.

0008000808653 1 0008943 00080723 100000000000845786974508726F63657373088A5772697
LOSHG6D6C65A0473100000000000000ABA00AA23AA0AA57310008 405369d5e7CcB87dA52
Bcoa1b224d7 fodedB7efaB15635021ac370045e1031c 4425323 1c5342a3e2920 7 Fedoealans
FO2d9fhe?5CcBcaacB873b4d6 357 4d8713d98a29e48FaB067b2e7 616984 CBD12172a3066769
AGbf4e58a25e2e38944b1F3c9ee531aB8C9922afdedBAC382b2cB132b821FCc3ad14F 88743 a8e

d798338d4b7baal2994a5dd993687 4ch195e05d1eFf 012722 F537 058483 742e35c958755bFF1
75

38325a784d6F5630 1.38
ABCDEFGHIJKELHHOPQRSTUUMEYZabcdefghi jklmnopgrstuvuxyz@123456789+/ vector

Figure 8. BitRAT"s encrypted configuration

Unlike most other malware, BitRAT uses the Camelliaopen on a new tab cipher with an initialization vector (IV)
of 0000000000000000.

Page 5 of 7


https://krabsonsecurity.com/2020/08/22/bitrat-the-latest-in-copy-pasted-malware-by-incompetent-developers/
https://krabsonsecurity.com/2020/08/22/bitrat-the-latest-in-copy-pasted-malware-by-incompetent-developers/
https://krabsonsecurity.com/2020/09/04/bitrat-pt-2-hidden-browser-socks5-proxy-and-unknownproducts-unmasked/
https://krabsonsecurity.com/2020/09/04/bitrat-pt-2-hidden-browser-socks5-proxy-and-unknownproducts-unmasked/
https://krabsonsecurity.com/2020/09/04/bitrat-pt-2-hidden-browser-socks5-proxy-and-unknownproducts-unmasked/
https://en.wikipedia.org/wiki/Camellia_(cipher)
https://en.wikipedia.org/wiki/Camellia_(cipher)

https://www.trendmicro.com /en_ph/research/21/i/apt-c-36-updates-its-long-term-spam-campaign-against-south-ameri.html

Several computational steps are needed to obtain the final key. First, a magic value is computed from bytes found

on fixed addresses, as shown in Figures 9 and 10.

—
[ -

= wmmword 7483318;
= wmmword_ 748348,

= Bx3D;

= Bx55;

(i=8; 1i<ext; ++i )
tr[i] = (37 * (*((_DWORD *)wsS8 + i) - 8) ¥ 127 + 127) % 127;

—
= @
—

R Y Y |

C
L7y I N I - I

fo

Figure 9. The algorithm to compute for the magic value of BitRAT’s final key

Ba748318 Uoww=.u.d...d
BE743328 Mo Tewd
Ba743358 cewnd.. kol .d
Ba745348 G...N...m...d

Figure 10. The input data to compute for the magic value of BitRAT’s final key
Each byte is transformed using a simple computation formula, as shown below:
((((value-0x 08)*0x25) % 0x7f)+ 0x7f)% 0x7f
This formula can be used to compute for the magic value through the following process:

1. For example, using the data from Figures 9 and 10 will result in the string “78hf326f87”.

2. This string is appended to the hardcoded string “38325a784d6f5630”, forming the string
“38325a784d6£563078hf326f87”.

3. Afterward, a crc32 checksum is computed from “38325a784d6f563078hf326f87”, resulting in “d8e71d19”.

4. A value of 0x08 is added to the checksum, which then becomes “d8e71d21”.

5. The MD5 hash is computed from the checksum “d8e71d21”, forming
“b50d97fb1e3d5fc9cc302384£5718714”.

6. The first half of this MD5 hash, “b50d97fb1e3d5fc9”, is the key for the Camellia cipher.

The configuration is decrypted to the following string, as shown in Figure 11, including a command-and-control

(C&QC) server and a port.

jairoandresotalvarorend.linkpc.net|9886| 8] 2a4he1dec29923%a|windowsdefenderinitser
vices|windowsdefenderinitservice .exe|bfdba24eedd61F082608cudc1834cIecld | tor|

Figure 11. Decrypted configuration of BitRAT

Affected regions and industries

The majority of the targets we discovered were located in Colombia, although some were from other South

American countries such as Ecuador, Spain, and Panama. This is consistent with the use of Spanish in spear-
phishing emails.

Although APT-C-36’s objective remains unclear, we posit that the threat actor carried out this campaign for

financial gain. The campaign has affected multiple industries, primarily government, financial, and healthcare
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entities. We have also seen the campaign affect the finance, telecommunications, and energy, oil and gas

industries.

Conclusion

Over the course of this investigation, we have found various new tactics, techniques, and procedures (TTPs) used
by APT-C-36. Our research shows that they modify their methods frequently, as evidenced by their use of
different link shorteners and RATs. While spear-phishing emails are the initial infection vector for this ongoing
campaign, the threat actor is constantly changing their payloads and improving their techniques to avoid detection,

such as their use of geolocation filtering.

APT-C-36 selects their targets based on location and most likely the financial standing of the email recipient.
These, and the prevalence of the emails, lead us to conclude that the threat actor’s ultimate goal is financial gain

rather than espionage.

Security Recommendations

Threat actors like APT-C-36 are constantly seeking new ways to deploy their malware and stay one step ahead of
their victims’ defenses. To secure their data from spear-phishing attempts, companies can benefit from tools such

as the Trend Micro™ Smart Protection Suitesproducts and Worry-Free™ Business Security solutions, which

protect end-users and businesses from these kinds of threats by detecting and blocking malicious files, spam
messages, and malicious URLs. They can also turn to tools like Trend Micro™ Email Securityproducts, a no-
maintenance cloud solution that delivers continuously updated protection to stop spam, malware, spear phishing,
ransomware, and advanced targeted attacks before they reach the network. It protects Microsoft Exchange,

Microsoft Office 365, Google Apps, and other hosted and on-premises email solutions.

Indicators of Compromise
You can access the link here for the full list of IOCs.
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