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More_eggs

aka: SpicyOmelette, SKID

Actor(s): Cobalt, FIN6, VENOM SPIDER

More_eggs is a JavaScript backdoor used by the Cobalt group. It attempts to connect to its C&C server and

retrieve tasks to carry out, some of which are:
- d&exec = download and execute PE file

- gtfo = delete files/startup entries and terminate
- more_eggs = download additional/new scripts
- more_onion = run new script and terminate current script

- more_power = run command shell commands
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2018-10-17 ⋅ MITRE ATT&CK ⋅ MITRE

Software Description: More_eggs
More_eggs

2018-10-08 ⋅ Morphisec ⋅ Michael Gorelik

Cobalt Group 2.0
More_eggs

2018-09-27 ⋅ Secureworks ⋅ Counter Threat Unit ResearchTeam

Cybercriminals Increasingly Trying to Ensnare the Big Financial Fish

More_eggs Cobalt

2018-08-30 ⋅ NetScout ⋅ ASERT Team

Double the Infection, Double the Fun

More_eggs CobInt

2018-07-31 ⋅ Cisco Talos ⋅ Vanja Svajcer

Multiple Cobalt Personality Disorder
More_eggs

2018-03-02 ⋅ Reaqta ⋅ Reaqta

Spear-phishing campaign leveraging on MSXSL
More_eggs

2017-11-20 ⋅ Trend Micro ⋅ Fyodor Yarochkin, Lenart Bermejo, Ronnie Giagone

Cobalt Strikes Again: Spam Runs Use Macros and CVE-2017-8759 Exploit Against Russian Banks
More_eggs Cobalt

2017-08-07 ⋅ Trend Micro ⋅ Fyodor Yarochkin, Lenart Bermejo, Ronnie Giagone, Rubio Wu

Backdoor-carrying Emails Set Sights on Russian-speaking Businesses
More_eggs

There is no Yara-Signature yet.

Source: https://malpedia.caad.fkie.fraunhofer.de/details/js.more_eggs
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