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The REvil ransomware family has been in the news due to its involvement in high-profile incidents, such as the

JBS cyberattack and the Kaseya supply chain attack. Yet this threat carries a much more storied history, with

varying functionality from one campaign to the next.

The threat actors behind REvil attacks operate under a ransomware-as-a-service model. In this type of setup,
affiliates work alongside the REvil developers, using a variety of methods to compromise networks and distribute

the ransomware. These affiliates then split the ransom with the threat actors who develop REwvil.

We looked at REvil, also known as Sodinokibi or Sodin, earlier in the year in a Threat Trends blog_ on DNS

Security. In it we talked about how REvil/Sodinokibi compromised far more endpoints than Ryuk, but had far less

DNS communication. However, when revisiting these metrics, we noticed that this changed in the beginning of
2021.
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Figure 1-DNS activity surrounding REvil/Sodinokibi.

What’s interesting in revisiting this data over an 18-month span is that while the number of endpoints didn’t rise
dramatically in 2021, comparing each month to the overall averages, the amount of DNS activity did. In fact, the
one noticeable drop in endpoints in December appears to coincide with the beginning of a dramatic rise in DNS

activity. (For information on the methodology behind this chart, please see the end of the Threat Trends blog.)
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What’s notable about the initial attacks is that on many occasions, zero-day vulnerabilities have been leveraged to

spread REvil/Sodinokibi. In the most recent case, attackers exploited a zero-day vulnerability in the Kaseya VSA

in order to distribute the ransomware. Previously the group exploited the Oracle WebLogic Server vulnerability,

(CVE-2019-2725) and a Windows privilege escalation vulnerability (CVE-2018-8453) in order to compromise

networks and endpoints. There have been reports of other, well-known vulnerabilities being leveraged in

campaigns as well.

It’s worth noting that in the case of the campaign that leveraged the Kaseya VSA vulnerability, the threat actors
behind REvil disabled the command and control (C2) functionality, among other features, opting to rely on the
Kaseya software to deploy and manage the ransomware. This highlights how the malware is frequently tailored to

the circumstances, where different features are leveraged from one campaign to the next.

So given how functionality varies, what can REvil/Sodinokibi do on a computer to take control and hold it for

ransom? To answer this question, we’ve used Cisco Secure Malware Analytics to look at REvil/Sodinokibi

samples. The screenshots that follow showcase various behavioral indicators identified by Secure Malware

Analytics when it is executed within a virtualized Windows sandbox.

While the features that follow aren’t present in every REvil/Sodinokibi sample, once it is successfully deployed

and launched, the result is generally the same.

All of your files are encrypted!

Find Ohr3v3-readme txt and follow instuctions

Figure 2-A desktop that has been encrypted by REvil/Sodinokibi.

What follows provides an overview of how the ransomware goes about locking down a computer to hold it for

ransom.
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Creating a mutex

One of the first things that REvil/Sodinokibi does is create a mutex. This is a common occurrence with software.
Mutexes ensure only one copy of a piece of software can run at a time, avoiding problems that can lead to crashes.

However, being a unique identifier for a program, mutexes can sometimes be used to identify malicious activity.

967E-GA19-D564

Figure 3-REvil/Sodinokibi creating a mutex.

Once the mutex is created, the threat carries out a variety of activities. The functions that follow do not necessarily

happen in chronological order—or in one infection—but have been organized into related groupings.

Establishing persistence

As is the case with many threats, REvil/Sodinokibi attempts to embed itself into a computer so it will load when
the computer starts. This is often done by creating an “autorun” registry key, which Windows will launch when

starting up.

The creation of run keys, like mutexes, is a fairly common practice for software. However, REvil/Sodinokibi
sometimes creates run keys that point to files in temporary folders. This sort of behavior is hardly ever done by

legitimate programs since files in temporary folders are meant to be just that—temporary.

attack.mitre.org
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Figure 4-REvil/Sodinokibi creating a run key for a temporary file.
Terminating processes and services

REvil/Sodinokibi not only establishes persistence, but it also disables and deletes keys associated with processes
and services that may interfere with its operation. For example, the following two indicators show it attempting to
disable two Windows services: one involved in managing file signatures and certificates, and another that looks

after application compatibility.

attack.mitre.org
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Figure 5-REvil/Sodinokibi disabling another service.
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Figure 6-REvil/Sodinokibi deleting another service.

It’s worth noting that these two behavioral indicators carry a medium threat score. This is because there are
legitimate reasons that these activities might happen on a system. For example, processes and services might be
disabled by an administrator. However, in this case, REvil/Sodinokibi is clearly removing these processes so that

they don’t interfere with the operation of the malicious code.

Deleting backups

Many ransomware threats delete the backups residing on a system that they intend to encrypt. This stops the user

from reverting files to previous versions after they’ve been encrypted, taking local file restoration off the table.
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Figure 7-REvil/Sodinokibi deleting a shadow copy used in backups and restoration.
Disabling Windows recovery tools

The command that REvil/Sodinokibi uses to delete backups also includes a secondary command that disables
access to recovery tools. These tools are available when rebooting a Windows computer, and disabling them

further cripples a system, preventing it from easily being restored.
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Figure 9-REvil/Sodinokibi hiding the Windows recovery tools startup menu.

Changing firewall rules

REvil/Sodinokibi sometimes makes changes to the Windows Firewall. In this case, it turns on Network Discovery,

which makes it easier to find other computers on the network and spread further.
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Figure 10-REvil/Sodinokibi enabling Network Discovery.

Contacting the C2 server

To carry out various functions remotely, the threat actors behind REvil often need it to connect back to a C2

server. Each of the C2 servers listed below have been classified as high risk by Cisco Umbrella.
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Figure 11-Domains flagged as High Risk by Cisco Umbrella.

When looking at these domains using Umbrella Investigate, we see that the domain is associated with
REvil/Sodinokibi.

m alhashem.net . Malware Block List
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The domain is classified as High Risk and Is blocked due to its assoclation with Ransomware(Sodinokibi)
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Security Categories Content Categories
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Figure 12-Information in Cisco Umbrella Investigate about a REvil/Sodinokibi domain.

Page 7 of 11


https://umbrella.cisco.com/
https://umbrella.cisco.com/products/umbrella-investigate

https://blogs.cisco.com /security/threat-protection-the-revil-ransomware

Encrypting files

Once most of the previous functions have been carried out, REvil/Sodinokibi will execute its coup de grace:

encrypting the files on the drive.

Figure 13-REvil/Sodinokibi encrypting a drive.

Creating ransom notes

During this process, REvil/Sodinokibi creates additional files in the folders it encrypts. These files contain

information about how to pay the ransom.

Generic Ransomware Notes O
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Figure 14-REvil/Sodinokibi creating ransomware notes.

Changing desktop wallpaper

Finally, REvil/Sodinokibi changes the desktop wallpaper to draw attention to the fact that the system has been

compromised.

This may be done to grab the us ttention or as

Figure 15-REvil/Sodinokibi changing the desktop wallpaper.
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The new wallpaper includes a message pointing the user to the ransom file, which contains instructions on how to

recover the files on the computer.

All of your files are encrypted!

Find 37n76i-readme. txt and follow instuctions

ITnTE-readime - Natepad
File Edie Format Wiew Help

b--==2= Weleome, Bgaln, ===---

[-] Whats HapPen? [-]

Your flles are enorypted, snd currently unavaileble. You can check it: all files on your system has extension 37n76l.
By the way, ewverything ls pessible to recover (restore), but you need to follaw our instructlons. Otherwlse, you cant return

yeur dats (MEVER).

+] What pusrantees? [+
1 = L

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do our work

and lisbilities - nobody will not cooperste with us. Tts not in our interests.

To check the ability of returning files, You should go to our website. There you can decrypt one flle for free.

guarantee.
1f you will not cooperate with cur service - for us, its does not matter. But you will lose
v have the privote key. In practice - time 1c much more waluable than money.

¥

[+] Haw to get access on website? [«]
You have two ways:
1) [Reccemended] Using & TOR browserl
a) Download and install TOR browser fram this site: https://torproject.orgd
b} Open our webslte:
2) If TOR blocked in your country, try to use WPH! But you can use our secondary website. For this:
a) Open your any browser (Chrome, Firefox, Opera, IE, Edge)
b} Tpen our secondary website:

Warnlng: secondary website can be blocked, thats why flrst varlant much better and more avallable.

When you cpen our webslte, put the following data in the irput form:
Kay:

Figure 16-The ransom note created by REvil/Sodinokibi.

your time and data,

That is our

cousa Just

Since the files have been successfully encrypted, the computer is now largely unusable. Each file has a file

extension that matches what is mentioned in the ransom note (.37n76i in this case).
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All of your files are encrypted!

Find 37n76i-readme txt and follow instuctions
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Its :.Jsr.?. D L L Outlook Files 17 File f ot do our work
and liabilj & it Docum, 8
To check th &= Pictures bookiaunch,_s doc.3Tn 78 prope N Pl re. That is our
Quarantee. & €D Drive (D€ i
If you will
wa have thy

Falli01 dasof_BA111 3 3TnTh .
e _ 8, cause just
4t Muiic Databarel. sccdb, 376
B deos Disarm_0_PPT,
+] Ham to Featuare bODOE pdd, 3 Tr T
[+ B Oneliive S
Financial Sarngiledse 370
You have & ol This pC genealogy ppt nTé
2 Dest greenpaper.dac.I7n 6
1) [Recoam B Deshtop i
a) Downls 2 Documents
b) Opan 4 . Landsea-Husr- Glab-Warm.pdt 3Tn 78
NCE_Personal_App.pdf.3Tn 16
2y If TCR & o RILLReturn ppt 37076
a) Open 3 E_Tour pof 3Tn76
b) Cpen «

jemes_harrison_pubbc_forsm presentab...

5 Onverview, ppLITnT6
Warnlng: s& siltveri_ P 2rev. 1nT6
C trmeeninylimit. 76
When pou of T TSR_ Db st tvations_2-¥4- 2007 doc. 3T T6i
- {F
Kay: by s i TR

Figure 17-Encrypted files on a compromised endpoint.

Defense in the real world

Given the variation in behaviors during infection, running REvil/Sodinokibi samples inside Cisco Secure Malware

Analytics is a great way to understand how a particular version of the threat functions. However, when it comes to

having security tools in place, it’s unlikely you’ll see this many alerts.

For example, when running Cisco Secure Endpoint, it’s more likely that the REvil/Sodinokibi executable would

be detected before it could do any damage.

attack.mitre_ong
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Figure 18-Detection of a REvil/Sodinokibi executable.

Page 10 of 11


https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html

https://blogs.cisco.com /security/threat-protection-the-revil-ransomware

of being hit with & for particular criteria.

Figure 19-Generic ransomware detection.
Protecting against REvil/Sodinokibi and its ilk

On July 13" the websites and infrastructure associated with the REvil threat actors disappeared from the Internet.

Whether the threat will return remains to be seen.

Yet REvil/Sodinokibi is one of many families of ransomware, several of which have been just as active, if not
more so. Want to learn more about how ransomware works, as well as ways to protect yourself? Check out the

Cisco Secure Ransomware Defense page.

Also be sure to check out our Top Tips for Ransomware Defense for the latest on the machinations behind these

threats and further defensive strategies.

Finally, if you’re looking to beef up your ransomware defense and want a simpler and more flexible buying

experience, check out our Cisco Secure Choice enterprise agreement.

We’d love to hear what you think. Ask a Question, Comment Below, and Stay Connected with Cisco Secure on

social!
Cisco Secure Social Channels

Instagram
Facebook
Twitter
LinkedIn

Source: https://blogs.cisco.com/security/threat-protection-the-revil-ransomware

Page 11 of 11


https://www.nytimes.com/2021/07/13/us/politics/russia-hacking-ransomware-revil.html
https://www.cisco.com/c/en/us/solutions/security/ransomware-defense/index.html
https://blogs.cisco.com/security/top-tips-for-ransomware-defense
https://blogs.cisco.com/security/beef-up-your-ransomware-defense-with-cisco-secure-choice
https://www.instagram.com/CiscoSecure/
https://www.facebook.com/ciscosecure/
https://twitter.com/CiscoSecure
https://www.linkedin.com/showcase/cisco-secure

