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Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

ID Name
Command and Scripting

T1059 .003 Interpreter: Windows
Command Shell
Encrypted Channel:

T1573 .002  Asymmetric
Cryptography

T1008 Fallback Channels

T1105 Ingress Tool Transfer
Input Capture:

T1056 .001 e .
Keylogging

T1057 Process Discovery

T1113 Screen Capture
System Information

11082

Discovery
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Use

BISCUIT has a command to launch a command

shell on the system.[g;l

BISCUIT uses SSL for encrypting C2

communications.[2]

BISCUIT malware contains a secondary
fallback command and control server that is

contacted after the primary command and

control server.[Ll2]

BISCUIT has a command to download a file

from the C2 server.[2!

BISCUIT can capture keystrokes.[Z]

BISCUIT has a command to enumerate running

processes and identify their owners.[2]

BISCUIT has a command to periodically take

screenshots of the system.[z]

BISCUIT has a command to collect the
processor type, operation system, computer

name, and whether the system is a laptop or PC.
(1]


https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/techniques/T1059/003
https://attack.mitre.org/software/S0017
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1573/002
https://attack.mitre.org/techniques/T1573
https://attack.mitre.org/techniques/T1573/002
https://attack.mitre.org/techniques/T1573/002
https://attack.mitre.org/software/S0017
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1008
https://attack.mitre.org/techniques/T1008
https://attack.mitre.org/software/S0017
https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/mandiant-apt1-report.pdf
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1105
https://attack.mitre.org/techniques/T1105
https://attack.mitre.org/software/S0017
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1056
https://attack.mitre.org/techniques/T1056/001
https://attack.mitre.org/techniques/T1056
https://attack.mitre.org/techniques/T1056/001
https://attack.mitre.org/software/S0017
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1057
https://attack.mitre.org/techniques/T1057
https://attack.mitre.org/software/S0017
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1113
https://attack.mitre.org/techniques/T1113
https://attack.mitre.org/software/S0017
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/techniques/T1082
https://attack.mitre.org/software/S0017
https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/mandiant-apt1-report.pdf

https://attack.mitre.org/software/S0017 /

Domain ID Name Use

System Owner/User BISCUIT has a command to gather the

Enterprise =~ T1033 . 2
Discovery, username from the system.u

BISCUIT has a command to collect the system

Enterprise = T1124 System Time Discovery
uPTIME .[1]

Source: https://attack.mitre.org/software/S0017/

Page 2 of 2


https://attack.mitre.org/techniques/T1033
https://attack.mitre.org/techniques/T1033
https://attack.mitre.org/techniques/T1033
https://attack.mitre.org/software/S0017
https://www.mandiant.com/sites/default/files/2021-09/mandiant-apt1-report.pdf
https://attack.mitre.org/techniques/T1124
https://attack.mitre.org/techniques/T1124
https://attack.mitre.org/software/S0017
https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/mandiant-apt1-report.pdf

