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&2 Tool: DinodasRAT

Names

Category

Type

Description

Information

Malpedia

DinodasRAT
XDealer

Malware

Backdoor, Info stealer

(ESET) DinodasRAT is a previously undocumented remote access trojan developed in C++
with various capabilities that allow an attacker to spy on and collect sensitive information from

a victim’s computer.

<https://www.welivesecurity.com/en/eset-research/operation-jacana-spying-guyana-entity/>
<https://jsac.jpcert.or.jp/archive/2022/pdf/JSAC2022 7 leon-niwa-ishimaru en.pdf>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.dinodas rat>

Last change to this tool card: 22 April 2024

Download this tool card in JSON format

All groups using tool DinodasRAT

Changed Name Country Observed
APT groups
Earth Krahang 2022
* !
Operation Jacana 2023

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=550f65cc-b38a-48bb-abb4-685035322d94
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