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 Tool: VolatileVenom

Names VolatileVenom

Category Malware

Type Backdoor

Description

(Cybereason) VolatileVenom is one of APT-C-23’s arsenal of Android malware. The attackers
lure the victims into installing the VolatileVenom under the pretext that the suggested app is

more “secure” and “discrete.” Based on our investigation, it seems that VolatileVenom has
been operationalized and integrated into the group's arsenal since at least April of 2020, and

disguises itself using icons and names of chat applications.

Information
<https://www.cybereason.com/blog/operation-bearded-barbie-apt-c-23-campaign-targeting-
israeli-officials>

Last change to this tool card: 08 April 2022

Download this tool card in JSON format

All groups using tool VolatileVenom

Changed Name Country Observed

APT groups

  Desert Falcons [Gaza] 2011-Oct 2023

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2a7d25b1-48bd-4592-b3b8-e260b93771b0
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