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Technical Analysis

Basic Algorithms and Structures

Formbook and Xloader have evolved along the years with new layers of obfuscation added in each new version.
However, there is a set of basic algorithms that have been used since the first versions of Formbook. These
algorithms are combined in different ways to decrypt other blocks of code and data. The primary algorithms that

are shared between different versions of Xloader are the following:

e Custom RC4: an RC4-based algorithm with two additional layers based on subtraction operations.

e Custom buffer decryption algorithm: a custom algorithm used by Xloader, mainly used to decrypt the first

encryption layer of the PUSHEBP data blocks (described in the following sections).
e Custom SHA1: a SHA1 hash is calculated and the result is reversed DWORD by DWORD.

There is also a large global data structure that is used to store important information. When Xloader is executed,
this structure is allocated and initialized with information from PUSHEBP data blocks, or from hardcoded values
in the code. This structure contains data and encryption keys that are used by other parts of the code. Previous
blog posts have referred to this structure as the ConfigObj, with fields that are used to store flags, encryption

parameters, pointers, etc. The most important offsets in the ConfigObj structure are identified in Table 1.

Offset = Description Size
0x00 Value Oxffffffff 0x04
0x04 Pointer to a second PE header used for process injection (e.g., explorer.exe) 0x04
0x08 Result of RtlGetProcessHeaps() 0x04
0x48 Branch ID — XLNG (XORed with 0x3c) 0x04
0x90 Pointer to an extended config (located in memory following the ConfigObj structure) 0x04
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Description

Decrypted content of the PUSHEBP block 2, which is an array of API hashes

Array of library and process names hashes

Seed of a random number generator (RNG) used by the malware

Flag indicating that Xloader has generated the parameters necessary for the

communications with the C2

The Xloader version number (XORed with 0x3c)

RC4 key used to decrypt other parameters

RC4 key used to decrypt other parameters (this key is the SHA1 of the decrypted content

of the PUSHEBP block 5)

RC4 key used to decrypt the C2s list

Table 1. Important Xloader 4.3 ConfigObj fields.

Encrypted PUSHEBP Data Blocks

Throughout the Xloader code there is a set of encrypted data blocks with the structure shown in Figure 1.
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CJtext:eedlEICE loc_41E3C4:

extreedlE3CS

Jtext:eed41E3C4 EE @@ @@ 20 ae call $+5
Jtext:ee4lEICS 58 pop eax
TGextiead4lESCA (3 retn

text:8841E3CE T e
Jtext:@841E3CE 55 push ebp
Ctexti@e41E3CC BB EC maov ebp, esp
Tdextieed1E3CC HI D
textieedlEICE 22 db 22h ;
text:eed41EICF 35 db 35h ; 5
textieedlE3DE BA db 8&h ; 5
CtewxtieedlESDL AL db @alh ;
Ctext:ee41E3D2 AS db 8ASh ; @
Ctext:ee41E303 DD db @DDh ; ¥ o100 tmeans

Figure 1. Xloader PUSHEBP encrypted block

This structure is designed to resemble the beginning of a function, but are in fact blocks of encrypted data such as
encryption keys and encrypted strings. These data blocks are decrypted using a custom buffer decryption

algorithm. Table 2 shows the PUSHEBP encrypted blocks that were found in Xloader 4.3.

PUSHEBP Block Number Description Size
PUSHEBP Block 1 Encrypted strings 0xA82
PUSHEBP Block 2 API CRCs 0x222
PUSHEBP Block 3 Encryption key involved in C2 communications 0x15
PUSHEBP Block 4 Encryption key used to decrypt other data 0x14
PUSHEBP Block 5 Hardcoded C2 0x78
PUSHERBP Block 6 API CRCs 0x310

Table 2. PUSHEBP encrypted block contents

Encrypted PUSHEBP Functions

Formbook and Xloader also contain functions that decrypt code. An example function to decrypt code (prior to

Xloader 2.9) is shown in Figure 2.
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.text:884175A8 55 push ebp
text:984175A1 88 EC mov ebp, esp
Ldext:8e4175A3 81 EC 3C 85 o8 ee sub esp, 53Ch
text:884175A9 53 push ebx
LSdext:@84175AA 56 push esi
text:884175A8 57 push edi
Jext:@84175AC 41 inc ecx
SJext:884175AC e e e e e e i e e i e e e T i e e
Jtext:ee4175AD 99 90 99 49 dd 49969698h 3 DECRYPT C2 LIST BEGINNING TAG
text:884175B1 6E db BEh ; n
text:88417562 9F db 9Fh ; ¥
text:88417583 79 db Teh ; p
fext: 08417564 ES db BEBh ; &
Jtext: 88417565 89 db )
Jdext: 88417566 52 db 52h : R
*
*
text:98417D73 E8 db @EBh ; &
Jext: 88417074 D2 db @nzh ; O
text: 98417075 43 db 43h ; C
.text:88417D76 78 db 78h ; x
Jdext: 80417077 AS db @Ash ; ¥
Jgext:80417D78 AE db @AEh ; ©
LSText: 88417079 AC db 8ACh ; -
Jdext:@e417D7A 16 db 18h
LJext: 88417078 2D db 2Dh ; -
Ltext:ea417D7C 46 db 4gh ; F
Sext: 88417070 77 db 77h ; w
text:8e417D7E C8 db @csh ; E
text:88417D7F 90 99 98 99 dd 98989898h 3 END TAG
.text:88417D83 SE db SFh : © 2023 ThreatLabz

Figure 2. Encrypted code in earlier versions of Xloader and Formbook

This code starts with the well-known function preamble push ebp / mov ebp, esp, followed by a tag identifying the
encrypted code (0x49909090 in Figure 2), the encrypted code, and an ending tag 0x90909090.

In older versions, the code was decrypted using a custom RC4 algorithm with a key stored in the ConfigObj
structure. In Xloader version 2.9, the code retained the custom RC4 algorithm and added a layer of encryption

with a second key built on the stack, as shown in Figure 3.

CLEALIYOSHL/OUD OO0 ©2 OD FC TP Fr oy LELE =220 [y dd

Ltext:@88417809 8D 86 B4 12 6@ B8 lea eax, [esi+l284h] ; ConfigObjExt + 1284h - key to

Ltext: 88417809 ; decrypt extra layer decoy c2
.text:884178DF 51 push ecx

Ltext:084178E0 5@ push eax

Ltext:@a4178E1 89 96 D@ 2C ee e mov [esi+2CDeh], edx

.text:@84178E7 C7 85 4C FF FF FF 31 83 9E (9 mov dword ptr [ebp-@B4ah], ®C99E8331h ; key build in stack and
.text:@84178E7 ; copied to extended ConfigObj
.text:@884178F1 C7 85 5@ FF FF FF C6 88 86 72 Mo dword ptr [ebp-@Beh], 728638C6h

.text:@884178FE C7 85 54 FF FF FF E9 @@ BC 34 Mo dword ptr [ebp-@ACh], 34BC@@E%h

Ltext:ee4l7oes C7 85 58 FF FF FF B4 AA D5 E4 mov dword ptr [ebp-@ASh], BE4DSAAB4h

Ltext:ee4l709eF B3 AB mov bl, @ABh

Ltext:@8417911 C7 85 5C FF FF FF F5 31 9E AB mov dword ptr [ebp-8A4h], BAB9E31FSh

.text:@@41791E (6 85 68 FF FF FF 8@ mav byte ptr [ebp-@4gh], @

Stext: 88417922 ES 89 48 @8 69 call memcpy H & 2023 ThreatLabz

Figure 3. Decryptor of the PUSHEBP functions in Xloader version 2.9

In Xloader version 4.3, there are still PUSHEBP encrypted functions. However, the tags identifying the start and
the end of the encrypted code have changed, and now they appear to be random bytes. Figure 4 shows an example

of an encrypted function in Xloader 4.3.
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EncryptedFuncl proc near
push ebp
mov ebp, esp
sub esp, 2C8h
push ebx

iush esi

& 2023 ThreatlLabz

Figure 4. Encrypted PUSHEBP function (Xloader version 4.3)

Figure 5 shows the code that decrypts a PUSHEBP function (e.g., the

function DecryptCritical CodeTypel_Set_909090909090), which accepts two encrypted tags and an ID value.
Inside the decryptor, another 0x14 byte key is constructed dynamically in the sub-

function init_key_encrypted_funcs, XORed with a DWORD (XOR key 1) and XORed again with the ID value
passed as an argument and another hardcoded DWORD (XOR key 2). The resulting 0x14 byte key will be used to
decrypt the encrypted code using Xloader’s custom RC4 algorithm. The same RC4 key is also used to decrypt the
encrypted TAG1 and TAG2, which are passed as arguments to the decryptor to derive the starting and ending tags
that delimit the encrypted PUSHEBP function.
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int _cdecl call _EncryptedFuncl{_DWORD *al, int a2)

int result; // eax
[

tagl for funel
tag? for func2
¢ = DecryptCriticalCodeTypel_Set_969698989898(

int)al
@x195457E2
{unsigned
(unsigned —_

¥3);
if ( result )
EncryptedFuncl(sl, a2);
return result;

[int _cdecl Decr

*arg_tag 1,
inté “arg tag 2,
arg_czerobuf)

memset(Bv2[5], @, 12);
2[8] =[exCAESTE4F;

r v2[1] =|@x91388C64; | init key
/ 12[2] =|ex2225EF04;

v2[3] =|@xDATEBFEC; :

s2[4] =|exd616c850; xor key 1
int i; // edi / xor_array_5_dwords(y2, [0x18276D36] ;
unsigned int vo; // esi o return Sub_41B718 Transfer_Data(al,
_BYTE *j; // edi /
int wil; //

char v12[572
int vi3; // [e
int vi4; // [e ]
unsigned int viS; //

vil = 8;
Sub_41679@_Init_Memory(v12, @, @x. =
esult = Sub_414338_Set_ConstantValle(

ie{arg_ConfigoBj, Bvll);

*_cdecl init_key_encrypted_funcs(int al)

int v2[B]; // [esp+@h] [ebp-20h] BYREF

vi, @xla);

if [ result )
Encryptedfuncl proc near {
push ebp w6
mov ebp, esp
sub esp, 2C8h "
push ebx init_ke 2)); 5
sh esi nor_array_5_dwords(arg_zerobuf + 32, : ~[exisarense); Xorkey?
EREVEEARIRET, #db. 5 sp-analysis Eatled decrypt_typed.rcdbased(org tag 1, 6u, (nt)(ar s 2
decrypt_type2_rcdbased(arg_tag_2, 6u, (int)(ar uf + 2))3

H =8
id of the function : I fune start id == red(tagl, init_key " xor_key_1 ™ arg_id ™ xor_key_2)
| looking like random Sub_41BA28_Compare_AsciiString(arg tag 1, i, 6u); ++i
bytes
o if ( ++v7 = v15 )
return @;
i = 9x08909000;
encrypted code i +4) = 8x90890;

\ va =4

;‘m- { ; = (_BYTE *){i + 6); v9 < v15; Hv3 )

func end 1d == reditagl, init_key * xor_key_1 * arg_id * xor_key 2}
2, (int)&3[v0], 6u) )

if ( Sub_41BA20 Compare_AsciiString(arg
break;

}

*{_DWORD *)&j[v9] < exsesesese

*(_WORD *)&j[v9 + 4] = @x9890
decrypt_type2_rcabased(], v9, (int)(arg_zercbuf + 2)};

M1 & funcionad intYde

© 2023 ThreatLabz

Figure 5. PUSHEBP function decryption code (Xloader version 4.3)

After the code is decrypted, the delimiter tags are replaced by 90 90 90 90 90 90 (NOP) opcodes. Figure 6 shows

an encrypted function before and after being decrypted.
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EncryptedFuncl proc near EncryptedFuncl prec near
push ebp
mow ebp, esp var_2(@ = dword ptr -2Ceh
sub esp, 2C8h var_28C = byte ptr -2BCh
push ebx var_2B4 = dword ptr -2B4h
ush esi var_2B8 = dword ptr -2B8h
EreryatedruneL "endp ; Sp-analysis Tailed var 2AC - dword ptr ~24Ch
var_2AB = byte ptr -248h
§ Ereetmesseema e e e e |::> var_~A@ = dword ptr -2agh
db & |- . var_9C = dword ptr -9Ch
db 2Fh ; id of the function varZSB = dword Etr‘ -8@h
db 34k looking like random var_78 = byte ptr -78h
db @DBh | bytes var_34 = byte ptr -34h
db 35h ; var_18 = byte ptr -18h
db BEdh var_14 = byte ptr -14h
db 807h var_1@ = dword ptr -18h
db 7 var_C = word ptr -8Ch
db BEDh encrypted code var_38 = dword ptr -8
db @ECh var_4 = dword ptr -4
db ] arg_@ = dword ptr 8
db @Czh arg_4 = dword ptr @Ch
push ebp
mow ebp, esp
sub esp, 2C8h
push ebx
push esi
nop
nop
nop
nop
nop
nop
push 284h
lea eax, [ebp+var_2BC]
& 2023 ThreatLabz |':|us:1| e

Figure 6. Example PUSHEBP function decrypted (Xloader version 4.3)

Encrypted NO-PUSHEBP Functions

In Xloader version 4.3, a new type of encrypted function without the push ebp / mov ebp esp preamble has also
been introduced. The limits of the encrypted code are located by searching for two tags that identify the start and
the end of the block. Figure 7 shows the code responsible for determining the limits of a NO-PUSHEBP encrypted

function.
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if ( arg @ == @xFAB122D4 )
ta it = 8
else
- 3 t = (wgh " B eDCy S BRI BYTE *_ cdecl OBFUS_Decryptor Using pushebp blkS_6_customrcs_multiplelayers(ConfigObj *
-8 - — - - . _0lkE 6 X ]
= al- int pushebp_blk_5; // =
3=0;
= = OXCBBEACTF; int pushebp_| hII( E .-"f 2 e
= BXEBASSIED: char dst[123]; [esp+Ch -:| -Edh] BYREF
5 = HeaiATAE int shal pushebp blk_S[26]; // [esp+ash] [ebp-6ah] BYREF
e oo
i ( 7 ) 4 UTIL_Init_Memory(8dst[1], @, @x79u);
11 find start of encrypted code Lk_5 = 0BFUS_get_pushebp bLk_50);_ )
while ( *(_DWORD *)&er e de[v2] 1= tag_start ) 1 ST, pusT Tk s + 2, ex78u);
. ushebp_blk_6 = OBFUS_pget_| pusnebp blk a(),
if ( +hv2 o= 34 ) 08FUS_FF EncheFum:t].Dn(( nt)&configobi->Field 58C, pushebp blk 6 + 2, @x310u};
E +. LABE!. 22.‘ 0BFUS build key xor with :am‘ualﬂ 1b@((int ) onfigObi, BconfigObj->field 990);
gote aa 0BFUS_malware_shal inlt{
——I OBFUS_cha_Stir_value(:l 8x78);
B0 = 63; - T . : OBFUS_sha_Mix_66h_Value(( blk_5);
UTIL flo, Enlt Mewary((cha Jearg @, (char *)a); UTIL_Transfer_Data((int)&cc ->shal_pushebp_blk_5, shal pushebp_blk_5, @x14);
if ( arp @ == @xFAB12204 ) Vs
tag_end = @; s
-
,-/
@ + @xS4EDD2C) * @x148BB7F2); S
o
/
A
rE
i
-
-
. EncryptedCodeNoPushEBPL db  54h
{ I db 80h
while { *(_BYTE **)Bvd[vie] != tag_end ) P db 9
" db 9AAN
if ( ++vie >= ) "4 db 8D5h
goto LABEL_18; - db 63n ;
} - db 46h ; F
8 = vie; F s db ecBh
¥ e db 81h
._18: /! decrypt layer 1 4 db @B4h
0BFUS_decrypt_type2_rcdbased(encrypted code + 4, w5, (int)&v1l-»>shal_pushebp_blk_5); db 8BEh
© 2023 ThreatLabz priint A

Figure 7. NO-PUSHEBP decryption code limit identification and layer 1 decryption (Xloader version 4.3)

The custom Xloader RC4 algorithm is again used to decrypt the encrypted code with two layers and two different
keys. The encryption key for the first layer is calculated in another function and stored in the global structure
ConfigObj (the value is the result of Xloader’s custom SHA1 algorithm of the decrypted content of the PUSHEBP
data block number 5). The encryption key for the second layer is built on the fly: an initial key is built on the stack
and XORed with a DWORD (XOR key), producing the final key (Xloader never hardcodes exact values including
for encryption keys and delimiter tags). Figure 8 shows the code involved in the decryption of the second layer for
one of the encrypted NO-PUSHEBP functions.

E Do_Init_Memory_3F_if_BxFAB122D4_return_B_else xor_al_Saedd2c([@x24A7508); n=i
=v3 == ex10;
6 = V3 - 0x10;

cryptCriticalCodeType2 noPUSHEBPhdr_set_9@9898098ec8b55(

BxSB922848;

BxECDF2CC6;

Bx13483169;

Bx6592F893;
key BxAIAGAS40; unsigned int v5; // esi

mmset(s i :_ 2[5], @, 8xC); unsigned int v6; // ecax

i (s ) int vB[2]3 // [esp+Bh] [ebp-8h] BYRE

t while ( *(_DWORD *)(v2 + v24) != id 1 ) Find start of the encrypted block, the

e
ke
2

5 = 8;
id is not hardcoded, it's calculated mixing 5 = 8
if ( +4v2 2= 6 ) other hardcoded values if (a4)
goto LABEL_7; i
while ( *(_DworRD *)&buf[ve] != id_2 ) Find end of the encrypted block
-_array_5_dwords(init_ke shebp2, { i

2 |= Do_Init Hemry_3F_1F_OxFAEﬂZD-ﬂ return_0_ else _xor_al_Sdedd2c(@x1D27B6C4 if ( +#vE >= ad )

DecryptCriticalCodeType2_noPUSHEBPhdr_set_9@9@9090ecBbSS( —

(_BYTE *)(v2 + v24 + 4), e |
(int)init_key_ncpushebp2, 5 = wag
id 2, }
v = v2, ABEL—6
1); Tdp::ypt_typzz_rcﬂbas!d(‘-.", 5, key):
} (a5 )
EL_7: {
cesult = (char *)((int (__cdecl *)(int *))EncryptedCodeNoPushEBP2)(a1); at Set pushebp/mov ebp,esp once code is decrypted
o2t | and at the end of the block 90 90 90 90

Sub_418718 Transfer_Data((int)(buf - 3}, v&, 3);
Sub_41871@_Transfer_Data((int)8uf[v5], &a4, 4);
}

return v5;

© 2023 ThreatLabz

Figure 8. NO-PUSHEBP layer 2 decryption (Xloader version 4.3)

After the code is decrypted, the tag before the encrypted code is replaced by the opcodes EC 8B 55 (push ebp /
mov ebp esp function preamble). The tag after the encrypted code is replaced by 90 90 90 90 (NOP) opcodes.
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Encrypted Configuration

The most important parameters of Xloader’s configuration are stored in the PUSHEBP encrypted data blocks or

calculated from hardcoded constants (that are also obfuscated).
Encrypted Strings

The encrypted strings in Xloader are stored in the PUSHEBP data block 1. All the PUSHEBP data blocks have to
be decrypted with the custom buffer decryption algorithm as explained before. Once the block is decrypted, the

result is a sequential list of items that have the following format:

struct encrypted_string {
BYTE length;
BYTE content[length];

Each string is decrypted with the custom Xloader RC4 algorithm and an encryption key stored at offset 0x990 in
the ConfigObj. This RC4 key is generated in the function shown in Figure 9.

{. eys_Confighbj(Confi g ;

int pushebp_blk 5; // _BYTE v3[a]; //
int pushebp_blk_6; // _ Int vag J/ [espssl
char pushebp_blk_s Uc([123] I1 [espt bp-E4 T i t vss £/
int cur_shal[26]; // [es " . e int v6; 4/ [esp
),.--' int 5 A [esp
5 [e] = &; v
UTIL_Init_Memory(3 t ec[1], 8, @x79u); g 1t va; A e
5 = DBFUS_get | pushc:p_blk 5(); P nt vie; J/
oecus FF_EncodeFunction({int)p dec, LT 4 2, 8x7Bu);
= DBFUS_get | pusneap Blk_ 6(] o i = 8
-rkey S0 b + 2, 8x318u); 1 = B;
08FUS_build_key xor_with ccnngobj 1b8{ Lint) « & ->key_5998); 8= R
OBFUS mEtwaTE_ShaI_twitt i1} =(_DWORD *)v3 = @xE4811803;
08FUS_sha_Stir_Value( shal, p iec, Ox78); = BxBI@SDIFE;
O8FUS_sha_Mix_6eh_value((int) a1); = BxSBFSEET72;
UTIL_Transfer_Data((int)& ->shal_pushebp_blk_5, , Bx14); = BxFF@5FCT2;
0BFUS_decrypt_type2_rcabased(& Obi->key 50C, @x318u, (int)& ->shal_pushebp_blk_5); = BxD3@EGCIF;
0BFUS_malware_shal_init( 21); UTIL Transfer_Data((int)az, v2, @x14);
0BFUS_sha_Stir_Value( 1, BeonfigObj-skey_898, @xid); return OBFUS xor array 5 dwords(a2, *{ O !)t 1+ ex18@));
08FUS_sha_Mix_Beh_Value((int) s
08FUS_decrypt_type2_| rcaha;ed(i ->key 50C, @x318u, (int) al)3 T
08FUS_malware_shal_init(cur_shal); N
0BFUS_sha_Stir_Value( . -vkey_58C, 8x318); i
OBFUS_sha_Mix_66h_vValue((int) 1) . T
i DS S Feres i Abeand R ey _skev 999, @xldu. (int)cu 3 .text:18415086 (7 B6 BO B1 @@ @0 CC C@ FC 83 mov [esi+Configobi.field_188], 3FCCeCCh

Figure 9. Generation of the RC4 key for encrypted strings (Xloader version 4.3)

ThreatLabz has reproduced this algorithm to decrypt the encrypted strings in Xloader 4.3 in Python. The code is

available in our GitHub repository here.
Encrypted C2s

The Xloader configuration contains a C2 that is stored separately from another list of C2 domains. The C2 that is
stored separately was thought to be Xloader’s real C2 and the other C2s were used as decoys. However, in more

recent versions of Xloader, real C2s are likely hidden among the list of decoy C2s. In fact, the author behind

Xloader has made significant efforts to protect the list of C2s that were previously thought to be decoys.
Hardcoded C2

The code shown in Figure 10 is responsible for decrypting the hardcoded Xloader C2.
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i = ey
memset(v27, @, sizeof(v27));
v19 = @;

w1l = 8;

va = 83

UTIL Init Memory(buf, @, @x27u);
UTIL_Init_Memory(MemcryTop, @, @x50u);
*( DWORD *)(al + ©x1BO} = Ox3IFCCOCC;
vS = OBFUS get pushebp blk 4();
OBFUS_FF_EncodeFunction((int)&v19, v5 + 2, @&xl4u};
OBFUS build key xor with configobj 1b@(al, &v11);
vE = 0BFUS_get pushebp blk 5();
OBFUS_FF_EncodeFunction((int)&v2, vE& + 2, @x78u);
OBFUS_customrcd4 with_shal decrypted pushebp blkl as key(&v3);
UTIL Transfer Data((int)v27, &3, 22);
OBFUS decrypt type2 rcdbased(v27, @xléu, (int)&vil);
OBFUS_decrypt type2 rcdbased(v27, @xl6u, (int)&v19};
if [ 1a3 )

HIWORD(v28) = @;
if ( *{ DWORD *)vw27 == ".www' )

w3 o= 43
v? = UTIL strlen(&v27[v3]);

UTIL_Transfer Data(az, &v27[v3], © 2023 ThreatLabz

py]
L
L]

Figure 10. Hardcoded C2 decryption (Xloader version 4.3)

The code in Figure 10 combines a set of operations based on Xloader’s various encryption algorithms and the data
stored in the PUSHEBP data blocks to generate the encryption key necessary to decrypt the hardcoded C2 (which
is stored in the PUSHEBP data block 5).

C2 List

As previously mentioned, there is another list of C2s that may contain decoy C2s and real C2s. In Formbook and
in earlier versions of Xloader, these were stored as an encrypted string with no additional layers of encryption. In
Xloader 2.9, the developers introduced an additional custom RC4 layer and Base64 encoding for the C2 list as

shown in Figure 11.
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XLOADER version 2.9:

for (1 =8@; i < 8x1C40; i += Bx388 )

if { ConfigObjExt[@xB34] !'= v7 && ConfigObjExt[@x58E] '= v7 )

{

memset(v2e, ".'
memset((char *)&w22, "@');
vi9 = 8;
Sub_41B796 Init_Memory(v20, @, @x206u);
memset((char *)(i + ConfigObjExt[@xAF7]), @x388u);
*(_DWORD *)}{ConfigObjExt[@xAF7] + 1 + Bx2E4)} = ((( BYTE)¥7 - 1} * (unsigned _ int8)sub 41C788()}) & 1;
w3 = strlen{&v24};
memcpy (ConTigObjExt[@xAF7] + 1 + B840, &v24, vO);
memcpy( (int}v2e, v32, 4);
current_pos_decrypted domain_table = Bv26[strlen{v26}];
StringsDecryptor2 ((int}ConfigObjExt, (int)&v22, (unsigned int8)*(&rand_ table + rand table_index)};
vll = basesd decode(current_pos_decrypted domain_table, &v22);
decrypt_type2 rcdbased(current_pos_decrypted_domain_table, v11, (int){ConfigObjExt + @x481)};
viz—=—strlem{vas);
memcpy (ConfigObjExt[@xAF7] + 1 + @x2F@, v2e, vi2}; Additional layers

XLOADER version 2.5:

for ( 1 =8; i € @x1C48; i += @x388 )

if ( *({_DWORD *)(ConfigObjExt + 8x1170) != v7 )

domemset((int)v2l, 46);
memset(vl3, @, sizeof(vlg));
domemset(i + *{_DWORD *)(ConfigObjExt + Ox14A4), @x388);
*( DWORD *)(*(_DWORD *}{ConfigObjExt + @x14A4) + i + 8x4@) = ({({_BYTE)v7 - 1)
* (unsigned __ int8)TickCountWithoutApi ()) & 1;

v8 = strlen(v2e);

memcpy (*{_ DWORD *}(ConfigObjExt + 8x14A4) + i + 135, w28, vI);

memcpy ((int)w21l, w28, 4);

vl = strlen(v21);

StringsDecryptor2(ConfigObjExt, (int)&v21[v1e], (unsigned _ int8)*(&v24 + v7)};

vll = strlen(v2l};

memcpy (i + *(_DWORD *}({ConfigDbjExt + @x14A4), v21, vil); © 2023 ThreatLabz

Figure 11. Additional encryption layer for the C2 list (Xloader version 2.9)

In Figure 11, the function StringsDecryptor2 decrypts the first layer of the encrypted strings. In version 2.9, an
additional Base64 layer is decoded followed by a layer of custom RC4 decryption. In Xloader version 4.3, they
have added an additional encryption layer to this C2 list. Figure 12 shows the code responsible for decrypting

these new layers.
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- - a [99] = @x623848C;
XLOADER version 4.3: 5[10@] = @x31F1BEA;
do 5[101] = @x189FBFBD;
{ [182] = ex6398440;

if ( configobj->field_2B68 != vi ) [183] = ex2B1EGCE;
i c[184] = @x384DF83;
if ( *(_8YTE *)stringId ) [185] = @x1B886BEAS;
i [106] = ex12a627@;
UTIL_Do_Init_Memory(MemoryTop, (char *)'.'); [187] = oxBBFB474;
IJ'IIL_Da Init_Memory((char *)&output_stagel ain, (char *)'8°): s[188] = @x1B234A6;

= 5[109] = 8x196DFF46;

LITIL Init _Memory (v a ex;zesu}- 5[118] = Bx1969A55C;
UTIL_Do_Init Hemry(( Y(vie + confi ->field MES} (char *)ex394); vE[111] = @x9ABCSBE;
*(_DWORD *)({ * -_-- j->field_aaEs + Bx38() = (({_BYTE)v& - 1) * (unsigned _ int3)UTIL_RNG()) & 1; 5[112] = 8x3E41B75;

1 = UTIL_strlen(&v26); 5[113] = @x15CE1BEF;
UTIL_Transfer Data( + configobj-»>Field 44EE + éx334, &v26, vil); [114] = @x1AE2648;
UTIL Transfer Data(( t)HemoryTop, V36, 4); [115] = @xFB7FE4E;
tout st 264 » BMemoryTop[UTIL_strlen(MemoryTop)l; [116] = @xFBABLSE;
OeFuS_Etrlnng(ryptnri mth _extra_C2_layer( [117] = @x2BLC30EF;

[118] = @x2382BFE;

[119] = @x28154;

[128] = @x15141D@2;

cbase6d, Boutput stagel_domai ); 5[121] = ©x311DACES; L Table of 4-hytes length keys.
rain_nobases4, w13, (int)lconfigobj->key_1_decoy C2s); [122] = exdageC32; * Each position in the table is a

- 5[123] - exaD7C7818;
\ [124] = @xCFF7C22; y
% Y, [125] = ex119490@; strings

5 [126] = ex27D1A926; !

key for one of the encrypted

rd [127] = exSC2ASE3; i
N Fi [128] = ex2243€37; /
\ vE[129] = Bx43E834; /
L / 5[138] = @x9FBAGFC; f
X F 5[131] = @x25D9C6E1; ;
StringDecr r2 a_(2_layer(ConfigObj *configit / vE[132] = BxB43D12A; f
o 5[133] = 8x26803512; i/
gned _ int8 buf; // by Vd 5[134] = BxCADAT4E; ,"
char HE.uryTDp[259], /1 [esp+5h] [ebp-183h r [135] = @x3E71194;
/ [136] = @x3IF757E4;
if = 8 __f f = (_BYTE *)ve[a4_StringlD];
UTIL_Init Memory(MemoryTop, 0; ax183u); S return OBFUS_basebd customRC4_reencode_basesd(
0BFUS, StrlngDecr)rthrz( » (int)Bbuf g id + 8xd9); /
Additional decoy €2 retlirn DETL_'S_E’TST?;;::;"RH r"nw&e basess hard:w!d _key_for c2s( It decodes the first BASEGS layer, decrypts the first layer
using the key in the table and custom RC4, and encodes
t_stagel domain, in BASE64 again
id + exa9); 2023 ThreatLabz

encryption layer &

Figure 12. New encryption layer for Xloader’s C2 list (Xloader version 4.3)

In the new version, the C2 list is first Base64 decoded and a custom RC4 layer is decrypted. A table of 4 byte keys
is built on the stack. Each position of the table corresponds to a C2. Once decrypted, this custom RC4 layer is
Base64 encoded again. After the new additional decryption layer is complete, Xloader decrypts the same layers as
version 2.9: decoding the Base64 layer again and decrypting an additional custom RC4 layer with a key stored in
a sub-structure of the ConfigObj. The way that this key (for the last RC4 layer) is generated has also changed in
Xloader 4.3. Figure 13 shows the code generating the RC4 key for the last encryption layer of the C2 list.

.text:1842B683 8B 75 03 mov esi, [ebp+configobj]

.text:1042B606 8B BE 90 @0 @0 08 mov edi, [esi+ConfigObj.configObj_Extendedl]

Ltext:1842B60C 33 C@ xor eax, eax

.text:1842B60E 89 85 48 FF FF FF mov [ebp+var_ca], eax

.text:1842B614 89 85 44 FF FF FF mov [ebpt+var_BC], eax

.text:1842B61A 89 85 48 FF FF FF mov [ebpt+var_B8], eax

.text:1842B620 C7 86 63 2B @0 00 GA B2 08 B0 mov dword ptr [esi+2B68h], @ah

.text:1842B62A C7 85 2C FF FF FF 3F 49 F3 9C mov dword ptr [ebp+var build_keyl decoy_C2s], 9CF3493Fh

.text:10428634 (7 85 38 FF FF FF 63 1B A2 7B mov [ebp+var_D@], 7BA21BG3h

.text:1842B63E C7 85 34 FF FF FF B@ 43 DA @7 mow [ebp+var_CC], 7DA43B@h

-text:10428648 C7 85 38 FF FF FF 47 C1 ED 37 mov [ebp+var_C38], 37EDC147h

-text:1842B652 C7 85 3C FF FF FF A4 21 23 E6 mov [ebptvar_C4], BE62321A4h

.text:1842B65C 8B 97 3C 20 88 &8 mov edx, [edi+288Ch]

.text:1842B662 52 push edx : The key to decrypt the last decoy C2s'
.text:10842B8663 8D 85 2C FF FF FF lea eax, [ebptvar_build keyl decoy C2s5] [ yctom ROd layer is built on the stack
.text:1842B669 5@ push eax

etk and xored with a DWORD previously
S_xor_array_5_dwords kept in the ConfigOhjExtended

.text:1842B66A B3 A4 mov bl,
.text:1842B66C EB E2 EF FE FF
Ltext:1842B66C

text:184169A5 C7 87 DE 83 @8 @8 DC E6 C9 22 mov dword ptr [edi+3D8h], 22C9EBDCh

.text:184169AF C7 87 BC @0 @2 @@ 9C 33 43 @5 mov dword ptr [edi+8Ch], 543839Ch|; ConfigObjExtended = *(DWORD*)&ConTigObj[@x9@]
. text:184169AF ; edi = ConfigObjExtended + @x2008

Ltext:184169AF 3 *(DWORD*)(edi + @x8c) = @x543839C -> key xor DECOY C25 key
.text:18416969 C7 87 EC @4 8@ @@ 98 35 68 @9 mov dword ptr [edit4ECh], 9688598h © 2023 ThreatLabz

Figure 13. Key generation for the final encryption layer of the C2 list (Xloader version 4.3)

As shown in Figure 13, the key is built on the stack and it is XORed with a value from the ConfigObj that was
initialized previously in a different part of the code. Once this last layer is decrypted, the plaintext C2s are

obtained.
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Branch ID and Version Number

In previous versions, the Xloader branch ID and version number were sent in the registration packet to the C2.

The format of the registration packet (before the last two RC4 layers) was the following:

XLNG Bot ID Version Number Operating System Base64(Username)

XLNG is the tag for the Xloader branch (FBNG was the branch ID for Formbook).

In Xloader version 4.3, the registration packet sent to the C2 includes an additional encryption layer as shown in

Figure 14.

'mov riil,qword ptr -j:::Ersi +4520]

|mov edx,dword ptr ss:irbp+éfF]

| mon rex,qword ptr ss:[rbp+é&? [rbp+&7] : "PKTZ :xkJoHTgQUi BSbwWary2 TG/ +&BC 2 yi=""
Tea re,qword ptr ds:[rl24r11427A]

lcall pcs33sz rc4

| mov ed= ,dword ptr ss:[rbp+&F] £ 2023 ThreatLabez

Figure 14. Xloader 4.3 Registration packet with additional PKT2 layer

This new encryption layer is marked with the tag PKT2. Communications are performed in the context

of explorer.exe (previously injected). However, this registration packet is built in the first injected process (a
hollow process) and copied to the context of explorer together with the rest of the injected code. That first injected
process exits after injecting into explorer, so the registration packet under the last encryption layer marked with

the PKT?2 tag is no longer in plaintext after the first injected process terminates.

The PKT2 packet is built in one of the NO-PUSHEBP encrypted functions. That function is decrypted and
executed in the context of the first injected process. The code first builds a string with the same format as the

registration packet in previous Xloader versions as shown in Figure 15.

00150D9C |58 4C 4E 47|3A 39 46 39|41 32 44 34[00 ]34 2E 33| XLNG:9F9A204.4.3
001SDDAC | 3A 57 €9 6E |64 6F 77 73|20 31 30 20|45 6E 74 65| :Windows 10 Ente
001SDDBC |72 70 72 ©9|73 €5 20 78|36 34 3A 00|00 00 00 00
0015DDCC ! Q0 OO OO0 OO!/00 OO OO OO!DO0 OO OO OO!DO0 OO 0O 0O

................

© 2023 ThreatLabz

Figure 15. Registration packet with the new PKT2 encryption layer

However, as we can see in Figure 15, Xloader 4.3 introduces a NULL character separating the bot ID and the

malware version number. This added NULL byte is likely a coding error.

Figure 16 shows how the first registration packet is constructed (marked with XLNG tag) and encrypted with RC4

and encoded with Base64, and then concatenated to the PKT?2 tag to generate the final registration packet.
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mov dword ptr [ebptvar_44], '"2TKP' ; PKT2 el E:;: lEDE:;;EJJ
mov [ebp+var_44+4], 3Ah ; ':° mov edi, [es_ ]. . .
call OBFUS xor array 5 dwords lea eax, [esi+ConfigObj.version_xored 3c_bytel] ;
o o _XOT_i Y7'7int et Python>xor{b"\x88\x12\x8f\x06", b"\x3c\
2 & " ¥
lea ecx, [ebptvar_44] s _ ; b'4.3;
gl b aiah ':l: i ; Bytesize
i - 3
1::h ::1. [editch] . int mov [esi+ConfigObj.version xored 3c_byted], cl
fell UTIL_Transfer _Data ; mov [ebp+ptr_version xored3c], eax
- N 5 arg_@:*Destination , arg_4:*Scurce ,arg_8:ByteCount '1"0" byte ':tr_[faﬂ' 8 | <
lea em—fesit4sh]
l:;.::h :“' [ebmarg_e]' int lea ecx, [ebp+var_127]
push edx = BYTE = push ebx ; InitData
428+383h push ecx ; MemoryTop
;::h :::' [ebptvar_ 2?1‘2‘3: ] mov word ptr [ebp+var_74], 3ah ; ":' ; :
call UTIL_Transfer Da;:a ; mov dword ptr [ebptvar_74+2], ebx
3 arg_@:*Destination , arg_4:“Source ,arg_8:ByteCount — [‘Ep'war-gi]’ !:x
mov ecx, [ebptptr_version_xored_3c] / :: Eehl}‘ﬂ'af‘_m%. :xx
a ; [ehptuar_G&]
:2: E::::::;'ég;m;zﬂ,' SERrdTCecypr (eanch s |mv word ptr [esi+ConfigObj.version_xored_3c_byte2], 8Flzh
ik s febnt al
xor ebp+var_126], 3Ch / | Ao el - -
xor Eenpwar_us% 3ch mov byte ptr [eax], 64h ; 'd
xor [eby var_uﬂ.]‘ 3ch 2 mov dword ptr [esi+49h], 678727eh
ush & e int / mov [ebptvar_64], 32826C3Ch
:ush BCx ’ BYTE * mov [ebp+var_B@], 349CSDBCh
lea edx, [ebpt+cp versisn] / mov [ebp#var_5C], B8DCCF@Blh
push  edx T 5 dnt mov [ebp+var_58], BES5329D8h
call UTIL_Transfer_Data : / mow [ebp+var_54], SD9EF733h
B " ; arg_®:*Destination , arg_4:*Source’,arg_8:ByteCount Lo [EEFH‘"'a"‘_i?]- etx
xor byte ptr [ebp+cp_version], 3Ch ; decrypt version b} [ebp"""”_ﬂ]- eb"
xor byte ptr [ebptcp_versiontl], 3Ch "“;: [:'P"“;;;Eh 1, ebx
xor byte ptr [ebp+cp_version+2], 3Ch e edl,
xor byte ptr [ebpi+cp_versiom+3], 3Ch
lea eax, [ebp+var_428+383h]
add esp, 48h

push eax ; eax —>| XLNG:9F3A2D4) |\ %88 I4,3:Nindow5 1@ Enterprise x&d:J

call UTIL_strlen

push eax ; int

lea ecx, [ebp+var_428+383h]

push ecx 3 _BYTE *

lea edx, [ebp+var_42B+7Fh]

push  edx ; int extra null
mov [ebptarg @], eax

call UTIL_Transfer_Data ;

3 arg_@:"Destination g_4:%Source ,arg

_8:ByteCount

push ebx

lea eax, [ebptvar_428+103h]

push eax 3 eax f>| YWRtaki4= (base64 'admin') ‘
lea ecx, [ebptvar_42B+7Fh]

push ecx ; ecx -» XLNG:9F9A2D4

call UTIL Transfer_data_after_set_null ; Built 5tr‘ing:| "XLNG: 9F9A2DAYWR takd="
mov ebx, [ebptarg_e]

add ebx, [ebptvar_a4]

lea ecx, [ebptvar_64]

push ecx ; rc4 key

lea edx, [ebptvar_42B+7Fh]

push ebx

push edx ; edx -> "XLNG:9F9A2D4YWRtakd="

call 0BFUS_do_Rc4_InitByteTable

push ebx

lea eax, [ebptvar_42B+7Fh]

push eax

lea ecx, [edi+511h]

push ecx

call OBFUS_Encode_Baseg4 ;

:[FcontrolBlock+8x14a8 , arg_4: , arg_c:Stringlength
push esi ; esi -» "PKT2:xkJoHTgUiBSbWarY2TG/+6BC2yQ=" (registration packet) © 2023 ThreatLabz
call UTIL_strlen

Figure 16. Xloader version 4.3 registration packet construction

However, because of the coding error previously mentioned (an extra NULL character after the bot ID) the final

registration data contains just two fields for the XLNG branch and bot ID as shown below:

XLNG Bot ID

The PKT?2 tag is then prepended with the RC4 and Base64 encoded data as follows:

PKT2 RC4_BASE64(registration_data)

As aresult, the version_number, operating_system and user_name is never sent to the C2. This bug will likely be

fixed in future versions of the malware.
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Figure 16 also shows that the branch ID and version number are no longer hardcoded unlike previous versions,

with the encrypted version number and branch ID decrypted with an XOR key (0x3c).

Source: https://www.zscaler.com/blogs/security-research/technical-analysis-xloaders-code-obfuscation-version-43
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