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With students of mine, we built a static unpacker (short of public name, I named it “JsonPacker” in APKiD).
Unfortunately, the static unpacker doesn’t work for the sample and the students are in for a quick patch before

their defense in a few days. Lol. I’m sure they hate me (=2 The sha256 of the sample is
2877b27f1b6c7db466351618ddad f05d6a15e9a26028f3fc064fald4ec3a1850 , and it dates back to February 2022.

Quickly spot the encrypted json filename in the code

There are many classes, and obfuscated names, so at first it could be a bit disorientating to find the right spot. But
I’ve unpacked such samples dozens of time: just search for the class with attachBaseContext (which is a method

found in classes which derive from Application and which is called at “the very beginning”).

* f§ com
+ i spike
v i old
v (& CToKhLgQw]bTrQrkg

o attachBaseContext{Context) : void

Head to class CToKhLqQwJbTrQrKg :)
In there, head to the object fields which get their initial value in the constructor. Spot the json file hqg.json .
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public CToKhLqgQwlbTrQrKg() {

this. fFTuMMGYOM 82306 = OxCA2L;
this.ByQqwFKzj 92213 = 'r’';
this.pllhzlXto 336068 = 0x374AL;
this . MpwkTwnWQ 799631 = "tree hash up";
this.ugxChKNEZ 200305 = 326462.0;
this.bBCjutFnW 658954 = 'u';
this.YWBMpElru 917210 = false;
this.kzsGOrgwP 363287 = 21;
this.oRjkrSeOF 540389 = 0x404E;
this.DwFduXBWo 910038 = 0x205C;
this.ELxNuMcSmSh = null;
this.gaYdfFENg 144419 = 62;
this.TxDOyMIjo 974198 = false;
this.HKoFofnQq 202442 = 164887.0;

this.FBzjmbMmN_206456 = "ok replace string bitch”;
this.FBnOkCaPcF1MrEzKdXeJulWn = "DynamicLib™;

this.xDFRIpzIK_ 173850 = true;

this. fTRUfmSQm_533518 “check the main aim";
this.GISAGrxeg_639909 = 0xD511;

this . NmlhXbDDe_ 40660 = 8x1E54AL;

this.qgDtcBgdNI_65243 = 0x22E00;

this.FMmkYbuDX_ 59405 = 646252.0;

this.KBdodDaJX 210803 = 88;
this.PJyUgHhDsJgUqDfHcIjGuYmYnJuPfKyJfDhTgQa = "DynamicOptDex™;
this.jQcmIHrao 187986 = 68;

this. kftIMEIDK 840350 = ‘w':

this.GlgKylePyF] mKuJzWelc5gDif) pGo(to] 1/mMr = "hg.json; |

3 = = :
han MNuwan= ASCF AOCOEET - =K.

The encrypted payload is inside hq.json. I like to rename the field to something more meaningful :)

Spot the place where the file is dynamically loaded

For such samples, just look where Dex(ClassLoader is used. I like to use the detailed report of DroidLysis for that.

Press enter or click to view image in full size

DexClassLoader is used in a single place:
ABeJgOnNtJpIcNgRxUkDwXcIwNyTzCyFxXhUsZsWxQuShDpLkUiRyWn

Go to that class, and search for DexClasslLoader , you find method rigidmiddle .

Press enter or click to view image in full size
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public DexCl oader rigidmiddle(String filename, String argl, ing argl¥, Fi rgld, kieference arglS) throws Exception {

'thl.s FISS}I 'Clrfﬂmdﬁﬁpﬁueﬂﬂ IJ'HQH = ABEJI-:I!]MH'[JD[(Ngﬂ.xUkDM}CrIHH:,"I(CyF:d(hlJ525HxDuShankUiHyh'u. nErl(ls[chHIPqu}\"PMlﬂﬁﬁBd .79493-& ¢ ABedg
5[] v = new Class[4];

int w =0

w2[8] = String.class;

\r?[l] = 51 1.class;

w2[2] = String.class;

wi[3E] sader.class;

Con vl = DexilassLoader.class.getConstructor{v2);

RESjisscIrTEWDdoGpTZ 00 139408 - ABedgh

cMgRxlkDwic Dwby TeCyFadhUs ZsWaDuShDpLkUiRyWn , nEnes ErGeHTPaNghPOh0GORG 794836 =
fer)this. salondepthiargld, argl5hh);

DexClassloader dexelassldr = (DexClassLoader)vl newInstance(filename, argl2, argl3, {{Class
while{vq < 12)
ABelgOnit IpIcNgRxl ke Dty Tz Cy FxXhls ZsWxluShDpLEUL RyWn . xqoyY fol oG iPEZzgAnD foKgl_ 783432 = ABelginNtlpLcigRalkDwic Iwly TzCyFalhl s 2 shx
savd; 7 junk cade

}

return dexclassldr;

This method loads dynamically the decrypted payload stored on the filesystem in “filename”
Now, work your way up to who calls this method, using cross-references:

e tailcreek
e guessextra

e aerobicneutral
e attachBaseContext : the call to aeronicneutral is at the end of the image below.
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String filename = this.loadover(dirname}; // make string with dirname+hq.json
int w3_1;
for(vi_1 = 0; v3_1 = 18; ++v3_1) {
this.DwFduXBWo_910038 = 97 - this.moyMXc0GS_830251 / 44 + this.oRjkrSe0F_540389; // junk
}

int w3_2 = @;
while(true) {
label 96:
ifiva 2 >= 2) {
qnta label_l188;

}

try { 7/ junk
this.DwFduXBWo_918838 = this.oRjkr5e0F 5408389 / 0x42F6E + 517588 + this moyMXc0G5_838251; 7/ junk
++w3_2;
goto label 96;
label_168:
boolean v3_3 = this.ceilingnice(filename);
this.oRjkrSe0F 549389 = this. DwFduXBiWo_918038 - this.moyMXcOGS_830251 * OxXEBB48 - 8B607;
if(vi_3) {
this .moyMXc0GS_830251 = this.oRjkrSe0F 540389 * 44 « 66 + this.DwFduXBWo_910038;
StringBuffer w4 = new StringBuffer();
int v5; // junk code
for(wS = 8; v5 < 5; ++v5) { // junk code
this DwFduXBiWo 910838 = this moyMXcOGS 838251 + 27 - this oRjkrSe0F 548380,
}

if(v3_3) {
this.aerobicneutral({filename, dirname, w4, this.ELxNuMcSmsSb); // dynamically Load DEX
while{true) {
if(vl == 26) {
return;

Parts of code of attachBaseContext. There is lots of junk code. The payload filename is used 3 times

in this screenshots: loadover, ceilingnice, aerobicneutral

Spot where payload decryption occurs

o loadover constructs the absolute path of the filename.
e ceilingnice decrypts the file
e aerobicneutral loads the decrypted file.

In ceilingnice , let’s follow the calls to the decryption algorithm:

e allrather
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e orcharddecide
Method orcharddecide loads the asset:
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Manager assetmgr & (AssctManager bthds basketwillage{®i®, oxi6S176L, 0x8S28E, getAssetsMethod, ctx, mulll; 7/ imvokes cte.gotAsseotsi)
Sat (BNuxnd_S0656] = this Ki¥iepeTQMgk 596597 * 0x822630 - Ox34AB4E f this.CrnxRHLAQuOY_FIIG08;
open_sethed = this, lavabenchiassetmgr); /F get openi) sethad | AssetManager

this HfYicpz [OHgk_SOE5G7 = this,RMSshENuand_SOG561 * Bx30 + 40 7 this,GraxRHLAQUOY_713698;
open_sethod. sethccessible [ true);
this GfrxRNLRJGOY_ 713808 = 0xDIBGD / this KITICprIQMgk S9E597 * this RMSshfBNuxnd 506561 « 0x595F2;
Constructor TILe_Constractor = tnh.w:etan}mm[file clz;
int w3;
for{ud = 8; vl < B; +ewd) {

this Kr¥icpeIMgk_ 595597 = this. AMSanrENwend 506561 + 0x30 + this GrreRMLRJuDY 713808 * 53;

i ardrice(file_constructor, absalutepathl; // create a new instance of File{absolutepath)
B am bis = {(BuTfercdInputStreas)vld.newInstance(this. forwardaccident{open_method, assetmgr, filemasel); // lrvokes assetmgr.open(filenome)

wan bos = this.aixsountain(f};

First, the code retrieves an AssetManager. Then it opens the encrypted payload asset. The input

stream is the encrypted payload, the output stream will be stored in the location of absolutepath

Then it reads the asset, decrypts it (this happens inside futureinherit ), unzips the result and writes it to the

output stream.

Press enter or click to view image in full size

File f = this_ lizardrice(file_constructor, abselutepath}; // create a new instance of Filelabsolutepath)
11 1 bls = (BufferedlnputStreanvld.newInstance (this, forwardaccident {open_methed, assetmgr, filename)); // invokes asse

:n bos = this,mixmountain(f);

Buft
Buffer
while{true) {
int nbread = this, jobarmor{bis, bufferl; ./ invekes bis.read(buffer)
if(nbread < 8) {
byte[] asset_bytes = new byte[this.longlater(f)];
this.pupilactual{f, asset_bytes); // bis = BufferedInputStream(f),
/f bis.read{asset_bytes)
thiz . airunit{this._ futureinherit{asset_bytes), thiz .mutualcanyon(f)};
File fp = ctx.getFileStreanPath{filename) ;
this KrYicprIQMgk 598597 = this AMSmOrENuxnA_506561 « this. GroxRHLROGDY _F13898; 7/ junk
String abspath = 1. getAbsolutePathi);
this.angercart(fp.toStringl(), abspath); Jf uwnzips File to sbsolute path
ifibis != null) {
this.oceanblast{bis): // bis.close()
}

£f write result of futureinherit in mutualcanyon{f) file

This part of code (inside orcharddecide) decrypts the assets and unzips the result.

futureinherit calls ratherbanana . It takes an encrypted byte array as input and returns a decrypted byte array.

Understanding the preparation of the key

ratherbanana reads a fixed string (“Ianj” for this sample), and I assume it is the key. It converts the string to a

byte array, then converts it to an integer array in nomineesign .

Press enter or click to view image in full size

public byte[] mrh-ruannnn:nruu wACEYpTEE) |
this. GFoxRHLRGeOY_PIIGEE = this. RHSIMMM.I’M_SMSJ - this KrPicprIQMph_59E507 * BxEBQ43 - BRGNT; /S jund
fothod ¥s = this. nuuuouﬂuxlamF "wvewutUUIDT=, String_class, ~getClass™, null):
this.RHSanTiNwrnd 500561 = this.KfVicprlOMgk_396397 + this GfnarMLeQUDT_Fi3808 ¢ DxERIE « ORSOGAF;
w5, sethecessiblelErue);

lhiv Kf¥icpelitgh SOR557 = this.GinchiftAQuDy 713608 - this, J?-"‘Sml'ﬂlluxnl _SOG56F - Sxbi;
! gEnAytesHethod = this, Burrsvawe(E7TTT, “aretesefadvive, (0 S hEBLE, M«m-:.rﬂlaqﬂ @', DaJOCERL, 25, 5, this, Rey AMILDGATICRFAFA FollaP LU ML A D5 e X o Pu dn E Qg tufy.
ln'[ vil = B;

int v
forivé = 0; vi < 14;
this. AiSmsr BN 5065»1 = this KiPicpr0Mgk_S9850F « this.GracRiitRGedy FIIE08 * OxCiA4;

ayuu Koy = [Bytel|}this.basketvillage(’h', S0880L, 56, gorBytesMorhod, this. key WMILBGETICTFRERFoHAPIXpUMIATS NWE KPul xEQOQ My Sriighin, BulLl; [/ invoke key.getdynes
rnrlul =0 vl £ T eevl
this. G inafiROUDT HiSI)B = this, AMSshfMUxed_SO656] - OxZB3dd + this KfvicpridMpk 588597 7 403410; /7 junk

HHOE SERNySsLhTyCkZLChSSBIFIPR  convortodkoy_LRUNGLE = thEs.noslnaesigniheyl; /7 conwert the Koy

Still lots of junk code. Prepare the decryption key.
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The code of nomineesign is not very long but requires close attention to remove junk code (but not too much:

the loop initializing the convertedkey table is not junk!), and de-obfuscate code.

Press enter or click to view image in full size

private int]) nnlllnl:("\.iqn[nytelj key) |
this . GraxARLROuDY 713508 = this. ﬁ'rPIcpthlth 508597 - this.RNSahrBNuxad 506561 / 0xDIFLS + TA5M3; /7 Junk
int[] canvertedkey = mew int[8x180]
this, AMEsh (Bluend 506561 = this. sr.—:xmumwr 713608 « 2084300 + this Mf¥icpelQMgk_S9a507 * 0x92ADET; /7 junk
imt wZ;
forivZ = 0; {({doublelwl) < 256. D, sewl] |
convertedkey[v2] = w2; [/ nit

this Kr¥icpel0Hgk S98597 = this RMSshr8Nuxnd 506561 f 0xBAT2Z - this GrfaxANLRQuDY 713808 - Ox20902; /7 junk

imt index = 8;

imt v8 = 0;

whiled [{long)index] = Ox100Lp {
this, AHSaRfENRA_SE0561 = B8 f this Kf¥icpzIOMgh 508597 - this,GfneRNLAQUOY _FIFA68 * 89;
int cw = (dnt)Strictath. hypot(this. timeonc|‘d®, Gx1EGBLL, convertediey, index), 6.9); 7 converte K\.\'lll'
this Ki¥icp2I0Wgk 598507 = this GraxARLROuDY 71308 - this RNEshfBNuand SHE561 * 0x33057C « Ox10481%;
v3 = this, modulus_actormeanivd + cv + this,get_depthdressikey, index % Key.length) + 0xl80, ©x108);
this. AMSmhfwend_S@6561 = this.GfaxARLRQulY_ 713608 * 0xd4FCEIT - 02926200 - this. Kf¥icpz FQNgk _500597;

¢ | wB%key, Langth] +8x1B0 dx1E8

thit. energyalesostiindes, v9, convertedkey); /7 swap values
waindnx;

1

this . AMSEhfBNuxnA_SE6561 = OxS5F - this.GfnufMLAOWOY FIFS0E « this K¢vicprIQMgk S96597 + 16,
retarn convertedkey;

}

The line with StrictMath.hypot is obfuscated.

For example, the lign with hypot is interesting:
int cv = (int)StrictMath.hypot(this.timeone('d', @x1E681L, convertedkey, index), 0.0);

timeone actually returns the index-th byte of convertedkey ,i.e convertedkey[index] .

Get @cryptax’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

hypot computes square root of ( convertedkey[index]? + 02 ). As 02 = 0, the variable cv will simply receive the

value of convertedkey[index] .

In the end, the algorithm boils down to this:

private void swap(int a, int b, int[] array) {
int tmp = array[a];
array[a]=array[b];
array[b]=tmp;

private int[] convert_key(byte[] key) {
int[] convertedkey = new int[@x100];

int i;
for(i = 0; i < 256; ++i) {
convertedkey[i] = i; // init

}
int j = 0;
int k = 0;
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while(j < 0x100) {
int cv = convertedkey[j];
= (k+cv+key[j%key.length]+0x100) % 0x100;
swap(j, k, convertedkey); // swap values
++];
}

return convertedkey;

Decryption algorithm

The next step is to understand the decryption algorithm in itself. Actually, there is lots of junk code that can be

removed. To start, I focus on where the encrypted input byte array is used.
decrypted[i] = this.motionavoid(Math.round(v@_6) A encrypted[i]);

The method motionavoid is there just for obfuscation: it merely returns its argument. Also, obviously, we only
have integers, so Math.round is useless. So, we have decrypted[i] = v@_6 " encrypted[i]; . A few lines above,

we have v0_6 : int v@_6 = ckey[(v15 + v@_5) % 0x100]; . A few lines above, we have v15 and v@_5 :

int v15 = this.timeone('b"', 5222L, ckey, HMoEsEkXySsLhTyCkZ1ChSoBfF1Pk.counter); // ckey[counter]
this.GfnxRHLRQuUDY_713808 = this.KfYicpzIQMgk_598597 * @x12FC3 + this.RMSmhfBNuxnA_506561 - 50009; //
int v@_5 = this.timeone('z', 0x179161L, ckey, v14); // ckey[v14]

The method timeone only uses the last two arguments: a table and an index, and returns table[index] wvalue.

Quite strangely, v15 uses a static integer that I have renamed counter . I search where this counter is used:

Press enter or click to view image in full size

|HMoEsEkxySsLn|ka2LE15uBfFLFi.caun:er = (HMOESERKySSLNTyCKZLCNSOBIFLPK. coonter = 1) % ex1ae; |

int v1 1 = this.KfFicszrJHgk:SQ.‘IEﬁ?;
i RELRQuD 538 = -

i LAY S LT SOE PR OUTEr | = AMOESERXySsLhTyCkZ1IChSoBfFIPk. aother_counter + ckey[v3]) % 8x188;
this _ GfaxRHLRQuDY, 808 = vl 1 - VB_B + 7988139;

tnis.enerqya].most HMOESEKXySsLhTyCkZLChSoBTFLPK . other_cownter, ckey); // swap

int vB_4 = this.G RHLRQUDY_713808;

this.AMSmhTBNUxnA_S0656]1 = vB_4 / this Kf¥icpzIQMgk_598597 - @x1FC242;

this KfYicpzIQMok_598537 = vo_d4 - this, AMSmhfBNuxnd_586561 * 581411;

int vl4 = HMquFk.‘(ySHhTka?lChSnHl‘Fle other camr!er

this AMSmhfBNLxnA 596551 = this KrfYicpz oM 48

this. anxRHLROuDV 713808 = this. KfYicpz
int vA@ 5 = this.timeane{'z'. @x179161L. rkpv vl-ﬂ H ckevivldl

S/ ckey[counter]
_506561 - 50009;

The first use basically increments the counter, making sure it remains below 0x100. Then, counter is
put in v2 and swapped with another value (energyalmost is a method that performs byte swap).

Finally, v15 gets the value of the ckey[counter]

I work out that int v15 = ckey[counter];
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As for v0_5 ,wehave v0_5 = ckey[v14] and v14 is yet another static counter: int v14 =
HMoEsEkXySsLhTyCkZ1ChSoBfF1Pk.other_counter; . Same, I search where this other counter is used, and it’s
basically the same: an increment modulus 0x100, a swap and ckey[other_counter] . That’s it! We have all

elements to decrypt! The algorithm boils down to this:

Press enter or click to view image in full size

, int len) {

ounter + ckey[counter]) % 0x108;
-, ckey
zounter] + ckey[other counter]) % @x100] ~ encrypted[il);

return decrypted;

Simplified decryption method. For this sample, the initial key is “Ianj”. The encrypted byte array is
the contents of hqg.json. I added a length argument because actually in my code the hq.json is read

into a bigger array, and we only need to decrypt up to the length of hq.json file.

Note: the code above uses static variables counter and other_counter, but actually it works fine with local

variables, and probably would be easier to read with local ones.

Decrypt the payload

To the key + decryption algorithm, we just need to add something to read hq.json and write to another file.

Then, we can unpack!

Press enter or click to view image in full size

Static unpacker works fine :) Hurray!

The decrypted file is a Zip file (this was expected: remember that orcharddecide unzips the result): inside, there
isa classes.dex (sha256: dae52bbee7f709fae9d91e06229c35b46d4559677126152d43271c1601d181be ). It is the

payload of the Xenomorph malware.

Which class/method does the malware load dynamically?

Before we decompile this payload, we need to know which method is called. The manifest shows the main activity
is com.sniff.sibling.MainActivity . This class is not present in the wrapping apk... so it must be in the

payload! This will be automatically called by Android as soon as it’s time to launch the main activity.

Press enter or click to view image in full size
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The main activity is indeed found in the payload.

We’ve had enough for a single blog post, but the payload, similarly to many Android botnets, uses the

Accessibility Services API to overlay windows of given applications.

— Cryptax

Source: https://cryptax.medium.com/unpacking-a-jsonpacker-packed-sample-4038e12119f5
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