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Summary

Brute Ratel C4 is a Red Team & Adversary Simulation software that can be considered an alternative to Cobalt
Strike. In this blog post, we’re presenting a technical analysis of a Brute Ratel badger/agent that doesn’t
implement all the recent features of the framework. There aren’t a lot of Brute Ratel samples available in the wild.
This second part of the analysis presents the remaining commands executed by the agent. The commands include:
user impersonation, inject shellcode into processes, create and stop processes, extract information about the
processes and services, create TCP listeners, block keyboard and mouse input events, extract Windows registry

keys and values, and others. You can consult the first part of the analysis here.
Technical analysis

SHA?256: d71dc7ba8523947e08c6eec43a726fe75aed248dfd3a7c4f6537224e9ed05f6f
We continue to describe the commands that can be used by the Brute Ratel agent.
0x0703 ID — Stop the current process

The malware stops the current process by calling the ExitProcess API:

. 31 C3 XOF_ecx, ecx P S PP
e FEA5-00-16-08:00: | SN qward pEr dsr ] <SExi TProcess>)

OF =
[aword ptr [0000000002985FBE <AEx1TPrOCEsS>1=<kernelial, EX1TProcess>

v

Defauit (x64 Fastcall) * |[5 15| uniocke
1 rex 00 B
3% rdv nAAnARARAANTRRT

Figure 1
0x6BAE/0x6F39 ID — User impersonation

The binary retrieves a pseudo handle for the current process using GetCurrentProcess:

FF 15 93 D7 00 00 |ca'|'| 'qwurd' ptr ds?[c&GetEﬂr‘rentPr‘ocess:]

| gword ptr [D0OD0DODODDDZ9B5CF8 <&GetCurrentProcess>]=<kernel3Zz.GetCurrentProcess>

Figure 2

OpenProcessToken is utilized to open the access token associated with the process (0x28 =
TOKEN_ADJUST_PRIVILEGES | TOKEN_QUERY):

4C 8D 44 24 30 Jea r8,qword ptr s5:ErsptIoR
BA 28 00 00 O moy edi, 20:°¢ x87Tagword FEFE
. 3 45 83 C1 mov rox,rax R =
e FF D3 call rbx |roxzope o —
ol ) = Default {x64 fastcal) * |[5 3] uniocke
1: rex
U api3 ocessToken> { ] 2: rdx_O000G0DO0D00002E
3: FB 0O0OOODODS1EFS4D

The process extracts the locally unique identifier (LUID) for the “SeDebugPrivilege” privilege (Figure 4).
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[ 000000000297 85

31 €9 XOr ecx,ecx X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
lea rbx;gword ptr ss:[[rsp+3c]]

10000000237 85
LLEl e

x87TagWord FEFF

v
Default (x6+ fastcall) A

I: rox

2: rdx D0DODODDOSIEF9SF 'S gPrivilege”

3! r8 0D0DDDDDDS1EF9SO

Figure 4

The executable enables the above privilege via a function call to AdjustTokenPrivileges:

AL L e e T T S e
X87r& 00000000000000000000 STE Empty 0O.000000000000000000

000000000 x87Tagword FEFF

v
0

v
~~~~~~ 5 | Default (x64 fastcal) b
Ti rox
qword ptr [0000000002336038 <&AdjustTokenPrivileges>)=<advapi3z.AdjustTokenPrivileges> 2: rdx 00000000
3: r8 00000000051EF34C
4: r3 0000000000000010
000000000237 85CS 5: [rsp+20] 0000000000000000

Figure 5

The running processes are enumerated using the Process32FirstW and Process32NextW functions:

| 00000 48 89 c1
o 00000 48 80 7C 24 54 Tea rdl,qword ptr ss:Brsp+s 4l xa7Tagword FEFF
48 rdx,r

mov roxra 5 3 ‘

a9 F2 mov. s
FF 15 55 BF 00 00 |Call gword ptr dsi [<&Process3aFirstas]

v
5 | Default (x64 fasteal) ~ |[5 2] unlocke
1 rex
qword ptr [0000000002985910 <&PrOCESS32F1rStW>]=<Kernel32.Process3zFirsthe SRR 1EF718
000000000 a8 89 F2 mov rax,rsi x87Tagword FFFF
500000000 iC 85 E1 mov_rex;ri
FF 15 B9 C1 00 00 call qum-a PR HS:[<4Process32Nextins] v
5 |Default (<64 fastcall ~|[5 2] unlocke
T rox
‘qword ptr [0D0DDO0DD2985B80 <&Process32NextWs]=<kernel32, Process32Nextins 2: rdx 0ODOCODO0SI1EF718

Figure 7

The agent is looking for the “LogonUlexe”, “winlogon.exe”, and “lsass.exe” processes:

48 89 DA mov rdx,rbx x87Tagword FFFF
48 83 F9 mov_rex, rd1
E8 0A 8E FF FF call m(s(mp) v
------- 5 | Default (x64 fastcal) ~|[5 2] unlocke
1: rcx 1EF7 4
<WCscmp> 2: rdx 0000000002981F42 L"LogonUI.exe"
o[ 000000000297 50 41 89 o . X8/T'6 UBULLUULUUBUDULULDVL 516 EMPTY U. UIUULUULULULULULUL
000000000297 9D 85 CO test eax,eax X87r7 00000000000000000000 ST7 EmpTy O.000000000000000000
DOO0000C a0 w T4 1A je 2979D4F
DOOOO000297 9D 21 D2 xor edx,edx x87Tagword FFFF
B9 00 04 00 00 mov_ecx, 400
56 €2 00 00 rd ptr ds:[<sopenProcesss] v
- o > Default (x64 fastcall) -
‘qword ptr [0DDDDOODO2985F38 <&OpenProcesss]=<kernel32.0penProcesss ; S TR
3: r8 00000000000002D8

Figure 9

ImpersonateL.oggedOnUser is used to impersonate the security content of the user extracted from the process

identified above:

=--=>@ | 000000000 49 8B BC 24 AD D“ 00| mov_rcx,gword ptr ds: [rl2+4A0]
R . FF 15 5F BD call aword ptr ds:[<aImpersonateLoggedonusers] v ]
. 5 | Defut (x54 fastcal) ~ [5 2] unlocke
qword ptr [DODODODDDZ985C30 <&ImpersonateloggedonUsers]=<advapisz. Impersonateloggedonusers EORD00 0

Figure 10

In order to confirm that the operation was successful, the malware calls the GetUserNameW API (see Figure 11).

! 000000000297 9EDS 48 8D 54 24 5C Tea rax,qword prr ss:[rsp+scl
i 0000000297 IEDA 45 83 F9 mov rox;rdi xa87Tagword FFFF
| 000! 7 BE 0D 00 00 00 moy_ebx 0D: "\
- FF 15 EO BC 00 00  |call qunrd BEFIESH[ <eGetusernamens] v
f e —— b Default (x64 fasteal) -
. > i rex 96
gword ptr [0D0000000Z985BCE <&GeTUserNamens]=<advapiiz. GetuserNamews 2: rdx DODO0OODOS 1EFIDC

Figure 11
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The message displayed in Figure 12 will be sent to the C2 server:

rcx=82299023EFEFO000D
r12=00000000045808A0 L"[+] Impersonated "SYSTEM' wia technique 2™

Figure 12

On another branch, the binary calls the DuplicateTokenEx method in order to duplicate the access token extracted

from “winlogon.exe” or “Isass.exe”. Finally, a new process is created using CreateProcessWithTokenW.

0xA86A ID — Inject code into a remote process

The malicious executable converts the process ID passed as a parameter using atoi:

4c 89 F9 ‘mnv rox,r1s ‘r(x:"sr f

E8 91 87 FF FF €all <atoix v

e R Default (64 fasteall) ~|[5_[£] 00 unlocke
M rox "5192"

175 rax AONONS

>

<atoi>

Figure 13

The shellcode to be executed is Base64-decoded by calling the CryptStringToBinaryA API (0x1 =
CRYPT_STRING_BASEG64):

x87ré 00000000000000000000 ST Empty 0.000000000000000000

48 89 74 24 20 mov aword per
41 BS 01 00 00 00  |mov r& X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000
iC 89 E9 mov rcx‘r'i) rex:qu
48 €7 44 24 30 00 00|mov qword prr x87TagWord FFFF
48 €7 43 24 28 00 oolmov gword ptr_ss:ifrsp: =0
FF 15 3C D5 00 00 |€all qunrd Cptr ds: SEcryptstringTosinaryas] v
| - Dlerault(mrasuzu: T [5 +] (7 unlocke
B T5g=—=
‘gword ptr [0DDOOODD0Z986250 <&CrypESEringToBinaryA>]=<Crypt3Z.CryptstringToBinaryAs 2 rdx 0000000000000000
3: rg& 000000000000000L
4i r3 000000DDO4EBOSED
000000000237 8D0E 5: [rsp+20] 00000000051EFE3C

Figure 14

The badger opens the target process using OpenProcess (0x1FOFFF = PROCESS_ALIL,_ACCESS):

x87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000

B9 FF OF 1F 00 mov ecx, J.F(JFFF
89 44 24 58 mov i urd ptr
44 88 44 24 68 mov rad, rd ptr x87Tagword FEFF
31 D2 or edx,edx I ]
FF 15 4A BE 00 00 caﬂ qword BtF 58 [<&0penProcess>] v g
T N ‘lieéult(x64%stm\l) ~|[5 2] 0] unlocke:
rox
‘quord ptr [DDDODOODDZI85F38 <&OPenFrocess>]=<kernel3z.0penProcesss 3t rdx 0000000000000D00
3i rs 0000000000001348

Figure 15

Virtual AllocEx is utilized to allocate a new memory area in the remote process (0x3000 = MEM_COMMIT |
MEM_RESERVE, 0x4 = PAGE_READWRITE):

€7 44 24 20 04 00 00|mov dword ptr ss:frsp+200, 4 X8/F6 ULULLULULULUDULULLUL 516 EMPTY U. UDULUULULULULLULUL
43 89 D3 mov r8,rbx X87r7 D0ODODOO0ODODODODOO0O ST7 Empty O.000000000DO00D0000

31 D2 xor edx, edx

Lo EEREL x87Tagword FFFF

4C 89 E9

41 B9 00 30 00 00 20!

FF 15 93 BS 00 00 r_uﬂ qwnrd ptl‘ dsi[<eévirtualAllocEx>] v

mr — e fault (64 fasteall) ~|[s 2] unlocke

=]

: rdx 0000000000000000
: r& 0000000000001453
: r9 0000000000003000
: [Fsp+20] 000000D000000004

nawne

‘qword ptr [000D00DDD2985C50 <&VirtualAllocEx>]=<kernel3z,virtualAllocExs

000000000297A667

Figure 16

The malware writes the shellcode to the above area via a function call to WriteProcessMemory, as shown in

Figure 17.

x87ré 00000000000000000000 ST Empty 0.000000000000000000

49 89 D9 mov r9,rbx
i 89 B0 Mov ra.riz r8:vASCI | XS7r7 00000000DO0ODODO000D ST7 EMPLY O.0DODOOODOOODDODODD
48 89 CZ MOV VUX rax
ac ov rcx,ri3 x87Tagword FFFF
48 c7 44 24 20 00 00| mov qword ptr == [r;p off, 0
FF 15 94 85 00 00 call qnord ptr [<&wr1te?rncessmanury>] v
s | Default (x64 fastcal) ~ |[5_F2] ] unlocke
rex
qword ptr [000000DDDZ38E078 <&MTiLeProcessiemory>]=<kernel32.WriteProcesshemory> T rdx 00DOODOOOOLCDODD

i r8 00000000023F6FBO
i r9 0000000000001453
: [rsp+20] 00000000DOO0000D

na w0

000000000297 ABDE

Figure 17

The page’s protection is changed using the VirtualProtectEx API (0x20 = PAGE_EXECUTE_READ):
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W 000000 |mev 201" * X87r6 0D0ODDDDODOOOOOOCO0000 STE Empty 0.00000000D00000000D
31 F6 xor esi,esi X87r7 000000000000D0000000 ST7 EMpTy 0.000000000000000000
A 18 89 24 24 20 mov quord ptr ss:frsp+zoff,rax
D0000D000297A718 19 89 D8 mov Fe,rbx x87Tagword FEFF
D00DDD0D0297A71E iC 89 E9 ov_rex, -
C A7 FF 15 F1 B1 00 00 cn11 qnord ptr dss[<evirtualprotectexs] v
2o == 5 | Default (x64 fastcal) o
‘gword ptr [DDOOOODD0ZIB5518 <&VirtUalProtectExs]=<kernel32.VirtualProtectexs e N DRI DD,
r& 0000000000001453
r9 00000000000000Z0
000000000297A721 [rsp+20] DO000000051EFENC

Figure 18

Finally, the binary creates a thread in the remote process that executes the shellcode:

. - TGV GHOr Pt A EFS Ul S X8/F4 UUUULULULLLULULLULUY 1% ENPLY U. UUUUULULLULULUULLY
. mov r9,rdi X87r5 00000000000000000000 STE Empty 0.000000000000000000
. xor m,,edx X87r6 00000000000000000000 ST6 EMpLy 0.000000000000000000
. 30 mov qword ptr ss:frsp+3of,rax X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
. 10 00 |mov rad,10b000
. mov rcx, ru xa7Tagword FFFF
. 00 00 00| mov_dword ptr ss:[rsp:2s],0 s
00 00 |eall qword BEF 55 [ <4creat eRenoteThreads]
. s | Default (x64 fastcal) -
word ptr [000000DD029BECED <&Lr eateRemoteThreads]=<kernel32,CreateRemoteThr ead T I
rg& 0000000000100000
r9 000000D000ICIAE2
ORI00CI0N2 28 ZRE] [rsp+201 00000000001D0000
Figure 19
The agent creates an anonymous pipe using the CreatePipe method:
. 45 31 C9 xor rod,rad G5 00ZE FS 0053
. 4C 8D B4 24 98 00 00|lea ri4,qword ptr_ss:[rsp+os]) £S5 0028 DS 0028
. 48 C7 84 24 88 00 00|mov gword ptr s €S 0032 55 0028
. 4C 8D 84 24 BO 00 00|lea rs,qword p Ersp+sol
. F3 A8 repe stosd X87r0 00D000000D000DODO000D STO EMPTy 0.000DO000000000D00D
2 52 gg Eg o3y :gz f;:}-ﬁu X87r1 00000000000000000000 STL Empty 0.000000000000000000
= el elos nolonion oy e an ol 0 X87r2 00000000000000000000 ST2 EMpTy 0.000000000000000000
. m FEciorosd 2 X87r3 00000000000000000000 ST3 EMPTY 0.000000000000000000
= 43 8 BC 24 90 00 00| 1A rdi,quord ptr ss:[frspao] X87r4 000000000000D00O0000 ST4 Empty 0.000000000000000000
. C7 84 24 CB 0D 00 00|mov dword ptr Ss:[rsprcal],ss 681 ht X87r5 00D000000D000DODO000D STS EMPTy 0.000DO0000000D0000D
. 48 60 8C 24 88 00 00|lea rcx,gword ptr ss:frspissl XE7ré 0000000D000000OO0000 STE Empty 0.000000000000000000
. C7 84 24 BO 00 00 00|mov dword ptr ss:Ersp+&od,1s X87r7 00000000000000000000 ST7 EMpTy 0.000000000000000000
. 48 89 FA mov rax,rdi
« | Po0000000za7b2C7 €7 84 24 Co 00 00 00|mov dword BT x87Tagword FEFF
o | 000000000297D202 qror s sma r
(e call qnoru n‘tr ds [dcr'eatempb]
. , | Default (x64 fastcal) -
I
rdx 0000000005 LEED
i rg 0000000005 1EEDED
41 r3 0000000000000000

Figure 20

The pipe is set to be inherited via a call to SetHandleInformation (0x1 = HANDLE_FLAG_INHERIT):

0000000002: 45 31 xor red,rad
0000000002 43 8B SC 24 88 00 00|mov rcx,qword ptr ss:lirspesh x87Tagword FFFF
000000000297 BA Di. OD DD 00 . == = B
[ FE 00 00 €all qword ptr ds:[<&SetHand]eInformations] v
== P 5 |Default (x4 fastcal) -
1
liqmrd ptr [0000000002985F30 <asethandleInformations]=<kernel32. SethandleInformations 2t rdx 0DODOOOOODOOD000L
3: r8 0000000000000000

Figure 21

The malicious executable creates a process specified by the C2 server using the CreateProcessA API, as shown in

the figure below.

mov dward prr ss:frsprec],edx e e e
e el X87r3 00D000000D000DODO000D ST3 EMpLy 0.000DO00D0000D0D00D
e e X87r4 0000000000ODDODODODD ST4 EMPTY O.0000ODODODODDODADG
13 mov awold ptr ss:Brsprasll,ri4 X87r5 0000000D000000O00000 STE Empty 0.000000000000000000
mov rax,ri2 cm | x87ré 0000000000D000000000 ST6 Empty 0.000000000000000000
4 v qword ptr ss:[frsp+ao],rbx X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
38 00 00|mov qword ptr s p+38]],
30 00 00| mov gword pTr s sp+308,0 xa?Tagword FFFF

01 00 00|mov_dword ptr rsp+2off; 1

nerault (x64 ras«m\n ~ |[5 2] unlocke

S G (00007 FF8AES 8£050)

rdx 00000000045B08A0 "cmd. exe™
efromonsoopobonond

ra 0000000000000

[rsp+20] 2000000090000001

000000000297D2B5

Figure 22

The process’ output that resides in the anonymous pipe is copied into a buffer by calling PeekNamedPipe (Figure
23).

45 31 Co eCENESTe X8/F5 UUULLULUUULUDUUULUVY 515 EMPTY U.UUULULULULLULULULY
45 31 €O xor rad,rsd Xx87r& 00000000000000000000 STE Empty O.000000000000000000
31 D2 xor edx,edx X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
48 89 6C 24 ov quord ptr ss:[rsp+2o,rbp

48 C7 44 24 28 00 00|mov gword prr ss:frspizsll,0 x87Tagword FEFF

48 8B 8C 74 88 00 00|mov rcx,qword ptr ss:[rsp+5s]
FF 15 6A 85 00 00 |call gword ptr ds: [=&FeckNanzdpipe] v
T Default (x64 fastcal) -

i

rox
rdx_0000000000000000

r& 00000000000D0000

r9 0000000000000
[rsp+20] 000000000S1EEDTC

word ptr [0000000002985518 <aPeekNamedPipes]=<kernel32, PeekNanedripes

000000000297D5A8

Figure 23
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The output is read using ReadFile and then transmitted to the C2 server:

. - - AOII & UUUUUUUUUUSISIUIUILY 316 IS VL U U

el e 13 1E) movmosrho X87r3 0D00DDDO0O0OGOANO0000 ST3 Empty 0.000000000000000000
e o e ine X87r4 00000000000000000000 ST4 EMPTY 0.000000000000D00000
it e e or oo oo e le e verr X87r5 000000DOODODODO0000D STS Empty 0.0000000000D00O0O00
48 C7 84 24 30 01 00|mov gword ptr ss:frsp+130f,0 X87r6 00000000000000000000 ST6 EMPTY 0.000000000000D0D00D
F3 A8 repe stosd X87r7 00000000000DO00O00DD ST7 Empty 0.0000000OODODOODODD
48 C7 84 24 38 01 00|mov gword prr ss:Ersp13sil,0

0000000002 48 8B C 24 8% 00 00|mov rcx,qword per ss:[rsu-sé] x87Taghord FFFF

000000000: 48 C7 34 24 20 00 00|mov gword prr ss:frsp+zof,

call gword ptr ds: [Zireatt 1]

=[5 2] uniock=

Defauit (64 fastcall)
-

=
rdx 00000000051EEE30
8 00000000D000DFFF
9 0000000005 1EED7C
[rsp+20] DOOODODOOODG000D

gword ptr [0000000002985958 <eReadriler]=<kernel32.ReadFiler

000000000297D603

Figure 24
0x91B3 ID — Inject code into the current process

The CryptStringToBinary A method is utilized to decode from Base64 the shellcode that will be executed:

000000000297 8CEC ORI X8/FS UUUDULDLULULLULULEUY 315 ETTY U. UUULULDUUUILUULULY
000000000237 8¢ 20 mov aword ptr ss:Brsp+zoll,rsi x87r6 00000000000000000000 ST6 Empty O.000000000000000000
000000000297 8C 00 oo mov rad,L X87r7 00000000000000000000 ST7 EmMpTy 0.000000000000000000
10000000297 BCFS mow Fex,ri3
000000000297 8C 30 00 00|mov qwur‘d p(r‘ f“[r p:x] ° x87Tagword FFFF
000000000297 8005 25 00 00| mov_gword prr < o
E 00 00 |call qwnrd p‘lr ds [«ryp:s:rmgmamary»]
5 | Defut (x54 fastcal) ~ |[5_F2] ] unlocke
1 FQUIDREVGRONTSg=="

Tgword ptr [D0DOOODDOZI8E250 <ECrypTSLringToRinaryA>]J=<crypt3z.CryptStringToBinaryAs 'Fdx 000000DODO00000D
8 0000000000000001
9 00000000045B0840

[rsp+20] 0000000005 1EFELC

000000000237 8DOE

Figure 25

The agent creates a named pipe (0x80000003 = FILE_FLAG_WRITE_THROUGH |
PIPE_ACCESS_DUPLEX):

P — T AL L U U S S LY S
C7 44 24 30 00 00 00|mov dwnr‘d ptr p+200,0 X87r3 00000000000000000000 ST3 Empty 0.000000000000000000
55 88 5C 24 CO 04 00| mov rew,qword per de:[razisco] X87r4 000000D0D0O0DODO00DD ST4 EMPTy 0.00000DG00000D00000
41 B9 0L 00 00 00 mov radL X87r5 0DO000000000000000000 STS Empty 0.000000000000000000
48 C7 44 24 78 FF FF|mov qword ptr ss:Ersp+7Sll,FFFFEFFFFFFFFERF X87r6 00000000000000000000 ST EMPLy 0.000000000000000000
BA 03 00 00 80 mov edx, 20000003 X87r7 000000D0D00ODOD0000D ST7 EMpLy O.00000DG00000D00000
48 C7 44 24 38 00 00|mov gword ptr rsp+33],
€7 44 24 28 FF FF 00 mov dword ptr rsp+28yl,FFFF x87Tagword FFFF
C7 44 24 20 FF FF 00|mov dword ptr ss:[rsp+20J,FFFF
FF 15 DA A& 00 00 all aword ptr ds; [<&CreateNamedPipen>]
PRt s o e s | Default (x64 fastcal) i ) = [5_t#] ] unlodke
aword ptr [0000000002986018 <&CreateNamedPipew>]=<kernel32.CreateNamedPipew: ;: :;: 0000000080000003 e
3:rg DDDDDDDDDDDDDDDD
4: r9 0000000000000
0000000002976938 5: [rsp+20] DDDDDDDDDDDDFFFF

Figure 26

A new thread is created using the CreateThread function. In this thread, the malware connects to the pipe and

reads data using the ConnectNamedPipe and ReadFile methods:

0000000002978996

Figure 29

X8/F5 UUUUUUUUUULUUUUUUUUU 515 EMPLY Us USUUUUUUUUUULLULUL
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#| 0000000002 lea rs,auord ptr ssifrsp+7od
+|| oo0o0000C xar ed e XE7r6 00000DDODODODNONND0D STE EMpLy ©.00000000DOODADDDD
« | 000000000 X87r7 000000ODODODOO0000D ST7 Empty ©.0000000D00ODADADO0
. 000000002 01 00 00 1!6
|| 0000000002 mo x87Tagword FFFF
. 3000257 nn 00 00 | mov ]
00 00 |call gword ptr ds:[<acreateThread>]
Temsnt = s 2 o |efoult (x64 fasteal) -
1 rex
aword [000000000Z985FES <&CreateThread>1=<kerne13z.createThreads 2t rdx 00000000
5! rs 0000000002978A30
3 r3 000000000S1EFEED
000000000297896E S [rsp+20] 0000000D0000000D
| 00000000 31 D2 xor edx,edx
. (N)lN)’?C)UCHE‘J_Q% 48 89 CB mov rbx,rcx x87Tagword FFFF
o 000000000237 48 8B 49 08 mov_rcx,gword ptr ds: [rcx+S] 3
F— FF 15 9D A7 00 00 call gword ptr ds:[<&ConnectNamedPipe>]
. 5 | Defut (x54 fastcal) ~ |[5_F2] ] unlocke
o
aword ptr [0D000000D0Z986248 <&ConnectNamedPipe>]=<kernel32.ConnectNamedPipe> 3t rdx 000 200
. A I 212 iy e
o e P LB X87r3 0DOO0OOODODODOOODO0D ST4 EMpTy ©.0000000DOOODADODOO
ic 33 F1 mov roxrid x87r5 00000000000000000000 STS Empty 0.000000000000000000
© o movarditeted XE7r6 00000000D000D000000D STE EMpLy 0.0000000000ODIN000
3 83 C MoV rp,r & X87r7 000000O00DODOO00000 ST7 EMpTy ©.0000000000ODADA0O0
C7 44 24 20 04 00 00(mov dword ptr ss:lfrsp+zoll,4
41 B9 00 30 00 00 mov rod,3000 x87Tagword FFFF
4C 89 44 24 48 mov_gword ptr ss:[r’m s, r
FF 15 B4 A2 00 00 1 qword ptr [<&v1rtua1A115tEx>]
aanco 5 | Default (x64 fastcal) @
T rex
Gword ptr [0D00DOD0DZS8SCS0 EVIrTUATAT10CERs J=<kernel3z, virtualAl 10CER> e CO000TODDIONDOD:
rs a0a0000000000003

01
ra 000000000001

03001
rsp+201 2000000006000004

The shellcode is copied into the new area and its page is made executable, as highlighted below:
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48 63 CB movsxd rcx,ebx
48 44 24 60 lea rax,qword ptr ss:[frsp+soll
F3 A4 repe movsb
000000000257 4C 8B 44 24 48 mov rs,qword ptr ss:[frsp+as])
0000000002971 48 89 44 24 20 mov qword ptr ss:[rsp+20f,rax
4C 89 EA mov radx,r13 rex: AR
41 B9 20 00 00 0O mov r3d,20 20:" "
4C 89 FL mov rcx,rid4
FF 15 42 SF 00 00 call anl'd D‘tr ds:[<&virtualProtectEx>]

v
Default (64 fastcal)

XB/F$ ULUULLLLLULULULLLOLY 313 EMPTY U. UUULULULULULULLLLY
X87r4 00000000000000000000 ST4 EMPTY 0.000000000000000000
X87r5 0000000000000000D000 STS EMPTY O.000000000000000000
X87r6 0D0O0D000D0DD00000000 STE EMPTY 0.000000000000000000
x87r7 D0ODODOOOODODDOODOOOD ST7 Empty 0.000000000000000000

x87TagWord FEFF

~|[5 ][] unlocke

VirtualProtectexs

word ptr [00D0000002985916 <&VirtualProtectexs]=<kernelaz.
0000000002378300

Figure 30

A new thread runs the shellcode copied earlier:

: rdx 0000000005 3FO000 "ABCDEFGHTI"™
i r's 000000000000000S

: ra 0000000000000020

[rsp+20] 000000DDDOS1EFEAD

b it

0000000002971 45 31 co oENESEESd X8/F5 UUUVDULUUULULOUUUDUY 515 EMPTY U, UUULUUOUULUULUUULY
4D 89 E8 mov rs,ri3 ra: "aBct X87r& 00000000000000000000 STE Empty O.000000000000000000
31 D2 xor edx,edx X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
31 o xor ecx,e
48 89 44 24 28 mov guofd prr ss:frsp 2a,rax x87Tagword FFFF
S7 43 24 20 00 00 oo|moy dword prr s=:[rsp.
FF 15 EC A5 00 00 |call gword ptr d & [eacr eaterhreads] v
e —— s | Default (x64 fastcal) -

‘qword ptr [0D0D00DDO29B5FES <&CreateThreads]=<kernel32.CreateThreads
000000000297B9F6

Figure 31
0x1719 ID — Enable SeDebugPrivilege

The malicious process calls the LookupPrivilegeValueA function with the

TE G
rdx_0000000000000000
¢ rs 00000000053FO000 "ABCDEFGHII™
: r9 0000000000000000

: [rsp+20] 00000000D0000000

“SeDebugPrivilege” parameter:

R 31 co xor ecx,ecx XB7r7 00000000000000000D00 ST7 Empty 0.000000000000000000
A 48 8D 5C 24 3C lea rbx,qword ptr ss:[frsp+3c]]
48 8D 54 24 4F lea rdx,gword ptr ss: [r;u 4F] xB7Tagword FFFF
4C 8D 44 24 40 1ea rs,qword ptr ss:(firsp-ao] I
FF 15 73 DC 00 00 |call gword ptr ds: [<&LookupPr ivilegevaluess] v
e S s | Defouit (x64 fastcal) -
T rox
gword ptr [00D0DO0D02986208 <ALOGKUPPTivi|egevalueAs]=<advapi32. LookupPrivilegevalueAs 3: rdx 00D00DODOSIEFEAF
3: rs 000D00DODS 1EFEAD
4
0000000002978589

r9 000000000Z985DA0
00

U4 pump 1 wnumz Woump3  @Mpump4  @Moumps @ watth1 | I-llocak | ) Struct
p P a p

return to msvert

|Address [ AscIT [
0D0DD0D00S 1EFEAF 53 55 44 65|62 75 67 5072 69 76 69|6C 65 67 65|SepebugPrivileqe|

The PrivilegeCheck API is utilized to determine if the above privilege is enabled in the access token:

00000000297 835

lea rdx,gword ptr ss:fIrsp+acl
lea rg,qword ptr ss:[irsp+24]
mov dword ptr ss:frsp+icl),z

mov qword ptr ss:frsprac],rax

B

X¥/Ts ULUULULULULULULULLOY 315 EMPTY U, ULULULULULLULULULY
X87r6 00000000000000000000 ST6 EMPTy 0.000000000000000000
X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000

mov raxanord ptr s Orsp+3ol x87Tagword FEFF
oV uwnr‘d ptr_ss:frsp+s4ff,rax
ciﬂ] “aword ptr d:[<ePrivilegecheck>] v
R, o , | Default (x6# fastcal) -

<&PrivilegeChecks]=<advapiaz. PrivilegeCheck>

,m [0000000002985F58
Figure 33

2: rdx 0000000005 LEFEAC
3: rs 00000000051EFESS

The message displayed in Figure 34 will be sent to the C2 server as a confirmation.

rdx=10

gword ptr [rsp+28]=[00000000051EFEFS &L"[+] Enabled debug privilege"]

Figure 34

0x4FFE ID — Extract the status of the token’s privileges

The badger obtains the TOKEN_PRIVILEGES structure that contains the privileges of the token using

GetTokenInformation (see Figure 35).

ol 48 89 5C 24 20 mov gword ptr ss:[frsp+20f,rbx X87r7 00000000000000000000 ST7 EMPTty 0.000000000000000000
£l 48 8B 4C 24 50 mov rcx,qword ptr ss:[rsp+5oj
I 000000000257C053 49 mDv r .rax x87Tagword FFFF
[ BA 03 00 00 00
- FF 15 DF 9C 00 00 un qwﬂrd ptr ds:[<aGetTokenInformations] v
| T — > Default (x64 fastcall) 57

qword ptr [0000D0DD02985D40 <A&GetTokenInformation>]=<advapi3Z.GetTokenInformations

000000000237C05E

Figure 35

r& 00000000023FEFED
r3 00000000000001Z4
: [rsp+20] 000000D0051EFCB4

It retrieves the name of the privileges represented by a locally unique identifier (LUID) via a function call to

LookupPrivilegeNameW:
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49 89 FO mov r8,rs1 X818 ULLUUULLLULULULULULY 316 EIPLY U, UUULULULLULULULLLL
48 89 DA mov rdx,rbx X87r7 00000000000000000000 ST7 Empty O.000000000000000000
C7 4 24 48 00 01 00|mov dword ptr ss:[rsp+asl,100

31 C9 XOF ecx,ecx x87Tagword FEFF

4 89 F1 mov r9,r14 g

FF 15 45 AL 00 00 |eall aword ptr ds:[<&LookupPrivilegeNamew:] v

A2amoAn R A R R R e AR Default (x64 fastcall)

- |[5 2] uniock=

ST
2: rdx 0000000002ZIFGFE4.
3: r8 00000000051EFCDO
41 r9 00000000051EFCER

The list of privileges and their status is written in the memory. The following statuses can be specified: “[+]
%-501s Enabled (Default)”, “[+] %-501s Enabled (Adjusted)”, “[+] %-501lsDisabled\n”, “[+] Elevated”, or “[+]

Restricted”.
Address Hex ASCII |
00000000029F8210 |58 00 2B 00|50 00 20 00|53 00 65 0049 00 &E OO|[.+.]. .S5.€.I1.0.
00000000029F8220| 63 00 72 00|65 00 &1 00|73 OO0 &5 00|51 00 75 OO0|c.r.e.a.s.e.q.u.
00000000029F8230| 6F 00 74 00|61 OO0 50 00|72 00 69 00|76 OO &9 OO|o.t.a.P.r.i.v.i.
00000000029F8240 | 6C 00 &5 00|67 00 65 00|20 00 20 00|20 OO 20 0O|1.e.g.e. . . .
00000000029F8250 | 20 00 20 00|20 00 20 00|20 00 20 00|20 OO 20 OO| . . . ..
00000000029F8260 | 20 00 20 00|20 00 20 00|20 00 20 00|20 OO 20 OO . . . i Co
00000000029F8270( 20 00 20 00|20 D0 20 00|20 00 20 0OO|44 00D 69 00| . . . . . .D.i
00000000029F8280 |73 00 61 00|62 00 6C 00|65 00 64 00|0A 0O 5B 00|s.a.b.l.e.d...[
00000000029F8290| 2B 00 5D 00|20 00 53 00|65 00 53 00|65 00 &3 00|+.]. .S.2.5.e.c
00000000029F82A0(| 75 00 72 00|69 00 74 00|79 00 50 00|72 OO 69 0O|u.r.i.t.¥.P.r.id
00000000029F82B0| 76 00 69 00|6C 00 65 00|67 OO0 &5 00|20 00 20 00|v.i.l.e.g.e.
00000000029F82C0 | 20 00 20 00|20 00 20 00|20 OO 20 00|20 0O 20 OO) . . . . . .
00000000029F82D0| 20 00 20 00|20 00 20 0O(20 00 20 00|20 OO0 20 OO| . . . .
00000000029F82E0| 20 00 20 00|20 00 20 00|20 00 20 0OO|20 OO 20 0OO| . . . . e
0000000002 9F82F0| 20 00 20 00|20 0O 20 00|20 00 44 00|69 00 73 00| . . . . .D.i.s.
00000000029F8300| 61 00 &2 00|6C 00 65 00|64 00 OA 0O|S5B 00 2B 00|a.b.l.e.d...[.+.
Figure 37

0x9DEO ID — Extract Username, PPID, PID, and Executable path for every running process

The binary obtains a snapshot of all processes in the system using CreateToolhelp32Snapshot. It enumerates them

using the Process32FirstW and Process32NextW methods:

43 89 DA
48 89 C1
FF 15 GE 96 00 00

mov rdx,rbx
mov_rex,rax
call aword ptr ds:i[<aProcess3zFirstws]

x87Tagword FEFF

~|[5 ][] unlocke

| [
Default (64 fasteall)

[aword ptr [0000000002985510 <&PrOCESS32FIrSTW>]=<Kernel32. ProcessacFirstn>

Figure 38

43 89 DA
4c 89 E1
FF 15 98 98 00 00

mov rex,rbx
mov_rcx,riz
call gword ptr ds:[<&Process32Nextws]

1i rex
2: rdx 0O00000D0SLEFCSS

x87Tagword FEFF

- [ tnlocke:

v
Default (xe+ fastcall)

[aword ptr [0000DDOD02985B80 <&PTOCESS3ZNeXTWs]=<kernel32.Process32Nexths

Figure 39

ST
2: rdx 0ODOODDDOS LEFCES

The agent tries to open the local process object using OpenProcess (0x410 =
PROCESS_QUERY_INFORMATION | PROCESS_VM_READ):

44 8B B4 24 A0 04 00|mov rBd,dword ptr ss:[rspr4at
xor edx, edx

mov_ecx,410
call gword ptr ds3[<@OpenProcess>]

B9 10 04 00 00
FF 15 C9 5C 00 00

x87Tagword FEFF

ML
Default (64 fastcal)

~ [5_#]0 unlodke

gword ptr [0000000002985F98 <&OPENProcess>]=<Kerne132.0penProcess:

Figure 40

2 10
2: rdx 00000000
3: r8 00000000000001F0

For each of the access token extracted from the processes, the executable calls the GetTokenInformation function

and retrieves the user account of the token (Figure 41).

48 89 7C 24 20 mov qword ptr ss:[rsp+2off,rdi
mov rad,dword ptr pis0
mov rs,rax

mov edx, 1

mov_rcx,gword

FF 15 €2 99 00 00

ptr ss:[frsp+7sl
call aword ptr ds:[<aGetTokenInformation-]

x87r& 000000DODODODOO00D0D 5TE Empty O.000000000000000000
x87r7 000000000000D0000000 ST7 Empty O.000000000000000000

x87Tagword FEFF

~ |[5_[2]00 unlocke

iy e
Default (x64 fastcal)
=

<

aword ptr [000000D002985D40 <&GetTokenInformations]=<advapi32.GetTokenInformation>

000000000297C378

ek

™

: rdx 000

3: rs 00000000045BODSO
4: r9 00000000000000IC
5:

[rsp+20] 0S1EF854

Figure 41

Page 7 of 19



https://cybergeeks.tech/a-deep-dive-into-brute-ratel-c4-payloads-part-2 /

The malware extracts the name of the account for the security identifier (SID) and the first domain on which the
SID is found:

48 89 44 24 30 mov gword ptr ss X8/P5 UDUUUULUUULULULULUUY 515 EMPTY U, UUUUULULLULULULULY
49 89 E9 mov ro,rby X87r6 00000000000000000000 5T6 EMPTY 0.000000000000000000
4C 89 54 24 20 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
4D 89 D8
4C 89 54 24 58 r10 xg7Tagword FFFF
4C 89 5C 24 50 T p+soff,r11
FF 15 82 3C 00 00 ptr i [<&Lookupaccountsidws] v
H = 5 | Default (x64 fastcal) v |[5_[2]00 unlocke
- = I rox
qword ptr [0DOO0ODD02986048 <&LOOKUPACCOUNTS]dW>]=<advapi32.L00KupPACCOUNEST dW> 2t rdx 000000
3: rs 0D0DO0D0D51EFS7S
4: ra 0000000005 1EFS58
000000000237C3C0 S: [rsp+20] 000000000S1EFASD

Figure 42
0xEBCO ID - Kill processes

The target process is opened via a function call to OpenProcess (0x1 = PROCESS_TERMINATE):

41 89 co EOTATEEAR X87r'6 0DO0DODODODODUDO0C0D STE EMPTY 0.0000O0ODI00000000D
85 CO test eax,eax X87r7 00000000000000000000 ST7 EmpTy 0.000000000000000000
~ 73 %7 je 297A3tA
B9 01 00 00 00 mov ecx,l x87Tagword FFFF
31 D2 xor_edx, edx _
FF 15 A8 BC 00 00 €all gword ptr ds:[<zOpenProcess>] v
i some s e s | Default (x4 fastcal) =[5 [2]00 unlocke
1 rox
qword ptr [000D000DD2985F98 <&0penProCess>]=<kernel32.0penProcesss 2t rdx 0OOD00DOODODODOD
3: rg 0000000000001448

Figure 43

The process is killed using the TerminateProcess API:

4383l A NECREE] X87r7 GD0000DODOOAD0G000D ST7 EMPTY 0.0000G0ADG00000DE0A

48 85 CO Test rax,rax

~ 73 22 je 297A31A x87Tagword FFFF

BA 01 00 00 00 mov_edx, 1

RIP) FF 15 CD 88 00 00 €all quord pte ds:[<aTerminaterrocesss] )
S - Dlefault(xﬁﬂﬁsrm\li ~ |[5_[2]00 unlocke
- T rex

[‘aword ptr [00000000029858D0 <&TerminateProcess>]=<kernel32.TerminateProcess> 21 rdx 000000000000000L

Figure 44
0xF584 ID — Create a new process using the Domain, Username, and Password received from the C2 server

The binary spawns a new process using the CreateProcessWithLLogonW method. The parameters are modified

according to the command’s arguments:

48 89 6C 24 50 mov qword prr rspTsoff,rbp
48 C7 44 24 40 00 00|mov gword ptr p+408,0 X87r0 00000000000000000000 STO EmpTy 0.000000000000000000
anie0 an 2 W noxfquord pte Lo X87F1 00000000D00D000D0ODG ST1 EMPTy 0.00000000D00D0DO000
Fiul o7 eaios Aetbotoo :gt ':Qr’g"““‘;r ’Ut‘] X87r2 00000000000000000000 STZ Empty 0.000000000000000000
7 G4 24 30 0D 00 00| mow dword per g X87r3 00000000000000000000 ST3 EmpTy 0.000000000000000000
G =n aaiza 78 e e X87r3 000000D00000000D00D0 ST4 EMPTy 0.00000000D000000000
48 8B 84 24 90 00 00|mov rax,qword ptr 108 XE7rS 0000000000D000000000 TS Empty 0.000000000000000000
iC 8B B4 24 88 00 00|mov r&,qword ptr ss:[frsp-ss] [rsp+8S | X87ré 00D000000000000000000 ST6 EMPTy 0.00000000000000O000
41 B9 01 00 00 00  |mov rad,l X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
45 8B 54 24 78 mov rdx,qword ptr [rsp+78
48 8B BC 24 80 00 00|mov rcx,qword pt [rsp+30. | xs7Tagword FFFF
45 89 44 24 20 mov_gword ptr s ,rax
FF 150 FA 860000 | call aword ptr ds:[<&CreateProcesswithLogonk>] v
e = , | Default (x64 fastcal) ~|[5_2] (] unlock
- - T rox L'user”
qword ptr [00DODO0D02986178 <4CreaTtePrOCEssWithLOgONW>]=<advapi32.CreateProcesswithLogonws 2% rdx 00DODDODO4580340 L'Dom"
3: rs 000DOODOD4SE098D L"Pass™
4 r9 000000D0DOD0O00L
000000000297DATS. 5: [rsp+2z0] D00DOD00D045BODSD
Woump 1 | @oump2  @WDump3  WHDump4  @MDumps @B wewch1  [r-llecal  # stuct o
| prrer— Tiiow Taervr T = “cnd. exe”

Figure 45
0xBEDO ID — Execute the “open”, “runas”, or “print” command

The first parameter is compared with the above commands, as shown in Figure 46.

text:REEE88068297EET72 mov dword ptr [rspt2F8h45tr2], 'nepo’
LJtext:eepeaaa88297ERTA movsxd rox, ecx ;3 Count

.text: 08880008829 7E87D mov dword ptr [rsp+2F8h+var_2B4], 'anur'
Ltext:eBeEE0BB8297EBE5 mov byte ptr [rsp+2F8h+var_288], 's'
Ltext:BBEERRRRA297EBEA mov dword ptr [rsp+2F8h+var_2AE], 'nirp'
Jtext: eeeee08068297E592 mov byte ptr [rsp+2F8h+var 2841, 't°

Figure 46

We could use the runas command to spawn a cmd.exe process:
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N AOr1 5 U IS 313 Sy Us USSR
H [ batiadscts e un| Leetrcx, avor] X87r4 00DOD0OO000OOOO00000 ST4 EmPTy O.000DODGODODIOOO00D
. c7 B4 24 00 00 00 X87r§ 00000000000000000000 5T5 Empty O.000000000000000000
. 35 85 co X87r6 0000D00000000000D000 5T6 EmPTy O.000DODG0DODAD0000D
. B8 00 00 00 00 N X87r7 00000000000000000000 ST7 EmMpTy 0.000000000000000000
. 48 C7 84 24 30 00 00|mov qword ptr 55
o || nooooooooza 43 OF 45 C5 cmovne rax,ri3 xE?Tagwnr‘d FFEF
. 48 89 44 24 78 mov_guword ptr‘ - e
Fr) FF 15 5F 73 00 00 |call gqword ptr v
. e nerau\t(xsﬂastmm ~ |52 tnlocke
aword ptr [DDDODODD0Z985D7E <&Shel1EXECUTEEXA>]1—<shell32.5hel IEXecUTEXA> TR o)
rg 0000000000000064
r9 FFFFFFFFFFFFFETS
000000000237EALS [rsp+20] 0000000000000002
3 c
Woump1  Yhoump2  @Woump3  WHDumpsd  Whoumps @D watchi  -llowls ' Stuct 0000000005 1EFCE [E0D0D0D0100001FS0
TS = e | 2900300005 3¢ 20 0000000000000
0000000005 1EFCES [70° 00 00 00|40 00 00 00(00 OO 00 00|00 00 00 00|p. A][]“U[]U[]”[]SlEF(S; 0000000000000002
990000000 1ErC73 0000000005 1EFE38
ooDK00s IErCBe) 0000000005 1EFC40
0000000005 1EFC48
QOO0DNDN06 T EFCAS 0000000005 1EFCS0
DOOOOODI0G TEECBE 0000000005 1EFCS8
TOSO00D0E LEEECH 0000000005 1EFCE0
0000000005 1EFCDS cmd. nn AAAnAAsnnnAanaTA
0000000002 43 88 5C 24 C0 00 00| Moy rex,anord per s3:rsp-col
00000000029 48 85 Test rox,rox x87TagWord FEFF
000000000237 ~ 74 2E Jje 297EA65 = — e
FF 15 58 71 00 00 c€all gword ptr ds:[<&GetProcessId>] v
B[ T S S S e Default (x64 fastcall) -
L - rex
gword ptr [0000000002985B38 <&GetProcessId-]=<kernel32.GetProcessId> 3z rdx DOONNO

Figure 48

O0xE2EA ID — Copy bytes into memory

The second parameter is Base64-decoded by calling the CryptStringToBinaryA API:

e e

xor edx, edx

X8/P5 UDUUUUULUUUUDUUULULY S15 EMPTY U. UUUUULULUUUULULULY
X87r& 0000000D000000000000 STE EMPTY O.000000000000000000

20 mov gword ptr ss:[rsp+zofl,rsi

00 00 |mov rad,1 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
mov rcx,ri3 rox:"qu

30 00 00| mov gword D(r 300,0 x87Tagword FFFF

28 00 00|mov_gword ptr +28],0 =

o0 |call qwurd pEr ds:[<acryptstringTosinaryas] v !
**** Default (x64 fastcall) T
- - = 3 “QUIDREVGROG="
Gword ptr [DDDO0DDD0Z2986250 <ACrypLSEringToBInaryA> J=<cryptaz.CryptstringToBinaryAs rdx 000 0

000000000237 8DOE

Figure 49

r& 0000000000000001
r9 00000000045B08E60
: [rsp+20] 0000000D0051EFESC

The address containing the resulting bytes is stored in a table that contains functions pointers (see Figure 50).

Figure 50

Address Hex ASCII

0000000002985028 | 50 08 CB 04 80 24 oA AEIFE 7F 00 OO0 [ EEEN. . 5290, . .
0000000002985038 |EQ 28 8a AFIFE 7F 00 Q0|10 SE 83 AFIF8 7F 00 00| a¥Z®@....0. ©...
o000000002985048 | 40 DD o8 AE Z o0 BA C8 AE ri EYNER, ... tXo@. ..
0000000002985058 (00 BA F& 9EIFE FF OO0 00|90 15 3B AFIFS 7F 00 00| .%V.@.....; B...
0000000002 385D 68 Fi 7 i «.p-®...20X%B. ..
0000000002985078 |60 53 A8 AFIFE 7F 00 OO(EQ 33 OF A9|F8 7F 00 00| 5 ©...03.80...
0000000002985088 | A0 3E F1 9EIF8 7F 00 Q0(gD FC SB AEIF8 7F 00 00| >q.®... |[®@...
ooo0000002985098 DO S8 AR 93 F8 FF OO0 QOQ(00 OO0 OO0 QO[O0 OO0 00 DO(DXe.®. .. .0ue.e..

Depending on the number of bytes, the malware will send the “[+] Imported %d bytes” message to the C2 server:

D000DD000297CS 82 20 lea rex,gword ptr ss:[frsprzoll %87r& 00000000000000000000 ST6 EmMPty 0.000000000000000000
000000000297C587 Test eax,eax X87r7 00000000000000000000 ST7 EmMpLy 0O.000000000000000000
000000000297C5 89 mov_r8d .eax
000000000297C5 BC > je 297Cs KE?TEQWDF‘d FFFF
0000000002 37C5 8E. 5C 00 00 15?1rdx,qwnrd ptr ds: [2982214] rox:L"[- = ==
00 00 ca’ 297F850 ~
= = Derault(mram\n ~|[5 ] ] unlocke

Figure 51

0x6154 ID — Free the pointer storing the address of the imported bytes

rex 1EFEED
rdx_0000000002982214 L"[+] Imported %d bytes'
: rs 0000000D000000DS

The agent calls the free function with the pointer displayed in the above command. The message shown below is

transmitted to the C2 server.
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LJtext:eespaasee2ovCc4a92 mov rcx, cs:gword_ 2985028 ; Memory
text:epeeeaeea297C499 call free

Jtext:eeepoeaee2oVC49E mov rex, cs:qword 2936008
Lextaeapaaaea227C4A5 mov cs:qword 2985028, @
Ltext:BRERE08868207C4B8 call cs:qword 2985038

Ltext:BRERE880297C4BE lea rex, [rsp+38hHiemory]
.text:0e0000088297C4BE lea rdx, almportCleared ; "[+] Import cleared”
.text:0e8800088297C4C2 call sub_297F858

Figure 52
0x699A ID — Create a TCP listener

The process creates a new thread that is responsible for the listener creation:

31 D2 xor edx, edx X87r0 00000000000000000000 STO Empty 0.000000000000000000

o.
e e X87r1 0000D000000000000N00 ST1 Empty 0.000000000000000000
s s X87r2 0000000000000000000D ST2 EMPTy 0.000000000000000000
S et X87r3 0000D00000000DODO00D ST3 EMPTy 0.000DO0000000DODO0D
ic 89 ec 24 X87r4 00000D0D0000D0D0D00OD ST4 EMPTY 0.000000000000000000
18 89 44 24 X87r5 00000DODOD0O0OOOO000 STS Empty 0.000000000000000000
13 8D 44 24 X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
48 C7 44 2a X87r7 00000O0000000D000000 ST7 EMPTy 0.000000000000000000
4C 89 A4 24 rsp+ss
48 89 44 24 28 mov gword per x87Tagword FFFF
€7 44 24 20 00 00 00|mov dword ptr sp-+20fl,0
FF 15 7C G6F 00 00 |call gword pt <&CreateThreads] v
p R e s | Default (x64 fasteal) ~|[5_[2]] unlocke

E

aword ptr [0D00000DD2985FES <&CreateThreads]=<kernel32.CreateThreads 2t rdx 0000000000000000
3: r8 0000000002973820

4: r9 0000000005 1EFES8 &"30.80.80.80: 8888"

5

: [rsp+20] 0DD0DODOO0ODODDOD

000000000237F066

Figure 53

It calls the getaddrinfo method with the port number and the first parameter being NULL, which returns all

registered addresses on the local machine:

ASI1 3 UUUUUULULULULUVUUUUY 313 EILY U UUUVUMUSULIULILUDS

s m 3 2860 Tea rsauora st B e e e R e
@ Tea rs,qword ptr X87r5 00000000D0O000000000 STS EMPTY 0.000000000000000000
repe stosd X87r6 00000000000000000000 ST6 EMpTy 0.000000000000000000
mov rax, 20000 X87r7 0D0000000DCO0OO0O0000 ST7 EMPTY 0.000000000000000000
v qword ptr 78], rax
mov rax, 60000 X87Tagword FFFF
mov_qword ptr 80, rax
call qwor <agetaddrinfos] v
TS 5 | Default (x6+ fastcal) -
gword ptr [0D000000D2985B20 <&getaddrinfo>]=<wsz_32.getaddrinfo> T T VTR
3: r& 0000000DO053IEBEAR
4: r3 0000000005 3EBES0

Figure 54

The badger creates a TCP socket (0x2 = AF_INET, 0x1 = SOCK_STREAM, 0x6 = IPPROTO_TCP):

mov ecx,dword ptr
mov edx,dword ptr x87Tagword FFFF
0 0C mov_r&d,dword pt
26 01 00 <all gword ptr v

e —— - nlerault(usm’ascm\n ~|[5 4] unlocke

o
qword ptr [0DODDOODDZ985F358 <&sockets]=<wsZ_32.s0ckets 31 rdx 00000000 1

3i rs 000000000000000G

Figure 55

The bind function is used to associate the local address with the socket, as highlighted below:

48 88 44 24 60 mov rax,qword ptr s
48 88 50 20 mov rdx,qword ptr ds:ir
44 88 40 10 mov_rsd,dword ptr

2 ‘ xB7TagWord FFFF
ds: [rax+10]
FF 15 11 23 01 00 |call aword ptr ds:[<abind>]

v
= 5 | Defauit (64 fastcal) <
I rex
qword ptr [000DDODDD2985CES <&bind>]=ews2_32.bind> 2t rdx DOOOOOOGOO102ESD
3: ra& 00000000000D0OD10
4: r3 000DDO0DODODDODIF
0000000002973971 [rsp+20] 00D0000000000000

Wowmp 1 | @pumpz  PHDump3  @Hpumps  Blpumps | @ waich1 | Iellocals | ) stuct

IETiEES = = 0
|nononnonomozno 03 00 22 BBI00 00 0D 0D[DO OO 0D 00100 DO 00 ODIM:" +eessrrsesrs T onnonannoIdsssn

Figure 56

The malware starts listening on the port specified in the command’s arguments (in our case, 8888):

48 88 48 10 MOV rcx,qword pr ds: [rox+10) x87TagWord FFFF
BA FE FF FF 7F mov_edx,7FFEFFEF
FF 15 F6 27 01 00 |call gword ptr ds:[<&listen] v
T Termey 5 | Default (64 fastcall) n
T
gword ptr [000O0OD0DZIBEICH <&11STen>]=<ws2_32.115Ten> 21 rax 00000000

Figure 57

Finally, the accept method is utilized to allow incoming connection attempts (Figure 58).
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mov rox,qword prrds: [rbx+10]
mov dword ptr ss:[rsp+soll,10
mov rs,qword ptr ss:[frsp+3al
mov rdx,qword prr ss:[frsp+40)
call gword ptr ds:[<gaccepts]

v
Default (164 fastcal) -

x87r7 0000D000000000000000 ST7 Empty 0.000000000000000000

x87Tagword FFFF

gword ptr [000O0D00DZIBSFAB <8ACCEPT>]=<wSZ_32.aCCEPT>

Figure 58

1 rex
2: rdx 0000000005 3EBESS
3: r@ 00000000053EBESD

The IP address from the connection is converted into an ASCII string in dotted-decimal format:

8B 4C 24 6C
FF 15 58 25 01 00

‘aword ptr [0DODDODD0Z986010 <&IiNET Ntoa>1=<ws2 32.1inet ntoa-

Figure 59

moy_ecx,dword ptr c=:[frsp+ecl
pEr ds:[<&1

|, e B

A new thread that handles the receive operation is created:

000000000297
000000000,

aword ptr [0OD000DD0ZI8SFES <&CreateThread>]=<Kernelsz.CreateThreads

0000000002972828

Figure 60

1 €9

41 B8 00 10 00 00
9 EA

4C 89 E1
15 B5 1A 01 00

call _awor, <&inet_ntoa-]
e Eesic 5 | efault (x64 fastcall) v |[5_ ] unlocke
1 rex
Mt 2 T S1e Sy e
Ko fg;':\%rd BT i x87r3 0000000000O0D0000000 ST3 Empty O.000000000000000000
oo e He L X87r4 0000UDODODO0O0DUDOD ST4 ETPTY O.000000ODADACO0DODO
o e XB7r5 00D0000DG000D0000000 5TS Empty O.000000G000D0000DO0
mov_ Groed ptr £8:Mrsprcall,ra rsp+CE | X87r6 00000000000000000000 STE EmPTy 0.00000000DOOOODOODO
Tea rs,qword ptr ds: [2973fD0] X87r7 00DO000DG000D0000000 S5T7 Empty O.000000G000D0000000
mow gword ptr ss: o
mov gword per ss:[ xg7Tagword FFFE
mov_dword ptr sp+20fl,0
call aword ptr <screateThread>] v
o e o S 5 |Defoult (x4 fasteal) -

xor rad,rsd
mov rad,1000
mov rdx,rbp
mov_rox,ri2
call qword prr ds:[<srecvs]

Tt rex
1 rdx 000

i r3 0000000005 2EEEDS

2
3: rg 0000000002972FD0
2
H

: [rsp+201 000DOO00DDDODOOO

X87r7 00000000000000000000 STZ EMPTy O.000000000000000000

x87TagWord FFFF

v
Default (64 fastcall)

~ |[5 2] unlocke

aword ptr [00D00000D2985B40 <arecvs]1=<ws2_32.recvs

Figure 61

0xB458 ID — Extract information about Windows services

Tt rox
rdx_0000D0D0DSSEEFLF

21
3: rg 0000000000001000
4: rs 0000000000000000

The binary opens the service control manager on the local machine using OpenSCManagerA (0x4 =

SERVICE_QUERY_STATUS):

4 48
00 00

00 00

00 00

01

mov rox,anord ptr ss:iffrspras]

mov rsd,

xor edx,edx

mov_dword ptr ds:[rax+sec],1

€all qword ptr dsf[<sopensCManagera]

X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000

x87Tagword FFFF

v
Default (x64 fasteall) -

gword ptr [0000000D029861A0 <&OpensCManagerA>]=<advapi32.0pensCManagera>

Figure 62

SR
2: rdx 0000000000000000

3: r8 0000000000000004

EnumServicesStatusW is used to enumerate all services in the database (0x30 = SERVICE_WIN32, 0x3 =

SERVICE_STATE_ALL):

® [ 00000 43 89 C1

1
48 89 7C 24 38
41 B8 03 00 00 00
aC 89 74 24 30

s
FF 15 11 79 00 00

‘qword ptr [000D000002985D00 <AENUMSErvi CesSTAtusWs]=<advapi32. ENUMServicesstatuss
000000000297E3E9

Figure 63

For every service, the malware calls the OpenServiceW API (0x1

49 8B 55 00
41 B8 01 00 00 00
1!

E
FF 15 12 77 00 00

Figure 64

[ RO11 T Y 31 Sy UL S
o n o X875 0DO0DDOODOOODOODOOOD STS EMPTy O.0000DOOODODBOOODOD
B9 Eih X87r6 0D000DOODOOODO0DDOOD ST6 EMPTy O.000000OUDODOOO0DOD
mov gqword ptr ss:[frsp+38],rdi X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
mov r8d,:
mov qword ptr ss:[frsp+30],ri4 x87Tagword FFFF
mov_qword ptr ss:frsp+28],ri3
€all gword pEr ds:[<&EnumServicesstatusws] v

5 | Default (x64 fastcall) ~ |[5 2] unlocke

T

mov rdx,qword ptr ds:([r13]
mov rad,1
ov rcx,riz

€all quord ptr ds:[<aopenservicews]

: rdx 0D000000000000030
: rs 0000000000000003
i r3 000000000011D2C0

nawnke

: [Fsp+20] 000000D0DD00ACA

SERVICE_QUERY_CONFIG):

rdx:L Al

x87Tagword FEFF

v
Default (54 fastcall) -
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The agent extracts the configuration parameters of the service using QueryServiceConfigW. The following fields

are relevant: display name, service name, service state, service path, service user, and service type.

X87r7 0000D000000000000000 ST7 Empty 0.000000000000000000

4C 8B 4c 24 58 mov r9,qword ptr ss:rsp+ssl
43 88 44 24 54 mov r&d,dword ptr ss:frsp+s4]
48 89 c2 mov Fdx, rax x87Tagword FEFF

4c 89 F1 mov_rcx,r
FF 15 B8 74 00 00 |call qwor

14
d ptr ds:[<squeryservicecontigws]

v
Default (x64 fastcall) - [ unlocke

1 rex 12040
2: rdx 00000000D0OF 8240
3: rg 0000000000000176
41 r3 000DO0O0DS1EFEB4

Figure 65

0xE3CB ID — Retrieve information about Domain Controllers and policies

The malicious executable obtains the name of a domain controller via a function call to DsGetDcNameW, as

displayed in Figure 66.

betne ongrad o X87r3 0000DO0000000D00000D ST3 EMPTY 0.000000000000000000
3102 oikereey X874 000000D000000000000D ST4 Empty O.0D0000OO00O0000000
38 80 44 24 50 s rax jqword; prr ssillrsprsoll X875 0000DODO00O0OD000DOD STS EMPTy 0.0DODO00OOODOO00ODO
33 89 cc mov F12,rc f12:aL”l | XB7r6 DODOOOOOOOODODODODOD STE EMPTy O.00OOO0O0OODODODODO
48 C7 44 24 48 00 00|mov qword ptr ss:frsp+48],0 X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000

x87Tagword FFEEF

M
Default {x64 Fastcal) +|[5 (] uniedke
1

rex
: rdx_0000000000000000
3: r8 0000000000000000
4: r3 0000000000000000
5: [rsp+z0] 00000DD00000000O

48 89 44 24 28
€7 44 24 20 00 00 00
FF 15 08 DO 00 00

™

guord ptr [0000D0DDD2985D80 <&DsGetDCNamews]=<10goncli.DsGetDCNamen>

0000000002978072

Figure 66

The DsGetDcOpenW API is utilized to open a new domain controller enumeration operation (0x2 =

DS_NOTIFY_AFTER_SITE_RECORDS):

A8/F3 UUUUUUUUUULUUUUUUUUL S 13 ENPLY U UUUUUUUUULUULUUUUU

Aty orfioditd X87r4 00O0OODODODODODOOCOD ST4 EMPTy 0.0000ODODO0O0OO00DG
BA 02 00 00 00 o Necdiis x87r§ 00000000000000000000 STE Empty 0.000000000000000000
13 8B 48 28 mov rox.aword ptr ds: [rax+28] ol X87r6 000000000DNO00NAO000 ST6 Empty 0.000000000000000000
3% B 44 24 58 lealr aeortin e e X87r7 00O0O0DODODODODO0OOD ST7 EMPTy 0.0000ODODO0O0O000DD
€7 44 24 28 00 00 00|mov dword pti »0
48 89 44 24 30 mov gword pti srax x87Tagword FFFF
48 C7 44 24 20 00 00| mov_gword ptr s p+208,0
FF 15 23 D4 00 00 call gword ptr t[<DsGetDcopenw>] v =
i , | Default (x64 fastcal) ~ |[5_[2]0] unlocke
= 1 rcx 1378 "Domain”
gword ptr [0D0D000D029861D8 <&DSGETDCOpenws]=<10g0Nnc]i.DSGetDCOpents e iy DODOODOOODONIONT
3i rs 000D000DD0000ODD
3 r3 000000000000000D
000000000297 8DAF 5: [rsp+201 0000000000000000

Figure 67

The badger extracts the global password parameters and lockout information by calling the NetUserModalsGet

function. The information is organized using the following structure:
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Ltext:0800006882978E22 mov rax, [rsp+8A8h+var_58]
Ltext:0e00000802078E27 lea rdx, aDomainControll ; “[+] Domain Controller:\n ¥1s (%1s)\n’
LEext: 000000080207 8E2E mov rcx, rbx
Ltext:e0a008000802978E31 mov rg, [rax]
text:0000000002978E34 mov ra, [rax+3]
Ltext:00200000802978E38 call sub_297F858
.text:00000080802978E30 mov rax, [rsp+@ash+var 58]
Ltext:0PeRaa8e2978EA2 xor edx, edx
.text: 00000008029 78E44 mov [rsp+ABh+var_ 48], @
Ltext:eREBEEEEB2978E4D mov [rsp+eABh+var_38], @
Ltext:BR0000BB82078E56 lea r8, [rsptBAsShtvar_4a]
Ltext:eee20008@2978E5B mov rcx, [rax]
Ltext:0200000082978E5E call cs:gword_2985FF@
LEext:e0e0e00802978E64 test eax, eax
text:0000000002978E66 jnz loc_2978EF3
_ Y
lall s
Ltext:@pe0800002978E6C cmp [rsp+aAsh+var_48], @
Ltext:e00000002978E72 jz short loc_2978EF3
_ Y
Ll e =
Ltext:0p0EREREE2078E74 lea rdx, aDefaultDomainP ; “"[+] Default Domain Password Policy:\n”
Ltext:eope000002978E7E mov rcx, rbx
Ltext:eooe0epea2978ETE mov esi, 15188h
Ltext:0000000802973E83 call sub_297FB58
.text:0B0RBRBOB2978E88 mov rax, [rsp+8ABh+var_40]
.text:s0P0B08882973EED lea rdx, asc_2981816 ; " "
Text: 00088888297 8E94 mov rox, rbx
Ltext: 0008086880297 8E97 mov réd, [raxt+léh]
Ltext: 000008008297 8E98 call sub_297FE58
Ltext: 000202000297 3EAR mov rax, [rsp+@Ashtvar_408]
Ltext: 000000008297 SEAS Xor edx, edx
Ltext:eepaee00082978EAT7 mov rcx, rbx
.text: 0000606800297 3EAS mov eax, [rax+4]
Ltext:0ReeeRReE2973EAD div esi
.text:0000000002978EAF lea rdx, aMaximumPasswor ; " Maximum password age (d): ¥d\n"
Ctext:08e8888882978E66 mov réd, eax
.text:/PAEEBB0A2978ERY call sub_297F858
Figure 68
0x0105 ID — Extract data from the clipboard
The process opens the clipboard by calling the OpenClipboard method:
= FF 15 4a €9 00 00 ‘93]] awbrd perdsz[<sopencipboards] ‘ - M= S EEEE

‘oword ptr [000D00DD02985BD8 <&0DenC1ioboards1=<user32.0penC1ioboards

Figure 69

nnnnnnnnnnnnnnnnnnnnn

The data is obtained from the clipboard in the Unicode format (0xD = CF_UNICODETEXT):

89 oD

Figure 70

00 00 00

FF 15 D3 C8 00 00

qword ptr [00DDDODDD2985870 <&GETC1ipboardData>]=<user32.Getc 1ipboarddatas

m

ov_ecx,D
€all gword pEr ds:[<aGetC1ipboardpatas]

v
5 |Default (x4 fasteal)

‘UD:‘r‘ i =

~ (5 (2] 07 unlocke

1 rex
|7+ rdx ananananannnnana

0x0B06 ID — Convert the time of the last input event in minutes

The binary obtains the number of milliseconds elapsed since the system was started using GetTickCount:

FF 15 A8 C2 00 00

||:n'|'| gword ptr ds:[<&GetTickCount>]

|gword ptr [0000000002986228 <&GetTickCount>]=<kernel32.GetTickCount>

Figure 71
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GetLastInputInfo is used to retrieve the time of the last input event:

L] 48 8D 4C 24 28 lea rcx,qword ptr rsp+23] X87r7 00000000000000000000 ST7 EmpTy 0.000000000000000000
. 48 C7 44 24 20 00 00|mov gword ptr ,0
. 48 C7 44 24 28 08 00 mov gqword ptr '8 x87Tagword FFFF
. 89 C3 mov_ebx, eax
g—e FF 15 B1 BF 00 00 €all gword ptr dss[<aGetLastInputInfos] v
. P — e s | Default (x64 fastcal) ~ |[5_[2]00 unlocke
I rox icFees
‘gword ptr [0DODODDDO2985F50 <&GEtLastINPULINTO>]=<User32.GetLastInputIntox 2t rdx DONODONNN?3RA400

Figure 72
0xB63A ID — Block keyboard and mouse input events

The BlockInput method is used to perform the operation, as displayed in the figure below.

B3 01 00 00 00 mov ecx,l
4C 80 6C 24 28 lea ri13,qword ptr_ss:[frsp+2a
48 C7 44 24 28 00 00|mov _gword ptr ss:

x87Tagword FFFF

FF 15 4a B2 00 00 | call qword ptr us:[waigchnput:v] . M ~T5 Bl e
[qword pir [00D00DODOZIESCHS <EETOCKINPUTS J=cUser32. B10CKINpUTS g o
Figure 73
0x0391 ID — Lock the workstation’s display
LockWorkStation is utilized to lock the display (see Figure 74).
FE 15 30 B3 00 00 |call aword ptr ds:[<&LockWorkstation>]

[gword ptr [000DD00002985D18 <&LockWorkStations=]=<user32.LockworkStation=

Figure 74
0xF999 ID — Impersonate the context of a logged-on user

The badger attempts to log a user on to the local machine via a call to LogonUserA (0x2 =
LOGON32_LOGON_INTERACTIVE):

€7 44 24 20 00 00 00|mov dword ptr ss:[rsp+20f,0 X8/Ts ULUUUULULUUULUUUULUL 315 EMPTY U, UUUUUULULULULLUUUL
41 B9 09 00 00 00 mov rad,3 B X87r6 000000D0D0D0000O0D0D ST6 EMPTY 0.000000000000000000
X87r7 D00O0O000D0D000CO000D ST7 EMPTY 0.000000000000000000

48 89 44 24 28 mov qword ptr ss:[rsp+2s8),rax
4C 89 F1 mov rox,rid
4D 89 ED mov rs,ri2 xa7Tagword FFFF
4C B9 FA mov_rdx,r15
FF 15 61 AA 00 00 |call gword ptr ds:[<&LogonUseras] v
R e i Default (x64 fasteal) ~ |[5 2] 0] unlocke
= TE D 0 "User”
aword ptr [000D000002985BCO <éi A 32.0 A> 31 rdx D0OOODDOOASEDSAD "Dom”
3: r& 0000O0DDOAEEOBED "Pass”
. 4i r3 000000000000000Z
000000000237E153 5: [rsp+20] 0000000000000000

Figure 75

The binary impersonates the context of the above user using the ImpersonateL.oggedOnUser function:

48 88 8B AD 04 00 00|mov rcx,gword ptr ds:[rbx+4ac] | =
FE 15 B1 AA 00 00 €all qword ptr ds:[<aImpersonateloggedonusers] v
‘ 7 > ‘Dlefau\t (x64 fastcal) [5 2] 00 unlocke
T rex
quord ptr [000000D0DZ985C30 <&ImpersonateloggedonUsers>]=<advapis2. Impersonateloggedonusers ey

Figure 76
0xA959 ID — Retrieve information about users

The first parameter is compared with “user” and “users”. In the first case, the malware calls the NetUserGetInfo

API to obtain information about the user account:

| X87r7 00D0000DODODODO000000 ST7 EMPTY 0.000000000000000000
+C &l

48 8B 94 24 CO 00 00|mov rdx,qword ptr
48 8B 8C 24 C8 00 00[mov rcx,qword ptr

4C 8D 8C 24 BB 00 00|lea r5,qword ptr ss:[rsp+gs) x87Tagword FFFF
41 B8 02 00 00 00 mov_r8d,2
FF 15 64 F6 00 00 €all gword ptr ds:[<&NetUserGetInfos] v g
N Dlefault(aﬂ%stm\l) ~ |[5 2] 0] unlocke
Trox
‘qword ptr [0DODDODDO2985FCE <&NetUserGetInto>]=<samcli.NetUserGetInfos T TR
3: rs 000000000000D002
3% ra 00000000DS1EFC2E

Figure 77

The information is organized in the following manner:
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dext:
text:
dext:
text:
text:
dext:
dext:
text:
text:
text:
text:
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text:
dext:
dext:
text:
text:
text
dext:
text
Text:
dext:
dext:
text:
dext:
text:
text:
text:
text:
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aaaeaapRa297A9A
aaepaeaae297AAL
aappaaaae2970AAS
agpooapae2oveAER
eapeaaae2970ABG
eappaeaae2970ABE
eapeaeRRe2070AC2
aaapaeaae2978ACT
aaapaaaae2oveADL
aappaaaae2aveADa
aaaoaapaa297eADD
agpooepRe2ovoAER
Gaeeaaaae297AES
eappaeaRe2070AES
eapeaeaae2070AER
aappaeRRe2070AFE
aaeeaapRa297BAFA
aapeaaaae2oveBel
aappaapae2ovobe0

BooppoaRR2970E8D

eopeaaaae2976B12

rBeappEeRR2976EB18

eageaeRRe297eB1C
aappaepae207EB23
aappaapae2oveB28
aappaeaae2oveB2C
aappaaaae2oveE31
aapooepae2oveB38
eaaeaaeaa2976830
eappaeaae2970B41
eagpaeaae2070B40
aaapaepae297684D

Figure 78

ma
lea
man
mow
maw
maw
lea
Mo
lea
Mo
ma
mow
div
lea
lea
Mo
lea
Mo
lea
mow
maw
maw
lea
man
man
Mo
lea
mow
maw
maw
lea
man

[rsp+328h+var_298], eax
rax, aNumberOfLogons ;
[rsp+328h+var_298], rax
eax, [rcx+3eh]
[rsp+328h+var_2B8], rsi
[rsp+328htvar_2AB], eax
rax, ab R
[rsp+32Bh+var_2A8], rax
rax, alastLogon ; "Last
[rsp+328h+var_2B8], rax
eax, [rcx+leh]
[rsp+328h+var_2D@], rbx
rad

rd, alUserName ; "User
rdx, asc_29824EE ; "%
[rsp+32Bh+var_208], eax
rax, aPasswordlLastse ;
[rsp+328h+var_2C8], rax
rax, aAccountExpires ;
[rsp+328h+var_2D3], rax
eax, [rox+98h]
[rsp+328htvar 2EB], eax
rax, aCountryRegionC ;
[rsp+32Bh+var_2E8], rax
rax, [rcx+2eh]
[rsp+32Bh+var_2F8], rax
rax, aComment -
[rsp+328h+var_2F3], rax
rax, [roxt+deh]
[rsp+328htvar_388], rax
rax, aFullName ; “"Full
[rsp+32Bh+var_388], rax

Number of logons”

logon™

name"

last set”

Password

"Account expires”

"Country/region code

"Comment™

name"

In the second case, the agent retrieves information about all user accounts on the local computer (0x2 =

FILTER_NORMAL_ACCOUNT):

48 8B 4C 24 60

E
FF FF

o

FF 15 4C FO 00 00

Tea rax,gword
mov_gword ptr

lea r,qword ptr
mov dword ptr ss

ptr ss
€all gword ptr d

Pt
= 25, rax
etuserEnum-]

X87r2 00000000000000000000 ST2 EMPTY 0.000000000000000000
X87F3 00000000000000000000 ST3 EMPTy 0.000000000000000000
X87r4 0D0000000000000000000 ST4 EMPTY 0.000000000000000000
X87rs 00000000000000000000 STS Empty 0.000000000000000000
X87r6 00000000000000000000 ST6 EMPTy 0.000000000000000000
X87r7 D00OCO000D0D000000000 ST7 EMPTY 0.000000000000000000

x87Tagword FEFF

v
Default (x64 fastcall)

~ |[5_[2]00 unlocke

qword ptr [000D000002985D20 <ENETUSerEnums]=<samcli. NetUserEnums

000000000297 6CCE

Figure 79

0x6C36 ID — Extract registry keys and values

The first argument can be “hklm”, “hkcu”, “root”,

3«

rdx_0000000000000002
rs 0000000000000002
ra 00000000051EFD38

1
2:
3:
4
S: [rsp+20] ODDODODOFFFEFEFF

config”, and “users”. These are Windows registry hives.

The registry key passed as the second argument is opened using the RegOpenKeyExA method (0x20019 =

KEY_READ):

)i

2ax=0000000005 1E7AAS

45 31 CO
ac 89 EA
48 89 44 24 20

<

41 B9 19 00 02 00

mov rad,z0019
xor rsd,rsd
mov rdx,r13
mov gword ptr

p+20ll,
48 C7 C1 03 00 00 80|mOV_rcx,FFFEFFFFS0000003
FF 15 EA 96 00 00

gall gword ptr

rdx: "Ap|

ss:[irsp+

rax

ds: [<&RegopenkeyExas]

XB/r'6 ULULLLLULULLLLULLLLL 316 EMPTY V. UULLULULULULLULLLY
X87r7 00000000000000000000 ST7 EmPTy 0.000000000000000000

x87Tagword FFFF

v
Defauit (64 fasteal)

~ [5 [5]0] unlodk:

000000000297CE26

Figure 80
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The malicious process retrieves information about the registry key by calling the RegQueryInfoKeyW function:

000000000297CEFE

Figure 81

It enumerates the subkeys of the key using RegEnumKeyExW (Figure 82).

000000000297CC8A

Figure 82

aword ptr [0D0000D002386068 <eREgQUEryINTOKEW>,

quord ptr [0DDDDODDDZ9BSBES <dR EQENUMKEYEXW>]=-

000000000297CEBSA 45 31 €9 xor rad,r
000000000237CBSD 48 8D 84 24 9C 00 00|lea rax,qword ptr ss:|[irsp+3Cj)
000000000297CBES 48 BD 9C 24 E4 00 00|lea rbx,qword
D000 0297CBED 48 B9 44 24 50 mov gword ptr ss:

48 80 84 24 98 00 00|lea rax,qword ptr

4C 8D 84 24 80 00 00|lea rs,qword ptr

48 88 8C 24 D8 00 00|mov rex,qword
000000000297CB3A 48 89 a4 24 48 mov qword ptr
000000000257CBSF 48 &0 84 24 94 00 00|lea rax,qword
000000000297CB97 48 8D 94 24 EA 02 00|lea rdx,qword

000000000297CEIF 48 89 14 24 40 mov aword ptr
000000000297CBAS 48 8D g4 24 90 00 00|lea rax,qword =
000000000297CBAC 48 89 44 24 33 ov quord ptr ss:ffrsp+3g],rax
000000000297CBEL pir ss:rsprach
000000000257CBES p=30J, rax
000000000297CBBE ss:[frsp+as]
000000000297CECE 28], rax
000000000297CBCE :[frsp-s4])
000000000297CED3 +4ff,
000000000297CBDE p+a0], 3FFF
000000000297CBES prsef.rb
0000000D0297CBEE sp+20f],

[«R Querymfakewb]

CF o

LastError

TF O IF1

LastStatus 00000000 (STATUS_SUCCESS)

G5 0028 FS 0053
ES D028 DS 0028
€3 0032 35 0028

x87r0
X87r1
x87r2
X87r3
X874
X87rs
X87r6
X87r7

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

x87Tagword FFFF

sTO
sT1
sT2
573
ST4
sTS
sT6
sT7

Empty
EmpTy
EmpTY
Empty
EmpTY
Empty
Empty
Empty

00000057 (ERROR_INVALID_PARAMETER)

0.000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000

Default (x64 fastcal)

+|[5 2] unlocke

advapi3z.RegQueryInfokeyw>

rex
rdx 0000000005 LE7CEA

r8 00000000051ETASO
r9 00000000000

00000
[rsp+20] 000ODOD0DS1E7AS4

xsirs
x87ra
X87rS

X87r6
X877

UL UL
0000000000000000000D
00000000000000000000
00000000000000000000
00000000000000000000

s
sTa
TS

sT6
sT7

mnpLy
Empty
Empty
EmpTy.
Empty

UL BULUUUUUULILUULY
0.000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000

000000000297CC5A 4D 89 F1 mov r9,ris

000000000297¢CSD 49 89 E8 mov rg,rbp

Prantninan o 89 F2 mov edx,esi

00000000023 48 89 5C 24 38 mov gword ptr ss:[irsp+3al,rox

00000000029 48 28 BC 24 DB 00 ss:[frsp+08]

00000000029 48 C7 44 24 30 00 4,0
48 C7 44 24 28 00 o0
48 C7 44 24 20 00 off,0

call qword p‘lr ds: [<aRegEnuUmKeyEXw>]

x87Tagword FFFF

v |[5 2] unlocke

Default (x64 fastcal)
1

“REgENUMKeyEXW>

rdx_0000000000000000
5 EE0na000000S 17
r9 00000000t

051
[rsp+20] 2003000006000000

For each of the subkeys, the malware calls the RegEnumValueW API in order to enumerate the registry values:

000000000297CD0!

gword ptr [0000000002985C18

000000000297CD43

Figure 83

Finally, the type and data for all registry values identified are extracted:

000000000297CF36

Figure 84

FF 15 84 90 00 00

mov

Tea
mov
mov
mov
mov
mov
=

2

r9,qwurd ptr ss:[frsp+esl
edx

Faxiqword prr_ss:frspradl
tworg pir Ss:Hraprachl, 3rrF
ra,ria

word ptr ss
qword ptr s
qword ptr s
qnord pTr s
gword ptr ss:

Brsp+arzl,0

can aword per o [<eRegEnumyaluen-]

cal

At U o Y
x87r2 0000D000000000000000 ST2 Empty 0.000000000000000000
X87r3 000000D0D0D000000000 ST3 EMPTY 0.000000000000000000
x87r4 00000000000000000000 ST4 Empty 0.000000000000000000
X87rs 00000000000000000000 STS EMPTy 0.000000000000000000
X87r6 0D000D000D00000000000 STE EMPTY 0.000000000000000000
X87r7 0000D000000000000000 ST7 Empty 0.000000000000000000

x87Tagword FFFF

=[5 )00 tnlocke

Default (x64 fastcall)

TE

<eRegEnumValuew>]=<advapi3z.RegEnumvaluen>

000000000297CF1B 45 31 €9 xor rod,rod

000D00000237CF1E 45 31 CO xor rad,rad

000000000297CF21 48 89 6C 24 28 mov gword ptr ss:[frsp+2sl,rbp
000000000297CF26 4c 89 F2 mov rdx,r14

000000000297CF29 48 89 41 24 20 mov gword ptr ss:[rsp»n],rax
000000000297CF2E 48 BB 8C 24 D8 00 00|mov rcx,qword ptr ss

rsp+D3l
1 aword ptr ds: [dREgQuerWa]ueEx\rb]

rex
rdx 000000

r8 00000000051ETECZ
r9 00000000051ETATO

ErT

[rsp+20] 000DDODOOOOOOOOO

X87r5 0000000000000D000D0D ST5 EMPTy 0.000000000000000000
X87ré 000000000000DO000000 STE Empty 0.0000D0000000000D00
x87r7 00000000000000000000 ST7 Empty 0.000000000000000000

x87Tagword FFFF

Gword ptr [00D00000DD23B5FCO <&RegqueryvalueExws J=<advapisz.RegqueryvalueExns,

0x9C41 ID - Take a screenshot and send it to the C2 server

The GdiplusStartup function initializes Windows GDI+ (see Figure 85).

0000000002
0000000002

rdx,qword

Default (x64 fasteall) M
M rox

2: rdx 000000000S1E7EC2 L"URL Protocol™

3: r3 0000000000000000

4: r39 0000000000000000

5: [rsp+201 00000000045B08CO

X87r1 0D0OO0OODO0ODODO0000 ST1 EMPTy 0.0000000D000DOOO00D

rex, qword
0000000002 T
0000000002
0000000002
0000000002
0000000002
0000000002
0000000002

x87r2
x87r3
x87rd
X878
X87r6
X87r7

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

000000002
0000000002

< frsp+Foll,
m:rd D‘tr ds: [MdlplusStar‘tuD)]

x87Tagword FFFF

sT2
sT3
sT4
5T
sT6
sT7

Empty

0. 000000000000000000
0. 000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000
0. 000000000000000000

‘gword ptr [0DOD0D0D00Z9861ES <&GdiplusStartup>]=<gdiplus.GdiplusStartup>
Figure 85

The agent retrieves a handle to the desktop window via a call to GetDesktopWindow:
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Default (x64 fastcal) -
i rex 1EF018
2: rdx 00000000051EFO70
2: rg 0000000000000000
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FF 15 FC 7A 00 00 call gword ptr ds: [<aGetDesktopwindow:=]

qword ptr [0000000002985950 <&GetDesktopwindow:=]=<user32.GetDesktopwindow=

Figure 86

It obtains the number of adjacent color bits for each pixel for the device context (DC) for the above window (0xC
= BITSPIXEL):

BA OC 00 00 00

49 89 C5 X87r2 00000000000000000000 ST2 0. 000000000000000000
2B B4 24 90 00 00 00 Ersp+2o X87r4 00000000000000000000 ST4 Empty 0.000000000000000000
44 89 4C 24 5C Brsp+scl,rod X87r& 00000000000000000000 STE EmpTy O.000000000000000000
4C 89 E9 mov rex,ri3 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
44 29 CO sub eax,rad
44 89 44 24 58 mov dword ptr Brsp+saf,rad x87Tagword FFEF
89 43 24 50 mov dword ptr Ersp+soll; eax
FF 15 64 83 00 00 €all gword ptr ds:[<aGetDeviceCaps>] v
oot T Tt > Default (x64 fastcall) >

qnord ptr [DDDDODOD0Z986216 <aGetDevicecapss]=<0di3z.GetDevicecapss T TR

Figure 87

The BitBlt method is used to capture the image:

rgasyen e X37r2 G0000000000000030000 ST2 ERPEY 0. 00aDG0G0G000000000
31 D2 xor e x:edx x87r3 00000000000000000000 ST3 Empty 0.000000000000000000
i 89 F1 T \ri4 x87r5 00000000000000000000 ST5 Empty 0.000000000000000000
C7 44 24 40 20 00 CC|mov dword ptr +a0f,CC0020 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000

aword

€7 44 24 30 00 00 00|mov dword ptr x87Tagword FFFF
89 44 24 20 mov_dword ptr
call

v
Default (64 festeal)

‘qword ptr [0000000D02985858 <&B1LB1L>]1=<gd132.5:
000000000297DFBE

Figure 88

TtBIt>

rdx_0000000000000000
r8 0000000000000000
r3 0000000000000780
1 [Fsp+20] 000000D0D0D00438

5

The malware creates a Bitmap object based on a handle to a Windows GDI bitmap and a handle to a GDI palette:

call qword ptr d5:[<&GdipCreatesitmapFromHEITHAR>]

31 D2 xor eax, eax
4C 8 44 24 70 Tea rs,qword ptr ss:@rsp+7ol ‘ x87Tagword FFEF
18 89 F9 mov_rex,rdi

FF 15 BE 7F 00 00

v
Default (x64 fasteal)

~|[5 20 uniocke

i rex

aword ptr [0DDDDODDD298SFES <&Ga1PCreatent tnapFr OMHBITMAP>]=<gdi p1us. Ga1pCr cateB] tnaprr omHBITMAPS

1
‘z: rdx_0000000000000000
3i rs DODODODDOS1EFO0D

Figure 89

The process calls the CLSIDFromString function with the “1d5be4b5-fad4a-452d-9cdd-5db35105e7eb” CLSID —
Quality field:

80 00 00|lea rdx,qword ptr ss:[rsp+goll
20 00 00(1ea rcx,qword ptr ds:[2981026] rexil | x87Tagword FEFE
xor_ri4d,r14d
ptr v
, | Default (x64 Fastcal) -
2 dd-50b35105 870"

1 rex &
|aword ptr [00000000029861A8 <&CLSIDFromString>] .CLSIDFromString> 3: rdx 000000DD0S1EFD40

Figure 90

GdipSavelmageToStream is utilized to save the screenshot to a stream (see Figure 91). The name of the image is

derived from the current date and time.

. 48 8B 54 24 78 mov rdx,qword pEr X87r7 000D0D00DODODOO00000 ST7 EMPTY 0.0000DO0ODODOD0000D
. 48 8B 4C 24 70 mov rcx,qword ptr
. & 4 F8 00 00|lea r9,qword ptr x87Tagword FFFF
. 13 89 FO mov_ra,rsi
FF 15 95 7F 00 00 €all gword ptr ds:[<aGdipsaveImageTostream-] v
. Tl Santlnii e e S R e B R E T By Default (x64 fastcall) b
= = 1: rex
quord ptr [0000000002986030 ream>] [ 0 ream- 3: rdx 00DODODODOLOGES0
3: rs 000DDODODOSI1EFD30
4 r9 00000D000S1EFDSS

Figure 91
0x3C4D ID — Read content from pipe and send it to the C2 server. Write server’s response to the pipe

The agent opens an existing pipe using the CreateFileA API (0xC0000000 = GENERIC_READ |
GENERIC_WRITE, 0x3 = OPEN_EXISTING):
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45 31 C9
45 21 CO
BA 00 00
48 C7 44
49 89 C5

00

24
D9

€7 44 24 28

C7 44 24 20
FETAST9FTFL

<o
30 00 00|mov gword
moy
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xor red,rad
xor réd,red

mov edx,CO000000

ptr ss:Hrsp+30l,0

mov rcx,rbx
00 00 00|mov dword ptr
02 00 00|mov_dword ptr
00 00 €all gword ptr

20000000

caterileas]

rox: "Rl

X87r4 00 0000 ST4 Empt £ 0
X87r§ D0ODODOO0ODODOOODOO0O STE Empty 0.000000000000000000
X87r6 00000000000000000000 ST6 EMPTY 0.000000000000000000
X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000

x87Tagword FFFF

v
Default (x64 fastcal)

~ |[5_[2]00 unlocke

1t rox "Pipe”

word ptr [00DD0D0002986168 <acreaterileAs]=<kernel32.CreaterileAs

000000000297 6FC3

Figure 92

2: rdx_0D0DDODDDCDODODOD
3: r@ 0000DD00DODODODD
4: ra 0000000000000000
s: [rsp+20] 0000000000000003

The malware modifies the read and the blocking mode via a function call to SetNamedPipeHandleState (0x0 =
PIPE_READMODE_BYTE | PIPE_WAIT):

i 45 31 C9

i 45 31 CO

: 48 8D 54 24

: 48 89 C1
C7 41 24 74
FF 15 12 F2

Figure 93

xor rad,rod
xor rad,rsd
7a lea rdx,qword prr ss:[rsp+74l
0V rox,rax
00 00 00|mov dword ptr ss
00 00 |call gword ptr

rsp+7 41,0
[<&SetNamedPipeHandleState>]

X8/7% UUULULULULUULULULULY 316 EMPTY U, UUUUUULULULULUULUY
X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000

xa7Tagword FFFF

v
Default (64 fastcall)

~|[5 2] 0] unlocke

“gword ptr [0000000DD02986200 <&SetNamedPipeHand]estates]=<kernel3z2, setNamedpipeHandlestates

The pipe’s content is read using the ReadFile method:

48 C7 44 24
4C 8B 4C 24
4C 89 EA
ac 89 E1
41 B8 FF FF
FF 1E EA E8

20 00 00|mov gword ptr s
48 mov r9,qword ptr s:
mov rdx,r13
mov rox,ri2
mov_rsd,FFFF
call gword ptr ds:[<gReadFilex]

rsp+20ff,0
Ersp+as]

00 00
00 00

irce
2: rdx 00000000051EFEG4
3: ra 0000000000000000
4: r3 0000000000000000

x87ré 00000000000000000000 ST6 Empty 0.000000000000000000
X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000

x87Tagword FFFF

v
Default (x64 fasteal)

- [ 2] unlock=

rex

gword ptr [0000000002985958 <d&ReadFiler]-<kernel3z.ReadFilex

0000000002977068

Figure 94

rdx
: ra 00DODDDODOOOFFFF
: r9 000000D00S 1EFESC
: [rsp+201 D000O0O00000D000D

e

The content is exfiltrated to the C2 server, and the server’s response is written back to the pipe.

0x2129 ID — Write two numbers into memory

The command takes two parameters and writes them in the following format:

<atoi>

) : 4C 89 F9 |mov rex,ris ‘r:x: 100
h‘ﬂ—v—) E8 E5 35 FF FF call <atoi>
BN | somece e -y | Default (x4 fastcal) ~|[5_ 1] unlocke
1! rex REY
> rax nanannannnananan
45 8B 8D 94 04 00 00|mov rod,dword ptr ds:[ri3+494] X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000
45 BB 85 90 04 00 00| mov rad,dword 13+430]
48 BD 4C 24 28 ea rox,grord sp+28] x87Tagword FFFF
43 8D 15 D& 28 00 00|lea rdx,qword 981898] rdx:L"[-

E8 89 05 00 00

€all 297F350

v
Default (x64 fastcal)

* |[5_[2] 00 unlocke

1T rex

|00m)mmm297FBsu

Figure 96

INDICATORS OF COMPROMISE

2: rdx 000DD00D02981B98 L"[+] Stasis: sd:%d”
3: r8 0000000000000064
4: r3 00000000000000CS

SHA?256: d71dc7ba8523947e08c6eec43a726fe75aed248dfd3a7c4f6537224e9ed05f6f

C2 server: 45.77.172.28
User-agent: trial@deloitte.com.cn

References
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FakeNet-NG: https://github.com/mandiant/flare-fakenet-ng
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