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Motel One discloses data breach following ransomware attack

By Bill Toulas

Published: 2023-10-02 - Archived: 2026-04-05 18:33:34 UTC

The Motel One Group has announced that it has been targeted by ransomware actors who managed to steal some customer
data, including the details of 150 credit cards.

Motel One is a low-budget hotel chain that operates over ninety hotels with 25,000 rooms in Germany, Austria, the UK,
Denmark, Belgium, the Netherlands, Spain, Poland, the Czech Republic, and the United States.

According to the company's press release, a group of unknown attackers infiltrated its network, intending to launch a

ransomware attack, but had limited success thanks to its effective protective measures.
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"The currently unknown perpetrators infiltrated the hotel operator's internal systems and most likely tried to carry out a so-

called ransomware attack," reads the press release.

"Thanks to extensive measures, the impact was kept to a relative minimum. The business operation of one of Europe's

largest hotel groups was never at risk."

The company immediately engaged with IT experts to investigate and remediate the incident, while the concerned data

protection authorities were also notified accordingly.

The first results of the investigation indicate that the hackers stole customer addresses, including the details of 150 credit

cards. The owners of those cards have been informed via personalized notices.

BlackCat claims the attack

The hotel's claims about limited impact are directly countered by the threat actors who took responsibility for the attack, the

BlackCat/ALPHV ransomware gang.

The threat group added Motel One to its extortion site on the dark web on September 30, 2023, claiming to have stolen
nearly 24.5 million files, totaling 6 TB of size.

"[The stolen data] include PDF & RTF booking confirmations for the past 3 years containing names, addresses, dates of

reservation, payment method, and contact information," reads BlackCat's announcement.

"Additionally, there is a significant amount of your customers' credit card data and internal company documents, which

undoubtedly hold sensitive information."
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Motel One
9/30/2023, 7:27:22 AM

Dear representatives of Motel One,

| Due to the lack of any respense from your
side, we are releasing a teaser. We have
extracted 24,449,137 files, approximately
6 TB of data. This data includes PDF &
RTF booking confirmations for the past 3
years (5.5 TB) containing names,
addresses, dates of reservation, paymeant
method, and contact information.
Additionally, there is a significant amount
of your customers' credit card data and
internal company documents, which
undoubtedly hold sensitive information.
The public release of this data would
create a negative media frenzy around
your company and pose significant
reputational and legal risks.

We would like to emphasize that your
management is aware of the situation but
has been delaying and making excuses.
We are giving you 5 days beforea
catastrophe occurs for your company.

https:f/www.motel-one.com
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Motel One entry on BlackCat's extortion page (BleepingComputer)
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BlackCat has given Motel One five days to negotiate the ransom payment with them; otherwise, they threaten to leak all the

data they stole from the hotel's computers.

BleepingComputer has contacted Motel One to request more information about the attack and whether or not ALPHV's

public disclosure has compelled the firm to revisit its findings, but we have yet to hear back.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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