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2 Tool: Rising Sun

Names Rising Sun
Category Malware
Type Backdoor, Info stealer, Exfiltration

(McAfee) According to our analysis, the Rising Sun implant uses source code from the

Description Lazarus Group’s 2015 backdoor Trojan Duuzer in a new framework to infiltrate these

key industries.

<https://www.mcafee.com/enterprise/en-us/assets/reports/rp-operation-

Information
sharpshooter.pdf>

MITRE ATT&CK  <https://attack.mitre.org/software/S0448/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.rising _sun>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Rising Sun

Changed Name Country Observed
APT groups
2007-May 2025 @

Lazarus Group, Hidden Cobra, Labyrinth Chollima

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=445adbbb-dac6-4151-a47e-4d776f1286ab
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