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Grab your own copy of Phenakite iOS malware today
Archived: 2026-04-05 15:33:38 UTC

Facebook has recently published a technical paper regarding a threat actor named APT-C-23.
Almost half of their report is about a new iOS malware that is in use by the threat actor.

Facebook called this malware Phenakite and provided 2 hashes of malware samples, however, those samples are

not publicly available (yet).
Since I am Android type of person, naturally the Android malware interested me more than the iOS malware.

After playing a little with the Android malware, I decided to see what I can learn about the iOS malware, but how?

I don't have any sample and I am quite clueless with Apple devices at every possible level. Well:

We don’t need bombs we got fire kites

Fortunately, the distribution site of the malware was still alive:
& magicaumilecom

Home Ahout Fealures Gallery

=l MagicSmile allow to
connect between

people all over the
world.

AMazng, easy , modern , Fast, simple, secure and Prikacy that fit your life secial.

= DOWMNLDAD APF

Well, not much to do other than download the app, well the link is not directly the app apparently:
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https://about.fb.com/wp-content/uploads/2021/04/Technical-threat-report-Arid-Viper-April-2021.pdf
https://www.youtube.com/watch?v=JE0qowVv21c
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg0tWN-s4tO7kfPsAUDO0xkqLRtATtRTTETrx_8drMYDcMSD2_JnoQtWT7doRt1Kxe-lNuCN0-_cyox1Hdv5UfSQn7imhJCjo6-pmMtvKr3KiMHlnMuVEPxXdEm3wwLnBPFUa2Yn_zPGO4/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg0tWN-s4tO7kfPsAUDO0xkqLRtATtRTTETrx_8drMYDcMSD2_JnoQtWT7doRt1Kxe-lNuCN0-_cyox1Hdv5UfSQn7imhJCjo6-pmMtvKr3KiMHlnMuVEPxXdEm3wwLnBPFUa2Yn_zPGO4/
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E $ file udid.mobileconfig
udid.mobileconfig: data
H 5 strings udid.mobileconfig | grep Dew
<key> iceAttributes</key=
#Apple Worldwide eloper Relations1D@B
;Apple Worldwide eloper Relations Certification Authority®
#Apple Worldwide eloper Relations1D@B
;:Apple Worldwide eloper Relations Certification Authority®
1iPhone eloper: Moustafa abughafra (AW9Z45LMLF)1
#Apple Worldwide eloper Relations1DOB
;Apple Worldwide eloper Relations Certification Authority
#Apple Worldwide eloper Relations1D@B
;Apple Worldwide eloper Relations Certification Authority
#Apple Worldwide eloper Relations1DOB
;Apple Worldwide eloper Relations Certification Authority
g S

e

The file is binary, but also contains strings that might be interesting. There are several tools that parse
mobileconfig files, a curious reader might try to parse the file for additional information, as this probably should

trigger the download of the app after the policy is accepted.
But now what?

Feeling stuck? no worries I felt the same as well. Since I don't have iOS device to try it out, I decided to inspect

the code of the website:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEht6ptZoRs4RCrDcOaA5SuRVCfy91hCj5Pao_6gBmZFRnWQQTXcmETr3oZZcPbSyo_-EH5cY4U-ez9-6CaQY-WFwN5M-lcYMu5mU2DDzJetMOKeyZ92-BK1t4BTEhxL_jUyLfqkVztZglM/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEht6ptZoRs4RCrDcOaA5SuRVCfy91hCj5Pao_6gBmZFRnWQQTXcmETr3oZZcPbSyo_-EH5cY4U-ez9-6CaQY-WFwN5M-lcYMu5mU2DDzJetMOKeyZ92-BK1t4BTEhxL_jUyLfqkVztZglM/

https://malware4all.blogspot.com /2021 /05 /grab-your-own-copy-phenakite-ios.html

&« = 2 dh Dengercas | magicasmilecom

T
a <5Cript type="text/javascripts
slfunction 1]
$1° [data-toggle=" popever’ | ° ). popever);

i

<freript>
o =ELripts
ma 4idocusent] .readyl function 11 {
e ff voar firstClick = 0;
- §1  edownlandiin ], felick’, Tunetien OF [
s
S var visitorld ;
- $.ajax]
580 pe: "POSTT,
=1 1: =feheckvisitor=
= datar - T Ipt it 225V n2 TeGhenl LD gPaniGnmd f PO bR},
) success: funciion Idatal {
wa if ldata == "0}
= toajani{
= type: "POST™,
7 url: “/setewiisitors,
= data: {'_token': ‘JpTHI2Z57nd InaEeal LV lgPriGred TRIQaLETEL ],

success: tunction fdatal
visitorld = data;

window, location = *fudid. TTETITTET :
+
1

} oelse {
alertidatal;
windme, Tncation = *iles-services: (f fas | ionedon] ond-mani Testbamp; urTaht s/ feagi canei Lo, cong * adatae fapp. @l Es;

1

doajani{
Type: TPOSTT,
url: “fchackFirstClich=,
data: {' token': 'JptHf2ZsTn2TeadRenl LW gFHhGmd §PIOA0TRL "},
success; function (datal {

il ldata 1= '8}
window. lacation = "Ltes -services: ff hatt Lonmdodnlosd - mani tes thonp; urlEhttps: / feaglcdsed Le. confapp. plist
$.ajaxi{
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url: =freturnTedere®,
data: {' token': 'IpfHfzEsTnd Ieudiin] Ly 1gFHNGrmd fPIOLDKTIN" |,
success: Tunction [(data)

it [data != ‘8°) {

" Ih'll'l?:ﬂ’h'. location = " 1tms-Sereloes: £ fact ion=down Load 'ﬂﬂleEtEﬂlﬂ;Url-httﬂi:.I'.I'NHLC"EFLLE‘.CWW.DL]E'C-..

plae
window, lecation = * fulid bl lecontig';
t

T
1L
1 el=e |

window. location = °fudid. mebiléeceal ig°
1]

1.

Oh look at that, commented code, that must be good :P
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjC4ZBSUBCZdk7a1PmohNZD6xkXdGRsWhCpyb_ICWpuBkoarEN3VdADW7NMgUJwMS3gx9dm70VnDLcIWJq-f_be5y7x77ee52MGwAiESvgHHSSulQbw69oIhwW0txI0YhgL1LB9irlaY0I/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjC4ZBSUBCZdk7a1PmohNZD6xkXdGRsWhCpyb_ICWpuBkoarEN3VdADW7NMgUJwMS3gx9dm70VnDLcIWJq-f_be5y7x77ee52MGwAiESvgHHSSulQbw69oIhwW0txI0YhgL1LB9irlaY0I/
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QUERY STRING

REQUEST_LAT

SCRIPT RAHE

PHP_SELF

The GET method is not supported for this route. REQUEST_TIHE_FLOATY
upported methods: POST. AEOUESE_TIRE

APP_MEMT Laravel®

> 2 APP EA *Loca

APP_KEY e e Tetgy

APP_DESG "1

APP_UEL thp:/flocalBost

LOG_CHARKEL “HLach

DB_COMNECTION

nR_HDST

oB_PokT

OR_DATARASE

DB_USESNAHE

0i_PASSHOAD

BROADEAST DRIVES

CACHE_CHIVER file

AUEUE_{SRRECTTON Sy

SESSIOM_DRIVER

"ES5TO0N_LIFETIMD 128

REDLE =257 "127,0.0.1

HEDIS FRSSWORD 1

REDIS FOAT a3

MAIL DEIVER

Iuminate!Rouing Roules findRouwe HAIL_Ma5T “amtp.mallirag. io

MALL PoRT

HATL_USTRRAME

MAIL PASSWORD

HATL_ENCRYPTION

AWS_ACCESS KEY ID

AWS_SECRET _ACCESS _KEY

AWS_DEFAULT REGIOR

AWS_BUCKET

PUSHEE_E5F_T0

PUSHER 8PP _KEY

lumninateFoundasomHipiEeme] luminateFoundasomHipclosure) PUSHER_EPP_SECRET

PUSHER_AFF CLUSTER

HIY_PUSEER_APP_KEY

HIX PUSHER APP CLUSTER

TiiminaniB

walel

i

lumirate Routng Pipeine luminats Boutng!closy

Ermiironmant Variahlas

LEPHP EMABLE USER_IHI
PATH criln
ibdrmnrdi TranstonmesReguest bandk TENP - /tm
THP
THPDIE
]
APP MEME “Laraval

TusminamiFoundaseniHng

MhsrmisalelPipeknen R peling uminale P peling

WhoOpSec!

There was also a reference to a file named app.plist lets try to grab it, shall we?
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-nA87UJrMrE2ZQ5Ook2s7W7vrnEQc10IaK8ZqUNJBOsEL4Ea3JMnKdsw43md6WU3yR7PwgdcraSRG_GvOYbQjKtr4dlXNIeTd5JYh0-ZmCq8IrnDbYkWoOdGr28gXykT8Z4Y9-OIEf2o/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh-nA87UJrMrE2ZQ5Ook2s7W7vrnEQc10IaK8ZqUNJBOsEL4Ea3JMnKdsw43md6WU3yR7PwgdcraSRG_GvOYbQjKtr4dlXNIeTd5JYh0-ZmCq8IrnDbYkWoOdGr28gXykT8Z4Y9-OIEf2o/
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PropertyList-1.0.dtd">

ets</key>

magicdsmile.comf fapp.ipa={string=

=fdict>
<farray=
<fdict>

Total 14M

drwxrwxr-x 2 sk sk 4.0K May 4 20:02

drwxr-xr-x 16 sk sk 92K May 4 28:02

-rw-rw-r-- 1 sk sk 13M Jan 13 2020 app.ipa
H S md5sum app.ipa

38283546b418ff3801ff8111459abd4a app.ipa

Ah, close, but no cigar, this hash doesn't match the two samples in Facebook report.

Could it be a new sample? doubt it, look at the date. So what is this file? ipa obviously! Not to be confused with
IPA.

Essentially it is a Zip file, so lets unzip that payload:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhzuU960hlzeWSuRzACikCcufouDqst_tJPeYbPssVXwIcDuBJ7eCLX1U7z-_lQ2Vjv9DKyDI3o83iWiS76nBZDFoXIWicYI5bn-5S8eYDrIxm25YK2GHNTdBYVT2Nw07CeMQVo1HnWaDs/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhzuU960hlzeWSuRzACikCcufouDqst_tJPeYbPssVXwIcDuBJ7eCLX1U7z-_lQ2Vjv9DKyDI3o83iWiS76nBZDFoXIWicYI5bn-5S8eYDrIxm25YK2GHNTdBYVT2Nw07CeMQVo1HnWaDs/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgU5O7xykKa7Y8sW1yPy6Cuxx_xpeiEA-pKvTAkqRDngCmrQ2L1o1vohlKLEM9xeLCAF-fxsKrS-GeMh4uvDznyMYRVgunSov6mfmH9IiBjdfSY9jjLRdbbFvXAq1xmt32OrdMW9B0V7fc/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgU5O7xykKa7Y8sW1yPy6Cuxx_xpeiEA-pKvTAkqRDngCmrQ2L1o1vohlKLEM9xeLCAF-fxsKrS-GeMh4uvDznyMYRVgunSov6mfmH9IiBjdfSY9jjLRdbbFvXAq1xmt32OrdMW9B0V7fc/
https://en.wikipedia.org/wiki/.ipa
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjv8YwHnk4OWHs5DTuUZi84Ru7JxKEwKnwHVdw1kwtNbzdAkKlw_nYMOWCr3uOsjgDJDQ6rKEAjrML2WtdjKCMWBnxVtinXUXfgJE3CtW-q1f8yqjEkUhUsh3U38aqgStTtHW9jvpkwBr4/s1600/Malka+ipa.JPG
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PkgInfo

I moved all the images to a folder to keep only the potentially interesting files from the archive, namely "app"

stands out, what is it?

app: Mach-0 64-bit arm64 2cutable, NDEFS |DYLDLINK| TWOLEVEL |WEAK_DEFINES|BINDS_TO WEAK|PIE=

e567efd5cB800c5b@cteb5aatbececl

And that, kids, how I met your malware, e567efd5c¢800c5b0c6eb5aa0bccc10e9 , I met her on Facebook, report.

Congratulations, this is the first time the blog actually does what it stands for, sharing malware for everyone with a
hint of analysis. (if you are reading this too late and the distribution site of the malware is down, no worries, it is

also available at VirusTotal as a standalone and as an archive)

Now you can enjoy your own copy of Phenakite and start reversing the Mach-O if you know how to :)
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgrUC6RWbzvEToJABfVeB9m3O4AOPwGCS-RyTXRCZKJwzykzjhTJP2tMwVlzfsqFXoRYmFnIG7FH5OKe-FYTX5MFdxrwkPZOXl569-npUveHrV1oeLnA3JBWKsF8bFZk0POArAL1yZIrxU/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgrUC6RWbzvEToJABfVeB9m3O4AOPwGCS-RyTXRCZKJwzykzjhTJP2tMwVlzfsqFXoRYmFnIG7FH5OKe-FYTX5MFdxrwkPZOXl569-npUveHrV1oeLnA3JBWKsF8bFZk0POArAL1yZIrxU/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdhc7N-B4hXTPkAxSv_cbC0Ct5zscgNpsM7LzMy2Kzt8W_iJZAKeLdZtJvypH1br90AXmbvR4YasJZ7kVZwF-UAyXg79jmIZLNtRMZGXp3-YIBk7FXtMA2VwWmVzKjx6qDEDvqmZlzm8A/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdhc7N-B4hXTPkAxSv_cbC0Ct5zscgNpsM7LzMy2Kzt8W_iJZAKeLdZtJvypH1br90AXmbvR4YasJZ7kVZwF-UAyXg79jmIZLNtRMZGXp3-YIBk7FXtMA2VwWmVzKjx6qDEDvqmZlzm8A/
https://www.virustotal.com/gui/file/e1494164865acb719c1e32c86adf810ce52fcc48c46e777b9f98a99648de62c2/details
https://www.virustotal.com/gui/file/c2d66369c974558adbcd801b409492b73ad1cb5f9f412ef3a8820f1cae526903/details
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Bonus lol's:

The terms of service of the malware is.... Lorem Ipsum :

S cat terms.html

-

<p==<b: Twrmm of Service
=Lorem 1_|::n-.urI dolor

nascetur ridiculus mus.

um elementum congue jlam. ege e X = sit amet.

=p=Pellentesque commodo, empe e sem pellente

s diam, Hff1c1tur Ht leIH nec, ege e. Quisque nulla

urna enim,

=p=l_orem ipsum dolor sit a onsecte g elit.

The privacy is seem to be borrowed from "relatedcode.com" which has an open source chat for iOS repository,

this is most likely the chat app that Facebook was referring to:

on for purchase anc

s part of your mobile

1 notify you )F any changes te rivacy P o tng ) \ informing you
any chang continuec a a a a a 3 istory olicy by clicking h

S strings ervice-Info.plist

ABASE_URL]GCM_SENDER_ID]GOOGLE_APP_IDAIS_ADS_ENABLED

SIWVVE

content.com_

More interesting strings:
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https://en.wikipedia.org/wiki/Lorem_ipsum
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjmoQ2k2x7INPWj0X3C78h_cqXHo2eRlUENmHU9oTz-i559Q65VPDjvf7Ec3R0iUeQVXg8VWp31U8_ZMcMtOX-3EbCjwva47THqNty2Z5cdGJFKnOzRY48B7OsRudoXFThz0C6dUCHU20w/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjmoQ2k2x7INPWj0X3C78h_cqXHo2eRlUENmHU9oTz-i559Q65VPDjvf7Ec3R0iUeQVXg8VWp31U8_ZMcMtOX-3EbCjwva47THqNty2Z5cdGJFKnOzRY48B7OsRudoXFThz0C6dUCHU20w/
https://github.com/relatedcode/Messenger
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhDOwmfu5DaWZNGC5QqHnXh5bKAHOYt4621IyIwwYXCjdEBAFbT6f4Is5zjsA99TEbKmpyHK-2hYU6KLLGmTWihIoZtpg_mYSTgjLXP9BFni5Uc_dhWxDZt_sadYGOgdPCH1qSusraPBCs/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhDOwmfu5DaWZNGC5QqHnXh5bKAHOYt4621IyIwwYXCjdEBAFbT6f4Is5zjsA99TEbKmpyHK-2hYU6KLLGmTWihIoZtpg_mYSTgjLXP9BFni5Uc_dhWxDZt_sadYGOgdPCH1qSusraPBCs/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-ZVponbQmDx9YF_APfvoJu_ww1-P-vrrp3EgqGwk_a3g-Wv0fFzAxI4O4AlcHVkapyv06rUgVg_lLnuwfe6ImTqcFI6TdSlJ2DIqQ3RSxR1Z9-U14LgPQ1-6DHyoU_bIZ3N0b8GL9VqM/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-ZVponbQmDx9YF_APfvoJu_ww1-P-vrrp3EgqGwk_a3g-Wv0fFzAxI4O4AlcHVkapyv06rUgVg_lLnuwfe6ImTqcFI6TdSlJ2DIqQ3RSxR1Z9-U14LgPQ1-6DHyoU_bIZ3N0b8GL9VqM/
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$ strings embedded.mobileprovision | grep string
=XC MagicChat com</
=NA2YTWGBUZ2 </
= >105</
< =NA2YTWGBUZ . MagicChat.com</
< >NAZYTWGBUZ. *</
< >NA2YTWGBUZ </ >
< >production</ >
>magicChat</ >
>51ff4f3a9c792240c2e203e8c168T0341FT1060e</
>7adc7T8491635772154b25858e253617d4304b47 1</
>e602c2d296515663adeb691balo6e5baa3asa9do</
>e7274d7e737beaec58891351e7b6f6a411243F57</
=NAZYTWGBUZ </ >
=roy been</ =
>24761a57-9c52-4761-%9a7c-ddcf92ddbd9b=</

phenakite.zip

MDS5: 54e5e93c00c963cb66fd2d248c4c6ee?

SHA-1: 05527dddb79329d844f1954e3d36601926410bca

SHA-256: c2d66369c974558adbcd801b409492b73ad1cb5f9f412ef3a8820f1cae526903

app

MD5: e567efd5c800c5b0c6eb5aal0bccc10e9
SHA-1: da99195ff43093fb8237201e2ce412a925580a53

SHA-256: e1494164865acb719c1e32c86adf810ce52fcc48c46e777b9f98a99648de62c2

Source: https://malware4all.blogspot.com/2021/05/grab-your-own-copy-phenakite-ios.html
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