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Persistence, Tactic TA0110 - ICS
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The adversary is trying to maintain their foothold in your ICS environment.

Persistence consists of techniques that adversaries use to maintain access to ICS systems and devices across
restarts, changed credentials, and other interruptions that could cut off their access. Techniques used for
persistence include any access, action, or configuration changes that allow them to secure their ongoing activity
and keep their foothold on systems. This may include replacing or hijacking legitimate code, firmware, and other

project files, or adding startup code and downloading programs onto devices.
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