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Introduction

In March 2019, FortiGuard Labs discovered a running campaign against Russian-speakers using a new version of
“Predator the Thief” stealer malware. The same actor was using one set of dummy files to deliver the stealer via
different forms of phishing, including Zipped files, fake documents, fake pdfs, and the WinRAR exploit described
in CVE-2018-20250.

In this article, we observe the way the author sells this malware on hacking and game cheating forums, as well as
how it is maintained and updated. After that, we look at the malware code and examine the traps it contains.
Finally, we show how a malware customer obfuscates and delivers the malware, along with other samples he

experimented with.
Predator the Thief

Predator the Thief was first observed by us in July of 2018, and it is one of the various stealer malware variants

sold on hacking forums. The malware contains a C2 control panel and the malware executable builder.

Its functionality is quite normal for a stealer. It can gather information about an infected host, steal passwords
from browsers, replace cryptocurrency wallets in the buffer, take photos from the web-camera, and many other
configurable options. The interesting thing is that unlike many other stealers written in C#, this malware is fully

written in C/C++.

As the core of the malware has not changed much since the latest posts on this topic, you can check out more

details in the_analysis report of version 2.3.5 by Fumik0 .

In that analysis, we learned that the initial malware was written by “Alexuiop1337”. Checking the advertisement
published on one of the hacking and game cheating forums, we can see that the promotion of Predator continues

to be very active, and that the malware author is now calling himself “Kongress_nlt”.
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MpoBepeHo Predator The Thief — HaTuBHbIA cTUANep ¢ 6onbluMM GyHKLMOHaNnoM / fiyyiuas LeHa!

Predator The Thief

CaMblid nyYlWKXK BbIGOpP Ha pbiHKe!

Figure 1. Advertisement for the malware

Following the link on the forum, we observed a telegram profile of “sett9”, whose chats are still being frequently
updated. It seems like the chat “@sett9blog” is used less, and “@PredatorSoftwareChannel” is used just as a

private blog for reverse engineering and Predator update news.

BaxMOoe OO sRABNEHAE,

B Snuxafiues BpSMA LIEHS H3 CTUANED BLIDACTET € 2000 py. 40
4000 pyf., SCTECTESHHO HOBER UsHa ByAsT CONPOSOMAITECR
OBHOBNEHHWEM 1 PEANSOM HOBOMD COHTA (BCe NOSPOBHOCTH ByayT
nosse).

Ananwz ctwanepa Arkei ot Foxovsky

BR mHopMaUMA MpeAoCTIBNeHa NOKAYNTENLHD B
O3HIKOMMUTENEHBIX UBARX. ABTOD HE HECET OTBETCTBEHHOCTH 33

NEG0R BOIMONHEE BDEL NDHUWHEHHER MaTepUanamd JaHHoA...

Pazofinauexme ceTTu, CTPoro 18+

FaccnegoBaHue 0THOCTENEHD settd - OpenCard
- BB ABEPM OTKPEITEI.

Kax-To A 0GWWaN 3HHOMY NEPCOHIRY
PACCNEA0BAHINE ===> M1 enca

1% blog
Tenera B kpai MocnegHi oGHOBNEHUEM OHI
A0GABANA BOIMORMOCTS YAINEHIAR NEDENHCKA He ToNsKo Y cea, a
Tak me y cofecegHnKa.

Figure 2. User sett9 in Telegram and his public chats
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With the information provided in @PredatorSoftwareChannel we can see the malware’s update timeline. The
malware version v3.0.8 was released on 04.03.2019, and another new version v3.1.0 was released on 21.03.2019.
The latest release notes from the malware author are available on the Telegram channel. The translated version is

shown in the following figure:

AN

PREDATOR SOFTWARE CHANNEL

OBHoeneHKe 3.0.8 ot 04.03.2018:

+ JobaeneHa HacTpoika AnA rpabbepa dainoe (Hanpumep:
* txt *2fa* *.docx v T.n.) » Added setting the maximum file in the grabber
+ fobaeneHa HacTpolika MakcuMansHoro daina e rpabbepe
* ¥Ynyuwen rpab naponeit uz mozunna Gpayzepoe

* MONHOCTLED UZMEHEH AN3aliH NaHenn

» Ceccln Tenepb 0ToOpaxakT BCEX NONb30EaTeNen * Sessions will now display all users

* MNpoune Menkne NCMPagneHNs n yy4LEeHNA ® 054 ng * Other minor fixes and improvements.

R

PREDATOR SOFTWARE CHANNEL
KpynHoe obHoeneHwe v3.1.0 ot 21.03.2019: New features panel:

HoBble GyHKLWMKM NaHenw: « Added filtering logs in the panel
» AofaeneHa $WNLTPaUMA NOroB B MaHenu
. ﬂOﬁEEﬂEHE COPTUPOBKa NOroB B NaHenw

Update 3.0.8 from 03/03/2018:
» Added sstting for file grabbers (For example: * b, =2fa* * docx, etc))

« Improved password stealing from Mozilla-based browsers

» Completely redesigned panel

Major update v3.1.0 of 03/21,/2015:

» Added sorting logs in the panel

« NoBaenedo onucadue ¢yHK|J,|.r1|F| BKOH¢|M|’E nandenu » Added description of functions in the panel config
HoBble HACTPOMKMK B KOHdMre: I:? New settings in the config:
* AHTW-CHI . Anti-CIS

* PeKypCWEHBIA Nowck (4nA rpabbepa)
+ Special Cookie Request

Hoesie dyHKLMMK cTANEpa: ¢ Special Cookie Request
+ Tenepb MOXHO NoAyUnTs DLL BEpCUIO CTUANEPA New features of Stealer:
+» oBaeneH cBop kykw Microsoft Edge

» YnyJwen cbop naponeil Microsoft Edge
+ NoBaeneH chop kykw Windows

+ NoSaeneHo epema no UTC B daiin c undopmauvei * Improved Microsoft Edge passwords collection
+ [poume MENKWNE MCPABNEHNA W YAYULLIEHWA « Added Windows cookie collection

* Recursive search (for grabber)

+ Now you can get a DLL version of the stealer

* Added Microsoft Edge cookie collection

* Added timestamp in UTC to the file with information

+ Dther minor fixes and improvements.

Figure 3. Release notes for Predator v3.0.8 and v3.1.0

Another Release: v3.2.0

And now, the author has just announced another release — v3.2.0. This release also affects the price of the

malware, raising the price from $35 to $80 USD.
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gram session collection

ndows Cookie

the wallets folder will contain all the wallets found in walle
Chromium versii data collection

Important! Stealer price increased to 803

Figure 4. Translated release notes for the 3.2.0 version of malware

There is also a new, interesting feature mentioned by the malware author — the malware has been fully rewritten to
make it fileless. This means that the malware will not leave any files or directories in the system, enabling it to run
much stealthier on a victim’s machine. Unfortunately, as of the date this article was written, we haven’t found

samples of v3.1.0 or v3.2.0 in the wild. For this research blog, we have analyzed the older version of Predator the

Thief —v3.0.8 — used in the campaign possibly started by the author himself or one of his customers.
Trap for Analysis

The Predator version used by those unknown actors has not changed much from its previous version.

Once we started our analysis, we obtained the version information in a text file after its execution.
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Figure 5. Predator version information in information.txt

The code of the malware is obfuscated to try and slow down any analysis. We found that every string in Predator

is dynamically produced, with some of them being hardcoded in the file or its assembly with simple byte

operations like “xor”, “not” or “sub” encoding.

SN 11

Interestingly, it includes traps to perform fake character-decoder-like function pairs. It inputs the correct character

byte-by-byte into the function pairs, and then outputs the same character. In Figure 6, the red square shows how

the string “cmdvrt64.dll” is input into the trap functions.
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Figure 6. Confusing string generation and trap function for normal string input
C2 Connection

In this campaign, all the samples use the following domain as their C2 server.

hxxp://sonsobakql.mcdir[.]ru/

“mcdir[.]Jru” is a Web Hosting service in Russia, where anyone can register his subdomain for free. We also found

the following connection patterns with this C2 server.

hxxp://sonsobakql.mcdir[.]ru/api/conf.get

hxxp://sonsobakql.mcdir[.]ru/api/info.get
hxxp://sonsobakql.mcdir[.]Jru/api/gate.get?p1=[x]&p2=[x]&p3=[x]&p4=[x]&p5=[x]&p6=[x]&p7=[x]
hxxp://sonsobakql.mcdir[.]ru/api/download.get
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Only “conf.get” was not mentioned in the_previous analysis report by Fumik0 , as it was probably added in the

newer versions of the malware. So we will dig in to provide more information here.

There are seven items in the response data. However, only five of those items are processed by the configuration

processing function. We find that those items are simply used as flags in the main routine of Predator the Thief to

enable/disable specific functionalities.

Figure 7. Data in configuration respond
The meanings for different items are shown below.

pl: Web camera video capture

p2: Anti-debug/Anti-sandbox

p3: Firefox password stealer configuration flag for collecting logins.json and signons.sqglite
p4: Steam data stealer

p5: Screenshot capture

The flags “p7” and “p8” are not used in the current version. There is a setting for grabber to change target file

extensions. However, that setting is not enabled either.

Figure 7 above shows the configuration with screenshot capturer and the Firefox configuration flag enabled (0 is

enabled for the Firefox configuration).
Delivery Tricks Used in this Predator Campaign

We found Predator samples packed with Autolt in this campaign, and all of them use fabric materials price-list or

same-cloth pictures to attract victims to execute the Autolt-packed malware.
Phishing with Archive and Fake Document

One of the samples observed in this campaign is placed in a zip file and faked as a document among a set of

pictures.

In Figure 8, we can see what the old trick is: it uses a document-like icon to fake the document with an executable
file. The name of the zip file in English is the name of a company that specializes in the design and sale of
personal protective equipment and uniforms. The fake document name translates to mean “Tailoring Order for”,
and it then names one of the territorial divisions of a federal city in Russia, which is a very targeted name for a

document.

After executing the executable, a dummy document is then shown (Figure 9) as if it were legit. However, the

malware is also executed at the same time in the background.
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Figure 8. Phishing zip with fake document and dummy image
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3aKa3 Ha NOLWMB KOCTIOMOB OT NepBOTo NOAYrogma ansa CeBepHOro oKpyra.

HasgaHWe THaHM: LUgeTt + Konuuecteo « | LUeHa+
ThaHb YEpHEIAY 22700 n.m# | o
MogrnanoduHan

TatbdeTa+

TraHb $ancH Ye pHbi ks 3230 n.m+ B
ThaHb TAKMCE Xaku+ 1934 n.m+ -'
TkaHb CMECOBAA JeneHas 1000 n.m.+ ot

FPETA (Temn=-1)

TkaHb CMECOBER TEMHO-CUHARY 10000 p.m.+ "
FPETA (Temn-1)

TkaHb NAEWEBaR TeMHO-0NMBHOBBIHY 2170 n.m.+
FINLYAMDAS

ThaHb Anosa KMd MAKC & A 1960 n.m.

Baz b Benbifs 1126 n.m.+
TrkaHe Anoea KMOD+ | TeHs 1960 n.m.+ a
TkaHe AnoBa+ TemHo-cepaa+ 505 o+ a

Figure 9. Dummy document used by the malware
Phishing with WinRAR Exploit

Another sample exploits a vulnerability in the UNACEV?2.dll library of WinRAR software previously identified in
CVE-2018-20250.

There are two figures for introducing this trick-triggering exploit.

Figure 10 shows how this exploit is used. When the victim decompresses the malicious “.rar” file, three dummy
“.png” images are shown. However, in the background, the exploit is triggered and a malicious file called “hi.exe”

is placed in Windows Startup folder.

Figure 11 shows the hidden decompression path for triggering the exploit and placing the malware in the Windows

Startup folder so that the next time the user logs into the system the decompressed file will be executed.
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Figure 10. Malware dropped to Startup folder via WinRAR exploit CVE-2018-20250
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Figure 11. Hidden decompression path for exploiting CVE-2018-20250

Besides the zip archive and WinRAR exploits, the actor uses additional “containers” for its malware. Those

include:

o A fake PDF file with the same document name as the one dropped from zip;

o Another fake document dropping Predator malware that uses the same C2 server.
Analysis of Decompiled Autolt Script

All the samples we investigated were packed with the “CypherIT Crypter” that utilizes AutolT scripting language
for hiding the payload.

The fake document contained in the phishing zip, for example, is packed by Autolt twice. The actor packed
Predator malware with CypherIT, and then packed the output again in order to add a dummy document to the

executable. The following figure shows the first-stage Autolt script.

DirCreate (@AppDataDir & '

FileInstall{"C:\Users\nrj
ShellExecuce (EAppDacaDir &
Fileln 11("C:\U \

erswnrja

i HA_MOmME
ShellExecute (GAppDataDir & "

Figure 12. First-stage Autolt script for installing malware and dummy document
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We found that the script is more obfuscated in the malicious payload that was placed in the startup folder via the
WinRAR exploit. In Figure 13, the main part of the script is shown. It is used for calling the function to decode
and execute the Predator the Thief stealer.

Original Script
cmtmczgscxtxrun {"activeds")

Local $53spbsczsudbkeyxnhyxpdgvhg = DllStructGetData(kmtagzeonigxcidkz ("ApiSetHost.AppExecutionAliasl™, "&"
). Execu
Jad- &= DllStructGetData (kmtagzeonigxcidkz ("aitatat 2n, """y, Execute("1"))
&= D1lStructGetData (kmtagzeonigxcidkz (" ey, Execute ("1"))
&= DllS5tructGetData (kmtagzeonigxcidkz (" qn, "g"), Execute("1"))
= fgztzuhwvycxevnrshk (5Jspbsczsudbkeyxn? B
vpkooigwfbmdserprzbjjee™)
gobhalvdofr ()
freksvycbpjmn = @UserProfileDir & ™\"
Skxdcktgilbvhdjhkrvajhvecru = @HomeDrive & "\Windows\Syst 11ha
oeehipeopbfxxavephdxygdfw (Skxdcktgilbvhdjhkrvajhweru, "", Sjspbsczsudbkeyxnhyxpdgvhg, False)
CDCEVVDRCYRQWNEINnZ ()
Translated Script
checkMutex (™ ]
Local 5Spred oad = tHost.AppExecutionfAliasl™, "2"), Execute("1"))
D

ll5tructGecData (gecRkesource (" ", ME™), Execute("1"))
DllSctructGetData (gecResource (™ Svc3", "g"), Execute("1"}))
DllScructGetData (gectResource (" "E"y, Execute("1"))
getDecodeData (Spredator pavleoad, "xvinglogghdfktagvrgvxvhynrqvpkooigwifbmdserprzbijee™)

Spredator payloa

ProgmanthecE ()

SthisIsUserProfileDir = @UserProfileDir & "\™
Sexe-::_":Eble_f:-r_l:—edi:g = @HomeDrive & "\W lhost.exe™
callShellcode (fsx=cutable for loading, "", False)

S—
clearEvidence ()

Figure 13. De-obfuscated Autolt script

As the de-obfuscated script shows, it reads and decodes the resource, then it loads the shellcode for injecting the

decoded payload — which is Predator the Thief malware.

DS Detect It Easy 201 o -

o=l Icon

e Sirng Iable

8

wr AITSTATIC2 : 0

¢ APISETHOST.APPEXECUTIONALIASL : 0 [
_r BDEHDCFGLIB4 : 0 decode
-y BTHAVRCPAPPSVC3 : 0

i d

) Icon Group
. Version Info
| Manifest

Figure 14. Decoded executable from resource section in original executable file

Common Shellcode for Hollow Process Injection

When Autolt script calls the shellcode, it creates a suspended process for “dllhost.exe”, and then uses this hollow

process to inject the Predator payload.
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o eax, Lesi+IMAGE_NT_HEADERS.(Opt ionalHeader. Address0fEnt rvPoint ]

acd eax, Lebptpredator_pavload base]
mow [ebptcontext._Fax], eax

lea eax, [ebptcontext ]

push eax

push [ebpt+hThread]

cal | [ebp+Set ThreadContext ]

test eax, eax

iz loc 344

push [ebp+hThread]

cal | [ebp+ResuneThread]

Figure 15. Shellcode for injecting Predator payload into hollow process

Unused Functions in the Malicious Autolt Script

1. Removable device file replacement
It creates files with a “*.pif” extension, copies the names from the original files, and then removes the original
files. It replaces all the files on removable devices with the malware and tries to deceive its victims into executing

the malware.

2. UAC bypass
It uses two methods to implement fileless UAC bypass. One uses Event Viewer through registry hijacking, and the

other one uses “fodhelper.exe”
3. Downloader for executing the next stage of the malware
Looking for the Artifacts

If we recheck the Autolt script created by the actor, we find something interesting in its path. The script author has

left behind install paths from his system.

x="_ JiAppDatabir & xe®, 1)

pphacalir & .exe®, ®* @ieplDacalir & ° F )

s J8AppDatabir &

ShellExecute (3AppDataDir & ° - : ", ¢ BRppDataDir & ° ]

Figure 16. Install paths in first stage Autolt script

We found interesting strings within these paths. “Pa6ouwnii cton”, found in one string, stands for “Desktop” in the
Russian version of Windows. In addition, the C2 server — hxxp://sonsobakql.mcdir[.]Jru — can be also
interpreted from Russian as “Son of a dog”, or “Dream of a dog”. Combined with a document name written in

Russian, we can be fairly certain sure that the actor behind this campaign is a Russian-speaker.

Furthermore, we decided to look for any other information linked to the “nrjat” username written in a malicious
script file. The username itself looks like a mistype of the “njRAT” malware widely used by different actors. So

when we searched for the “C:\Users\nrjat\” string used in malware, we found samples possibly related to this
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actor. First, we found an Autolt script sample which is almost the same as the one we analyzed in the previous

section:

ATIYEZPFZWLVIG( "DsmlUserTask"
$hutolt3Wrapper Res File Addg'C:)\Use
$hurolt3Wrapper Res File Add<'C:\U t\D I trl.bin
LOCAL SKEDGLDAKBZRLVPEA = DLLSIRUCIGETMTM BML"BCVLVCRSLWNLGYMBWJSXSO{
SKEDGLDAKBZRLVPEA &= DLLSTRUCTGETDATA( BMLFECVLVCRSLWNLGYMBVIJSXSO( "2
SKEDGLDAKBEZRLVPBA = DECDATA( SKEDGLDAKBZRLVPBA , "hekjwpesfyfxksopg
}\YJ'RUSBTEFEXPQVHTGKNCF[ )

STARTUPDIR = BUSERPROFILEDIR & "\"
KZGPDBYGGTOHTHFJXXE = @HOMEDRIVE & " System
BMGFRPPPXVSCOARMERYDLROHJH ( SXVUOMREKEGPDEYGGTOHTHFIXXE , "' ,

RT RCD1IA SpeechModelDownloadl
RT_RCDATA, Agent3ervice2

, FALSE )

Figure 17. Autolt script sample related to the nrjat
In addition, the actor has a habit of compiling malware in debug mode of Visual Studio. The following figure
shows the list of the samples developed or compiled by the “nrjat”.

Teme Hash Malwane Family oenug pdb
Jun-18 2501 dbebé1 80252deeT 19050aT df285Tc 4dbad al 196 3rat20lc 23bc3-185‘9? XMRig CPU miner Isersinnat\ Downloadsumeig-2 6 2\buld Debug xrmg pdb
m

Jun-18 123051101 4cdesT sersinnatisaurcerep owsApp1 WindowsApp1'objiDebug \pp1.pdb

Jun-18 §18c 1 Tedc -280dbé g owsAppZWindawsApp2iabfDebug \pp2 pdb

Jun-18 48281 45344 2fbbe3balabs Rarag sef‘snrjall ‘sourcereposiConsoleApp 1'Consolefpp1 \obj Dthug iConsoleApp1 pdb

Jun-18 a3ad0b0521 13c2c934d 12 6425800 g = :lll‘.llppl Cnn-wcAppt \obfDety soleApp! pdb

Jun-18 83ef12 hT9d16 OcfTazl «App1lobfiDebugiConsoleApp! pdb

Jun-18 176 1341 2 PhEAeTT B4HTE 1 50FIEI00a56CE Marpheéus Cryples Cracked by Rebam sersinal \Dowirioads\CRYPTER S qnunr‘rf, \CRYPTER SOURCESICH (MCRYPTiobjDebug EladtasCrypler pdb
Juni-18 ddc 1413111 g5 5ec B5B4a1I0154c e afeadid| 0708 1c 41 3cbaBe 7194470 Rarogriner sersinnat Downloads\Projectd Release | Stub po

Jul-18 85 08c#694  sell-marphing-csharp-binary c Usersinnat Downioads\sell-maorphing-c sharp-binary-master Payoad\objiDebug Payload pdb
Oct-18 1607aalc  Arkes Stealer C\Userslnnat Downloads\sell-morphing-c sharp-banary-masier Payload\ob Diebug 333 pdb
Oct-18 I0iaac 0 pOSOcBeATed 100230588 Akes Stealer sessinnat Dowrioads!sell-marphing.csharp-binary-masier Payload ot Debug 333333333 pdb
Oct-18 Th5d27T83d41e062p500f5 727007610097 c 060066 4eBE-400cB0STT Tdc 1611506 Arked Stealer EoE ' eweposance f\obj\Dhety prime pdb

Nov-18 dabdc Toeali2fedct toabebB0166d  Arkei Stealer jal ereposark fiobj\Drebs pdb

Mow-18 0cT7942d137hiTefect2T9e 1adc 96004641 c51 Deebe 2edb26391 2ef5TLOBEIS0  Arkes Stealer C Usersnual Downoaﬂs\sen -marphing-csharp-binary-masterPayload\objiDebug \phato. pdt
Mow-18 Thb0f348581 21 T ec Tede 1fidal 46531ded3438cc DeceSbfvtf3ealdc i 2216 Arkei Stealer C:\sersinnatisowrce reposWindowsFormsApp1 0WindowsFormsApp1 Olohi Debug\nano. pdb
Mov-18 d4Z876d4c006idc OSR]I 31 ef 340880 DG05L0GT 268 46580 39c I04dcB5bdbe XMRig CPU miner C:isersinrjat\ Downloads\wmeig-2 8. 3buld Debugxmeig pdb

Mov-18 1e0a23c 5368, 94040025 eB9dBc3  Arked Stealer C\Usersinnatisource vepos'arkefarkefiobj Debugidata pdb

Figure 18. Samples developed or compiled by the actor

Using these artifacts, what’s left in the malware samples makes it easier for us to observe his activities. In June of
2018, he compile the XMR miner. And since October 2018, he has started compiling and using “Arkei stealer”
malware. After researching his previous activity, we found several samples to be buggy — their decryption
component was broken and the malware was not able to properly unpack itself. We also discovered that he tried to
obfuscate the Arkei stealer with a “self-morphing-csharp-binary” packer, the source of which we were able to find

on GitHub.

In general, all of the samples we examined contain debug information of “nrjat”, and we also observed the

consistent use of specific obfuscation tools like CypherIT Crypter used in the current campaign.

Conclusion
FortiGuard Labs tracked the Predator the Thief campaign targeting Russian speakers.

We found out that the campaign actor has been active since last June, 2018. The actor possibly collected his
malware from one of the hacking forums or chats and prepared at least one template for his phishing campaign.

He also uses simple but effective phishing techniques to make victims execute the malware.

Predator the Stealer in this campaign has not change much from previous versions, but we have found several
new tricks the actor uses for spreading this malware. He uses fake zips and documents. Sometimes very

specifically targeted to a victim, and even uses the WinRAR exploit to spread the malware. The payload was
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packed using a third-party packing tool that utilizes the AutoIT scripting language. Checking the path hardcoded

in the script revealed that this “nrjat” actor is experimenting with different malware and stealers.

FortiGuard Labs will continue to monitor this malware author’s activity along with any Predator the Thief

malware campaigns.

-= FortiGuard Lion Team =-

Solution

Fortinet users are protected from mentioned malicious threats with the following solutions:

« Files are detected by FortiGuard Antivirus
e Malicious URLs are blocked by our FortiGuard Web Filtering Service

I0Cs

WIinRAR exploit Sample:
0387349a884258b521ab239aa8d6683261998276f07d928cddd6bcbe1cf6235 - Autolt/Injector. DVD!tr

Phishing zip sample:
52fecde66e386cc9b8atfe3ff9a0a3ca7d1183{f64e22e9538d0da710bb0818d - Autolt/Injector. DTS!tr

Autolt packed Predator:

976246e1663a6a4281ded0fecf4623f046f3d469afce3606987cdf95853ec72b - Autolt/Injector.DVD!tr
1f6be31a365b27db0b241c2cca082f3125c¢9b1614a333131d094d803e663d30d - Autolt/Injector. DUS!tr
63ac7687506b4fe7538bc21c349¢3eb913b334e2e6536ff1e5beb05f34587ce5 - Autolt/Injector. DUS!tr
924¢3d33537b72f7f499c982757e630a3e6fe673ee1293ea2e669a14d18155b5 - Autolt/Injector.DUS!tr

Unpacked Predator:
6651bd04b08e6ac98189750348c32¢8¢78f35cb800f87a4c654c28451242eb50 - W32/Agent.PPZ!tr.spy

Autolt Script from CypherIT:
€627dd82ff3bfed8fcac4f297e41af46856109c333640d14af3027e9ec576707 - VBS/Nymeria.6707!tr.dldr

Coinminer:

a501dbeb6190252dee719099a7df2857c4dbad4a0c196ac3ca9200c23bc348597 - Riskware/CoinMiner
b3e0e892968f12a0511014cde572f04ef03d1719e98d9f63ecaleb766e6049e7 - MSIL/Kryptik. EOJ!tr
818c1ead41f995580fa01a46f1ffd38f58d0633bbaba21e4cede525fd2c289dbf - MSIL/Kryptik. EOJ!tr
d8f8811b49dcda80908e3c8fe98d5b9ac45344c2fbbe3ba3ab0533ea897ffd5e - MSIL/GenKryptik. BYPV !tr
a3a30b0521eb8fd3d2f13c2c934d12c44db80a4e81642b800549009dedcf40ec - W32/Kryptik. OIC!tr
83ef12cddbc4b68357b79d167dacefc4e94b3cf49fde2f8412f08b8a50cf7a23 - MSIL/Kryptik.OJCltr
126e43dbcd5851341ac2b5dcf3729d06b6eedc858984effff8150f36990a56ce - W32/Generic_PUA_MPltr
d4c1d131ff1d5df5ec8584a3bf0364c94cafea4fd107a081c413cba8c7384f20 - W32/Kryptik.OIO!tr
d42876d4c096fdc9b6fd3b1ef94088c0605b06ff288c4658c39¢304dc65bd6e3 - W64/CoinMiner!tr
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self-morphing-csharp-binary:
85f5c093609938bdd0eede165e9¢225e64bd3af1020f38e86bfb20ad708cf694 - MSIL/Agent. DMA!tr

Arkei Stealer:

98a951540c810b9b20ba319eb2ec43656cd5e02a9644292f8682752f1697aalc - MSIL/Agent. DMA !tr
7390a16aa246b30faac296c8ce50eda601943b032497b950c8c47¢41c02ac588 - MSIL/Agent. DMA !tr
7b5d2783d41e962b590f5727c07619997c060068c4e864d9c605777dc161£f506-MSIL/GenKryptik. CLXD!tr
dab4ce6249544b0bf0f8e6ae8a7cea826e0c21225e8aaf9beacf6a6eb800169d - MSIL/GenKryptik. CLXD!tr
0c77942d137bf7e6ecf279e1adc98b04641c510eebc2ed826391aef57b086£50 - MSIL/Agent. DMA !tr
7bb0f3485812173fec7edelffda148631de33438cc9ece5bfb6f3ealdc912a16 - MSIL/GenKryptik. CLXD!tr
1e0a23c53f8aad24446a6ad9404b0251687d402547ab8bb3f949ab9e2e89d9c3-MSIL/GenKryptik. CLXD!tr

C2 URLs:

hxxp://sonsobakql.mcdir[.]ru/ - Malicious
hxxp://sonsobakq1.mcdir[.]Jru/api/conf.get - Malicious
hxxp://sonsobakql.mcdir[.]Jru/api/info.get - Malicious
hxxp://sonsobakql.mcdir[.]Jru/api/gate.get - Malicious

hxxp://sonsobakql.mcdir[.]Jru/api/download.get - Malicious

Source: https://www.fortinet.com/blog/threat-research/predator-the-thief-new-routes-delivery.html
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