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&2 Tool: PIPEDREAM

Names PIPEDREAM
Category Malware
Type ICS malware

(Dragos) PIPEDREAM is the seventh known ICS-specific malware. The CHERNOVITE
Activity Group (AG) developed PIPEDREAM. PIPEDREAM is a modular ICS attack

Description ) ) ) )
framework that an adversary could leverage to cause disruption, degradation, and possibly

even destruction depending on targets and the environment.

<https://hub.dragos.com/whitepaper/chernovite-pipedream>

Information  <https://www.dragos.com/blog/pipedream-mousehole-opcua-module/>

<https://www.dragos.com/blog/potential-impact-of-pipedream-malware-module-mousehole/>

Last change to this tool card: 29 November 2023

Download this tool card in JSON format

All groups using tool PIPEDREAM

Changed Name Country Observed

Unknown groups

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e741cff1-cccf-47dd-9b54-3ddfcc374cde
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