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On a bi-weekly basis, FortiGuard Labs gathers data on ransomware variants of interest that have been gaining
traction within the OSINT community and within our datasets. The Ransomware Roundup report aims to provide
readers with brief insights into the evolving ransomware landscape and the Fortinet solutions that protect against

those variants.

This latest edition of the Ransomware Roundup covers the DarkylLock, Gwisin, vvyu, Kriptor, and Cuba

ransomware families.

Affected platforms: Microsoft Windows
Impacted parties: Microsoft Windows Users
Impact: Encrypts files on the compromised machine and demands ransom for file decryption

Severity level: High

DarkyLock ransomware

DarkyLock is a Babuk variant that appears to be new for 2022. Should this variant execute on a victim’s system,

files will be encrypted and changed to have a “.darky” file extension.

|| bitset.h.darky

|| bltinreodule.h.darky
|| boolobject.h.darky

|| bytearrayohject.h.darky
|| bytes_methods.h.darky
|| byteschject.h.darky
cellobject.h.darky
ceval.h.darky
classobject.h.darky
code.h.darky
codecs.h.darky
compile.h.darky

Figure 1. Files encrypted by DarkyLock ransomware.

Locations where files are encrypted will also have a ransom note deposited in them named “Restore-My-

Files.txt”.
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" Restore-My-Files.tet - Notepad o] ]
File Edit Format View Help

*ESWELCOME TO DARKY LOCK ##%

Your computers and servers are encrypted, and backups are deleted.
wWe use strong encryption algorithms, so no one has yet been able to decrypt their files without our participation.

The anly way to decrypt your files is to purchase a wniversal decoder from us, which will restore all the encrypted data and your network.
Follow our instructions below, and you will recover all your data:

1) Pay 0.005 bitcoin to
2; send us message with transaction id to darkylock® .o
3) Launch decrypt_bit.exe, which our support will send you through email

what guarantees?
we value our reputation. If we will not do our work and liabilities, nobody will pay us. This is not in our interests.
Al our decryprion software is tested by time and will decrypr all your data.

Tl DO NOT TRY TO RECOVER ANY FILES YOURSELF. WE WILL NOT BE ABLE TO RESTORE THEM!!!

Figure 2. DarkyLock ransom note.

The ransom note demands 0.005BTC (approximately $120.00USD) to decrypt the files on an affected system. At
the time of writing, there have been no transactions observed using the Bitcoin wallet mentioned in the ransom

note.

An interesting string appears in the DarkyLock executable that references LockBit 3.0, also known as Lockbit

Black ransomware.

DoYouWantToHave WithLockBitBlack
DoYouWantToHave WithLockBitBlack

Figure 3. Interesting string contained within the DarkyLock executable.

It’s currently unknown why the reference to LockBit 3.0 is includes “colorful” language.
Fortinet Protections

Fortinet customers running the latest (AV) definitions are protected against known DarkyLock ransomware

variants by the following signatures:

e W32/FilecoderProt.F183!tr.ransom
¢ W32/CoinMiner.NBH!tr

Gwisin ransomware

Gwisin is ransomware variant that was reportedly used to target companies in South Korea. It encrypts files on

compromised machines and adds a file extension named after the target company to the affected files.

In order to become infected, an MSI (Windows installer) file is delivered to the target machine. Contained within
that is a Windows DLL file that requires a specific set of criteria to be met via the installer package to execute,
making it difficult to detect in an environment. It is likely that the circumstances for installation are unique to each

victim organization.
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.text:000000006EL81DF2 mowv [rsp+8BFBh+var_B5C], 46h ; '@'
.text:000000006EL181DFD rep stosd

.text:000000006E181DFF lea rdi, [rsp+0BF8h+var_A0O0]
.text:000000006EL81EQT mowv ecx, loh
.text:000000006EL81EQC rep stosd

.text:000000006ELS1EQE lea rdi, [rsp+8BF8h+var_9cel
.text:000000006E181ELG mowv ecx, 1loh
.text:000000006ELS1ELE rep stosd

.text:000000006E181EL1D lea rsi, [rsp+0BF8h+var_A40]
.text:000000006EL81E25 mowv ecx, rldd
.text:000000006E181E25 lea riz, [rsp+0BF8h+var_Aoo]
.text:000000006E181E30 lea r9, [rsp+oBF8h+var_B68]
.text:000000006E181E3S lea rdx, aSerial ; "SERIAL"
.text:000000006E181E3F call rhx

.text:000000006E181E41 lea rdi, [rsp+0BFS8h+FileName]
.text:000000006EL181E49 mowv rg, rsi
.text:000000006EL181E4C mowv ecx, rldd
.text:000000006E181E4F lea r9, [rsp+0BF8h+var_B64]
.text:000000006EL81ES7 lea rdx, alLicense : "LICENSE"
.text:000000006EL181ESE call rbx

.text:000000006E181EGD lea r9, [rsp+0BF8h+var_B60]
.text:000000006ELS81EGS mowv rg, rl2
.text:000000006ELS81EGE mowv ecx, rldad
.text:000000006E181EGE lea rdx, aVersion : "WERSION"
.text:000000006EL81E7S call rbx

.text:000000006E181ET7T lea r9, [rsp+oBF8h+var_B5C]
.text:000000006EL181ETF mowv ecx, rldd
.text:000000006E181ES2 lea r§, [rsp+0BF8h+var_9ce]
.text:000000006ELS1EBA lea rdx, aOrg ; "ORG"
.text:000000006E181E91 call rbx

.text:000000006EL81E93 mowv eax, rl3d
.text:000000006EL81E9G mowv ecx, B0h
.text:000000006EL81E9E mov [rsptoBF8h+var_B58]1, 20o6h
.text:000000006EL81EAG rep stosd

.text:000000006EL181EAS lea rl3, [rsp+0BF8h+FileName]
.text:000000006ELS1ERBD mowv ecx, rld4d
.text:000000006EL1S81EB3 lea r9, [rsp+0BF8h+var B58]
.text:000000006EL81EEBE mov rg, rl3
.text:000000006EL81EBE mov rdi, rl3
.text:000000006EL81ECL lea rdx, aOriginaldataba ; "OriginalDatabase"
.text:000000006EL1S81ECS call rbx

Figure 4. Some of the variables that need to be satisfied by the MSI installer.

Fortinet Protections

Fortinet customers running the latest (AV) definitions are protected against known Gwisin ransomware variants by

the following signature:

e W32/PossibleThreat

vvyu ransomware

vvyu is a variant of the STOP/DJVU ransomware family designed to encrypt files on a victim’s machine. Should
the ransomware be successful in running, a ransom note will be deposited in every location where files are

encrypted.
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j _readme.bxt - Notepad EI@

File Edit Format View Help
ATTENTION!

pon't worry, you can return all your files!
A1l your files like pictures, databases, documents and other important are encr¥pted with strongest encryption and unigque key.

The only method of recovering files is to purchase decrypt tool and unique key for you.
This 501¥tware will decrypt a?'l your encrypted files.

what guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

BUut we can decryglnt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

https://we.tl/

price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
Please note that you'll never restore your data without payment.

cCheck your e-mail "spam" or "Junk" folder if you don't get answer more than 6 hours.

To get this software you need write on our e-mail:
support@ .ch

Reserve e-mail address to contact us:
datarestorehelp@ .cc

Your personal ID:

Figure 5. vvyu ransom note

It demands a price of $980USD to have software provided to decrypt the affected files on the system, although a
discount is promised for payment within the first 72 hours. Support e-mail addresses and a unique ID are also
provided for contact with the operators. Files encrypted by vvyu will have a “.vvyu” file extension appended to

them.
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Mame

| 7| 721900-x54 exevvyu

| 7] 722107204 .exenvyu

|7 44f86f232d97fc48c4811 b94603 ecOadf7944174ab065f4f41 a5680 d30854829 exe.zip.vvyu
|7 T784d5a3e3ebc22ed7 bl 76390044 dB0abifebd922 d545daaTlo ci ef 709 ca.msizip vy
|7 b37761715d5a2405a3fal5abecafbbbl 5b729867 3a3ad91 a1 58725be3 518887 exe.zipnyu
c52828dbfo2fc52ael0adad3c505c934f1faebBc58d71 c7ebdb398a3fbbel e2.dil.zip.wvvyu
Comae-Toolkit-Light-2.0.20180129.1 zip.wyu

commithash.bt.weyu

L —1]
L1

|

Firefox Setup 100.0.exe vy
Inv_RUFTY 2374859, exezip.vvyu
LICEMSE.rtf vy
ndpdd-web.exennyu

| 7| npecap-1.70.exesnvyu
odbgl10.zip.aneyu

| 7| odbg201(1).zipavyu
ProcessExplorerzipavyu
ProcessMonitor.zip.aweyu
python-3.8.10-amdb4. exennryu
README. et vy
rudes,pslaniyu

| 7| shellcode_inject.py.awnyu

stage3.psl.anvyu

=

|7 windows.0-kb4474419 w4204 _09cbl48f6ef10779d7352b7 269 662723019207 msusvyu
|| windowsh.1-kb4490628 w64 _d3de52d6987f7 cBbdc2c015d cabBeacf6047 c7be.msusnyu

| 7| winsdksetup.exevyu

| 7| Wireshark-wing4-3.4.14. exesnvyu

| 7| Wireshark-winb4-3.6.5.exe nnyu

Figure 6. Files encrypted by vvyu ransomware.

Fortinet Protections

Fortinet Customers running the latest (AV) definitions are protected against known vvyu ransomware variants by

the following signature:

o W32/Stealer.3389!tr

Kriptor ransomware

At first glance, the ransom note and screen from Kriptor appear very similar to those of the infamous WannaCry,
ransom attack from 2017. There’s even a reference to it, “Wannacry@Kaozisis,” in a WannaCry-like ransom

screen. Unlike Wannacry, however, there is no mechanism for self-propagation to spread to other machines.
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As with Wannacry and other ransomware families, Kriptor will encrypt files of interest on a victim machine and
demand a ransom of $300USD worth of Bitcoin (0.012BTC) to be sent to a wallet controlled by the malware
authors. At the time of this writing, there have been no transactions observed using the Bitcoin wallet mentioned

in the ransom note.

Kriptor Ransomware

What Happened To My Computer?

.. your important files are encrypted.
Wannat:r]r' @KOZISI v | many of your documents, photos, videos, and other files are no longer

accessible because they have been encrypted. maybe you arebusy looking
way to recover your files, but do not waste your time. nobody canrecover
your files without ourdecryption service.

Can | Recover My Files?

sure we guarantee that you can recover all yourfiles safely and easily.

but you have not so enongh time.

ifyouneed todecrypt your files, yo needto pay.

youonly have 2days to submit the payment.

after that the pricewill be doubled or yourfiles and computer will be destroyed

How Dol Pay?

payment i3 acceptedin bitcoin only. for more information, click

check the current price of bitcoin and buy somebitcoin. for more information,
click

and send correctamount to the address below

About bitcain after your payment, click to to decrypt your files.

How to buy bitcoins? end $300 worth of bitcoin to this address:

DItCoin Wi s mm——

Contact Us

Figure 7. Kriptor ransom note.

Files will be encrypted and appended with a “.Kriptor” file extension. A running clock will count down from 72
hours, after which point the malware authors threaten to double the ransom and/or prevent decryption permanently

from that point onwards.

|| Wireshark-wing4-3.6.5.exe. Kriptor
|| Wireshark-winG4-3.4 14, exe Kriptor
|| python-3.8.10-amdb4. exe Kriptor
|| README tet. Kriptor

Figure 8. Files encrypted by Kriptor ransomware.
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5| Kriptor.exe Properties
| General | Compatibility I Semrityl Details | Frevious Versions |
Property Walue
Description
File description  Wannalocker
Type Application

File version 1.0.00
Product name  Wannalocker
Product version  1.0.0.0

Size 209 KB
Date modfied  09/08/2022 15:40
Language Language Meutral

Criginal filename Wannalocker exe

Remove Properties and Personal Information

| ok || Ccanesl Apply

Figure 9. File properties for Kriptor ransomware show further callbacks to WannaCry.

Fortinet Protections

Fortinet customers running the latest (AV) definitions are protected against known Kriptor ransomware variants by

the following signature:

e W32/Filecoder.OAE!'tr.ransom

Cuba ransomware

The Cuba ransomware family has been observed since 2019. They use the now ubiquitous “double extortion”

method of threatening to release a victim’s data on the Internet if they do not pay the requested ransom.
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Cuba RANSOMWARE V= [elelgal-X3Vel¥

This site contains information about e
companies that did not want to cooperate

with us.

Part of the information is for sale, part s freely availab

Figure 10. Cuba ransomware TOR site.

Once the ransomware has executed, a ransom note will be deposited in any directory where files have been
encrypted. The ransom note will be named “!! READ ME !!.txt” and contain a unique ID to contact the
ransomware controllers to pay. The primary contact channel is Tox (a peer-to-peer instant messaging protocol)
with a backup e-mail address if a victim cannot make contact. Files encrypted by Cuba will have a “.cuba” file

extension appended.

| WREAD ME !l:txt - Notepad == =]
File Edit Format View Help
Greetings! unfortunately we have to report you that your company were compromised. A1l your files were -

encrypted and wyou can't restore them without our Erﬁvate key. Trying to restore it without our heWE may
cause complete loss of your data. Also we researched whole your corporate network and downloaded all

your sensitive data to our servers. If we will not get any contact from you in 3 next days we will public
it in our news site.

you can find it there ( http:// .onion/ )

Tor Browser is needed ( https://www.torproject.org/download;/ )

Also we respect ¥our work and time and we are open for communication. In that case we are ready to discus
recovering your files and work. We can grant absolute privacy and compliance with agreements by our side.
Also we can provide all necessary evidence to confirm performance of our products and statements.

Feel free to contact us with quTox ( https://tox.chat/download. html )

our ToxID:
Alternative method is email: inbox@mail. 24.net

Mark your messages with your personal ID:

Figure 11. The ransom note for Cuba ransomware.
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| cpythen
J internal

! READ ME !lbet
abstract.h.cuba
asdl.h.cuba

ast.h.cuba
bitset.h.cuba
bltinmodule.h.cuba
boolobject.h.cuba
bytearrayobject.h.cuba
bytes_methods.h.cuba
bytesobject.h.cuba
cellobject.h.cuba
ceval.h.cuba
classochject.h.cuba
code.h.cuba
codecs.h.cuba
compile.h.cuba
complexobject.h.cuba
context.h.cuba
datetime.h.cuba
descrobject.h.cuba
dictobject.h.cuba
dtoa.h.cuba
dynamic_anneotaticns.h.cuba
enurnchject.h.cuba

errcode.h.cuba

Figure 12. Files encrypted by Cuba ransomware.

Fortinet Protections

Fortinet customers running the latest (AV) definitions are protected against known Cuba ransomware variants by

the following signatures:

e W32/Filecoder.OAE!tr.ransom
o W32/GenKryptik. EMOA!tr

o W32/Kryptik. HGXH!tr

e W32/Filecoder.OAE!tr.ransom
e W32/Injector.EQGY!tr

o JS/Agent.5646!tr

o W32/GenKryptik. FSCS!tr

Best practices include not paying a ransom
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Organizations such as CISA, NCSC, the FBI, and HHS caution ransomware victims against paying a ransom,

partly because payment does not guarantee files will be recovered. Ransom payments may also embolden
adversaries to target additional organizations, encourage other criminal actors to distribute ransomware, and/or

fund illicit activities that could potentially be illegal, according to a U.S. Department of Treasury's Office of

Foreign Assets Control (OFAC)_advisory. The FBI has a Ransomware Complaint page, where victims can submit

samples of ransomware activity via the Internet Crimes Complaint Center (IC3).

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization and the FortiGuard

Security Subscriptions and Services portfolio.

Source: https://www.fortinet.com/blog/threat-research/ransomware-roundup-gwisin-kriptor-cuba-and-more
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