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Recently in Japan, there has been an increase in Smishing attacks that uses a strange font. This got me wondering

what was behind the strange font link, and lead me to write this post.
I named this the “StrangeFont” campaign.
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I came across a Smishing message,

BREHAINEDR/RETEITFLIFY) £ L1z, ZH5ICTIMRR 12 U 8t9z[.Juyhic[.Jcom?xx
Which translates to,

As the customer was absent, the package was brought back. Please confirm here 8t9z[.]Juyhic[.]Jcom?xx
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Thus, I decided to conduct an analysis of this Smishing attack.
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Analysing the SMS message

When I saw the link 8t9z[.]uyAicl.]Jcom?xx, I noticed that the font was strange. So I went to BabelStone’s Unicode
analysis site to check the unicode characters.
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What Unicode character is this ?

Input: | 8192 uyhic com || Identify ]| Clear |

Codde points Ed Annotations

U+0038 : DIGIT EIGHT

U+0074 : LATIN SHMALL LETTER T

U+0039 : DIGIT NINE

U+007A : LATIN SMALL LETTER Z

U+002E : FULL STOF {period, dot, decimal point}
U+lDE6A : MATHEMATICAL SANS-SERIF BOLD ITALIC SMALL U
U+0079 : LATIN SMALL LETTER ¥

U+1DESD : HATHEMATICAL SANS-SERIF BOLD ITALIC SMALL H
U+1D5C2 : MATHEMATICAL SANS-SERIF SMALL I

U+1D5BC : HATHEMATICAL SANS-SERIF SMALL C

U+002ZE : FULL STOP {period, dot, decimal point}
U+0063 : LATIN SMALL LETTER C

U+006F : LATIN SMALL LETTER ©

U+00E6D : LATIN SMALL LETTER M
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It was a mix of various fonts. The default characters are the LATIN SMALL LETTER. The anomalous characters
are the MATHEMATICAL SANS-SERIF BOLD ITALIC SMALL and MATHEMATICAL SANS-SERIF SMALL.

Get Lena’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
I converted the uyhic part to hex using CyberChef,
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To Hex il

Shace @

Cuitput

@ 5d 99 aa 79 18 9d 55 54 2 9d 97 B2 18 9d 96 be
The hex value for each of the characters are as follows, only ‘y’ corresponded to an ASCII hex value.

u: 6 9d 99 aa
y: 79

h: 0 9d 99 9d
: f0 9d 97 82
: 0 9d 96 bc

o -

Here are some other variations of the Smishing text,
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Experimenting with User-Agents

Trying to access the link on my Debian Chrome browser showed page can’t be found.

Press enter or click to view image in full size

B

This 8t9z.uyhic.com page can‘t be found

55 WIS yhle.com

The packet capture shows my User-Agent as,

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0
Safari/537.36

The HTTP response to the GET request was 404 Not Found.

Press enter or click to view image in full size

fosC: Br9Z.uyhic.cos
jConnection: kKeep-alive
[Upgrade - Insecure-Reques

sar-Agent: Mozillass.e (X11; Linux x86_64) AppleWebKits537.36 (KHTML, like Gecko) Chromes109.6.8.8 Safari/s3v.3

jaccept: text/himl, applicat tml+xml, applicationsxml;q=6.9, image/avif, image/webp, imagefapng, */* ;q=8.8, applicat ion/signed - exchange ;v=h3;q=8

laccept -Encoding: gzip,
piccept -Language: en-US, en;g=

HTTF/1.1 484 Not Foun
jeantent -Length: 21
fConnection: clos
[Content-Encoding: gEi
ary: Accept-Encoding
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I went to “Inspect” > “More tools” > “Network conditions”. From there, I can specify the User-Agent.
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The html code for 8t9z[.]uy hic[.]com?xx looks like the following,

<html>

<head>
<title></title>

</head>

<body>

<div>

<script>
var arr = "61553,61564,61557,61538,61540,61496,61490,49323,49341,49397,49402,49366,49331,419

var b = arr[arr.length-1];

for(var i=0;i<arr.length-1;i++) {
arr[i] =arr[i]"b;

}

arr.pop();
eval(String.fromCharCode(...arr));
</script>
</div>
</body>
</html>

Given that this Smishing link was sent to a mobile device, I assumed that I will need to change the User-Agent to

a mobile device one, like iPhone or Android.

Android User-Agent

I chose Chrome — Android Mobile which has a User-Agent of
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Mozilla/5.0 (Linux; Android 6.0; Nexus 5 Build/MRAS58N) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/109.0.0.0 Mobile Safari/537.36

Reloading the link showed the following message,
t¥al) 7B LDt &H/N—2 3 > DChrome(Z 7y 77— b LT &L,
Which translates to,

For better security, please update to the latest version of Chrome.

Press enter or click to view image in full size

Clicking OK will download a file called chrome.apk.

Press enter or click to view image in full size

Android User-Agent analysis
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I applied the filters http || dns to the packet capture, which shows the HTTP GET request and response, DNS
request and response.

Press enter or click to view image in full size

Protocol Information

HTTP GET / HTTP/1.1

HTTP HTTP/1.1 200 OK (text/html)

DNS Standard query 9x9978 A 8t9z.uyhic.com

DNS Standard query response ©x9978 A 8t9z.uyhic.com A 103.80.134.41
HTTP GET /chrome.apk HTTP/1.1

HTTP HTTP/1.1 200 OK (application/vnd.android.package-archive)

A DNS request to 8t9z[. Juyhic[.]com is made, and an IP of 103[.]80.134.41 is returned. This is flagged as
malicious by multiple vendors on VirusTotal.

Press enter or click to view image in full size
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Over 200 domains that are associated with this IP can be seen, where one of them is 8t9z[. Juyhic[.]com.

Press enter or click to view image in full size
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The HTTP response was 200 OK when I accessed the link using an Android Mobile User-Agent.
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ET / HTTP/1.]
fost: Bt9z.uyhic.cos
jconnection: keep
ache-Control:
pyrade - INSecure-REqUEsEs?
ser-Agent: Mozillas/S.8 (Linux; Android 6.9; Mexus 5 Bulld/MRASEN) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/189.8.8.0 Moblle Safari/537.345
jaccept: text/himl, applicationsxhiml+xml, applicationsxoml;g=9.9, image/avif, image/webp, image/apng, */* ;q=8. 8, applicaticon/signed-exchang 3;0°9.
jaccept -Encoding: grip, deflate
Piccept -Language:

HTTP/1.1 288 O
[Content -Type: text/himl; charset=utf-
[Content-Length: 44
[Connection: clos
jcache-Control: no-stor
[Content -Encoding: gzl
[Wary: Accept-Encodin

A GET request for chrome.apk can be seen with a HTTP response of 200 OK, where the content type is a

application/vnd.android.package-archive.

Press enter or click to view image in full size

Connection: Keep-alive
pgrade - Insecure - Requesis:
ser-Agent: Mozillass.o (Li Android 8.07 Nexus 5 Build/MRASEM) ApplewebKiE/S3T.38 [KHTHL, like ko) Chrome/100.0.0.0 Mobile S5
accept: text/html, applicat whtml+xml, application/xm .9, image/avif, image/webp, image/apng, ;u=0.8, applicat ion/signed- exchange ;
Referer: htep://audz. uyhic. con/|
Jrccept -Encading

coepk -Language: en-US, en;g=9.

HTTP/1.1 286 Ol
Content -Type: application’vnd.androdd, package-archiv
Transfer-Encading:

Connection: cl
ontent -Encoding: (i
wary: Accept-Encodin

Multiple vendors on VirusTotal have flagged chrome.apk as malicious, namely an Android Trojan.

Press enter or click to view image in full size
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I used JoeSandbox to analyse the malware, and various malicious behaviours could be seen, such as Has

permission to send SMS in the background, Has permission to perform phone calls in the background, Has

permission to read contacts, etc.

Press enter or click to view image in full size
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This chrome.apk makes various permission requests like android.permission.SEND_SMS,

android.permission.CALL_PHONE, android.permission.READ_CONTACTS.

Press enter or click to view image in full size
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iPhone User-Agent
I chose “Chrome — iPhone” which has a User-Agent of

Mozilla/5.0 (iPhone; CPU iPhone OS 13_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like
Gecko) Cri0S/109.0.0.0 Mobile/15E148 Safari/604.1.

Visiting the link showed the following message,

APP Store 7 A7 > MIREEREHHHNT, BEOS1 L TLIEEWL,

Which translates to,

There’s a security problem on the APP Store account, please login again.

Press enter or click to view image in full size
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After pressing OK , a fake Apple Login page with the URL twnispwfis[.]duckdns.org is loaded.

Press enter or click to view image in full size
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On the fake login page, you can input an email and a password, so I inputted a fake email and a password. It

loaded for a few seconds after entering the credentials but did not return an incorrect login response.

Press enter or click to view image in full size
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The redirect URL, namely the subdomain of duckdns/.]org changes dynamically. A few hours prior,
8t9z[.]uyhicl.]com lead to tmsbqrgbgs.duckdns].]org.

Press enter or click to view image in full size
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A few hours later, it lead to wydxfaucvt.duckdns].]org.

Press enter or click to view image in full size
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iPhone User-Agent analysis

I applied the filters http || dns, which shows the HTTP GET request and response, DNS request and response. It
makes a DNS request to 8t9z[. Juyhic[.]com, similar to the Android User-Agent.

Press enter or click to view image in full size

Protocol Information

DNS Standard query 8xbbba A B8t9z.uyhic.com

DNS Standard query response Oxbb®a A 8t9z.uyhic.com A 183.80.134.41
HTTP GET / HTTP/1.1

HTTP HTTP/1.1 200 OK (text/html)

DNS Standard query 8x28cb A twnispwfis.duckdns.org

DNS Standard query response 0x28cb A twnispwfis.duckdns.org A 91.204.227.86
HTTP GET / HTTP/1.1

DNS Standard query 8xe9c7? A www.google.com

HTTP HTTP/1.1 302 Found

The HTTP response was 200 OK when I accessed the link using an iPhone Mobile User-Agent.

Press enter or click to view image in full size

Host: 8t82.uyhic. cos
onnection: kedp-aliv
Cache-Contral: max-ages
pgrade-Insecure -Requests:
ser-fgent: Morillass.@ (iPhone; CPU iPhone 05 13 2 like Mac 05 X) ApplewWeb®Xit/085.1.15 (KNTHL, like Gecko) Crios/189.8.6.8 Mobile/15£148 Safari/684.1
sccept: text/himl, applicationsxhiml+xml, application/xal;q=8.9, image avif, image/webp, imagesnpng, */* ;q=0.8, application/signed-exchange ;v=b3;g=8.

e cept -Encod, jzip, de e

[coept -Language: en-US, en

HTTF/1.1 208
ontent -Type: text/himl; charset=utf -

Content -Length: 485
Connection: clos
Cache-Control: no-stor
Content -Encoding: gzi
ary: Accept-Encodin

Next, a DNS request to twnispwfis[.]duckdns.org is made, and there’s a response 91/[.]204[.]227[.]86. This IP is

flagged as malicious by multiple vendors on VirusTotal.

Press enter or click to view image in full size
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At the time of my investigation, over 200 passive DNS replications could be seen for this IP, which follows the

pattern *.duckdns.org.

Press enter or click to view image in full size
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A GET request to twnispwfis[.]duckdns.org can be seen, with a HTTP response of 302 Found. The server uses
Kestrel, with a X-Rate-Limit-Limit of 24h, X-Rate-Limit-Remaining of 12.

Press enter or click to view image in full size
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ET / HTTP/1.1
Hait
jconnection: keep-alive
Juagrad
user-Agent: Morilla/S.6 (iPhone; CPU iPhene 05 13 2 like Mac 05 X) AppleWeb®it/665.1.15 (KHTML, like Gecko) Cri0S/169.6.0.0 Mobiler1SE148 Safari/snd .1l
Jaccept: text/himl, application/xhtalsxml, application/onl;q=6.9, inage/avif, imnge/webp, inage/apng, */*;q=8. 8, application/signed -exchange; w=b3:g=0.

jrefarer: hrtp:/SfACO2. myhic. cos|
liccept -Encoding: gzip, deflat
Jiccept -Language : en-US, en;q=8.

Press enter or click to view image in full size

TTPS1.1 3682 Foun

antent - Length:
annection: clos

Press enter or click to view image in full size
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When I inputted the fake email and a password, a GET request with the password bbbb in plaintext could be seen.
/api/SampleData/Login/aaaa%40fakemail.com/bbbb

Press enter or click to view image in full size

ET /api/Samplebata/Login/aaaa%46fakemail.com/bbbb HTTP/1.1

Host: twnispwfis.duckdns.org

annection: keep-aliwve|

Accept: application/json, textsplain, */°

User-Agent: Mozilla/5.8 (iPhone; CPU iPhone 05 13 2 like Mac 05 X) AppleWebKit/6685.1.15 (KHTML, like Gecko) Cri05/
1689.8.0.8 Mobile/15E148 Safari/6ed.1

Referer: http:/Stwnispwfis. duckdns. orgs/en/main

Accept-Enceding: gzip, deflat

AcCept-Language: en-US, en; §=0.9

Press enter or click to view image in full size
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If valid iCloud credentials are inputted, the iCloud account will be hijacked.
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Domain analysis

I analysed the WHOIS information for uyhic[.]com, which shows that this domain was created on 2022-12-21,
and the registrar is GoDaddy.com, LLC

$ whois uyhic.com

Domain Name: uyhic.com

Registry Domain ID: 2746350565_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2022-12-22T01:23:497

Creation Date: 2022-12-21723:41:321

Registrar Registration Expiration Date: 2023-12-21T723:41:327
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrant Name: Registration Private
Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com
Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

VirusTotal also shows the subdomains for uyhic[. Jcom.

Press enter or click to view image in full size
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Also, inputting the mixed font uyhic[.Jcom on WHOIS will return an invalid query.

$ whois wyhic.com
% IANA WHOIS server
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for more information on IANA, visit http://www.iana.org

[
%
[
%
[
%

Error: Invalid query wyhic.com

The WHOIS information for duckdns|[.]Jorg shows that the creation date is rather old, 2013-04-12, and the
registrar is Gandi SAS.

$ whois duckdns.org

Domain Name: duckdns.org

Registry Domain ID: a108d0094d304d7ba51b8d4648318aa4-LROR
Registrar WHOIS Server: http://whois.gandi.net

Registrar URL: http://www.gandi.net

Updated Date: 2023-01-15T18:06:54Z

Creation Date: 2013-04-12719:58:56Z

Registry Expiry Date: 2029-04-12719:58:56Z

Registrar: Gandi SAS

Registrar IANA ID: 81

Registrant Country: GB

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY

Duck DNS

The duckdns][.]org itself is not malicious, as it is a “free dynamic DNS hosted on Amazon VPC”.

Press enter or click to view image in full size

a F_\ Guest
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Duck DNS

Duck DNS spec about why

free dynamic DNS hosted on AWS

s @ - legal request
support us: become a Patreon

Donate ([ELE) t6gHmaNTIoFSZavMiSOYBFsUIkNehdicls | @ poh'.@.on m

Terms of Use
Privacy Statemant
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According to MalwareBytes,

The domain duckdns.org hosts a free service which will point a DNS (sub domains of duckdns.org) to

an IP of your choice. Unfortunately this service is often abused by phishers.

As this is a free service that provides dynamic DNS, it is commonly abused for malicious purposes. A lot of

subdomains of duckdns|.]org are malicious, and is frequently used for fake login pages.

For the IP address 91[.]204[.]227[.]186, multiple new subdomains of duckdns|.]org are resolved each day by

VirusTotal.

Press enter or click to view image in full size
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The following shows some variations of the Duck DNS abuse Smishing texts,

Press enter or click to view image in full size
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Whenever you come across a link that looks something like *.duckdns[.]org, be careful!
Conclusion

According to the investigation, the strange font link (8t9z[.]uyhicl.]com?xx in this case) first checks for the User-
Agent, and redirects the victim to a phishing site that matches their User-Agent. Also, the strange font link only
loads if the victim’s IP is in Japan.

e Android User-Agent: Redirects the user to a site that downloads an Android Malware called chrome.apk
o iPhone User-Agent: Redirects the user to a fake Apple login site that steals iCloud login credentials. The

fake login page is a subdomain of duckdns[.]org, and the redirected subdomain of duckdns|.]Jorg changes

dynamically.
Please let me know if you come across interesting Smishing, and phishing examples.

Thank you for reading!

Source: https://systemweakness.com/a-strange-font-smishing-that-changes-behaviour-based-on-user-agent-and-abuses-duck-dns-1c1a45863ff7
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