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How to defeat the Russian Dukes: A step-by-step analysis of MiniDuke
used by APT29/Cozy Bear - CYBER GEEKS

Published: 2021-09-29 - Archived: 2026-04-05 22:29:44 UTC
Summary

APT29/Cozy Bear is a Russian actor that has been associated with Russia’s Foreign Intelligence Service (SVR). The US
government has blamed this actor for the SolarWinds supply chain compromise operation, as described at
https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA SVR TARGETS US ALLIES UO013234021.PDF/CSA SVR TARGETS US ALL

MiniDuke is a backdoor written in pure assembly that was previously documented by ESET at

https://securelist.com/miniduke-is-back-nemesis-gemina-and-the-botgen-studio/64107/, however, this sample is the most
recent one (June 2019) that we’re aware of and hasn’t been documented before. This malware is pretty obfuscated (control-
flow flattening) and implements multiple methods of data exfiltration, such as using POST and PUT HTTP methods in the
case of sending data to the C2 server or using a named pipe in the case of no Internet connectivity. The backdoor implements

37 different functions that can be visualized below (some of these are similar/identical and were skipped):

retrieve the current process ID, the path of

the executable, the hostname, the

username, and the default locale
read the content of a file specified by the
C2 server and compute the MD5 hash of it

resume a suspended thread and copy data

from a pipe
close open handles

create a directory
exfiltrate the C2 domain name and port
number
delete a directory
create and populate a new file
change the current directory for the process
| | write specific bytes into memory depending
on the C2 server response
set the current directory for the process to
the %TEMP% folder

listen on port 8080 and record all
connections that are established on this port

retrieve the valid drives on the system and H H
s MiniDuke

create a named pipe and wait for
connections
retrieve the computer Uptime and encrypt \
the value
extract timestamps for a file mentioned by
the C2 server
retrieve the path of an executable that
corresponds to a particular process ID
move a file to a new file
kill a process
copy a file to a new file
create a new process
delete a file
calculate the MD5 hash of the empty string
retrieve the current directory for the
process
create a new process in the security

context of the credentials received from
the C2 server

Analyst: @GeeksCyber
Technical analysis
SHA256: 6057b19975818ff4487ee62d5341834c53ab80a507949a52422ab37c7c46b7al

The malware uses the SetUnhandledExceptionFilter function in order to set the exception filter function to a particular

function:

- SeTUnhandledexceptionFilzers|

! .
1 off —
» | Default stdcal) >[5 12100 unod
1 [esp] 00423060 apt23.00423060
pEz9, Tter 2; lesprd] 7408CE70 mVCrT, 74080870
3 [soe] seaions
3: [espic] FFFFFFFE

- TEXTI0D423C3C apT23. exe:§23CIC #2303C AR
e . l@ms o ame - lema o0 wms - LML e 3= EBEETEEE 00423060 | 2pT29.00423060

Figure 1
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The process retrieves the content of the STARTUPINFO structure by calling the GetStartupInfoA routine, as shown below:

ol oossenes| 5o ush eax T e =
E— £9/F5 € FEFE 1E81T Saptas. Gerstartupnfons 1 =

i i > = [s 10 unea
<aptrs. i
- TexT:0D416EEG aPT29. exe: S16EEG #1SCEG

Figure 2

A new thread is created by the malicious file using the CreateThread API:

€7 44 24 14 00 00 00 00 [mov dword ptr
C7 44 24 10 00 00 00 00 [mov dword ptr
C7 43 24 0C 00 00 00 00 [mov dword ptr
=4
7
c

x87Statusword 0000

xs7Sw_8 O

e 7SW.C3 0 xs7SWCZ O
X87SW.CL O

3324 06 00 36 40 00 |mov dword ptr XSTHCO O AETSHES O
332304 00 30 00 00 |mov dword ptr XSTSH_SF O X67SWP O x87SWU O
7 04 33 00 00 00 00 moy_dword_ptr |alie o lals
[E— E8 7A 47 02 00 cal <apt29.C vi= =
e 5 Dlefault(shim‘ﬂ ~|[5_[2] 0] urlock

* [esp] 00000000
—— - : [esp+a] 00000000

[esp+8] 00403600 apt29.00403600
p+C]_00000000

-TeXT:00403009 apt29. exe: §3009 #2409

whouel  @oump2  @houmps  Woump4  Woumps @ watchi  kellows 2 struc
Address | Hex ASCIT [
0084FECE [Wa: 00 00 00[AE 24 &7 02[00 DR &7 02108 17 &7 02| on-
0084FEDS| 00 00 00 00|00 0000 09|00 06 06 09|06 00 00 08

Figure 3

2pt23.00403600

Thread activity — sub_4036D0

As mentioned by ESET at https:/www.welivesecurity.com/wp-
content/uploads/2019/10/ESET Operation Ghost Dukes.pdf, the backdoor has added a lot of obfuscation that consists of

control-flow flattening (every function is split in a switch/case, and a lot of computation that is useless for the main
execution flow is added):

p— !

Figure 4

Figure 5 presents an example of an instruction that jumps to a place where a lot of useless computation occurs. We’ve added

NOP operations in place of the jump and patched the binary:

Ltext:@e4a8527F
Jtext:0048527F loc_4@527F:

Ltext:8048527F mov eax, [ebp+var (]
Jtext: 88485282 cmp eax, [ebp+var_58]
.text:@e4@85285 j1l loc_4@36F2

Figure 5

The binary forces the system not to display the Windows Error Reporting dialog (0x2 =
SEM_NOGPFAULTERRORBOX):

. %0 o z XU/IM6 § (EMPTY)  XS/IW/ 4 (ETPTY)
HE %0 nop
5 = e xa7statusword 0000
H %0 nop XG7W_B O XS7TSH.CI O xsTSWCZ ©
H %0 nop XBTSWCL 0 XS7TSWCO O xSTSWES ©
. %0 nop XBTSWLSF 0 XS7TSWP 0 X87SWU O
. &7 03 24 02 00 00 00 oy dword ptr et —
E8 09 83 00 00 €aln <apt29.se ~ =
He e g 5 |pefaut (stocal) ~ |5 0] urlodt
1: [ese] 00000002
«“apt2s. 2: [esp+4] 00000000
S0 e3hea] 00000000
i [esprc] 00000000
.text: 00405292 apt29.exe:$5202 #4632
W TR A e A R NI e B JEEEREETH 00000002 |
Figure 6

The kernel32.dll, advapi32.dll and winninet.dll DLLs are loaded into the address space using the LoadLibraryA routine:

€7 04 24 AC F7 43 00 moy_dword ptr espll, apt29. 43F7AC
E8 A0 08 01 00 €all <apt29. L braryas,

~ |[5_12]0 urlock

<aptzs.LoadLibrarya>

-Text:002052a8 apt2s.exe: §5248 #4648

TP e Fe e B P S Rt BT i -

Figure 7

The functions that will be used during the execution are located using a hashing mechanism. Basically, for each function

name from a DLL, the malware computes a 4-byte value that is compared with a hard-coded one:

52 push ek x87SW.SF 0 xa7SWP 0 xeTSNU O
<o push cax it B
£8 13 €5 00 00 EalT apcas. s17occ v
( - 31 [oeest e |5 Bl v
1: [esp] 76A60000 kernel3Zz.76A60000
apt29. 00417DCC 2: [esp+4] 5D757486
3: [esp+8] 77018A55 ntd11.77018A55
4: [esp+C) 049C9820
L TexEI00403584 apt29. exe: $3584 #8984 — - =
7 760000 | Kerne132, 76AG0000
Wourp1  @oump2  @Woumps  Woumps  @Woumps @ wathi  bellecals | ) stuct Fmﬂ,,(,,,,c 5757486
Figure 8

The following APIs belong to the targeted list: GetProcAddress, GetLongPathNameA, GetLastError,
CreateProcessWithLogonW, CryptAcquireContextW, CryptGenRandom, InternetOpenA, InternetConnectA,
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InternetSetOptionA, HttpOpenRequestA, HttpSendRequestA, HttpQueryInfoA, InternetReadFile, InternetCloseHandle,
HttpAddRequestHeadersA. The hashing function is displayed below:

— L 2 ]
Ltext:ead24506
.text:884245D08 loc_4245DB:
.text:884245D8 and esi, @FFFFFFaeh
.text:904245E1 mov edx, esi
Ltext:884245E3 mov eax, [ebpt+arg_@]
Ltext:884245E6 mov al, [eax]
.text:®@4245E8 movsx  eax, al
.text:904245EB mov esi, edx
.text:884245ED or esi, eax
.text:804245EF ror esi, 7
.text:804245F2 xor edi, esi
.text:@84245F4 inc [ebpt+arg_@]
Ltext:884245F7 mov eax, [ebpt+arg_@]
Ltext:884245FA mov al, [eax]
.text:8e4245FC test al, al
.text:@@4245FE jnz short loc_4245DB
et

Figure 9

The CryptAcquireContextW API is utilized to get a handle to a key container within a CSP (cryptographic service provider).
The function call is presented in figure 10 (0x1 = PROV_RSA_FULL, 0xF0000040 = CRYPT_VERIFYCONTEXT |
CRYPT_SILENT):

xs7Statusword 0000
XS7SW_B O XS7TSW.C3 O XS7TSW.CZ O
<p-al];0 XS7SW.C1 O XB7SWCO O XS7SWES O
XSTSW.SF D XSTSWP O XS7TSNU 0

€7 44 24 10 40 00 00 FO  [mov dwoid
C7 43 23 0C 01 00 00 00 [mov dword
C7 43 24 08 00 00 00 00 [mov dword
€7 44 24 04 00 00 00 00 [mov dword p:all,0
€7 04 24 88 CO 43 00 moy_dword espll, 25t29. 43088

51, F5000540
7.1

FF 0O call_eax T v
- il 5 | Defaut (stdcal) =
T: [esp] DO43C088 apt2s.0043C088
yotacal (73860380) : [espra] 00000000

2
3: [esp+s] 00000000
4: [esp+C] 00000002
-TEXT:004053AE apT29. exe:§S3AE £47AE -

Woup: | Wouwp? | Whowps | o  Womps | @wewni | belloak | P st ITEEY 0070058 [pes. 00ascoss
e | ascrs i [ | B43¢3a15 | 00600000
. 3514| 50000001
043250 (A8 fasr Talea Coga T e 2 03[R0 35 40 0| | EegEAC 6. - 2ee | |7 153333131 285060%5

Figure 10

AllocateAndInitializeSid is used to allocate and initialize a SID with one subauthority:

50 st FEas x87Tagword FEFE
@ o uahfy enpty)  xs7TW.L 3 (Empry)
Ry push X87TW2 3 (Empty)  X87TTW.3 3 (Empty)
& 0o push 0 x67 EMTY)  x87TWSS 3 (EmpTy)
EAvan et X87TW_6 3 (EmPTY) X87TTW_7 3 (EmPTY)
& 00 push 0
& 00 push 0 xs7Statusword 0000
A 00 push o XSTSW.B O X67SWC3 O xS7SWCZ O
6 01 push 1 XBTSHCL 0 XB7SN.CO 0 X87SWES O
@ 4 e Vea eax, dnord ptr op-121 XSTSW_SF O XSTSWF O x87SWU O
<o push” eax —
E— £8 29 25 00 00 €al sapt29. Al locateandInitial izesics! VE
s 5> |DefoultGstacal) ~ |[5 2] 0] urlock
<apizs.Al =rs
- Text:0D413632 apt2. exe: $13632 #12A32

Woump1  gyoump2  @yoump3s  @youmps  GYpumps @ watchi  ellocals ) Struct
Address [ nex Ascix
045C558E [00) 00 00 00[00 0L 00 00]00 00 00 00100 00 00
043C38CE | 00 00 00 99(9C 04 A7 GA|40 00 00 00|00 00 00
045C38DE | 00 00 00 00|00 00 00 00|00 OO B8 98

4 7 99(5C 04 AA 6445 88 FE

>

2
A
E
8
2
&
2
8

049C9BFE|FF FF 80 FF[90 04 D5 53|40 0D 88 CO|43 00 00
049990E 00 00 00 00[00 00 01 00|00 00 40 00(00 FO 00
045C991E | 00 00 00 00[00 00 00 00|00 0O 0O 00|00 00 00

00000000
043€3870| 043C 9888

Figure 11

The file creates a new ACL using the SetEntriesInAclA routine (0x2 = SET_ACCESS):

50 push eax Xu/sTatuswora uouu

64 00 ush o X875W_8 O xB7SWC3 O x87SW2 O
8 45 c4 Tea eax,dword pr. X87SW.C1 0 XSTSWLCO O XS7SWES O
s0 push eak XS7SW_SE 0 XSTSW.P O XSTSW_U
64 0: push 1 & =

E8 03 26 00 0O €&l <apt29. SetentriesInACTA> V= —

~ |[5 1] ] unlocks

&sp] 00000001
asp+4] 0439894
esp+8] 00000000

+c1_o43c9mB4
-TEeXT:00413690 apT29. exe:§13690 #12490

W@Woump1  Pyoump2  Youmpz  Poump4  Phpumps @D watch1  bellocas P stuct
Address [ Hex [Ascrz
0455893 (8 00 10 €O[0Z 00 00 00700 00 00 00100 00 00 0OIH- - Aw-rrovrrer s ]

Figure 12

A new security descriptor is initialized by the malicious process (0x1 = SECURITY_DESCRIPTOR_REVISION):

0 Xa7SWU 0

¥[8 1] ] unock

ax
<apt29. InitializesecurityDescriptors:

>
57
2: [esp+4] 00000001
3: [esp+s] 00000000
41 [espic] 049C9884
-Text:0041368E apt29. exe: SI36BE #12ABE . -
" = . . = ® = 2 0287 48
“Woum1  4oump2  Whoump3  @Moump4  WSDumps @ wath1  xellocas P stuct 5350 386 00000D:

Figure 13

The malware sets information in a DACL (discretionary access control list) using the SetSecurityDescriptorDacl API:

*| 00413609 64 00 push 0 X67SWB 0 XSTSW.C3 0 XSTSWCZ O
00413608 52 push edx X87SW.CL 0 X8TSWCO © XB7SWES O
004136DC 64 01 XETSW_SF 0 XSTSW_F xe7sWu 0
e|lo0s13ee 50 push eax -
E8 10 1D FF FF €l <apt?9. SetsecurityDescriptorbacts v[E
| < i o Bt 5 | Defaut (stdcal)
esp] 02874870
b2, tybeseriptornacl esp+4] 00000001
esprs] 02877245

43 [espec]_00000000

-TEXT:004136DF apt29.exe:$1360F #12ADF

Wourp i Whoump2  @HDump3  Whoump4  @Houmps @ warchi  Iellosk P struct e
TR s I 033c3670 | 02877248
52577248 [03 06 AC 00|01 00 00 00]D0_00 13 00100 00 10 €O SR 0490070 31305030
52877358 01 oL 00 00|00 00 00 OL|0b O D0 0D |AB AB AB AB : S

Figure 14

b

The following relevant strings are written into memory and will be used later on:
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Address | Hex ASCIT |
049C9B17 |S€| 5C 5C 70|69 70 65 5C[44 65 66 50(69 70 65 00|N%'\pipe\DefPipe. |
|

Hex ASCIT

O49CA1FF B8l 2D 2D 2D (2D 2D 2D 2D|2D 2D 2D 2D|2D 2D 4A 69(Q---—-—-—--———
O49CAZ0F | 4D 39 74 38(67F 37 6A 3B|4B 6F 4A 6B|4C 4A 6C 4B M9t8g7JSKDJkLJ1K
049CAZ1F |71 6B 61 38|64 62 6F 37|71 35 7A 34|76 35 75 33|gkasdbo7qg5z4vsu3
049CAZ2F | GE 24 7A 00(00 00 00 00|00 OO0 OO0 00|00 O0 00 00| O04Z.veeennnnnnns

Figure 15

CryptGenRandom is utilized to generate 16 random bytes. The first 15 bytes are encoded using the Base64 algorithm:

X87SW.CL O XE7SWCO O XS7TSWES O
XSTSW.SF D XSTSW.P 0 X37SNU 0

Defait(etca) ][5 [2](Juna
=

89 54 24 08 mov dword per
€7 44 24 04 10 00 00 00 |mov dword pEr
89 04 24

esp+af, edx
esprall, 10
ov_dword ptr 5

ecxicr v

FF DL

(73a61290)

Shidd Fifrree
-Text:00424A88 apt2s. exe:$24AB8 #23E88

Woump 1  @pump2  oump3  EMDump4  WHDumps @ wath1  ellocis Y stuct 0450 92 2¢ | 00000020
address | Her | asrTT I . R

fiex Ascix
035C9753( 27 20 CE CA[3Z G606 Z8[GA OF T 4A30 42 32 AC| "-IEaf +3,A1082

asciz
De5c5733 A 7933 T 79 64 T 60 [ ELTLE1[ 7T 65 76 75| 30y EIEIORER
0355733/ 4D. 43 43 75| 00 42 04 7|8 FL T FFIFF SR 70 AS|NEIY:0. DRI e

Figure 16

The binary writes the file signature of JPEG in the JFIF format into the memory. These bytes will be used in data

exfiltration, as we’ll describe in the following paragraphs:

Address IASCII |
043CABFF FF D& FF ED|0D 10 4A 46|49 46 00 01|01 O1 OO0 48| y@ya..JFIF..... H

Figure 17

The process creates the “Software\Microsoft\ApplicationManager” registry key using the RegCreateKeyA API (0x80000001
=HKEY_CURRENT_USER):

89 44 24 08 mov dword per prof, ea XETSHCL O XETSW.CO O XSTSNES O
&7 333503 o e 43 00 [mov dword per o= fespiajapias. 42e0rs word | xe7SW_SF 0 x87SWLP O xe7SW.U 0
7 04 34 01 00 00 80 mov_dword ptr 3. s45000
> €8 31 7A 00 00 all <aptzs.k v ] 2
5 | Default (tacal) ~ |5 =] 0] unlock
3= ] 80000001
“apt2s. eatekeyax [esp+a] 0043eDF8 "software\\Microsoft\\Applic
3: [esp+s] oascases
3i [espic] 0000014
.TEXE10D4ICESA apr29. exe: $1CS8A #1898A [
3 30000001
Whoump1  @oumpz  @houmps  Woumps  Whoumes  @wawhi  kellecas P stuct '045CSEEC| 0D43EDFS | "Sof tware\\W1CrosoTT\\AppTicationianager ™
Tandracs Thav Tasrrr T 1. 1049C9890| 049C 9888

Figure 18

A new value called “AppID” is created under the above registry key. This value is computed using the output of a

GetTickCount function call:

- T — . 11, e Aoiimie 3 vemeiys  Asrina > iEwwsys
| os1csE0 8 55 EC Tea sdx, dword ebp-143 SGATD B S G R
. 89 54 24 20 mov dword ptr pi10], cdx
ol oosicscs| a0 55 Tea cdx, dword : Hebp 100 xE7SLsTusRard (0000
ol o0sicscr| 83 54 24 oc oV dword ptr spcfean xe7SNC3 0 xeTSWEZ O
e[ o0s1cscs|  c7 44 24 08 00 00 00 00 [mov dword ptr YSTMNEL 0 XeTWED O XerWES ©
o|oosicsoal 744 24 04 it e2 43 00 | mov dvord per esu'ﬂvautd s3eE1E [word | XS7SW.SF 0 XSTSW.P O XSTSWU
e[ o0s1csos] 83 04 mov_dvord spl, e
€8 E5 08 01 00 e <aptzb Repdier vt actxas v
. e 51 |
cE 1
pT23. 2: [espra: omzmz "AppID"
3: [esore] ooooo
3 {20 cacsace

-TeXT:0D41CSDE apt29. exe: SICSDE #1890

3 00000180

Woumpt  @oump2  @houmps  Poump4  Woumps @ watchi  belloals ) stuct '059C956C | 0043EELE | "APPID”
0433890 00000000

Address | Hex ASCLL [ Ia 043C9894 | 043C98CO

00441438 [0 00 00 00]00 00 00 00[D4 FA FF FF[00 00 00 00| k... .- -BI77.. -

004414c81 90 00 00 00|2C48 23 9¢|C3 FA 049,00 043C989C | 043C95C4

oaocosac [AE #5#ERETo+ 50 05 5]54 05 55 50105 05 60

Figure 19

There are 2 more calls to the GetTickCount routine (it retrieves the number of milliseconds that elapsed since the system
was started):

B EB E9 E9 FD FF call <apt29.GE{Ti(k(uunt>
. 89 03 mov dword ptr d [ehx] eax eax: "y
. BA 45 F3 mov al,byte p\:r‘ ss:ffe
. 88 45 F7 mov byte ptr ss:[ebp 9] a'l
. BA 45 FE mov
. 88 45 F3 mowv
. 8A 45 F7 mov
. 85 45 F6 mov
. BA 45 F4 mov
. 88 45 F7 mov
. 8A 45 F5 mov
. 85 45 F4 mov
. BA 45 F7 ey 3
. 88 45 FS5 ov_byte ptr ss:ffebp-g],al
. E8 BE E9 FD FF :ﬂ'l <ap(29 Ge:T1ckcoun{>
Figure 20

One of the outputs from above is transformed and written into a buffer, along with the “AppID” value. This buffer will be

encrypted using a custom algorithm that also includes the XOR operator:

| 0041FFEC 8B 55 08 mov edx,dword ptr ss:|Jebp+a]]
. 8B 45 F4 mov eax,dword ptr :llebp-cll
. 80 1C 02 lea ebx,dword ptr Fdxfeax]
. 8B 55 08 mov edx,dword ptr ebp-+2]
. 8B 45 F4 mov eax,dword ptr :ifebp-cll
. 01 DO add eax, edx
EE— 8A 00 mov al,byte ptr ds:[eax]
. 25 FF 00 00 00 and eax,FF
. 8B 95 04 FF FF FF 80 edx,dword ptr ss:[Jebp-FCll
. 83 EC 0C ub esp,C
. 50 push eax
. 89 D1 mov_ecx, ed
. ES EB 01 00 00 call aptzs 420200
*l< >
al=1c
byte ptr [eax]=[0288031C)=5
.TeXt:0041FFFD apt29.exe:$1FFFD #1F3FD
Woump1  §Hoump2  @hoump3  @Woump4  GMoumps @) watchi  Ik-llocals 7 Struct 049C965C

Address | Hex ASCIT ]
0288031C [08 40 0B FO) 00 00 0O 00|00 00 00 00| .M.09GA ....
0288032C [00 0D 00 00|1E 00 00 00|00 00 00 00|00 00 00 00

Figure 21
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The encryption algorithm and the result of the above operation are highlighted in figure 22:

Ltext:@0420E16 add esp, 8
Ltext:80420E19 mov eax, [ebp+var_FC]
Ltext:80420ELF mov al, [eax+981h]
.text:88428E25 and eax, @FFh
Ltext:@0420E2A mov edx, [ebp+var_FC]
.text:80420E38 mov bl, [edxteax+381lh]
Ltext:80420E37 mov eax, [ebp+var_FC]
Jtext:88420E3D0 mov al, [eax+8A8Bh]
.text:88428E43 and eax, @FFh
Jtext:80420E48 mov edx, [ebp+var_FC]
Jtext:80420E4E mov al, [edwx+eax+881h]
Jtext:88420E55 lea edx, [ebx+eax]
Ltext:@@420E58 mov eax, [ebp+var_FC]
.text:88420E5E mov [eax+4dih], dl
Jtext:80420E64 mov eax, [ebp+var_FC]
Jtext:88420E6A mov al, [eax+4d8h]
.text:80420E78 and eax, @FFh
Ltext:88420E75 mov edx, [ebp+var_FC]
Ltext:80420E7B mov al, [edwx+eax+881h]
Jtext:88420E82 xor eax, [ebp+var_168]
Ltext:@0420E88 mov [ebp+var_29], al
.text:88420E56 mov al, [ebptvar_29]
Ltext:80420E8E mov ebx, [ebp+var_4]
Ltext:88420E91 leave

Ltext:8e428E92 retn 4

Ltext:@84208E92 sub_42828@ endp
Ltext:@8428E92

Hex | ASCIT
0288031C |OC A6 32 B4|B9 80 E9 6D |57 11 34 BB|BL 57 AB FB|.,9 '.emW.4 twao
02B8032C |86 E3 FC 11|00 AA B2 GB|93 28 00 00|00 00 00 00|.80..2%K.(aeee..

Figure 22

The backdoor initializes the use of the WinINet functions using the InternetOpenA API with a particular user agent:

xg7Statusword 0000
XS7SW_B O XS7SW.CEZ O XSTSW.CZ ©
X87SW.CL O X87SWCO O X7SWES O
X87 X87SW_U

€7 44 24 10 00 00 00 00 |mOV dword pEr
7 oc 00 00 00 00 |mov dword prr
C7 44 24 08 00 00 D0 00  |moV dword pTr
€7 44 24 04 00 00 00 00 |moV dword pTr
89 04 24 mov_dword ptr

E ] urlock
€5p] 0043C0A0 “Wozi11a/5.0 (Windons NT 6.1;
esprs] 00000000
5p+s] 00000000
esp+C]_00000000

5 | Defout tdcal)

b (71737500)

+TEXT:00413C8D apr29. exe: $13C8D #1308D

Woupl  Woump2  WHDwmp3  WDump4  WDumps @ Wath1  Delloas P Stuct R R I S R T

L 2F|35 2€ 30 20]28 57 6 6E [Moz11a/5.0 (Win
20|36 2 31 38|20 57 4F 57|dows NT 6.1; WOW
65 57 65 62|48 69 74 2F |6 z
28(48 48 54 0| 4€ 2€ 20 (ki
©5|6F 29 20 4365 72 6F 6D

0043COFO| 65 2F 34 37|2E 30 2E 32|35 32 36 2E|31 31 31
0043C100/53 61 66 61|72 69 2F 35|33 37 2E 33|36 00 00

Figure 23

The proxy is set to 10.1.1.1:8080 using the InternetSetOptionA function (0x26 = INTERNET_OPTION_PROXY):

€7 44 24 0C 0 00 00 00 0C:i | x87Statusword 0000
55 D8 X875_ 57SWC3 0 x67SWCZ O
89 54 24 08 X87SHC1 0 X87SWCD O x87SWES O
7 a3 23 04 26 00 00 00 26:'a’ | XB7SW.EF O XE7SHP O XETSWU O
89 04 24 ssmie o uaze
FE D1 calt ecx X
B S i > o . MEEET
ecx=awininet.Int [FUT=D) 2: feapra] 00000026
3i [esprs] oscaras
i [espiC]_0000000C
-Text:0041300E apr2s. exe: S1300E #13108 i -
5 5oEC000:
Woump1  @yoump2  @Yoump3  WYoumps  WWpumps @B watchi  Iellocals P Stuct oty e G
Address | Hex [asciz T Ta|oscsig|oaxse
‘Doxsns\oz 00 00 00]24 C2 43 0040 97 SC Q4[1E 00 00 00| h...SAC.@ . r..r | | e

Figure 24

The connect time-out value for connection requests is set to 11 seconds (0x2 =
INTERNET_OPTION_CONNECT_TIMEOUT):

. €7 43 24 0C 04 00 00 00 xsstatuswora vy
. 55 XE7SW_B O x87SWC3 O xB7TSW.C2Z O
. 59 54 2 XE7SWC1 0 X87SWCO O XB7SWES 0O
. €7 43 24 04 02 00 00 00 XE7SW_SF 0 X87SWP 0 X87TSW.U 0
. 59 04 e
FE DL ecx:Tr v =
Hp . it = D,efau\((smm\n ~ |[5_=] ] unlock
(71724€70) 2: [esp+4] 00000002
3: [esprs] 04sco73C
33 [espic]_0000000%
-Text:0041305E apt29. exe: S130SE #1315E .

> 56eCo0D:

UWoump 1 Woump2  oump3  W4oump4  WHoumps @ wathi  bellocals 7 struct 045C556¢ | 6069000

Address | T T [ |035cs570 | oascorsc
!

ex AscIr
045C973C [F8 2A 00 00]3C 6C GF 6361 6C 38 00]03 00 00 00|@"..<local>. ... I

Figure 25

The receive time-out value for connection requests is set to 11 seconds (0x6 =
INTERNET_OPTION_RECEIVE_TIMEOUT):

e[ 00413D86| €7 44 24 OC 04 00 00 00 |moV dwod ptr xa7statusword 0000
oloosiiee| w55 EC Tea cdx, dword XS7SW.E 0 xS7SWC3 O x67SWCZ O
olooiiios|  £934 24 08 X8TSWC1 0 x87SWCO O x87SWES O
o] ooarx C7 44 24 04 06 00 00 00 XS7SW.SF O x87SWP O x87SWU O
. 89 03 23 e
FF DL call eex T
. > D:fau\t(sodm\’) ~ 5 10 urlok
ecx=an G1724C70) 2: [esp+a] 00000006
5% [espra] D4scs7ac
42 [esprc] 00000004
-TEXE:00413DAD apr20. axe: $13DAD 413140 e -

7 Daccoo:
Whoumel  @oupz  @oums  @Woumps  @oumps @ wathi  pellocas P stuct e e
Address | | T [ ] 045570 oascorac

Hex ASCIT
045C573C [F8 24 00 00[3C 6C &F €3]61 &C 38 00]03 00 00 00|8F..<10CT>. ... I 1

Figure 26

The send time-out value for connection requests is set to 11 seconds (0x5 = INTERNET_OPTION_SEND_TIMEOUT):
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€7 43 24 0C 04 00 00 00 |mov dword per B¢ x875tatuswora 0000
& 55 CC Tea edx,dword 5341 XS7SWB O XS7SWC3 O XETSWCZ ©
53 54 24 08 oV dword ptr Snvn] cdx X67SWLCL D X87SWCO O XS7SWES O
€7 33 23 04 05 00 00 00 | mov dword ptr <p-- X87SWSF O X87SWP O X87SW.U 0
59 03 23 mov_dword ptr 253, e
FF DL call ecx e
B S i 53 Defau\t(stdm”) ~ 5 =] O unlock
Girzacio) £ [esum] oonnonn;
5 femeg)
3 FeShd] Gooonoes
-TeXT:004130E2 apt29. exe:$13DE2 #131€2

e

3 GocCon0n

Woup1  @houp2  @Woump3  WMoumps  @houmps B wathi  bellocls P stuct G45ca0ec ]| 00060003
adarcss e [Asciz i [~ | p45€5275 | oascs7ae

045C973C [F8 24 00 00]3C 6C GF 6361 6C 3¢ 00]03 0D 00 0O|@*..<10CAT>.--.. T 1

Figure 27

InternetConnnectA is utilized to open an HTTP session with the C2 server salesappliances[.Jcom (0x3 =

INTERNET_SERVICE_HTTP):

o ooa13E2¢ 00 00 00 |mov dword pTr 1ch.0 Btk ey
o 00413€34 00 00 00 [mov dword pr <:ifespiicd)o XETE S (EmEd 33T 3 e
0031 0000 00 |mov cword ptr 1af's X8TTWCS 3 (ETPTY)  x87TW_7 3 (Empty)
00413E44 00 00 00 mov dword ptr jesp+108, 0
00413E4C 00 00 00 mov dword ptr jesp+Cl, 0 K975(3W5W0rd 0000
00413E54 mov dword per =2 Bespral; edx XS7SWC3 O X87WC2 O
O0s13es8 e Tea cix,dword ebp-135 XSrw1 0 xerwce O xerwes o
Oos13esE mov aword per il edx [espri | XG7SW.SF 0 XE7aWP O x67SW.U O
«| o0s13e62 noy dverd prr 1), <2
caln eox X v ] =
. = e 5 | Defautt Gtacan >[5 1] 0] unioc
fr
(727754503 [espr4] 045C963C "salesappliances.com”
[:sm] 00000050
[esp+C]_00000000
L TeXTI00413E65 apt29. exe: 13665 #13265

Woumpt  $loump2  @Moump3  pumps  @Moumps @ wathi  Ix-llocals 2 struct

Dascos6e “salesappliances. con”
T [~|04css70
oiscsTacFa 22 00 00Tac & e e3ler & 3€ Qojoz 00 00 00 Sixcaira
03 6 00 00|16 00 00 Discasre
o3scarsc| 5560 05 00 00 00|26 00 00 00 oascsess
Diaca7ac| 00 3¢ 40 00|38 204 =C co 47 0o S LEE

Figure 28

The malware implements 3 different cases for exfiltrating the buffer that was encrypted earlier (or outputs from backdoor

functions), depending on the availability of Internet connectivity.
Case 1 (no Internet availability)

WaitNamedPipeA is used to wait until 11 seconds have elapsed or an instance of the “\\pipe\DefPipe” pipe is available for

connection (this pipe is supposed to be utilized between this machine and another machine that has an Internet connection):

. XSTSW.SF O x87SWP O xB7SWU O

00418081 89 54 24 04 mov dword ptr =: [esp.a] Eﬂ)( 3
®|| 00218035 89 04 24 mov_dword ptr fespll, e
EEEE 811" Zapea5. wat thanearipess v
= == = Default stdcal) >[5 1] 0] Unock
1: [esp] 04999817 b
pt25. [esp+4] 000024F8

fesp+c] 00000000

.Text:00418Da8 apr29. exe: $1ED88 #18188
Wowmpt  WWoump2  GHoumps  Woups  @houmps @ wakhi  bellocas ) stuct IEEEFE 04099817 | \\W\\\pipe\\oefripe

Figure 29

The process opens the specified pipe using the CreateFileA routine (0xC0000000 = GENERIC_READ |
GENERIC_WRITE, 0x3 = OPEN_EXISTING):

00418096 C7 44 24 18 00 00 00 0O mov dword ptr fesp+15],0 AS/IM_SD 3 LEMULY)  ASIIM_/ 3 \EMPLY)

7 44 24 13 00 00 00 00  |mov dword prr ::fesp-1s)o
7 4424 10 03 00 00 00  |mov dword per 2:fesp-i0li: xs75tatusword 0000

. € 3200 00 0o 0 00 [y Gherd Brr Lo fesb ot XS7SW.B D XS7SW.C3 O xS7SWE2 O

. €7 44 24 08 00 00 00 Q0 |mov dward ptr X87SWCL O XE7SWCO O XE7SWES O

. €7 44 24 04 00 00 00 CO mov dword ptr [esu‘*] CDDDDDDD X87SW_SF O X87SW_P O X87SW U O

. 89 04 24 n¥]dwnr fes; ‘
£3 AR AD FF FF CaIN <apt2d Createrileis. v

. = Eerm(smmm v |[5 E]0] urlodk

<aptzs.Creatert

. TEXTI0041BDCY aptz9. exe: S180C2 #1B1CH

Woumpt  @oump2  @hoump3  WMDump4  Whoumps @ watchi  bellols ) stuct
ress |Hex

76rE1000 00 DE FE 7]

€00 1F 00
76FE1010| 34 00 36 00 |20 DD FE 76|
76FE1020| 14 00 1C 00 S0 DD FE 76|

28 00 2A 00
1€ 00 20 00|Z
18 00 1A 00

Figure 30

SetNamedPipeHandleState is utilized to set the read mode and the blocking mode of the pipe mentioned above (0x2 =
PIPE_READMODE_MESSAGE, 0x0 = PIPE_WAIT):

000 00 00 |mov dword per

000000 [mov o xs7Statusword 0000

XS7SW_B O XS7TSW.C3 O XB7SW.CZ 0
XS7SW.CL O X87SWCO O XS87SWES 0
a7 X87SWP O x87SWU O

mov
mov

H

d Teso] e
811" <apea5. setnancdsipenandlestates v
s Defauk(swmﬂ] ~ |5 &0 ulock

: [espra] 530658
[<zpra] 00000000
tesbec] 20000000

-Text:00418EOE apr2s. exe: $18208 #18208 s
3 Go60123%

Woump1  Yoump2  @Yoump3  Woumpa  WWpumps @ watchi  Iellocals 2 Stuct vy Qe
Address | Hex | Asciz I IA 108999570):00000000
‘04999594\02 00 00 00[00 00 OO DO]OL 0O OO DO]0O 00 60 00| T —

Figure 31

The binary writes the encrypted buffer to the specified pipe using the TransactNamedPipe API:

00418221| €7 44 24 18 00 00 00 00 | mov dword ptr o713 s = =
00$18E25| 8 95 iC FF FF PR Tea s e i )
ootz missse e ilen X6TTW.Z 3 (EMTY)  X87TW.3 3 (EmpTy)
S| EE R ooy |2 XETTWCS 3 (EMPT)  XSTTWSS 3 (EmTy)
T s ooy X87TWCE 3 (EMLY)  X87TW7 3 (EmpTy)
ol ovaress| 8B 45 1 mov
oi1cEsz| 89 43 24 08 mov xg7Statusword 0000
oosisEss| 88 45 OC may X87SWC3 0 xB7SW.CZ
00$16E43| 89 43 24 04 may XE7SWC1 0 x87SWCO O x87SWES O
00$18E4D| 88 45 80 mov XS7SW_SF O X87SWP O x87SW.U
00s15E50] 89 04 23 ™ :espl, e ax o
E8 40 50 00 00 ca <apus Transacthaned? Tpes | E— =
o i L 5 |Default (stdcal) ~ |[5_=] ] unlock
[t

<sp] 0000
] "oooc0sro
[esp+s] 0000001E
[esp+c]_o01001Cs

<apt2s.
-Text:00418E53 apt2s.exe: $18E53 #18253

@oup 1 | Wowp2  @oumps  @oums  Eoumps mem inellocals ) struct

Address | Hex.

DO0FOSFO|9A 31 23 D6|28 B2 10 C4 |42 12 D4 AB[AD C4 44 B 1#0 .AB.D«.AD

San0E00 £ 20 £2 88 £ 5 28 Calca 1 3% & % 3 00 00| E3b ( At zsoe. . 4599575 00000400
200F0623| 55 03 b0 50|05 3 00 03|95 55 58 B[00 50 b9 ga95sesc

Figure 32
Case 2 (Data exfiltration using PUT method)

A new HTTP request handle is created by the file (0x80400100 = INTERNET_FLAG_RELOAD |
NTERNET_FLAG_KEEP_CONNECTION | INTERNET_FLAG_PRAGMA_NOCACHE):
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00415070 24 1€ 00 00 00 00 |mov dword prr Ss:ffespTich,0 EEsmeapspenn sy s oLy
00415D85 24 18 00 OL 40 80  |mov dword TG 3 GEmt  Reriy 3 (emen)
00415080 24 14 40 CZ 43 00 |mOv dword fword
00315035 24 10 00 00 00 00 |mov dword xg7statusiiord 0000
00315030 24 0C 00 0D 00 00 MOV dword X87TSWC3 D x87SWCZ O
00415DAS 24 08 mov dword XETWEL 0 XerMEe O xerwEs o
00415043 24 04 44 12 43 00 |mov dword X87SW_SF O xB7SWP O x87SWU O
00415051 24 mov_dword S
1 v
o | i = Defau\t(sodm\’) ~ 5= 0 urlock
T fes
(717758800 fEepa Ooaatsas “ruT
[espi8] 04AasCoB
11 [espic] 00000000
-TeXE:00415DB4 aptz9.exe:$15DBS 15184 g— -
P’ ooccaoos
Uoump i @oump2  @ouwmp3  Wowmp+  WHoumps @ warch1 2 struct e s [Em
dd 49590 0443098
ress | Hex [Ascaz oo
76FE1000 (1€ 00 15 00 DiAs9298
7ere010] 5400 3¢ 00 3955¢ | 00430240 | & text/ntm
1a001c 00 G280, 80400100
76FE2030( 20 00 22 00 e

Figure 33

The Referer header is added to the HTTP request handle using HttpAddRequestHeadersA (0x20000000 =

HTTP_ADDREQ_FLAG_ADD):

€7 44 24 0C 00 00 00 20  |mov dword ptr ss:[lesp+c], 20000000
432308 e pror rr [mov dword pur s5ifespoolFreeeere xe7Statusnord 0000
8D 85 F4 F3 FF FF eax, dword Dtr jS [en ocl V_B 0 xB87SW_.C3 0 XB87SWC2Z O
89 44 24 mov. [esp+d X87SW_C1 O X87SW_CO O X87SW_ES O
a8 i 08 mov £ XETSW.SF O XETSWP 0 X8TSNU O
89 03 23 mov_dword ptr s s e ot
FF D2 cal edx:Ht =
asaie e 5 Befault(shimm ~ 5 12100 Unlock
i
(72creas0) S3b74] 0348574 Referer: httpi//salesapplic
Spra] FRRRRFRE
4: [esp+C] 20000000
\TeXT:0041CADE apt2. exe: SICADE #1BEDE PR -
P occonoc
Woump1  WDump2  @YDump3  WDump4  WWDump5 @@ watchi  Ivllocals ' Stuct e T e na A e ]
Hex [ascit T I o
oursa37a[58 65 66 6572 63 72 3aI20 68 73 73]70 3 2F 2F|Referer: !
0448984 | 73 €3 & 63 €5 61 68|63 &5 73 £ saltsavp'han:es e S e RO e T R T
03448954 | €3 GF b 2F |63 GF B 9D |oF 74 €5 6|78 72 0b 02| comy eokooteoxr . E

Figure 34

The Accept-Language header is added to the HTTP request handle using HttpAddRequestHeadersA (0x20000000 =

HTTP_ADDREQ_FLAG_ADD):

Figure 35

o|oicetel 7 44 24 0c 00 00 00 20 | mov dord per 20000000
0031C826| €7 43 23 08 FF FF FF PP |mov dword ptr EFFFEFFE x875tatusword 0000
a5 F4 Fo P Fr Tea cax, dword cbo-soch 875 SWC3 0 xeTSWE2 0
85 13 24 08 mov aword per Tyeax [esp+s | xe7SWC1 0 xE7SWCO O xSTSWES O
88 35 08 mov eax, dword R XSTSWSF 0 XBTSWP 0 X87SNU O
al00aiceds] 85 04 74 moy_dword ptr ax
#F D2 caln eax e v
M e S— S ueramsmmm ~|[s_E]0 vrlo
(716FEAAD) [est] DaAAQNa “Accept-Language: en-Us,en”
Lesors] eereern
<] 25000000
- TeXT:0041CB3E apr20. exe: SICHIE H18F3E B el -
- 7 3 000
“houmpl  @oumpz  Woump3  Woump4  Whoumps @ wathi  ellos P stuct '03A4BBAC| 04A45174 | "Accept-Language: en-US,en”
adaress [rex [ascEt T [~ eoeenencens

The Accept-Encoding header is added to the HTTP request handle using HttpAddRequestHeadersA (0x20000000 =

HTTP_ADDREQ_FLAG_ADD):

o[ 00a1CE7 €7 4823 0c 00 00 00 20 |mov gward pir s gesprcy, 20000000
o ovaices C7 43 23 08 FF FF FF FF  |mov dword ptr ss:(fespesl Frrreree xe7Statusworg o000
o[ o0azc 8D 85 Fa F7 FF FE Tea Sa:ubra pir ot flebpooch SWC3 0 xETSWCZ O
o[ onaicaos| 89 44 24 08 mov dword ptr ss:[fesp:al,eax (espri | XE7TINEL 0 XarMkD O xarowEe ©
o[ onaicsos|  sm 45 08 mov eax,dword per cs: febp sl X87SW_SF O xB7SWP O x87SWU O
s(onsiceos] 89 04 24 Moy dword ptr ::fespl,eax e —
FE D2 call ede e
% uszsne 3 ne.fam(su]im‘\z( ~ |[5 2]0 urlosk
(7a6rERR0) espr4] 0aA43D73 "Accept-Encoding: gzip, defl
espra] rereeerr
<p+C]_20000000
L TEXTI0041CB2E apu29. exe: SICEOE #1SFEE £ = =
P Goccoooe
Woumpl  @MDump2  @UDump3  WDumpa  UMoumps @ watchi  Ixllocals ) Stuet '03A3884C | 04A48D74 | "Accept-Encoding: gzip, deflate”
Address [ Hex [AscTT WY e R

Figure 36

The process exfiltrates the encrypted buffer to the C2

dword

server by calling the HttpSendRequestA routine, as shown below:

Figure 37

Case 3 (Data exfiltration using POST method)

. 89 54 24 10 mov per Ss:fes
. a8 s 08 mov e, chord pEr << xa75tatusword 0000
. 89 54 24 0C anord per ssifes XS7SWE 0 XE7SW.C3 O xS7SWE2 O
. €7 44 24 08 FF FF FF FF mov dword ptr ssifes) XB7SW L 0 Xx87SW_CO O X87SWES O
. €7 44 24 04 48 13 44 00 mov dword ptr ssifesp: [word X87SW_SF 0 X87SW_P O X87SW U O
. 83 04 24 mow_dword ptr ss:fesi =
> FF D1 cal eexitt =
<
ecx=<wininet.HttpSendRequestA> (71739730) [esp+a] 00441348 "Content-Type: application/c
[espra] Freere
[esprc]_ozsaosro
-text:0D415E44 apt29. exe: S15E44 415244 R
whouel  @oump2  @oumps  WHoumps  @oumps B wath1 ) struct “Content-Type: application/octat-strean”
s Trex
028BO5F0| 55 EC EC 55 E D1 90 58(80 BA AZ A3[3E ZA A0 CF Iln\ﬂR. I
028B0600| 61 A7 7F 6E 4C 66 D6|C6 D6 5D OC |AC A7 00 00| as. nuLfDm].wj P

A new HTTP request handle is created by the file (0x80400100 = INTERNET_FLAG_RELOAD |

NTERNET_FLAG_KEEP_CONNECTION | INTERNET_FLAG_PRAGMA_NOCACHE)

00405COF| €7 44 24 1C 00 00 00 00 |mov word per == sy R
00405ca7| 7 44 23 15 00 01 40 80 | mov cword ptr 35 X7Ti6 3 (Empry)  xarTr 3 (Emony)
00105CAF| G744 24 14 40 Cz 43 00 |mov aword per o¢ Lwora
00i05ce7| <7 44 24 10 00 00 03 00 |mov dword per =¢ xa7statusword 0000
00403CBF| €7 44 24 0C 00 00 00 00 |mov dword per S5 e o xs75m_c2
00405CC 89 54 24 08 mov dword ptr o< XBTSHES O
00409CCE C7 44 24 D4 ES 13 44 00 mov dword ptr ss [word XB7SW_U
0030503 89 04 23 mov Gword ptr < fecpl, eh

FE D1 aex X
o IEEREI e 0L - T Bl s
ecx=<w (717758A0) ESEHG] DDMll}ES "POST"
Sopia] Dsasscos
esp+C] 00000000
- TeXT:00409CD6 apE29. exe: SICD6 #9006
7 00CCo00:
Whouel  @oup2  @oums  @Woump4  @oumps @ wathi  pellocas P stuct 0D4413EE | "POST"
R 04238990 03445058
76FELO (00 DE FE 76(28 00 2A 00 Z S o ]
RiDD FE 78 00000000
TeEeion e x BEEELE5E 00 20 oo BRI h ot sce lcoconcn [ ERURI
il ©3A3ssa0| 30120100
04a458A4

Figure 38

The Referer header is added to the HTTP request handle using HttpAddRequestHeadersA (0x20000000 =

HTTP_ADDREQ_FLAG_ADD):
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xs7Statusword 0000

XS7SW.SF O XS7TSWP O XB7SW_U

uefauu (swm\n

E [ trlock

€7 44 24 0C 00 00 00 20 mov dword ptr ssi [esmc]ylwuwuu
C7 34 24 08 FF FF FF PR |mov dword pr Cree
& 85 F4 F3 FF FF
89 43 2 nov esprs
a8 i 08 oV
89 03 23 oy
FE D2 cal e, adxit
>
TriereRRD)
L TEXTI0041CADE apt2s. exe: SICADE #1BEDE
Woump1  WDump2  @YDump3  WYDump4  WWDump5 @@ Watchi  Ivllocals ) Stuct ey
[ascTz I A
04A47C74 (B3] 65 66 65[72 65 72 3A[20 68 74 74[70 3A 2F 2F | Referer: : /7
03A47C53|73 61 6C 65|73 61 70 70|6C 65 €1 €E|e3 65 73 2E| salesappliances,
03a47C53| 63 GF  2F|6F 76 A 5D |65 73 62 61|7a 00 ca Fa| com/ove—Tubaz. hb) paRsRes,

Figure 39

FESRTa0°0Sharers mererers
[espra) FrrereFe
[esp+C] 20000000

http: //salesappliz

Referer: http://salesappliances. com/ovz=iL

The Accept-Language header is added to the HTTP request handle using HttpAddRequestHeadersA (0x20000000 =

HTTP_ADDREQ_FLAG_ADD):

[AscIT

IA“

Figure 40

04a47854 2

€7 44 24 0C 00 00 00 20 mov dword pTr ss: [Esu&(].ZDDDDDDD
C7 44 34 08 FE FE FF FE  |mov == 5223 x87Statusword 0000
& 85 F4 FB FF FF Te: SW_I W3 0 xa7SWEz O
89 44 24 04 mov. [esp+a XB87SW_CL O X87SW_CO O X87SW_ES O
a8 i 08 oV XETSWLSF 0 xG7TSWP O x87SWU
35 03 24 mov.
FF 02 call edn R v
s o 3 neﬁuu(smlu ~ |[5_[2]0 urlock
Coooc
(716FEAAD) [gspu] 04348474 "Accept-Language: en-Us,en”
[espra] rrererre
.Text:0041CBIE apts.exe: $1CE3E #1BF3E Lesnclizovooo0
3 Coo0c
Wourp1  Woump2  Woump3  WWDump4  WDumps @ watthi  bellocals P struct 4A38474 | "Accept-Language: en-us,en’
Adiress [hex 04247850 | FRRFEFEF

The Accept-Encoding header is added to the HTTP request handle using HttpAddRequestHeadersA (0x20000000 =

HTTP_ADDREQ_FLAG_ADD):

5 Bl wes

Figure 41

azip, defl

. 7 44 24 0c 00 00 00 20 [mov dword ptr 3=: fespic], 2000
. 5 453305 rF £r P rF  |mov dword pir s5:fespislierreerer X875t atusord 0000
. S 55 £s £7 R FE Tea cax, uora per - ss:Febb-soc XS7SHE O xe7Sw.c3 0 xs7Swcz
. pra mov dword per Si:Eesprilyear [esprs | Xe7SW.CL 0 X67SHCO O xe7SWES ©
. 35 08 TV cax, dword pir ss: febp. o XSTSHCSF 0 XG7SW.P 0 XSTSN.U
sloonicass 03 23 oy dword per S<:fespd,cex
H can'eax et v
H e 5 \Defau\t(smmwl
Traeremnoy FeTa] santg073 "Accept-gncading:
{espia] reereere
tesbrel 20000000
| CeXE: 0041CBSE apt29. exe: SICASE 4189 R S e
- occoooc
Woumpl  Wpump2  WhDump3  WDump4  WHoumps @B waichi  Iellols ) Stuct '03A4754C | 04A48074 | "Accept-Encoding: gzip, deflate’
03A47830| PRFFFREE
BN e A [~ [ 03A37855 Zonbb0mn

The encrypted buffer is added to a fake JPEG image (note the file signature in the network traffic) and transmitted to the C2

server without raising any suspicion:

mov

dnord ptr 5

5: Eespio, edk

Default (smalr)

x87Tw_6 3 (Empty)  x87Tw.7 3 (Empty)

x7stausiord 0000
X87SW.C3 D X87TSWCZ O

XS7SW_SF 0 x87SW_P

[gspu] SGassias
[esprs] FrFFFreE
[esprc] _o2svss2s

"Content-Type:

multipart/for

ontent-Type: multipart/form-data; boundar

Figure 42

oe1anmo. 16y
application/octet-strean”

10
mov edx, dwor 55 :ebp- :(]
oc mov dword ptr 5; [ESDv , ed;
08 FF FF FF FF mov dword ptr ss'[espm] FFFFFFFF
FB FF FF lea edx,dword ptr ss 3l
04 mov dword ptr ss: Kespvfl edx [esp+d
mov_dword ptr_ss:[fespl, ea
@an oxinn
>
(71739730)
- Eext:00403FCE apt2. exe: SIECE 4336
Whoup1  Woup2 | @oump3  @4oumps  @Soumps @ wathi  ellocs P stuct [
e | 04asa8so | Frereree
3 M B D D 795 ] —Zy0; s
5 |25 70 71 7a 51 33 58 33| gremipazoonustus T L
78 0D[0A 43 GF &E 0 43 R
73 65|74 69 6F &E 72 @ Dinzesan
&1 3320 e o1 @ G o o Oandseit
Gc és(ec e et a1 GF & 6a 61|; filename="oeja H4aesHs
GF S2fea 70 &7 22 G 73 & G| mojpu” corten DiLsssaT
54 79|70 65 3A 20 Eo e ey
G 27|6F 63 74 65 2 & o1 Lyt
35 Gr[6E 74 63 6F & 6 73 ot
2 5(6E &3 6F 63 20 &z &3 Oargemes
73 00|0a 00 0a FF 0 3A 26 4 Dinsssco
01 0102 00 48 55 D1 50 58 Ddntsscs
A3 3E[3A AD CF 61 i 66 D6 Dinzpocs
0c AC|A7 0D 0A 20 2 2 20 Jatenc
2 54[75 53 31 &7|c8 50 & €370 72 7A Diassmo
e TAli 72 2 &5 %8 B 5% oa oo Gaasaintjonscocas

HttpOpenRequestA is utilized to create a new HTTP request handle. The HTTP method is set to GET ( 0x80480100 =
INTERNET_FLAG_RELOAD | INTERNET_FLAG_KEEP_CONNECTION | INTERNET_FLAG_NO_COOKIES |

INTERNET_FLAG_PRAGMA_NOCACHE):

0 00 00 |mov dword prr is:Fespiich.o XSIW_8 3 (EMPTY)  XB/IW5 3 (EMPTY)
o1 43 0 G T XE7TW6 3 (Empny)  x&7TW7 3 (Empty)
& 43 00 per 53 fespraell aptes. s3cas0 tword
55 00 00 pir 2=:fespiio x87Statusword 0000
00 00 00 pir 55:fespichid. xa7Sw_ a7Swc3 0 xerswcz 0
per 2=: fesprofl)edx XB7WCL 0 xS7TSW.CO O xS7TSWES ©
o€ 44 00 pir s=: fesprall,apeas. ss0eaL word || XSTSWLSF o xe7ow_p Twu o
per 2=: fespl
eexa v
5 Deﬁu\t(stdﬁ") ~ |5 &0 unlodt
71775850 Feepr . o500a0ee1 aer
[espia] 04scacsn
[esp+C]_00000000
.TeXT:00439884 apt29.exe: $39864 #30764
Woumpt  Woump2  WHoump3  WDump4  WMDumpS @ watch i Locak ) Struct
[~
000 00 00 00100 00 00 00100 00 00 00| .
00 00 00 00(0D 00 00 00(00 00 00 00 .- . = o
00 00 00 00|00 00 00 00|00 00 DO 00 B
00 00 00 e vl
045C3444

0|00 00 00 00|00 00 00 00|00

Figure 43

The file generates 256 random bytes via a function call to CryptGenRandom (the result will be Base64-encoded, and a small

part of the output is used as a parameter in the Referer header):

Figure 44

00400300 89 54 24 08 mov aword ptr ss:jgesp:sy,eax X87SWC1 D XS7SW.CO O XSTSWES O
®| 00200304 €7 44 24 04 00 01 00 0O mov dword ptr ss:fesp:4ll,100 X87SW_SF O Xx87SW_P
@[ 0040D3DC 83 04 24 mov_dword ptr ss:fesp]
o1 e v
. i 55 Defau\t(shim”) -
T 02876CF0 <eCPACGUTrECONTExT>
(73A61220) [stv-l] 00000100
[espi8] 045C8393
espic] 028892C0
.Text:0040D3DF apt29.exe: SD3DF #C7DF sl
3 za76cro
Wourpt | @oump2  @oumps  @oump4  @loumps @ wath1  Irllos P stuc 0590 B2AC | 000001
AAdrace [uav Taerrr 043C82B0| 049C8393

The Referer, Accept-Language and Accept-Encoding headers are set as described before. The encrypted buffer that was

exfiltrated using one of the 3 methods is Base64-encoded:
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Address | Hex | ASCII

0283C010| 43 45 30 4C |38 41 79 6D|4F 62 53 35|67 4F 6C 74| CEOLSBAYmObS5001T
0289C020|56 78 45 30|75 4C 46 58|71 2F 69 47|34 2F 77 52| VXEQULFXQ/1G4/wR
0289C0O30| 41 4B 71 79|61 35 4D &F |00 00 00 00|00 00 OO0 00| AKQYyaSMO........

Figure 45

The Cookie header is set to a string that is obtained from the above using some transformations, and the request is sent to the

C2 server, as shown in figure 46.

. 1000 00 00 60 |mov dword ptr
. 52 05 55 90 80 e dherd Ber
: SRR RR |neyaerdt: e o
: 5 = Eeil = o
: 04 Tov dword per 0
. i mov thiord br
EE——> c
: g |5 =0 wo
— Soccona
SRRt FetpSeRR eI T (717357507 e e

)
esp+8] FFFEFFFF
sp+C]_00000000

TeXT:00439061 apt2s. exe: S3IEL #39161

. = e
WDumpl  WyDump2  WDump3  WDump4  WWDumps W wath1  Iellocals ' Stuct 049C942C | 02898F40 | "Cookie: CEO=L8AYmObSS_g01TVXEOULFXGZ21G4:2
Address | Hex | asc 1. A

S2user 10/ 45 ¥ € G565 € 3A 0[43 45 30 3| 4C 35 41 75 Cookier CEOLEA o12¢2134 0n000000

S3a%0ren| 52 55 o1 7a|33 e &7 34|Sk 7A 3% |77 32 13 IS\ Prariiiiima | goeaczeo o cexc/num

Figure 46

Here is the network request captured by FakeNet:

Figure 47

It’s important to mention that the backdoor also performs a “cleaning” operation by freeing the memory in order to hide

possible IOCs that could be extracted from it:

FF DO call eax

89 83 08 04 00 00 mov dword ptr ds:[ebx

8B 45 oC mov eax,dword ptr ss:|]

89 04 24 mov_dword ptr ss:|[fesp],eax

EB 00 93 FC FF €all <apt29.LocalFree>

83 EC 04 sub esp,4

88 45 98 mov eax,dword ptr _ss:[ebp-6

53 04 24 mov_dword ptr ss:[lesp], eax

E8 F2 92 FC FF €a811 <aptz9.LocalFree>

83 EC 04 sub esp,4

8B 45 A0 mov eax,dword ptr ss:|[eb

89 04 24 mov_dword ptr ss:|[lesp],eax

EB E4 92 FC FF €all <apt29.LocalFree>

83 EC 04 sub esp,4

8B 45 94 mov eax,dword ptr ss:[febp-c

89 04 24 mov_dword ptr ss:[fesp], eax

E8 D6 92 FC FF ca]1 <aptz9.LocalFrees

< >

eax=<kernel32.GetlLastError> (76A74F10)

Figure 48

The status code returned by the server is extracted and compared with 200 (0x20000013 =
HTTP_QUERY_FLAG_NUMBER | HTTP_QUERY_STATUS_CODE):

€7 44 24 10 00 00 00 00 dword ptr Aorim_o 5 LSy Aol imLs 3 (Emuiy)
5 50 Te:

24

oc
FF FF FF

3 08
€7 44 24 04 13 00 00 20
4 24

EcxIHt v

(1724720)

+EXTI0042CC86 apr29. exe: $2CCE6 #2C086

Woump 1 @Whoump2  Whpump3  WiDump4  WWDumpS beellocals ;7 Struct 045C5CC | 20000013
Address | vex [ascrz [ [ ~] 833c8E03 035csess
045C56AC [0 00 00 00[04 00 00 00]00 00 00 OO]00 00 00 00|+ +nrsnr++rr+- | | 1945¢3305] Gaoo0000

Figure 49

The malicious binary retrieves the size of the resource using the HttpQueryInfoA API (0x20000005 =
HTTP_QUERY_FLAG_NUMBER | HTTP_QUERY_CONTENT_LENGTH):

. €7 44 24 10 00 00 00 00 |mov dword ptr = XSrin_® s (EMDLY)  XS/IM_/ 3 (mmDLY)
. & s5 80 Tea edx,dword
. 89 54 24 0C mov dword pt xs7statusword
. 0 55 88 Tea edx,dword WE 0 xs
. 89 54 24 08 mov dword per o
. €7 44 24 04 05 00 00 20 |moV dword pTr 005
. 89 04 24 ov_dword ptr

FF DL call_ecx EoxEH v
. S e D:

>

yInfoa> (71724720)

+TEXT:0042CDSC_apr29. exe: $2CD5C #2C15C

UWoumpt  Wbump2  Wloump3  WDwmp 4 WDumpS
Address | Hex
045568588 00 00 00]00 00 &7 02[00 00 00 00[0% 00 00 00|

= Soccooee

Ieellocas ) Siruct e
i [+ | 045c3500 | 0ascoses
0439504 0495680

| | ln3scaspa | oonaooon

Figure 50

There is a function call to InternetReadFile, which is utilized to read data received from the C2 server:

p— mov awora per

s 7oy dword per

S Tov dvord per

o Tov dword per

- : et e emenr v

Eh *le >

1: [esp] ooCCoC

ebx=awininet.InternetReadFile> (71710F70) esp+4] 02849338

[esp+c]_045c3684
-TeXT:0042CE06 apt29.exe: $2CE0E #2C206

i ; " ; ; ® ooccoooc
Wioump 1 Glowp2  @Mowmps  @Moumps  Whoumps @ werchi  Ielloks P stuct el
Address | Hex [AscIz T [~ Bl
P = I e

Figure 51
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The response from the C2 server is parsed, and the byte at position 0x1c (28 in decimal) is extracted. There is also a
“checksum” of the 5th-8th bytes that is computed, and the result should match the first 4 bytes. We will describe each case

depending on that particular byte.

Byte = 0x11 — read the content of a file specified by the C2 server and compute the MD5 hash of it

The path of the %TEMP% directory is extracted using GetTempPathA:

50 push eax SWSF o xe7WP O xeTSWU O
&5 00 04 00 00 Push 300
£5 DA DD FE PR apt2s. GetTemppatha> v
= . uefaun(sn;m\n ~ [5_=)| ] unlock
v
<aptzs. GetTenprathas 2 [espra) O4xcEsas
3: [esp+8] EFSFE2B4
4: [esp+C] EFSFE2B4
.ext:00413221 apt2s.exe:$13221 #12621
3 50005400
Weourpl  WHoup?  WDump3  E4Dumps  Weoumps & wath1  Ie-llocas 2 Stuct [y coososnl]

Figure 52

The path of the % TEMP% directory is converted to its long form by calling the GetLongPathNameA routine, as highlighted

below:

X87SW.CL O XS7SWCO O XS7SWES O

8 00 04 00 00 push 400
51 push ecx ccxi’C | XBTSW_SF 0 XS7SW_P 0 X87TSW.U 0
52 push _edx edxive e e aas
FF DO call eax C
RS Jie= 5 | Default Gstdcal) =
T: [esp] 045CE3AB "Ciu\Users\) a\\Loce
= (76a82010) 2: [espr4] 04scE3As --c:\\umm J\\appoata\\Lc
3: [esp+8] 00000400
4: [espsC] EFsFe2sa
-Eext:0041324A apt29. exe: §1324A #1264 - X - -
SCE3AR ADPData\\Local\\Temp\\

> o Users
Woumi  $Moumpz  WNDump3  WWDumpd  WWoumps @ warhi  bellock ) Stuct mmﬁw oiacians | ncivvser eI APEata\Cocal \Temp\\
1 | 6355235 0aa00300

Figure 53

GetCurrentDirectoryA is utilized to extract the current directory for the current process:

s push eax XE7SW_SF O X87SWP 0 X87SWU 0
&5 00 04 00 00 push 100 e ——
€8 67 13 01 00 a1 <apt2s. GetCurr entDirectorya> v
e=Si i 5 |Default (stdcal) 5
T fes
2: [espr4] DsSCDFAR
3i [esprs] 00000005
i [esprc]_043CE3AB "C:\\users\ I \AppData\\Lc
| Text:00415240 ape2s. exe: $13240 #1260 e e e
2 400
Wourpt | Woump2  WWDump3  WWDump4  WMDumps @ Wath1  Ix-llocas 7 Struct I o.m,”,\

Figure 54

The response from the C2 server is supposed to contain a file name, which is opened via a CreateFileA function call
(0x80000000 = GENERIC_READ, 0x1 = FILE_SHARE_READ, 0x3 = OPEN_EXISTING, 0x80 =
FILE_ATTRIBUTE_NORMAL):

Xorim_® 3 (EMBLY)  Xerim_s 3 (EmBLY)

. push o
H Bush 80
. ush 3 x87statusword 0000
. push 0 SWE 0 X87SW.C3 0 XS7SW.C2 O
. push 1 X87SWC1 0 x87SWCD O x87SWES O
. push 50000000 XSTSW.SF O xS7SWP 0 x87SW.U
. push dword per ss:[febp-cl [ebp-c -
Call <apt2s. Createrilens, v
. S 5 |pefaut Gtecal) ~ |5 B0 urlock
1: [esp] 0289356 “test.txt™
<aptzs.Createrilenr 21 [espra] 80000000
3i [esprs] 00000001
43 [espiC]_00000000
+TEXTi00413320 apt2g. exei $13320 #12720
2 D28A9356 | test. ext
Woump1  WWDump2  @WDump3  WWDump4  UMDump5 @ wath1  Ix-llocals Struct e
Address | Hex IRl ety
043CDFAB[43) 3A 5C 55173 &5 72 73]5C zooncoo
DiocDres |2 74 & %0|0¢ 53 &k 73|15 o4scss4s| o0000003
043COFCa| 00 00 00 0000 D! e o)

Figure 55

The malware creates an unnamed file mapping object using the CreateFileMappingA API (0x8 = PAGE_WRITECOPY):

o] 00s2¢E: & 00 push o
<] oo e 00 push o X87Statusword 0000
. & 00 push 0 XSTSW.B O x87SW.C3 O xS7SWCZ O
. 6a 08 push s XETSHCL 0 RE7TSHCO O XSTSWES O
. 6A 00 ush o XSTSW_SF O XSTSWF O x87SWU O
. <o push eax 5 ot =
£8 47 98 FD FF €l apt29. Creater 1eHappingas: v
. 5 | Defoult Gtdcal) ~ |[5 =)0 urlock
1: [esp. 2
<aptz3.CreateFi 2: [esp+4] 00000000
3: [esp+8] 00000008

4: [esp+C] 00000000

-TEXT:0042CF40 apr29.axe: $2CF40 #2C340

oup1 | @Houmpz  @oump3  WSDump4  WMoumps @ wah1  ellocas 7 Struct R

Address [Ascaz [ 045c2520 00000008
045CDE28( 00 00 00 00100 00 00 00[00 00 00 00100 00 00 00
045¢DE38| 00 00 00 0000 00 OB 00|00 00 00 0000 80 00 00

043€9518| 00000000
043cas1c

‘ 0s5C:

Figure 56

The malicious binary maps the newly created file mapping into the address space of the calling process, as shown in the next

pictures (0x1 = FILE_MAP_COPY):

o] 00s2cE 52 pusn eax
Hz & oo e XE7oE 0 XS O XeTSHCZ O
M uzn @ XSTNCSF 0 xerwe 0 xerowy o
W Bih cax o
Eai1 <apr2s. napvieworeiles vE
DK 5 | Defoult Gtdcal) ~ |[5_=] 0] urlock
1: [esp. 2
<apt2e.| TemofFile> 2: [esp+4] 00000001
3: [esp+8] 00000000
4: [esp+C] 00000000
LTeXE:0042CF77 apt2s.exe:$2CF77 42C377
WWoump1 | WHoump2  @Hoump3  Woumps  WHoumps @ warh1  bellocas 7 Stuct LRl e
Address | Hex [AscTT T T~ 0459510 00000000
045CDE28| 00 00 00 00[00 00 0D 00[00 00 00 00]00 00 00 00| ~rrmvvrersvvrnrs | | | 045c3518] 00000004
Figure 57
| Address | Hex | ascIT |
| 001EOOOD (54 45 53 54[00 00 00 00[00 00 00 00[00 OO0 00 OO|WEST. cveevurenrs |

Figure 58

The MD5 hashing algorithm is implemented by the malware (note the variables from below), which is used to perform

hashing of the file content extracted above:
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i i =

Ltext:eedero6e

Ltext:eedaloce

.text:6046A060 ; Attributes: bp-based frame
Ltext:eedploee

Jtext:ee40r860 sub 48ABGE proc near

Ltext:eedalocs

.text: 60464060 arg 6= dword ptr 8

.text:eedproee

Jtext:ee4enre6e push ebp

Ltext: 88484061 mov ebp, esp

Ltext: 68464863 mov eax, [ebp+arg_@]

.text: 88484866 mov dword ptr [eax+14h], @
Jtext:ee4a/860 mov eax, [ebpt+arg_@]

Ltext: 884840760 mov edx, [eax+14h]

Ltext: 68464873 mov eax, [ebp+arg_@]
Jtext:ee488876 mov [eax+1@h], edx
Jtext:ee4er879 mov eax, [ebpt+arg_@]

. text:8848407C mov dword ptr [eax], 67452381h
Ltext: 68464082 mov eax, [ebp+arg_@]
.text:@@488885 mov dword ptr [eax+4], @EFCDABE%h
Jtext:ee48/88C mov eax, [ebpt+arg_@]
Ltext:8848A08F mov dword ptr [eax+8], 98BADCFEh
Ltext: 68464896 mov eax, [ebp+arg_@]

Ltext: 88484899 mov dword ptr [eax+@Ch], 18325476h
Jtext:ee4earess pop ebp

.text: 88484841 retn

Ltext: 68464841 sub_ 484868 endp

Figure 59

Address | Hex | AscIT |
D43CE7C3| 03 3B D9 4B|11 68 D7 E4|FO D6 44 C3|C9 SE 35 BF|.;UK.h»a00DAEAG |

Figure 60

The resulting buffer that will be exfiltrated is similar to the one from figure 21, however, it also contains the MD5 hash
value and the file name. The encryption algorithm is the same presented in figure 22 (this is valid for all cases, and we will

not repeat it every time):

- 8A 0O mov al,byte ptr ds:[eax]
® [ DD41FFFF 25 FF 00 00 00 and eax,Fr
®| 00420004 8B 95 04 FF FF FF mov edx,dword ptr ss:[Jebp-FCl [ebp-F
»| 00420004 83 EC OC sub esp,C
| 00420000 50 push eax
®| 0042000E 89 D1 mov_ecx, edx ecx: ™
*| 00420010 E8 EB 01 00 00 €2l aptz29. 420200
. 83 C4 0C add esp,C
. 88 03 mov byte ptr ds:[ebx],al
. FF 45 F4 inc dword ptr ss:lfebp-cll
. 21 8B 45 F4 mov eax,dword ptr ss:[ebp-CJ)
®| 00420020 3B 45 OC cmp eax,dword ptr ss:[febp+C]
-/ 00420023 ~ 72 C7 jb apt29. 41FFEC
- 8B 45 F4 mov eax,dword ptr ss:|[febp-Cj
. 8B 5D FC mov ebx,dword ptr ss:[febp-4]
. [ leave
. €2 08 00 EEE s
®((0042002F 20 nop
®( 00420030 ~ FF 25 74 53 44 00 jmp dword ptr ds: [<&SetunhandledexceptionFilters] setunt
»| 00420 20 nop
®| 00420C 20 nop
®|| 00420038 ~ FF 25 7C 52 44 00 jmp dword ptr ds:[<&InitializesecurityDescriptor>] Inftie
e/ 0 E 20 nop
. =S
>

a1=1c
byte ptr [eax]=[0288031C]=C '\f'

.text:D041FFFD apt29.exe: $1FFFD #1F3FD

0288034C [5€ 55 73 65|72 73 5C 44|65 73 6B 74
oolo0 00 00 00

o C

@oump1  @Yoump2z  @4Dump3  EUpump4  @WHoump5 @8 watchi  x-llocals ¢ Stuct D49 965C | L
Address | Hex ~ o
0288031C[0C 37 38 OD|[AE 40 41 AF|00 00 00 00(01 00 00 00|. c
0288032C |00 00 00 0O0|4F 00 00 00|89 00 O3 3B(D9 4B 11 68(.. 045CI66C | 4
0288033C B 00 00 43 3A|x& = '_—U C
C

028B035C

Figure 61
Byte = 0x12 — create and populate a new file

The backdoor creates a new file specified by the C2 server in the network traffic (0x40000000 = GENERIC_WRITE, 0x1
=FILE_SHARE_READ, 0x1 = CREATE_NEW, 0x80 = FILE_ATTRIBUTE_NORMAL):

. push o XS/1W_6 3 (ETDTY) XS/ 1N 3 (EMDTY)
. push 30

HE push 1 xg7statusword 0000

. push 0 St 7SW.C2 0 X87SWLC2 O
HE push 1 XB7SW.CL O xB7SWCO O xB7SWES O
. push 0000000 XS7TSW_SF 0 x87SW_P

push dword per ss:[ebp-14] [ebp-1 [gas Saio
Calli<aptes. createrilens = -

3| Defauit (stckal) ) ~ 1[5 2] 0 riock
=

<aptas.createri e
3: [esp+s] 00000001
43 [esp+C] 00000000

XTI 00407A36 apt29. exei$7A36 #6EZE

= 2649558 | "test. Xt
Woump1  YMoump2  @MDump3  WWDumpa  UWoumps @ watth1  Ix=llocals Struct ey S

Address [ Hex [Ascax T [~ ]| 242c2500 | 00000001

02849248/ 00 00 DO 0000 0D DD 00[04 00 00 00[11 00 DO 00 cocoono

03820248 a0 00 00 00|02 00 30 09|00 00 00 00|05 00 00 00 0452505 00000001

02849268| 00 00 00 00|00 00 0D 00|00 00 00 00[00 00 00 00 Qaxoc]

Figure 62

The newly created file is populated with content provided by the C2 server as well:

. 6a 00 push o
. ® 42 oc Nea eax, dword per x87Statushord 0000
. o pucn cak xa75w_ Swcs 0 xarswez o
. P 75 €s ush aword p X87SWLCL O X87TSW.CO O x87SWES O
. FF 75 E4 push dword pti s [ebp-1 X87SW_SF O X87SW_P 0 X87SW U O
. FF 75 EO push dword pti febp-203 == = -
E8 57 6F 01 00 €all <apt29.writefiles| v i
. e G 5 | Default stdcal) -
o fe=p) 5
Zaptzn.uriterT 2i [espra] O2sasser “TEST™
5i fesbral ooooooor
31 [espec] oascosec
- Text:00407A64 apE2s. exe: §7A64 #6ECH 2 s
@oupl  Wowp2  @oumps | @oums  @oumps  @wachi  elloms P stuct oconee) 029a9aes | mresT™
address [ ex Asci 0 | | 6355555 B3aeosre
02849361 |54 45 53 54]00 00 00 OO|AB AB AB AB|AB AB AB AB|TEST....cwucacaa| M bt ag

Figure 63
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The final buffer that will be exfiltrated contains the file name:

| ASCII |

0288031C [7F 8F BF 7FIAE 40 41 AF|00 00 00 00(01 00 00 00| ....%GA ...csvas
0288032C |00 00 00 00|29 00 00 00|8D 00 37 20|74 65 73 74|....)u.
0288033C|2E 74 78 74(0A 00 00 00|00 0D OO0 00|00 00 OO0 00| . TXT..cuencannnn

Figure 64
Byte = 0x13 (same execution flow as 0x11)
Byte = 0x14 — write specific bytes into memory depending on the C2 server response

Depending on 2 bytes received from the C2 server, the binary writes 0x100, 0x200, 0x400, 0x800, 0x1000 or 0x2000 into
memory. The first 3 cases are highlighted in figure 65:

=

0s1CcCa8 mov  eax
0041CCIF jup _eax

) I [
=
sext o0arc ; = grorn
ot gaeiccan loc_siccen: ; Junptable o041cCat case of [[Sext oasiccso loc_s1ccso: ; Jumptable 004103 case 1] | cextioBsicERF loc_S1cCSF:  Junptable 00AICCHF case 2
et o041cC mov Febprver_16] i env, Cebprvar_16] o iaticear mon . Cemm, [ebprvar 16}
ot oaiccas mov  avord pen [easeitACh], 106h Gmerd peE Teameidach], 200n o aicces mov  avord pen [eareitACh], dooh
ot obeiccas gup__short loc 4iccas LextionHICCsD Snp _short foc 41cciS et 004CCEC Jmp__short loc 419

Figure 65

The buffer that will be exfiltrated contains a 4-byte value computed from a GetTickCount function call, the “AppID” value

and a marker value (0x81 in this case):

0288031C |F4 D4 D4 F4AE 40 41 AF| 00 00 00 00|01 00 00 00| 0DOOSEA ........
0288032C |00 00 OO0 0OO0(1E OO 0D DO PR

Figure 66
Byte = 0x15 — listen on port 8080 and record all connections that are established on this port

A new thread is created using the CreateThread routine:

& 33 3313 00 00 00 00 |mov dword ptr s XS7TTW_6 3 (EMpTy)  XS7TW.7 3 (EmPTy)
€7 44 24 10 00 00 00 00 [mov dword ptr
xa7tatusiora 0000

5 is os oy <3, dword
85 33 24 0c oy dword per X87SWC3 D xETSWEZ D
&7 333505 40 00 42 00 [mov award per o1 o xercs o

7 43 24 03 00 00 00 00 |mov dward per XSTSNLSF O xeTSLP

&7 03 34 00 00 00 00 oy dward b

£8 24 15 01 00 e t2b Createry thos —

T Dﬁfault(smm\n

[esp]
[esp+4] 00000000
[esp+8] 00420040 apt25.00420040
[espc] oaspFas7

<aptas.CreateThread>

-TeXT:00415EF9 apr29. exe: S1SEFD #152F9

Woump1  gyoump2  @yoump3s  @youmps  Ypumps @ watchi  iellocals ) Struct
Address | Hex |Asc1z
‘0450F457 [0 06 00 00[00 00 00 00]00 0O 00 ©0100 00 00

o0

50000000

00000000
0422320 00420040
043C33E4| 049DFaS7
045C53E8| 00000000
043C83EC| 00000000

apt29.00420040

Figure 67

The process creates a new socket using the socket API. The inet_addr function is utilized to convert a string containing an IP

dotted-decimal address into a proper address for the IN_ADDR structure, as shown below:

83 04 24 mov_dword ptr ss:[fespll,eax L
£8 3¢ 80 02 00 €2l <apt25. et addr>
1 04907487 “197.168.164.128
<apt29.inet_addr> 2: [ESDN] 00000001
51 [eipes] 00000000
4: [esp+C] 00000000
EeXEi00809017 apE2s. exeis9eds AEA =
= — ——— = = Georser| isz.ies.aerizet

Figure 68

There is a mistake done by the malware developers because they’ve called the inet_addr routine with the C2 server as the
parameter (and not an IP as above). This function call returns INADDR_NONE (OxFFFFFFFF):

mov_dword_ptr
€all <apt29. 1)

Default (stdcall)
Tt [esp] 049DFACO “salesappiiances:c
: [esp+4] 00000001
Lesp+s] 0000000

p+c]_00000000

E
T e e i KB 07907 4cs | “salesappliances.comiso’

<apt23.inet_addr>

-TEXTI004096AD apT29.exe: $9GAD £3AAD

Figure 69

The binary associates the local address with the socket created before using the bind API:

X87SW.CL O XS7SW.CO O XS7SWES O

€7 44 24 08 10 00 00 00 |mov dword ptr .

§9 54 24 04 mov dword ptr XS7SW_SF 0 X87SW_P O XS7TSWU 0
59 04 24 moy_dword ptr

E8 09 38 02 00 €Al <apt29.b]

| [ —
| Defautt (stcal)
T

<aptes.bind

-TEXT:004096D6 apt29. exe: §96D6 #82D6

u ool ourp2  @houmps  @Houmps  Woumps @ watchi  ieellos P stuct
s [Hex = I
DGSDFOBF LH Muwmmmw\mmoﬂoﬂ\ | 1

Figure 70

The listen function is used to place the socket in a listening state for incoming connections:

€7 43 24 04 05 00 00 00 |mov dword pEr S5:fespiillss 87" Bl il B i
59 04 24 moy_dword per ss:fespl, eax

E8 7F CC 00 00 €alll <aprz9. listen> v =

= en i Dﬁﬁu\t(stdm")

<aptzs. listen> R nann0s

4: [esp+C]_00000000
+TEXT:004096F8 apr29. exe: $96FE #8AFS

WWoump1  @oump2  Whoump3  @hoump4  WHDumps @ watchi  Dellocals 2 Stuct e

Figure 71
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The malware was supposed to connect to the C2 server using the connect API, however, due to the implementation mistake,
this function call fails:

€7 44 24 08 10 00 00 00 |mov dword ptr
89 54 24 04

59 04 24

E8 FE A7 01 00 call <apr:

XSTSW.SF O XSTSWP O ASTSNU 0

‘ X87SW.CL O XS7SWCO O XS7SWES O

v
Default (stdcal) <

<apt29. connact>

[esp+c] 00000000
-Text:00£0974D apt2s.exe:$374D #8840 =S -

% 000003

WWoump1 | §oump2  @pump3  @Hoump4  @Houmps @ wath1  mlloals | £ stuc Lt
EI i i TA] 0621EF36| 00000010

0430F477|02 00 D0 SOI[FF _FF_FF FF]00 00 00 00100 00 00 00| - .. PySyy ] 1

Figure 72

For the sake of the analysis, we’ve emulated an external connection from a remote IP to the local host on port 8080. The

getpeername API is utilized to extract the address of the peer to which the socket is connected:

. 89 44 24 08 mov dword ptr x87Statusword 0000
. & 15 A4 Tea cax,dword o xerswez o
. 89 44 24 04 mov dword ptr 0 X87SWES O
. 88 15 08 mov eax,dword 0 xe7swu 0
. 89 04 24 mov_dword ptr -

823 60 01 00 €l <apt2s. g :

) ~ 5= 0 urlock
I fesp]
esp+4] 0499314

2t
3: [esp+e] 0:9Co3l0
4: [esp+C]_E8sFe01s

-TeXT: 0040696C apr29. exe: $696C #SDEC :
3 5000035
Woup 1 gloumpz  @houmps  Woump4  WWoumps @ wachi  pellecls ) stuct 549Co7EC | 0490921,
Tandracs Thaw Tacrvr T . 11049C92F0| 049C9310

Figure 73

The inet_ntoa routine is the opposite of inet_addr and it’s used to convert an IP from a hex form into an ASCII string

(dotted-decimal format):

59 04 24 moy_dword_per
£ 38 F6 01 00 €all <apt25.1

1 et e T El0uwos
1:i [esp] 25CF8s32

T e

5 ReeE] saenis

3 aney

ssaz |

Figure 74

getsockname is utilized to retrieve the local name for the socket:

. 89 45 24 08 nov awora ptr e RoeLaLusIUT U
. 80 5 As Tea eax,dnord 0 xe7SHCZ O
. 85 34 24 04 mov dword ptr e 0 xE7TSNES O
o] 0020 88 3 mov eax, dword 0 xe7SHU 0
elooaocscsl s 04 24 noy dword prr ts:fespl, cax
£8 BF &€ 00 00 Call <apt25. getsocknanes v
ol 5 |pefaut (toca) ~[5 2] 0] uniog
: [esp] 00000394
— [esp+4] 043C9314

i
2
3: [esprs] 043C9310
4: [espsC] E85F601S

LTEXTI00S065CC apt29. exar$EaCC #SDCC

3 50000393
Wioup1  gHoup2  @hoump3  @ouwmps  Boumps B wstchi  bellocss 2 Swuct 123ttt m,m,,‘
-~ e T 1 043C02¢0 | 043¢3310

Figure 75

inet_ntoa is used again to convert the IP address from hex to dotted-decimal format, as highlighted in figure 76:

89 04 24 mov_dword ptr ss:[fespl,eax
E8 E8 F5 01 00 a1l <apt25.inet_ntoa>,

- S—

5 | Defeult tstacal) ~ |[5 [5]0 urlock
T: [esp] SoAeASCO

2i [esptd4) 04302314

3: [espt8] 0439310

4: [esp+C] EBSFG015

<apt25.inet_ntoa>

-TEXTI0040630F apt29.exe: S63DF #5DDF

. S (e [ (e [ S e B0A4ASCO |

Figure 76

The final buffer that will be exfiltrated contains some details about the network connection (source and destination IPs/ports)

and the string “listen”:

| address | Hex | AscIz |
02BBO31C [B5 7C rC GG|AE 40 41 AF[ 00 00 OO0 00|01 00 OO0 O0|B|[€98A ........
0288032C| 00 00 DO 00|50 0D 00 00|81 00 6C 63|73 74 65 6E|....P.....listen
0288033C| 20 31 39 32(2E 31 36 38|2E 31 36 34|2E 31 32 38| 192.168.164.128
0288034C|3A 38 30 38(30 20 2D 20|35 30 2E 31|33 33 2E 32|:8080 - 50.133.2
0288035C | 30 37 2E 33|37 3A 33 36|31 31 32 0A|00 00 00 00|07.37:36112.....

Figure 77

It’s important to mention that because of the bug, only this behavior is expected, however, there are other execution flows as
well. For example, if no connection is established, the malware only copies the string “idle” in the buffer. If the connection
to the C2 server is successful, then the string “connect” would have been copied into the final buffer. Finally, if the
connection is successful and the process accepts another connection on port 8080, the string “accept” is copied into the

buffer as well.
Byte = 0x16 — create a named pipe and wait for connections

The file creates a new named pipe using the CreateNamedPipeA routine (0x40040003 = FILE_FLAG_OVERLAPPED |
WRITE_DAC | PIPE_ACCESS_DUPLEX, 0x6 = PIPE_TYPE_MESSAGE | PIPE_READMODE_MESSAGE):

. - . KS/IWa s LDLy)  KsWS 3 LEmRLY)
5 e [ X87TWLG 3 (Empty) X877 3 (Empty)
. 68 00 04 00 00 push 00
. 68 00 04 00 00 push 400 x875tatusnord 0000
. 63 01 push 1 XE7SHB 0 X87SWC3 O XBTSW.CZ 0O
o[ 00317p18|  6a 06 push 6 X87SHC1 0 X87SWCD O x87SWES O
o[ 00a17p10| 68 03 00 04 40 push 40040003 x87 0 X87SWP 0 X87SHU O
el 00a17n22| <o push eax eax:™\ asmia s ace
EE— E8 70 58 FF FF €all <apt2s.CreateNamedpipeas! v
. B gt “y | Default (stdcal) hd O unlock
17 [esp] O49CO9EF “\\\\.\\PTDEV\PIFE"
<aptas. med? ip: 2: [espra] 40040003
i [espis] 00000006
[esp+C]_00000001
+TEXTi00417D23 apt2. exe: 517023 #17123 - -

Woup 1 Wowp2 | @Dump3  @4oumps  WDumps @ warch1 el P Struct e

‘mress | Hex | A

SCIT 1. A~
‘045C99EF [BE. 5C 2E 5C[70 65 70 655C 50 49 50[45 00 00 00| K\.\pipe\PIPE. ..
045C99FF 00 00 00 00[00 B0 00 0000 00 00 00|00 00 00 00

00 00 00 00
00 00 00 00

00 00 00 0O
00 00 00 0O

00 00 00 00
00 00 00 00

00 00 00 00
00 00 00 00

043C5730| 00000064
043C5734| 045C 9807

Figure 78
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A new unnamed event object is created by the backdoor:

. 6 00 push 0
. 64 00 push 0
. € oL push 1
. <

€a 00 push 0
E8 2 B8 01 00 €all <apt2o.createcventas:

o xa7swez o

XS7SW_SF 0 XE7SW_P

‘ XE7SW_B 0 XSTSW.C3

> Defau\t A

<aptzs.CreateEvent

-TEeXT:00417D65 apT29. exe:$17D65 #17165

esp+c1_00000000

@Hoump1  @oump2  @houmps  @Houmpd  WlMoumps @ wathi  ellocs ) stuct

Address | Hex [Ascxz I

Figure 79

N
"D0000000
00000001
T~ 54aca735 | 00000000
045C9734| 00000000

The binary enables the pipe to wait for connections from client processes, as displayed below:

o] 00317087 52

o 00317088

push edk
push eax
€aTli<apt29. ConnectNanedripes|

so
E8 EE 48 00 00

X87SW_SF O XSTSW_P O XSTSW_U

v
Default (stdcal)

+TEXT:00417D89 apr29. exe: $17D89 #17183

R
21 [eopra] oasconer
3: [tsprﬂ] 00000000
4: [esp+C] 00000000

e

W Dump 1 @Woumps  Woumps  @houmps @ watchi  Irlloals 2 Stuct

Woup2

—_—
50G002C8
049C972¢ | 049C9AEF

Figure 80

Whether the C2 server specifies the “off” parameter in the network traffic, the malware calls the DisconnectNamedPipe API:

==
\ Defau\t (stdm”)

.
i e o |

>

P 0aads7es
[esp+s] 049C0790
[espc] 0FAG0000

7
3
3
-TeXT:00403306 apt29.exe:$3306 #2706

e
B 00603422 |

Figure 81
The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0x20 — extract timestamps for a file mentioned by the C2 server

The FindFirstFileA routine is utilized to locate a file specified by the C2 server in the network traffic:

o 00316504
o o0s1cz05

<apt29.Findrirstrileas

o

T 0w

push edx
push 22
T<apt2s. FindFirstriless

XB7SW_SF O XSTSW.P O XB7SW_U

eax:t

¥ | efauit (stecal)
22 [esp] oesc

4787 Trest. e

TeXT:00416506 apt2s. exe: $16506 #15906

¥y Dump 3

SCAT 4T
035C956C | 049CABSE

Woump 1 4l Dump 2 Woump4  Woumps @ wakh1  Ix-llocas ) Stuct

Figure 82

The malicious process converts the file time to system time format using FileTimeToSystemTime:

50 XS7SW_SF 0 Xx87TSW_P O X87TSWU O

~ [5 12]00 Urlock

push eax
52 h cdx
£8 46 63 FE FF €alll|<apt29. FileTineTosyst enT ime>! - [—
inaacs e Default (stdcal)

1i [esp] O43CASSF
SR 2i [espr4] \749(9549

E [:snrs] 02898

4 [esprC] 770)9(22 ntd11.77039CEY
ek 002 E 20 L2 X E:[$2E200 R2EE00) =
WWoumpt  @oumpz  @hoump3  W4Dump4  @oumps @ wathi  bellocls 2 stuct [

Figure 83

The GetTimeFormatA API is utilized to convert the time from above to a time string (0x800 =
LOCALE_SYSTEM_DEFAULT, 0x80000000 = LOCALE_NOUSEROVERRIDE):

. €8 00 01 00 00 push o 2 vy
. 45 88 fea eax dword ptr ss:febp-7o] X87TW_6 3 (Empty)
. so ush
. € 00 B x&75statusword 0000
. o 45 E8 fea eax.awra ptr ssiliebp-1sl x&75n_¢ XE7TSWC3 0 x87SW.C2 O
. 50 push . XE7SNCL 0 XETSWCO O XS7TSWES O
. 8 00 00 00 80 puzh wuwuw XETSNLSF 0 XETSWP 0 XS7SHU O
. 68 00 08 00 00 push 50
B> E8 1E 3D FD FF call <aprzs ‘GetTimeFormata>.
. e D -
<apt2s. GetT D
049C9545
00000000

-TEXTI0042F231 329, exa:$2F231 #2E631

oyt | @oup: | Eomps | Sowms | Bowps | @ weent | oloes | D st e
— e saoon

WS T R R D ! 1~ [essaics p

R i s e aiscaics

Figure 84

The GetDateFormatA API is utilized to convert the date from above to a date string (0x800 =
LOCALE_SYSTEM_DEFAULT, 0x80000000 = LOCALE_NOUSEROVERRIDE):

xsrimis s (EmpLy)  xerimls 3 (mmply)

68 00 01 00 00 ush
8 45 AS fea Eax Jdword prr =i febp-e XSTTW.G 3 (EMPTY)  x87TW.7 3 (EmpTy)
50 ush e:

64 00 Busn 0 xazstausnord 0000

80 45 €8 1Ea eax,ord per ss:febp- 1] X87SHC3 0 X87SWCZ O
50 XSTWCL 0 xaNEe O xarowEs o

8 00 00 00 8O
68 00 08 00 00
E8 46 6A FE FF

push 80000000 XB7SW.SF 0 XS7SWP 0O XB7SW_U

ush s
Eai1<apt2s. ceroaterornatas

T =0 wwes

V[E
Default (stdcal)

1 [esp] 00000800
2: [espt4] 80000000
3: [esp+s] 0459548
4:_[esp+C] 00000000

-text:0042255 ape2s. exe:$2F255 426655
7 00000800

Woump1  §oump2  ¥pump3  @Hpump4  @Houmps @ warh1  -llocas 7 Struct e
o [ascar [ ] 456010 os5cos s
03oCo305 (A0 88 22 £330 00 00 00108 00 00 00[12 00 g0 £3 1 rao 0420000 naonooon,
0433518| 08 00 00 00|01 00 00 00|50 35 2c 04|10 1m0 Cyscaice oascasne

Figure 85

The final buffer that will be exfiltrated contains the file name, file creation date and time, and the length of the file content:

Address | Hex |Asciz |
0285031C [A0/ 29 24 11JAE 40 41 AF]00 00 00 00|01 00 00 00|W)*.S@A

0283032C| 00 00 00 0O0|4D] 00 DO 00|04 00 20 39(2F 32 31 2F|....M..... 9/21/
0288033C|32 30 32 21|20 38 34 32|32 3A 31 32(20 50 4D 20|2021 8:22:12 PM
0288034C| 20 20 20 20|20 20 20 20|20 20 20 20|20 34 20 20 4
0288035C| 74 65 73 74|2E 74 78 74|0A 00 00 o0fo0 DO OO OO|test.tNT........

Figure 86
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If any error occurs during an operation such as creating a file, opening a file, and so in all studied cases, the malware formats
the error message using FormatMessageA and copies it to the final buffer (0x1000 =

FORMAT_MESSAGE_FROM_SYSTEM, 0x2 = ERROR_FILE_NOT_FOUND):

4 00 Xsrim_e s (EmDLY)  XS/IM_S s (mmDLY)

. n
. 88 00 40 00 00 push 4000
. 2 ush edx xs7Statusword 0000
. & 0o push o XSTSW.B D XS7SW.C3 O xS7SWCZ O
. push eax XETSHCL 0 XE7TSHCO O XSTSWES O
. & 00 ush 0 X87SW_SF O X87SWP O x87SWU O
H 65 00 10 00 00 push 1000
£8 €5 07 00 00 €21 <aptzs. Fornatessagens v
. s = Defau\((smm\n ~ [ 1] 0] uniog
000
<aptzs. %5 [ezbra) ooooooon
3: [espt8] 00000002
4: [esp+C]_00000000
- TeXT:004165DA apE2s. exe: S1GSDA #155DA
7 1000
Uloump i Woump2  oump3  W4Dump 4 WHoumps @ wath1  bellocals Y Stuct '045C555C | 00000000
T T = i [ ]| 043c55€0 | 00000002
0288033600 00 00 00[00 00 00 00[00 00 00 00100 00 00
0238033€| 00 00 00 00|00 05 3 0|03 3 60 90|00 00 00 o4scases 02sa033c
o o 53563375 20000000

Figure 87
Byte = 0x21 — move a file to a new file

The response from the C2 server contains 2 file names. The process moves the first file to the second one by calling the

MoveFileA API:

; 89 54 24 04 mov dword pt esp-4l], edx XS7TSW.SF O XSTSW.P O XSTSWU O
| 89 04 24 mov_dword ptr pll, cax e
e

E8 07 34 FD FF €all_<aptzs. i

~ |[5 =] 0] urlock

<apt2s.MoverileA

-Text:00432F39 apr29.exe: §32F39 #32339

WWoump1  @Woupz  @Woums  @Woumps  @Woumps @ wathi  kelloas P stuct

Figure 88
The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0x22 — copy a file to a new file

The response from the C2 server contains 2 file names. The malware copies the first file to the second one by calling the
CopyFileA API:

XB7SW.CL D XS7TSW.CO O XB7SW.ES 0
XB7SW.SF O X87TSWP O X87SWU 0

Default stdcal) v |[5 =00 urlod

1: [esp] 02849358 “testi”

€7 44 24 08 01 00 00 00 |mOV dword pTr
89 54 24 08 mov dword per
59 04 24 mov_dword per
E8 EC A4 FD FE €&l <apt29.C

pro], 1
peall, edx
Pl eax
e

11

<aptzs.Copyriles

: [esprc] 04503000 &"testi

eXT:0043303F aptzs.exe:$I0IF #3243F

Woump1  Wpump2  WHDump3  @HDump4  WNDumps @ wath1  xellocals 7 struct E.;_;g oasnsasellitesti
ardress |hev TasrTr T T L R R
Figure 89

The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0x23 — delete a file

The response from the C2 server contains a file name. The binary deletes the file using the DeleteFileA function:

£ Fe 0t Fe e \'"“V “”“;ﬂzﬂ‘égi;ii‘%’]ui“
= ~ |50 unlock
<aptas.peTecerilen
cext: 00433139 apras. exe: $33139 432539
9358 | "test1"
Figure 90
The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0x24 — retrieve the current directory for the process
GetCurrentDirectoryA is used to extract the current directory for the process:
89 44 24 04 mov. dwnr‘d n(r D *].:ax ‘ XB7SW_SF 0 XB7SW_P O X87SW.U O
C7 04 24 00 40 00 00 moy_in ol + e
EEREr BTt et ecroryas v
5 Defaun(smmv) 5
<apizs. = 35 fespra) oosensae
3: [esp+8] 049C9210
4: [esp+C] 77020860 ntd1l.77020860
|CeXC1004331E0 aptzs. exe: $331E0 #325E0
Woump 1 o2  UWDwmp3  U4Dumps  WDumps @ wath1  Ix-llocas ) Stuct el

Figure 91

The final buffer that will be exfiltrated contains the path extracted above:

| ASCIT |
D2BB031C 00 00 00 00|01 DO 00 O0|SDOSSGA ........
0288032C |00 00 OO0 00|33 00 00 00|81 00 43 3A|5C 55 73 65 3
5C 44|65 73 6B 74

0288033C| 72 73 5C &6F 70 00 00

Figure 92
Byte = 0x25 — create a directory

The response from the C2 server contains a directory name. The backdoor creates the new directory using the

CreateDirectoryA routine:
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§7 4124040000 0000 |mov chord prr 24l XS7SW.SF D XSTSW.P 0O XSTSNU 0
59 04 moy_dword
£3 83 78 00 00 call ap(zs Createir etioryar

Default (stacal) + 1[5 =] uioct

<aptas.

3
31 HEERTE 5955508 wrrestan
-Text:0ns33492 aptzs.exe:§33492 #32892

e
Wowpl  ghonp2  W4oumd  WHoums  @houps @ weh1 hellock ) Smet |l e
Figure 93

The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0x26 — delete a directory

The response from the C2 server contains a directory name. The binary deletes the directory using the
RemoveDirectoryA routine:

¥ | Defauit (tdal) ~ 1[5 2] 0 riock

moy dword prr ce:fece] < [esp]:
<all

89 04 24
E8 14 98 FF FF

<apt2s. Remoued iFatoryA
>
5] 02849358 "resti”

2: [espta] 0288031

3: [esp+s] 0000000

2 [E3hid] 04cennn avtesti-
-TEXT:004333A7 apr29.exe: $33347 #3277
[T e e e e e e e [EEESERER 02845358 | “testa”

Figure 94
The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0x27 — change the current directory for the process

The response from the C2 server contains a directory name. The process changes the current directory for the process to this
directory:

et et |5 ElDwes
1: [esp] 028A9358 "testi™
2: [espt4] 02880318
ag [ESD*S] DDDDDDD]

59 04 24 mov dwoid prr b fespl e
s 03 35 FE FE €A1 <aptab. Seccurrentdirectorys

Figure 95
The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0x28 — set the current directory for the process to the % TEMP% folder

GetTempPathA is utilized to retrieve the path of the % TEMP% directory:

89 44 24 mov dword ptr 41, e XB7SW_SF O XSTSW.P O X87SWU O
o7 04 24 Dn 9t 09 20 mov_dword ptr 460
call 29. GetTemppathax v
2 = ue&un(smmwn
T 00000400
<aptze. GetTenprathis G| 0iscois

3 [espr] 049C3:
3 [ 21555 nean. rro0se0

- TEXT:00433539 apT2g. exei $33539 #32939 e
Woump1  WWoump2  @MDump3  WDumpa  UWDump5 @ wath1  Ix-llocas ) Struct m‘,,xw! oaennsn.

Figure 96

The file changes the current directory for the process using the SetCurrentDirectoryA API:

' o[ 00433548 E: ?g Seee mmﬁdwnrizgt; éE [=501n T— [espl: SEb e S S 2
: e = - 5 | pefat stdcaly - s E0w
<z, irectary £ {:2310‘]’ Saacsin s Fei o bsoatan
31 fehra] od
e 4 [ PN [T [ T— [ p— P TR [y IEEESERETY 045Cs104 | c: \\Users I\ \AppData\\LocaT\\Temp\\ "
Figure 97
Byte = 0x29 — retrieve the valid drives on the system and their type
The valid drives on the system are extracted by calling the GetLogicalDriveStringsA function:
89 44 24 04 mov dword ptr sp:-4ff, eax XB7SW_SF O X87SW_P 0 X87SWU O
Gk '""h"’lZ;.z?‘@mm(.ﬂnrfﬁgsmngw ‘ . 3
sEaee 5 Deﬁuk " il ~ [5 [2]00 urlock
z p] 00000400
= eserne 2 [ospra) osacaezn

SEeeied bt e
D+C]_76A52500 bCryprprimitives.76A52500
XTI 0042EFDA apT29. exei S2EFDA #2E0A

UWoumpt | Wbump2  Wioump3  W4Dump4  WDumpS @ Wathi  le-llocds ) Stuct

Figure 98

The backdoor extracts the type of the drive using the GetDriveTypeA API, as displayed in figure 99.

59 04 24 moy_dword ptr is:[fespd,eax fest
E8 3€ CO 00 00 €Al <apt29.GetriveTypeAs|

~+ |[5 2] 0] unlock

<apta9. GetDriveTypeA:
ritives.76A52408
Fshic] 7A52500 berypthrinitives. seaszson

v
e e e EESEE oascacze e

-Text:0042F003 apt29. exe: $2F003 #2£403

Figure 99

The final buffer that will be exfiltrated contains the drives name and a string that categorizes their type:

Hex | AscIT |

0288031C [69 C2 C2 GIJJAE 40 41 AF] 00 OO0 00 00]01 OO0 00 00| GAAISEA ........
0288032C |00 00 D0 00|2E DO 00 00|81 00 43 3A|5C 20 66 69| .......... i
0288033C| 78 0A 44 3A|5C 20 63 64|72 DA 0D 00|00 00 00 00|x.D:% cdr

Figure 100
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The following strings are hard-coded and indicate the type of drives: unk (DRIVE_UNKNOWN), nrt
(DRIVE_NO_ROOT_DIR), rmv (DRIVE_REMOVABLE), fix (DRIVE_FIXED), net (DRIVE_REMOTE), cdr
(DRIVE_CDROM), ram (DRIVE_RAMDISK) and und (most likely UNDEFINED).

Byte = 0x2A — retrieve the computer Uptime and encrypt the value

The malware calls the GetTickCount function and stores the result in a separate buffer:

[EE - R
Figure 101

E8 B5 84 FC FF

| €& <aptz9.GetTickcounts!

The 4-byte value extracted above is encrypted using a custom algorithm:

Figure 102

text:eed43AC72

Jtext:@e43AC72 loc 43ACT72:

Jtext:8e43AC72 call GetTickCount
.text:ee43AC77 mov edx, 18624DD3h
Ltext:8843AC7C mul edx

.text:8e43ACTE mov eax, edx

.text:8843AC808 shr eax, 6

Ltext:8843AC83 mov [ebp+var_38], eax
Ltext:8843AC86 mov eax, [ebptvar_38]
.text:8843AC89 mov edx, 91A2B3CSh
Ltext:8843AC8E mul edx

Ltext: 88434098 mov eax, edx

Ltext:eed43AC92 shr eax, @Bh

Ltext:@843AC95 mov [ebp+var_3C], eax
.text:8043AC98 mov ecx, [ebptvar_38]
.text:8843AC98 mov edx, 91A2B3CSh
text:8843ACAE mov eax, ecx

Ltext:8e43ACA2 mul edx

Ltext:ee43ACA4 mov eax, edx

text:8e43ACA6 shr eax, @Bh

.text:8e43ACA9 mov edx, eax

.text:8e43ACAE mov eax, edx

.text:8e43ACAD shl eax, 4

.text:®e43ACE8 mov edx, eax

.text:8843ACB2 mov eax, edx

.text:8843ACB4 shl eax, 4

.text:8843ACE7 sub eax, edx

.text:8e843ACE9 mov edx, eax

.text:8843ACBE shl edx, 4

Ltext:8e43ACBE sub edx, eax

Ltext:8e43ACC8 mov eax, ecx

Ltext:eed43ACC2 sub eax, edx

Ltext:8e43ACC4 mov [ebpt+var_48], eax
.text:8e43ACCT mov eax, [ebptarg_4]
Ltext:@e43ACCA lea edx, [eax+1Eh]
Jtext:8e43ACCD mov eax, [ebptvar_48]
Jtext:8e43AC00 mov [esp+@D58h+var_D48], eax
Ltext:8043AC04 mov eax, [ebptvar_3(C]
Ltext:8043AC07 mov [esp+@D58h+cchData], eax
.text:8043ACDE mov [esp+@D58h+var_D5@], offset aUptime5de2dh ;
Ltext:8843ACES mov [esp+8D58h+nSize], 4886h
.text:8043ACEE mov [esp+8D58h+1pString], edx
Ltext:8843ACEE mov eax, ds:wnsprintfa

The final buffer that will be exfiltrated contains the result of the above encryption:

Address

Hex

“uptime %5d.%@2dh\n™

0288031C

0288032C | 00 00 00 0O
0288033C| 20 20 20 20

Figure 103

| ASCIT |

[DE DE DE DEJ[AE 40 21 AF[00 00 00 00|01 OO OO0 O0|@PPOEREA ........
31 00 00 00|81 00 75 70|74 69 6D 65|....1..... uptime

20 35 2E 31|39 38 38 68|0A 00 00 00 5.1988h. ...

Byte = 0x30 — retrieve the path of an executable that corresponds to a particular process ID

The response from the C2 server contains a string with a process ID. The atoi function is used to convert the string to a

number:

s0
£8 5303 FO FF

push <k
EaTi<aptzs. atot

<apt29.atoi>

-Text:0025988 apt2s. exe: §25988 #24D88

esp+s] 00000001
esprc]_049C9478 &75192"

Figure 104

9356 [ "5192"

The malicious binary opens the local process object that corresponds to the process ID using the OpenProcess routine
(0x1FOFFF = PROCESS_ALL_ACCESS):

push eax

XS7SW.CL O X87SW.CO O
XSTSW_SF O X8

XS7SWES O
TSNP 0 X87SWU 0

a1 <apt29.0penprocesss

~ |5 )00 unlock

[<apt29.OpenProcess>

+TEXTi004259AF apT29. exe: $259AF #24DAF

Sp+C]_049C9478 &'5192"

Yoump 1 @pump2  Woump3  Woump 4

Woumps  @watch1  ellocas P stuct
T

Figure 105
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EnumProcessModules is utilized to enumerate the modules of the targeted process:

se push esi XS7SW.B O XS7TSW.C3 O X87SW.CZ ©
8 00 80 00 00 push 5000 XS7SW.CL O XS7SWCO O XS7SWES ©
52 push cox XS7SW_SF 0 X87SWP O X87SWU O
50 pu:

ES 34 1D FE FF nm Saptas. Enunerocessmoduless v

<apt29.Enum

p+c]_0s5CFOIF
-Eext:00425A03 apt23. exe: $25A03 #24E03

Whoump1  @oump2  @hoump3  Woump 4 WMoumps @ warchi  kelloals P stuct ARl
Iress | Hex ~ AN
B e e Y J [~ B55E5iE8] 25e2ee2

Figure 106

GetModuleFileNameExA is used to retrieve the path of the file that contains a specific module. This is an interesting way to

find out the path to the executable that corresponds to the targeted process ID:

58 00 04 09 00 ush xs/stacuswora vuuu
B5 E8 FB FF FF fea ts] aword ptr ssilfebp-415 XS7SW_B O X87SWE3 0O X87TSWCZ O
push e KETSICL O XETHEO 0 XSTWES O

5z pian tﬂx

50
B ES8 10 ED FD FF ml (ap(zs.ﬁ:mndul:ril:Nam:ExA)

o 00s

- 500002Cs
<apt29. Gethodu] eFi | eNameE KA 00400000 apt25. 00400000
5C9038

o
2

00000400
-TeXT:0043808F apt29. exe:$3308F #3748F

3 G00002Cs
Wourp1  oump2  Woumps  @oumps  gpumps @ watch1  i-llocals P struct 049CBE 2C| 00400000 | APT29. 00400000
[Address [ ex [Ascrr I

Figure 107

The final buffer that will be exfiltrated contains the address of the module from above and the path to the executable:

| Address | Hex | AscIT |
0288031C [BE 04 05 COJAE 40 41 AF]00 00 00 00|01 00 00 00| G- AEA ....on..
0288032C| 00 00 DO 00|53 OO 0D 00|80 D0 30 78|30 30 34 30 . 0XD040
0288033C| 30 30 30 30|20 43 3A 5C|50 72 6F 67|72 61 6D 20| 0000 C:\Program

0288034C| 46 69 6C 65|73 20 28 78|38 36 29 5C|57 69 6E 61|Files (x86)\wina
0288035C | 6D 70 5C 77|69 6E 61 6D|70 61 2E 65|78 65 OA 00|mp\winampa.exe. .

Figure 108

Byte = 0x31 — kill a process

The response from the C2 server contains a string with a process ID. The backdoor opens the local process object that
corresponds to the process ID using the OpenProcess routine (0x1= PROCESS_TERMINATE):

. 89 44 24 08 mov dword ptr XETMCL 0 x7LLO 0 xe7SMES O
. €7 44 24 04 00 00 00 00 | mov dword per X87SW_SF 0
. c7 03 24 01 00 00 00 mov_dword e

8 13 CC FF P €&l <apt22.0p

efauit (stdcall) ~[5 2] uniog

=
C Ll o i
1o [esp] 00000001
<apt25.OpenProcess> 20 [espra] 00000000
3i [ESDrS] 00001 448
4: [esp+C]_049C9480 &"5192"
-Text:0040633€ apt29.exerseaze w573 e e  —

Yloump L WDump2  WHDump3  WDump4  WMDumpS @ Watht  ellocas ) stuct e
[addracs Thex Theerr T 1.1/ 045c2430 | 00002448

Figure 109

The binary kills the targeted process using TerminateProcess, as described in figure 110:

“f-oulonsocss | c7 44 24 04 00 00 00 00 ik diord pr se:llespidlo X67SW.C1 0 X87SW.CO O XS7SWES O
®| 00406389 SE 05 E Vv eax, dwnrd : el hu 4cll X87: 0 X87SW. 0 x87SW.U O
o] Soaoezee Thov_aword pi aspl o e o NI —
£ 785 o100 Al <apta5. Terninateprocess v
H g T > 5 Deﬁ:u\t(shdm") ~ |[5_=] 0] urlock
F 000002C
B o : [ESD?‘] DDDDDDDD

bpn) o
D+C]_045C94B0 475192"

+TEXT:0040638F apr29.exe: $638F #578F

Woumpt | Woump2  WDump3  WDump 4 WMDumps @ watthi  bellocas ) Struct e

Figure 110

The final buffer that will be exfiltrated contains the string “term” (which probably refers to terminate) and the process ID:

| Address | Hex | AscIz |
0z88021C [ED 2B 2C EE[[AE 40 41 AF[o0 00 00 oO[0O1 0O 0O OO 1+,19@A
0288032C |00 00 OO 00|29 00 OO 00|81 0D 74 65|72 6D 20 20

0Z88033C

Figure 111

35 31 39 32|0A 00 OO0 OO|0O OO0 OO OO|0O OO OO OO 5192

Byte = 0x32 — create a new process

The response from the C2 server contains a process name. The malware creates this process by calling the CreateProcessA
API:

ososers| 89 54 24 24 oy aword per o
X570 3 (empty)  xSTTWLL 3 (Empiy)
EEE L lea zix drord Koz 3 (bt xerTwa 3 (Emen)
o el e | [ el X87TW_4 3 (EMPTy)  X87TW5 3 (EmpTy)
€7 44 24 18 00 00 00 00 mov dword ptr X87TW_6 3 (Empty) X87TW_7 3 (Empty)

€7 44 23 14 00 00 00 00 [mov dword ptr
€7 44 24 10 00 00 00 00 [mov dword ptr
€7 44 24 0C 00 00 00 00 [mov dword ptr

xa7statusord o000
0 x87SWC3 0 x87TSW.CZ O
ETMCL 0 Xermko 0 xerawes o

89 44 2 mov guord per [esp+t | X87SW_SF O X87SWP 0 X87SW_U
€7 04 24 00 00 00 00 mov_dword ptr
E8 9B & 02 00 :ul <apc29 c

. |m==
Default stdcal)

1 [esp] 00000000

: [espra) 028A935¢ "cnd. exe”

{esors] 0800000

25181 5500000

<apt29.Createproces:

-TEXT:0040653C apr29. exe:$653C #593C

whounpr  @oumpz  @houmps  @Woumps  Wloumps @ watchi  kelloes 2 stuc “cnd. exe”
Address | Hex [Ascrr 5
O43co4cc 44 00 00 00100 50 00 0[O0 00 03 0 [0D 00 03 0D
D4acaizc| 00 05 05 505 3 50 03|05 55 3 5|00 63 05 0
D43a15c| 50 05 05 5030 35 55 03|35 55 03 5|00 63 05 00
Biaaisc| 50 00 05 5035 05 55 0|3 55 63 53|05 53 05 00
2156512¢| 55 0 00 00|24 32 2a 020 22 oa 02 5p 92 aa oD
R s T o e e
Figure 112
The final buffer that will be exfiltrated contains the ID of the process created earlier:

Hex ASCII |
0288031C|[BE 7D 7D E[[AE 40 41 AF[00 00 00 00[01 OO0 00 OO|MIINE@A ........
0Z288032C |00 00 00 00|28 00 OO0 00|81 00 70 69|64 20 20 34 o 4
0288033C| 35 31 36 0A|00 DO 00 00|00 DO 00 00|00 DO 00 00|516..+eruseeses.
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Figure 113
Byte = 0x33 — create a new process in the security context of the credentials received from the C2 server

The response from the C2 server contains the following data: user, password, Windows domain, and process name. Two

anonymous pipes are created using the CreatePipe API:

€7 44 24 0C 00 40 00 00 [moV dword pEr XS7SW.B O XS7TSW.C3 © XB7SW.CZ
< 24 08

59 s mov dword ptr X87SW.C1 O X87SWEO O XS87SWES O
89 54 24 04 B boed e XS7SW_SF 0 X87SW_P
59 04 24 mov_dword

E8 2E E5 FC FF call <ap(29 Createripes

[5 2100 rlock

<apt29.Createripe

Shec]_00004000
-TEXT:00434DAS apT29. exe:§34DAS #341a5

Woump1  @oump2  @Hoump3s  @Dumps  EMpumps @ watchi  ellocals 2 Stuct
Addrass | Hex [AscIT [

045CBED [FF FF FF FF|FF FF FF FF|FF FF FF FF|FF P FE FE| T

04CBEER| 00 0B 00 00|00 0O 0O 00|00 0O 00 00|00 00 00 0B
oaBEFS| 0 00 00 00|00 00 00 00|01 00 00 00|75 73 65 72| |

Figure 114

435 AZC

89 5C 24 mov dword ptr -+, ebx X87SW_C1 O X87SW_CO O XB87SW_ES O

Sttt SR S

e ] wios
<apt29.Ci 009(3557

. text:00434DE8 apt2d. exe: $34DES 434188
WHoump 1l @oumpz  Whoump3  @oump4  Eoumps  @wathi kel P stuc
r [Asciz |
O45CBEE3 [FE FF FF FF[FF FF FF FF]00 00 00 00100 00 00 00| 19yy5yy
033CBEF3 00 00 b0 00|00 0D 0D 00[0c 00 00 0|03 00 00 0
033c8F03 |01 00 00 00|75 73 & 72155 60 60 00|00 00 05
Figure 115
GetCurrentDirectoryW is utilized to retrieve the current directory for the process:
89 44 24 04 mov dword p(r Ss:[fes 5:"4] eax X87SW_SF O X87SW_P O X87SW U O
€7 04 24 00 08 00 0O moy_dword p Respl, R
£o Al s e B Rl <aptab. Getcurr entbrectory

o
Defau\t(shdm\’)

00000800
TR0 0850000
[esp+s] 028aA166 “cnd.exe”
[espsC]_FFFFFFEF

+EXTI00434FB7 apr2o.exe: $34FE7 #34387

—_———
Woump1  @lpump2  Wpump3  @HDump4  WMDumps @ wakh1  xellocals 7 Struct qu.,g,.,c o0
Figure 116

The binary creates a new process that runs in the context of the credentials extracted from the network traffic via a

CreateProcessWithLogonW function call:

of coazsrer 89 5¢ 24 28 dword ptr

X87r5 0000000000DOOBOD000D STS EMPTy 0.0000000D
X87r'6 00000DO00ODODNODD00D ST6 EMPTY

0 85 80 77 FF FE X87r7 000U0DD00000ON0D000D ST7 EmpTy
89 44 24 2
€7 44 24 1c 00 00 00 00

xs7Tagword FFFF
X87TW_0 3 (Empty) x87TW 1 3 (Empty)
‘ X87TW_2 3 (Empty)  x87TW3 3 (Empty)

89 43 24 14 espr1
€7 44 24 10 00 00 00 00 i X87TW_# 3 (EPTY)  Xx87Tws 3 (Empty)
€7 44 24 o¢ 00 00 00 0O X87TW6 3 (EMTY)  X87TTW7 3 (Empy)
a8

a5 o8 x87Statusword 0000

& 85 80 &7 FF FF

89 44 24
& 85 B0 65 FF FF

89 04 24 oy
FF D. call

Thiogonw> (73A86970)

.tex

10043504D apr29. exe: $3504D #3444D

$owp1  @ourpz  WHoumps  Wourps  @houmps @ warhi  pellocas P stuct

00 00[00 DO 0D D000 00 0D 00]00 00 00 0O
00 00[00 00 00 00(00 00 00 00[00 00 DO
00 00[00 00 00 00|00 00 00 00[00 00 00

L"emd. exe”
00 00[00 00 00 00|00 00 00 00[00 00 DO o

0498F A4S
00 00|00 00 00 60|00 00 00 00|00 00 00 e -
00:00/00100,00,001 00 0000, 001 00.00.00 Qizarads 0 |LC: \\Users\ I\ \Desktop
Hemil seTemen| reaien e 0498FA50)

Figure 117

The executable extracts a handle for each module in the process created above by calling the EnumProcessModules routine:

gos3s1cr 89 54 24 0C

C7 34 24 08 04 00 00 00 |mov

. = XETSWE O xG7TSW.C3 0 xe7Sw.cZ
. 8D 95 BO 7F FF FF lea edx,dword per ss'[ehp 8050 XB7SW_C1 0 X875W_CO O KE?SW ES D
. 89 54 24 04 nov dnofdprr Siigesd 5 cax XBTSW.SF 0 xGTSWP O
. 89 03 73 nov_drord
€857 25 F FF e anta 5 Enumer ocestioduTes: e E——
e =2 = |Defau\t(smal’)
5] 00000000
— [:sD 4] 043C1500
Lesers] ooodoos
prc]_039C9504
- TeXt:004351E0 apr2s. exe: $351E0 #34SED
Woump1  @oump2  @UDump3  @WDumpa  Moumps @D watth1  [x-lleeals 7 Struct i ‘,""“"m.,m.,.,
Address | Hex |asc1T I IA“ MpEetiacyt
aar ST fes s AT A Thn T fn n o] ! {

Figure 118

There is a call to GetModuleFileNameExA that extracts the path of the file containing the above module:

i €7 44 24 0c 00 08 00 00 |mov dword prr s :[espicl, 400" xa7statusnord 0000
i a 9 80 68 FF Fr Tea cbx,dword per s XETHE O KETSHC3 O XETSWCZ O
i 89 5C 23 08 mov dword per XETSHCL D XB7SW.CO 0 XB7SWES O
4 89 54 23 08 mov dword ptr XE7SWSF O X7SWP O X87SWU O
il 85 04 24 moy_dword pt:

— £8 86 18 FE FF €a11 " <apt25. Getiodu1ert 1eNameExAs

. |m==
. Defnu\t (sndmvy ~

00000000
<apt9. GethoduleF T enaneE A e
[esp+s] 045c0100
[esp+c]_00000400

e
e
3 00000000

Woump1  $oump2  @MDump3  WWDumpa  WMoumps @ wath1  Ix=llocals ) Struet gy g
[Address [ ex [Asciz T [~] 0438EAS0 | 0ascoino

Figure 119

tex

100435215 apr29.exe: §35219 #3461

The buffer that will be exfiltrated is similar to the one presented in figure 108.
Byte = 0x34 (same execution flow as 0x33)
Byte = 0x40 — retrieve the current process ID, the path of the executable, the hostname, the username, and the default locale

GetModuleFileNameA is utilized to extract the path of the executable of the current process:
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42 23 98 90 94 00 00

00 00

[Bazee

00
FE

mov dword ptr
Te:

oll, 0
call <an(29 Getiotuie Tenaneas

XS7SW_E O XETSW.C3 0 XSTSW.CZ ©
XTSNCL O X7 O xeTSNES o
0

[esp+d | X87SW_SF O xa7SW_P

ra It (smm”’ ¥

TeNaneas

-TeXT:004168DF apt29. exe:S1GEDF #1SFDF

p] 00000000
T A AT

Def
I
2:
s o
a

& watch 1

espc] 34355068
045¢ 930¢ | 049C9458
43C33E0 | 00000400

"FNSWIbCH7FOSZ3ZMQYETEUNSaB/ dEPMIATCVOVUKAT

Woumpt  @oump2  Whoumps  Whoumpa  WlDumps I-llocls | struct
landrace uew lascTr
Figure 120

The malware retrieves the NetBIOS name of the local computer and the user name by calling the GetComputerNameA and

GetUserNameA functions, respectively:

89 44 24 04
0 85 C8 FD FF PR
59 04 24

E8 F2 C4 FE FF

mov dword pr

cain <apus Gerconpt e Nane>

X87SW.CL O X87SW_CO

= 0 xs7SwES O
X87SW_SF O XSTSW_P

0 x87SWU 0

v |[5 E]0] urlock

v
Default (stdcal)

+EXTI00416C11 apr29. exei S16C11 #16011

i [espiC] 34355064

Woump1 Y Dump 2

Figure 121

Wyoump3 Wy Dump 4

83 4s 2

. 04
. 85 Cs FE FF FE
. 2.

Wy oump 5

@ watch 1

bellocals ) Struct

Dascosss
049C930¢ | 042C975 8

X67SW.CL 0 x87SW_CO

0 xerswes o
XSTSW_SF 0 xB7SW_P o

T 0w

¥ | pefout stacan

1 [esp] 045C9658

+TEXTI00416C40 apr29. exe: $16C40 #16040

2: [esp+a] 0i0Co758
3: [esp+s] 00000400
33 [esp+C) 34355064

Uoump 1 | WDump2  WDump3 W Dump 4

Figure 122

¥y Dump 5

@ Watch1  Ir-llocds ) Struct

Oa5co6ss
'045C93DC | 049C5758

The current process ID is extracted using the GetCurrentProcessld routine:

CE 85 C
E8 87 8f

‘E:E—’L—m
Figure 123

8 FE FF FF 00
6 01 00

mov_byte ptr p
€all <apt29.GetCurrentProcessIds

ss:[jebp-13§

GetLocalelnfoA is utilized to retrieve information about the default locale for the user or process (0x400 =

LOCALE_USER_DEFAULT):

x87Statusword 0000

89 44 24 0¢ mov dword ptr
& s cC Tea <o, duord XE7SHB O x87SWC3 O xB7SWCZ O
85 33 24 08 v dword ptr XE7SHLC1 O x87SWCO O xB7SWES O
&7 333503 03 00 00 00 [mov dward per XSTSW_SF 0 x87SWP x87SW_
7 03 23 00 04 moy_dword ptr ol =
£8 s C9 01 00 i EpteE Geriocal erhron v
= 55 Default(shim\l) ~ |5 5] 0 urlock
i 00000400
T FesRr0 00030003
3i [esprs] Dascarsc
3 [espiC] 00000010
- TeXT10D416C7F apr2s. exe: $16C7F #1607F -
3 50000400
Woump1  @oump2  @Yoump3  WDumpa  WWpumps @@ watchi  Iellocals P Stuct e OnOs000
oascsaco oascorsc
lagcz I o “aoscszza o301

[address [ rex

Figure 124

The final buffer that will be exfiltrated contains the current process ID, the path of the executable, the hostname, the

username, the “AppID” value, the C2 server, the HTTP method used during network communications, the pipe name

mentioned in Casel of Data Exfiltration, and the user’s language (English — United States):

Address | Hex

0288031C [3C 88 88 3CJAE 40 41 AF[00 00 00 OO[01
0288032C |00 00 00 O0|CF 00 OO 00|81 00 70 72|6F
0288033C |20 32 39 36|20 43 3A 5C|55 73 65 72|73
0z83034C |l 5C 42 &5|73 &6F 1 70(74
028B035C |65 78 65 OAl6C GF 63| 6E 3A 20 4445
02BB036C | 4F 500 2D

0288037C |44 3A 20 20|20 20 30 78|41 46 34 31|34
0288038C|0A 68 6F 73|74 3A 20 20|73 61 6C 65|Z
028B039C | 6C 6% 61 &E|63 &5 73 2E|63 G6F &D 3A[38
028803AC |30 0A 6D 65|74 68 3A 20|20 47 45 54(20
028803BC Z Z0[65 3A 20 5C|5C 5C 70 69|70
028803CC |65 66 50 69|70 65 DA 6C|61l GE &7 3A[20
028803DC |55 DA 64 65|6C 61 79 3A[20 35 38 00|00
Figure 125

ASCII |
00 00 OO0 =.
63 3A 20(..
5C 296 C:iYUsers
32 39 2efll\pesktop\apt29.
53 4B 54| exe.login: DESKT
0A 49|0P Ly
30 41 45(D: OXAF4140AE
1 70 70| .host: salesapp
30 3A 38| liances.com:80:8
32 35 36|0.meth: GET 256
65 S5C 44| .pipe: ‘\\pipe\D
20 45 4E|efPipe.lang: EN
00 00 00| U.delay: 58.....

Byte = 0x41 — retrieve the current process ID, the path of the executable, the hostname, the username, and the default locale

GetModuleFileNameA is utilized to extract the path of the executable of the current process:

. 7 4324 05 00 03 00 00 |roy dward pre XS7SWE O XS7SW.C3 O xS7SWE2 O
. £3 Tea cax, dword XS7SWC1 0 XS7SWCO O XS7SWES O
. & 31 24 03 mov_ dword wer X87SW_SF O XE7SWP O xETSWU 0O
. 7 04 21 00 00 00 00 moy_dward p1,0
£5 06 AF o PP o pteE Gethoda e enanens v
. 5 | Default tstacal) ~ |[5_1#]0 urlock
1: [esp] 00000000
DTz, Tenanea> 2: [espr4] Dsocascs
3: [espr3] 00000400
4: [espic] 32041880
L TEXT:00434575 apt20. exe: $3A€75 434275
P 56660
Wourpt  Woump2  Wbump3  @UDump4  WUDumps @ Watthi  Ir-llocas ) Stuct e e
Addracs | Hex Tascrr T4 | 04¢s800| 00050400
Figure 126

The GetComputerNameA and GetUserNameA APIs are used to retrieve the hostname and the username associated with the

current thread:

At F7 R

82 FC FF

mov dword per
Jea cax,darg i
moy_diw o, e
call (30(29 Getcomputernaneas

X67SWCL 0 x87SW_CO
XB7SW_SF O XB7SW_P

0 xe7SweEs o
0 x87SWU 0

~ |[5_[=]]0] urlock

v
Defauit (stecal)

* [esp] 045
pT23. Namea> 2: [esora] odscoso,
[esp+8] 00000400
b fesprc]_sensism
-TexT:0043AEA7 apt2o. exe: SIAEAT #3A247
" y y g g ® 5 9 oacED:
Woumpl  Woump2  WWowme3  WDump4  WDumps @ Wath1  Delloas ) Stuct SISl

Figure 127
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mov awora per
Tea cax,dword
mov_dword per cct
€all <apr25. Ge:

XS7SW.C1 0 XS7SW.CO O XS7SW.ES O
XSTSW_SF O XS7SWP O XS7TSWU O

~ T 0w
1: [esp] 049C91C4

2: [esp+4] 049C95D4

3: [esp+8] 00000400

4: [esp+C] 82D4188D

-TEXT:00434ED6 apt29.exe: $IADS #3A206

= Srscsrer
W01 | Wloump? | D3 WDump4  WDumps | @ wakhi bl | 9 St B

Figure 128

GetCurrentProcessld is utilized to extract the ID of the current process:
m—H-

Figure 129

C6 85 A4 FB FF FF 00 mov byte ptr ss:[iebp-45CH,0
E8 F1 43 FF FF €d11 <apt29.GetcurrentProcessIds

The default locale for the user or process is extracted using GetLocaleInfoA (0x400 = LOCALE_USER_DEFAULT):

89 44 24 0C mov aword ptr ss:EespiCH,eax Xsr3LatusnORG VUL
EY Tea eax,dword Bebp-scll XS7SW_B O X87SWC3Z O XS7SW.C2Z O
89 44 24 08 mov dword ptr ax XB7SW.CL O xB7SWCO O xB7SWES O
€7 44 24 04 03 00 00 00 |mov dword ptr ; XSTSW.SF O X87TSWP 0 x37SWU

€7 04 24 00 04 00 0O mov_dword ptr 1, 150

8732787 FEFF €alll_<apt23. GetlocaleInfoAs

5 | Default Gstdcald ~ 5= 0] urlock
1: [esp] 00000400

2: [esp+4] 00000003

3: [esp+8] 043C95C4

4: [esp+C] 00000010

TeXT:0043AFIS apt2s.exe:$IAFIS #3A315

WWoup1  Gowp2  Moump3  WWoumps  Whoumps @ wahi  eellocs 7 Stuct e
[Address [rex sz T T~]|o45css00 | oascesca
Figure 130

The final buffer that will be exfiltrated contains the current process ID, the path of the executable, the hostname, the

username, and the user’s language (English — United States):

Address ‘Hex | AscIiI |
0288031C [69 5C 5C 69JAE 40 41 AF|00 00 00 00|01 00 00 DO|AN\i®@A ........
0288032C |00 00 OO0 00|59 e A 296 C:
0288033C|5C 55 73 65|72 7 74| \users\Illl\Deskt
028B0O34C | 6F 70 5C 61|70 55| op\aptz9. exe. ENU
028B0O35C | 20 44 45 53|48 DESKTOP

ozesozec | 2o NN o~
Figure 131

Byte = 0x48 — retrieve the hostname and username

The malware extracts the username and hostname as before:

89 44 25 08 mov dword ptr XETSWLCL O XETSW.CO O XSTSNES O
@ 85 A% F7 FF FF Tea cax, dnord XBTSWSF 0 XBTSWP O X87TSNU O
89 03 23 mov_dword ptr_ss: fespd, 2
83 FC FE CaIN <apt25. Gerconpiit eF Names v
= s > |Defaut (stdcal) ~ |[5_[£] 0] urlock
1: [esp] oasceocd
<aptzs. Getcomput, 2: [espra] 045C95D4
3i [espra] 00330040
3% [esprc] 7praaess
- Text:0043AD90 apr2s. exe: $3ADSD #3410
p Gascacs
Woup1 | Wowmp? | W0ump3  W40ump4  BDumpS @D Waicht Il | ) Struct ]
Figure 132

89 44 24 04 mov dword ptr XS7SW.CL O X87SW.CO O XS7SWES O
8 85 A4 FB FF FF Tea XSTSW.SF O x87SWP O X87SWU ©
59 04 24 mov_dword per | eax
Es 88 17 FE FF €2l <apt25. GetUserNameas|

v
Default (stdcal) 5

3: [esp+s] 00330040
4: [espiC] 7D254635

-TexT:00434DCC apt2s. exe: $3ADCC #3A1CC

Woup1 | Woump2  WHDumps  WiDumpd  Woumps | @ watn1 el st [T

Figure 133

The final buffer that will be exfiltrated contains the hostname and username, as highlighted in figure 134:

Address ‘Hex I%\gn |
0288031C [E5 0D OE FGJAE 40 41 AF|00 00 00 00|01 OD 0O 00|B..09@A ........

0288032C| 00 00 00 00{31 00 00 OD|48 0D 44 45|53 4B 54 4F|....1...H.DESKTD
0288033C| 50 2D 5C 00 00 00

Figure 134

Byte = 0x49 — exfiltrate the C2 domain name and port number

The final buffer that will be exfiltrated contains the C2 server and the port number:

69|[AE 40 41 AF|00 0O 00 00|01 0O
00|37 00 00 00|49 00 73 61(6C 65

0288034C | 3A 38 00|00 00 00 00|00 0O 00 00|00 DO 00 00| :80..ees.sersn..
Figure 135

Byte = 0x85 — close open handles

There is only a FindClose function call regarding this case. The buffer that will be exfiltrated is similar to the one presented

in figure 66.
Byte = 0x8B — close open handles

This is also a “cleaning” case because the backdoor calls the CloseHandle API a few times. The buffer that will be

exfiltrated is similar to the one presented in figure 66.
Byte = 0x98 calculate the MDS5 hash of the empty string

The process computes the MD5 hash of the empty string and saves the result to the buffer that will be exfiltrated:
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Address | Hex | ASCIT

02BB0O31C [CO OE OF CIJAE 40 41 AF[00 00 00 00|01 00 00 00| B..A9@A ........
0288032C |00 00 00 00|46 00 00 00|97 00 00 00|00 OO0 0O OO

0288033C |00 00 OO 00|00 00 OO0 00|00 0O OO0 00|00 OO0 D4 1D

028B034C | 8C D9 BF 00|B2 04 E9 B0|09 98 EC F8|42 7E 00 00

Figure 136
Byte = 0xC4 — close open handles
No notable activity regarding this case. The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0xC7 — close open handles and unmap a mapped view of a file

The binary performs 2 function calls to CloseHandle and a call to UnmapViewOfFile. The buffer that will be exfiltrated is

similar to the one presented in figure 66.

Byte = 0xCA — close open handles

No notable activity regarding this case. The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0xE1 — resume a suspended thread and copy data from a pipe

The malicious process resumes a thread that was previously suspended using the ResumeThread routine:

mov_dword ptr ss:[espl,eax
g ult (stdcall)

: 1 [es 1237
<aptzs.ResumeTnr ead> 31 feshra) 00000000
3: [esp+s] 00000000
4: [esp+C] 00000000
-text: 00435379 apt29. exe: §35378 434779 —

[ — T [ [ (e [ e [ - 00001234 |

Figure 137

PeekNamedPipe is utilized to copy data from a named or anonymous pipe into a buffer without removing it from the pipe:

€7 44 24 14 00 00 00 00 [moV dword ptr aorpmcoieatemey npmae e g e v
€7 44 24 10 00 00 00 00 [mov dword ptr

8 55 B0 Tea edx, dword xs7Statusword 0000

89 54 mov dword ptr X87SWB 0 X87SWC3 O XSTSW.CZ O
C7 44 24 08 00 40 00 00 [mov dword ptr XS7SW.C1 O XS7SWCO O XS87SW.ES O

XSTSW.SF O XSTSWP O XSTSNU O
59 04 moy_dword ptr ss:[fesp],cax
€Al <apt29. PecknamedPipes|

o [= =
Default (stdcall)

+ [esp] 00001234
: [espra] 02880336

[esp+8] 00004000
: [esp+C]_049C35D0

u‘

Whether more data is available in the pipe, the malware reads it using the ReadFile API:

<aptas. PeckNamedrip

-TeXT:004353F3 apr29. exe:§353F3 #347F3

whounel  @oump2  @houmps  @oump4  Woumps @ watchi  kelloes 2 stuc

Address | Hex [AsC: [
049CBECS =

00 00 00

Figure 138

| efoosssazs|  c7 44 24 20 00 00 00 0 |mov dwoFd per
i ef oo @5 Tea cdx, dward xs75tatusword 0000
| efoo 53 54 24 0c ov dword b XETSWE O XO7SWCE O xOTSWCZ O
i efoo C7 44 24 05 00 40 00 00 |mov cword ptr X87SWC1 0 x87SWCO O x87SWES O
i eloosssasa| &9 5c 23 0s ov dword ptr [esprd | xa7: 0 XE7TSHFP 0 X87TSHU O
| eloosssair] 85 04 23 noy dword prr | lafoua o laiZ
£8 70 E0 FD FF €all <apt2s.R v[E —F —
Poe - e e 5 |pefaut (stecal) +|[5_=] 0] unlock
<apt2s.Readriler 2: [espre) 02880336 “Test’
3i [esprs] 00004000
33 [espiC]_045C95D0
- TeXE:00435452 ape29. exe: §35452 434852 —_—
Wourp1  Ylpump2  WDump3  @Wpump4  WMoumps @ warh1  xellocals 7 Struct e o
Address | Hex |Asciz I [ n]j22285020 3300,
e o B R e O e l | l0sssrazs| oooo00o0

Figure 139

The buffer that will be exfiltrated contains the data received from the pipe:

Address | Hex
0288031C |8€ 37 37 SC|AE 40 41 AF|00 00 OO0 00(01 OO0 OO0 OO
0288032C| 00 00 DO DD|1E 00 00 DD|A2 00 74 65|73 74 00 0O

Figure 140

Byte = 0xE2 — copy data from a pipe

The executable copies data from a named or anonymous pipe into a buffer via a PeekNamedPipe function call:

€7 44 24 14 00 00 00 00 [mov dword ptr Xosim_o 3 (EBLY)  Xerim_s 3 (EmBLY)
€7 44 24 10 00 00 00 00 [mov dword ptr
s xg7Statusword 0000
SWB 0 x87SWC3 O xE7TSWCZ O

XS7SW.C1 O XB7SWCO O XS87SWES O
XS7SW.SF O XB7TSWP O XS7SW_U

" vefault (stdcal) ~ 1[5 200 unlock
>

24 0c
C7 43 23 08 00 40 00 00 [mov dword ptr
24 04

4 rd ptr ss: fespl
8764 6B FEFE a1l <apt2s.Pecknanedripes!

<aptas.

4: [espiC]_049C95D0
TeXT:004354C5 apt2s. exe:$354CS #348C5

P 001233
Woump1  Youmpz  @Yoump3  WDumps  WWpumps @B watchi  Iellocals P Stuct 49EASC | 02880336
T T 0 [ | 0395736 | 00004000
0Z8AAODS 04 00 00 00[11 00 00 00]00 00 00 0O[0L 00 00 00

028AA0ES| 00 00 00 00|00 00 00 00|00 OO 00 00|00 00 00 00

‘ 53000000
Figure 141

04
0438FA3C| 00000000

The ReadFile function is utilized to read more data from the pipe if it’s available:

- R P T
: RAE 2 e B
R R [ =
Hr 1 oottt |5 ElDwes

S 1234
<aptz9.Readrile 2t [esp+s] 02880336 "TEST"
3: [esp+s] 00000100
4: [esp+C]_043C9500.

-Text:00435539 apr29.exe:§35539 #34939

I =
@Woupt | @oumpz | @Houmps | @loupa | BHoumps @ warchi | ellocas | ) Stuct il
Address [nex | 0458FAZ0 | 00000100
DZBBDZZSI 2 [azem l | 049BFA34 | 043C3EDO
T35 53754100 o0 o0 00]00 00 00 0000 00 00 OO [TERT- .- ! |
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Figure 142

The buffer that will be exfiltrated contains the data received from the pipe:

Address | Hex | ASCIT |
0288031C |[EZ 7B 7B F7]JAE 40 41 AF]00 00 00 00|01 00 00 O0|={{<°GA ........
028B032C | 00 00 OO0 OO|1E 00 00 OO0|AZ OO0 54 45(53 54 00 00| .esvuun. €. TEST
Figure 143

Byte = 0xE3 — kill a process

The backdoor kills a specific process, whose handle is read from memory:

€7 44 24 04 00 00 00 00 |moV dword PEr 55

XETSW_SF 0 XTSWP 0 X87TSWU O
59 03 73 mov_dword per s
£8 28 6A FE FF Call_<apt2s. Terr ocesss v
] T e 5 | Defoult Gtdcal) ~ |[5_=] 0] urlock
1: [esp] 00001234
<aptes. Terminaterroce 3 lespia] 00000000
3: [esp+8] 00000000
4: [esp+C]_ 00000000
-TaXE1 0043560 apr29. axe: $3560C 434A0C
% 00001234
o1 gD $WDump3  WWDumps  WWDumps @ wathi  lellocks ) St R

Figure 144
The buffer that will be exfiltrated is similar to the one presented in figure 66.
Byte = 0xFE — close open handles

The binary performs a function call to CloseHandle and closesocket. The buffer that will be exfiltrated is similar to the one

presented in figure 66.
Byte = 0xFF — copy a string that probably represents the exit of the program

The malware copies the string “Exiting...” to the final buffer that will be exfiltrated:

Address | Hex | ASCIT |
0288031C |[ED_ 1E 1F EEJ[AE 40 41 AF|00 00 00 00|01 00 OO 00|A
0288032C (0D 00 OO0 00|29 00 DO 00|81 00 45 78|69 74 69 GE|.
0288033C| 67 2E 2E ZE|0D 00 OO0 00|00 00 OO 00|00 0O DO 00|g
Figure 145
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INDICATORS OF COMPROMISE
C2 server: salesappliances[.Jcom
SHA256: 6057b19975818ff4487ee62d5341834c53ab80a507949a52422ab37c7c46b7al
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Named Pipe: \\pipe\DefPipe
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