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Distribution of SmokeLoader Targeting Ukrainian Government
and Companies - ASEC

By ATCP

Published: 2024-01-15 - Archived: 2026-04-05 20:03:07 UTC

AhnLab SEcurity intelligence Center (ASEC) discovered that multiple SmokeLoader malware are being
distributed to the Ukrainian government and companies. It seems that the number of attacks targeting Ukraine has
increased recently. The targets confirmed so far include the Ukrainian Department of Justice, public institutions,
insurance companies, medical institutions, construction companies, and manufacturing companies. The distributed
email follows the format shown in Figure 1 written in Ukrainian. The body included information related to an

invoice, prompting the reader to execute the attached file.
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TOB CN H|6y}10H <jbrooks@cherokeecubs.co.uk>
TOB Hi6ynon PaxyHok, AkT, PaxyHok Ha nepeannaty

; I

_ Rf 3260proeanicTs.7z (420 KB) |
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Ao6poro AHA,
MpoLwy NepesipuTK 3a60ProBaHICTb, 3riaHO 3 PAXYHKOM | aKTOM 38iPKH.
LOKYMEHTHM ¥ BKNASHHI.

3 nosaroo,

TOB CM "HiéynoH"

AakHa Bacoea

+38 (0612) 37 23 44 2 08:00 go 17:00
CTapwui cnewjianicT 2 NiATRUMKH
KNIEHTIE MAN0Oro Ta CepeaHboro GisHecy

@ 708 CN HisynowH0f L3t HES G

a

The attached file is a compressed file (7z) with another compressed file (ZIP) inside. Within this compressed file,

an EXE file in an SFX format and SmokeLoader disguised with a PDF extension are found.

ﬁ 3aboprosanicTe.7z - AhnLab V3 Zip 2.0 LR E‘M
oarE FTA =FQ E7|(V) [ #2#F0) | EARIIR) =22H)
RK %A M-
MEUS USE7| IeF7t 9527 LE]
&8l 3360prosanicrs 7z oz 2237 9s37 ¥=8 33 FETER N
| || 3aboproeaHicTs_Big_pax.UA3S... 429,631 429,659 0% UA353348510.. 2024-01-04 ... |
| Ba6oprosauicrb_sip,_pax.UA353348510%0000026002229802 - AhnLab V3 Zip 2.0 =6
ogFE 283@ EFHMCO ENMV LFO) SHRIIR) ESZH)
gEor= o=y mMYU=Z ==7 17|
] Saﬁoprosamcrb_sw,_pax.UAS533 o=z g2 37| o= 37 or=. ES ES S gn s 9|%|
EpaxGOOITSZPdf 245,760 158,798 36% Adobe Acroba... 2024-01-04 ..
[ET3%7 . SZHEINMI77UA353348.. 342,315 215,871 37% S££ =272 2024-01-04 ...
ZIP
-~ | paxo0017a2ed! |
( Offsec(n) 00 01 02 03 04 05 06 0T 08 09 OA 0B OC 0D OF OF
00000000 4D SA S0 00 03 00 00 00 04 00 00 00 EFF EF 00 00
00000010 BE 00 00 00 OO0 00 00 0D 40 00 OO0 OO OO OO OO 00
I 00000020 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00
00000030 ©0 ©0 00 00 00 00 00 00 00 00 00 00 EO 00 00 00
00000040 OE 1F BA OE 00 B4 09 CD 21 BE Ol 4C CD 21 54 &2 i, .Lirm
I - 00000050 62 73 20 70 72 6F &7 72 61 €D 20 €3 61 6F 6 6F is program camno
00000060 T4 20 €2 €5 20 72 75 €E 20 €% S 20 44 4F 53 20
00000070 6D €F €4 €5 2E 0D OD OA 24 00 00 00 OO 00 OO 00
I — 000000B0 00 00 00 00 OO0 00 00 00 00 00 OO0 OO OO OO OO 00
38_. “ﬁ}ﬁ_ﬂ pax0001?82 pd'f 00000080 00 00 00 00 00 OO 00 00 00 0O 00 00 0O 00 00 0O
00000OAD 00 ©0 00 00 OO0 00 00 00 00 00 00 0D OO0 OO 00 00
I —_UA35334851 000000BO 00 00 00 00 OO0 00 00 00 00 00 00 OO OO OO0 OO 00
0000000026002 I 000000CO 00 00 00 00 00 00 OO0 00 00 00 00 0O 00 00 0O 00
000000D0 00 ©0 00 00 OO0 00 00 00 00 00 OO0 0O 0O 00 00 00
\ 229802 exe 0DOO0OED 50 45 00 00 4C 01 04 00 1E 17 B1 64 DO 00 OO 00
SFX smokeloader / 00000OFD 00 00 0O DO EQ 00 03 01 OB 01 09 0O 00 CC 01 00
\- — e — —— — — — —

SmokeL oader has its extension set as a PDF, so it fails to run properly when the user clicks on the file to execute.

The file is executed by the SFX that is also inside the compressed file. The overall process can be seen in Figure

Page 2 of 4



https://asec.ahnlab.com/en/60703/

Emnail T i
- EXE
= =
- -
x ¥
Fake PDF
©
smokeloader

First, the SFX file creates and executes the PDF and BAT files. The PDF is just a bait file used to deceive the user,

and the BAT file uses the command below to execute SmokeLoader.

e BAT command start = pax0001782.pdf

— —_— .
transaction.pdf - Adobe =Ml x|
oYF HIEE 27V BW E£ZH *

AREE6 = (1)) =

MnaTizkHa IHCTPYKLIA Ne 182

"7" rpyaHs 2023 p. "7" rpynHs 2023 p.
[aTa cknagaHHA laTa BanTyBaHHA
MNnnaTHUK TOB MeTnpom JyGHu
Kon nnatHuka 40658701 |Paxy|mx nAaTHMKA UA063204780000026004212006920

VHiKanbHUK igedTudgikaTop nnaTtHuKa |
Hapasay NAaTi>KHUX nocnyr
naaTHUKa

DaKTHYHWUA NNATHUK

Kop (rakTUyuHOIO NnnaTtHuMKa |

VHikanbHul inenTudgikaTop pakTUyHOro nnaTHuKa |

OTpumyBay [toe “serynon

Kop, oTpumyBaya |24756228 PaxyHok oTpuMyBaYa [UA0T3806340000026003279705001
VHikanbHui igenTudikatop oTtpumyBaua
HapaBau NAaTiXKHUX nocnyr
OTpUMMyBaya

DaKTHYHWIA OTPUMYBaY

Kop, ¢pakTUyHOro oTpumysaya |
VHiKanbHuK ineHTudgikaTop hakTuuHOro oTpUMyBaya |

m

AB "YKPTA3BAHK"

NyAT "Kb "AKOPOBAHK"

Cyma 2100 600,0
CyMa CNOBaMu [lBa Minb#oOHW CTO TUCRY WICTCOT rpueeHsb 00 konikok
n PU3HAYEHHA NNaTeXxy 33 BpyxT 3r gorosopy 23-11/2023 sig 23.11.2023poxky Bes NAB

[lonaTKOBi PEKBI3UTH

Micle neyaTkn NNaTHUKE (3a HasBHoCTI) MNignuew NNaTHWKS
"7" rpyaHs 2023 p. "7'rpyLHs 2023 p.
[ata NpuitHsaTTs A0 BUKOHAHHS [ata eukonanHs Mignue Hagasaya MIATIKHKX NOCAYT

SmokeLoader is a downloader malware, and it can download additional modules or malware by receiving
commands after connecting to the C&C server. When executed, it injects into the explorer.exe, and the malicious
activity is carried out through the following process. First, it duplicates itself as “ewuabsi” in the %AppData%
path, where it hides itself and grants system file properties. Then, it attempts to connect to the C&C servers listed

below, where Lockbit ransomware and various other malware can be additionally downloaded. ¢
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hxxp://lumangilocino[.]Jru/index.php ¢ hxxp://limanopostserver|[.Jru/index.php °
hxxp://numbilonautoparts[.]Jru/index.php ¢ hxxp://specvestniknuk[.]ru/index.php °
hxxp://agropromnubilon[.]Jru/index.php ¢ hxxp://specvigoslik[.]Jru/index.php
hxxp://avicilombiol.]Jru/index.php ¢ hxxp://germagosuplos|.]ru/index.php
hxxp://niconicalucans|.]Jru/index.php * hxxp://civilomicanko[.]ru/index.php [File Detection]
Trojan/Win.FakePDF.R626460 (2023.12.03.02) Dropper/Win.DropperX-gen.R630443 (2024.01.05.01) [Behavior
Detection] Malware/MDP.Execute.M1567

MD5

7ccf5bb03e59b8c92ad756862ech96fd
852ce0cea28e2b7c4deb4e443d38595a
Additional IOCs are available on AhnLab TIP.
URL
http[:]//agropromnubilon[.]Jru/index[.]php
http[:]//avicilombiol.]ru/index[.]php
http[:]//civilomicankol[.]ru/index[.]php
http[:]//germagosuplos|.]ru/index[.]php
http[:]//limanopostserver[.]Jru/index[.]Jphp
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

/
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