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In this blog we will identify 6 malicious domains that are likely hosting MatanBuchus malware. We will identify

these domains through the usage of hardcoded subdomains in the TLS Certificate of the initial shared domain.

After leveraging the hardcoded subdomains, we will leverage registration dates and certificate providers to hone in

on our final results. Ultimately this will produce 6 domains sharing the same financial theme that was shared in
the initial intel.

Initial Intelligence

This post is based on initial intelligence shared by @unit42_intel in an original post here.

In this post, Unit42 shared details of a treasurybanks[.]org  domain used in malicious ads targeting users

looking for funds recovery services.

Review of First Historical Address

Since the initial indicator was a domain and not an IP address, we can use a passive dns tool like Validin to review

indicators and history about the domain.

Our first step here is to look for historical IP resolutions which may point to similar domains hosted on the same

servers.

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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https://twitter.com/Unit42_Intel?ref=embeeresearch.io
https://twitter.com/Unit42_Intel/status/1772988284571877807?ref=embeeresearch.io


Leveraging Validin for the initial search, we can see that the domain has recently resolved to 47.90.170[.]226

and 91.195.240[.]123

Our next step was to review the historical records for these IP addresses and determine if they resolved to any
similar-looking domains in a similar time period.

Reviewing the most recent resolved IP address of 47.90.170[.]226 , there are 19 domains that have been

associated with this address. The most recent 5 domains are the original treasurybanks[.]org  and the
subdomains www,get,download,file .

The other domains here are from a much older time period and do not show any indications of being related to
treasurybanks[.]org , so we decided to ignore these and come back later if other searches did not yield results.

Review of Second Historical Address

The second most recent resolved IP address for treasurybanks[.]org  is 91.195.240[.]123 .

We can again pivot and investigate this IP address for similar domain records that may point us to similar sites.

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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The address 91.195.240[.]123  has a huge number of past records, indicating that is likely a proxy or some kind
of "middle" infrastructure shared amongst thousands of other sites.

Reviewing the historical records did not yield any useful results.

Reviewing the historical DNS records also did not yield any results for similar sites.

Finding a First Pivot Point

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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Attempts to pivot on the historical IP records did not yield any meaningful results, so we decided to return to the
interesting subdomains that we observed on the initial treasurybanks[.]org .

If we inspect the Certificate history for the treasurybanks[.]org  domain, we can see that these subdomains are
hardcoded into the Certificate (this is in contrast to a typical wildcard certificate with something like

*.treasurybanks[.]org

Since the subdomains are hardcoded, we decided to use them as a pivot point.

Of additional note here, is that the certificate leverages GeoTrust and was registered on 2024-03-06 . This

information we can leverage as additional pivot points later.

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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Pivoting on Subdomains In TLS Certificates

We can now attempt to leverage the following indicators to identify new domains.

Hardcoded subdomains (www, file, get, download)
Use of GeoTrust for Certificate signing

Registration dates around March 2024

To perform the initial search for hardcoded subdomains, we leveraged Censys to search certificates with
hardcoded values beginning with the previously identified subdomains.

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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The initial results for this search returned 581 results. Many of which did not look anything like the original
certificate for treasurybanks[.]org .

However after scrolling slightly through the first page of results, we can see two certificates ( maxrecovery[.]org

and myfundsrecovery[.]org ) that look extremely similar to our initial treasurybanks[.]org .

We can also note that both of these certificates are registered with GeoTrust and were registered in March 2024.

Applying Filters On GeoTrust/Digicert

To hone in on the results, we can add a filter for Digicert (owner of GeoTrust) certificates. This narrows us down
to 15 related certificates.

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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Some of these look exactly like our original domain, indicating that we are getting closer to desirable search

results.

However if we scroll down to the end of our 15 results, there are still multiple hits for certificates that don't look
anything like our treasurybanks[.]org

We can also see that these certificates were registered years ago and are now expired, so we can leverage this to
filter them out.

Applying Time-Based Filters

To filter out the 8 undesired results, we can either apply a filter to ignore expired certificates ( and not

labels:expired ) or apply a new filter specifying that we only want results registered in 2024.

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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We chose to apply the second option, allowing only for certificates registered in 2024. We can see this applied to
the parsed.validity_period.not_before  field, specifying a date range of 2024-01-01 to 2024-03-30.

After applying these filters we are left with 7 results.

Of particular interest here, is that our final 7 results all

follow the same subdomain structure

Are registered in March 2024
Mostly follow the same financial theme

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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Leveraging urlscan.io to search on these domains, we can see extremely similar structure to that initially reported
by Unit42.

Here is a screenshot from our newly identified domain maxrecovery[.]org

and here is a screenshot from the initial reported domain of treasurybanks[.]org

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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Astrologytop[.]com seems to be completely different and maybe a control panel or something completely different
in nature.

Bulk Review of Domain History

Returning to Validin with our new list of domains, we can perform a bulk search to look for commonalities.

This reveals that many of the results have previously resolved to 91.195.240[.]123  , demonstrating an
additional link in their history.

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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We can also note that the most recent resolved addresses are different but all resolve to ranges owned by Alibaba.
Indicating another commonality.

One slight exception to this pattern is the astrologytop[.]com  domain, which currently resolves to an Alibaba IP

but does not share the same history as the other domains.

We were unable to confirm for sure whether this domain was definitely related. However there are enough

suspicious indicators to suggest that it might be.
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Final Domains

High Confidence

treasurybanks[.]org

myfundsrecovery[.]org

maxrecovery[.]org

deptoftreasury[.]org

usdatarecovery[.]org

Lower Confidence

https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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astrologytop[.]com

All Results

Treasurybanks[.]org

download[.]treasurybanks[.]org

file[.]treasurybanks[.]org

get[.]treasurybanks[.]org

www[.]treasurybanks[.]org

astrologytop[.]com

download[.]astrologytop[.]com

file[.]astrologytop[.]com

get[.]astrologytop[.]com

www[.]astrologytop[.]com

myfundsrecovery[.]org

download[.]myfundsrecovery[.]org

file[.]myfundsrecovery[.]org

get[.]myfundsrecovery[.]org

www[.]myfundsrecovery[.]org

maxrecovery[.]org

download[.]maxrecovery[.]org

file[.]maxrecovery[.]org

get[.]maxrecovery[.]org

www[.]maxrecovery[.]org

deptoftreasury[.]org

download[.]deptoftreasury[.]org

file[.]deptoftreasury[.]org

get[.]deptoftreasury[.]org

www[.]deptoftreasury[.]org

usdatarecovery[.]org

download[.]usdatarecovery[.]org

file[.]usdatarecovery[.]org

get[.]usdatarecovery[.]org

www[.]usdatarecovery[.]org

Source: https://www.embeeresearch.io/tls-certificates-for-threat-intel-dns/
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