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threats. The Threat Analysis Reports investigate these threats and provide practical recommendations for protecting against

them.

In this Threat Analysis Report, the Cybereason GSOC investigates the Ragnar Locker malware family, a ransomware and a

ransomware operator which has recently claimed to have breached DESFA, a Greek pipeline company.

This report provides context over this recent breach as well as an overview of the Ragnar Locker ransomware through a

dynamic analysis and a reverse engineering analysis.
Key Findings

« Breach of a Pipeline Company : DESFA is a strategic energy-related company that has been claimed by Ragnar

Locker as their victim.

Security Evasion Capabilities : Ragnar Locker checks if specific products are installed, especially security products

(antivirus), virtual-based software, backup solutions and IT remote management solutions.

¢ Ransomware Actors Targeting the Energy Sector : This is the second important pipeline company that has been
hit by ransomware, along with Colonial Pipeline. Furthermore, four energy companies have been hit recently by
ransomware, including three in Europe.

o Active for Three Years : Ragnar Locker is both a ransomware group and the name of the software in use. They have

been running since 2019 and targeting critical industries. They use the double extortion scheme.

Excluding the Commonwealth of Independent States : Ragnar Locker avoids being executed from countries since

the group is located in the Commonwealth of Independent States (CIS).

The Cybereason Defense Platform can effectively detect and prevent Ragnar Locker ransomware:

¥ cybereason

Cybereason

VS.
RagnarLocker

Cybereason Defense Platform Detects and Blocks Ragnar Locker Ransomware

Introduction

The Cybereason GSOC is investigating the Ragnar Locker ransomware following a recent breach that was reported by

Ragnar Locker, on a Greek pipeline company named DESFA:
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Home Page of Ragnar_Locker Leaks site

RAGNAR _LOCKER

WALL OF SHAME

Here will be permanent list of companies who would like to keep in secret the info
leakage, exposing themselves and their customers, partners to even greater risk than a

bug-hunting reward!

Greece pipeline company breached - DESFA

views: ;114457 | Published: 08/19/2022 09:06:16

Greece pipeline company breached - DESFA

9,

Hellenic Gas Transmission System Operator S.A.

DESFA is a natural gas transmission system operator in Greece. It was established on 30
March 2007 as a subsidiary of DEPA. In addition to the transmission system, the
company also operates Greece's gas distribution networks, and the Revithoussa LNG

Key Principal: Konstantinos George Kosmadakis
Address: 357-359 Messogeion Ave 15231, Halandri Greece

Website: www.desfa.gr

Ragnar TOR page claiming they breached DESFA

This is not the first occurrence of ransomware attacks on pipeline companies: Colonial Pipeline was breached in March

2021, and this event still haunts industrial companies due to the impact it had on production.
Additionally, this is one of the four energy providers that were hit by ransomware recently, including other ones in Europe:

» Hive ransomware posted ENN Group from China on their portal. ENN Group is an energy and natural gas producer
« BlackCat ransomware hit Creos / Encevo, an energy company from Luxembourg
¢ South Staffordshire PL.C announced being hit on the 15/08/2022, claimed by the CLOP ransomware gang

Finally, Greece has an extremely strategic place for energy since gas from other places (Israel, for instance) flows to Europe.

Ragnar Locker is ransomware that has been in use since at least December 2019, and is generally aimed at English-speaking

users. The Ragnar Locker ransomware has been on the FBI’s radar since the gang breached more than fifty organizations
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across ten critical infrastructure sectors.

Ragnar Locker matches both the name of the ransomware group and the name of the ransomware binary. In this Threat

Analysis Report, we detail the mechanisms driving Ragnar Locker through dynamic and static analysis of two samples.

Technical Analysis

The corresponding samples of Ragnar Locker that we analyzed differentiate themselves from the other ransomwares by their

size (from 53KB to 100KB):

& o= B

Service Name RSAkey Ransom note
~
D —) — — -
R
Ragnar Locker Checking locale
execution (country) Collecting host Checking Volume RC4 Decryption
information Information
If country is

blacklisted

a

Ragnar Locker stops Encrypt Files Create Ransom Note Delete Shadow Copies @

executing
wmic.exe

&

Display Ransom Note

Ragnar Locker Execution Flow

In the following sections, we first analyze Ragnar Locker dynamically through the Cybereason Defense Platform. Next, we

analyze Ragnar Locker more deeply, through static analysis.
Analysis with the Cybereason Defense Platform

In this section, we analyzed the sample used in the attack through our Cybereason Defense Platform.

R ware D ion

We start this analysis by detonating one sample into a constrained laboratory live environment equipped with a Cybereason

sensor:

=
explorer.exe @
<" /

.\
<3 ragnarlocker.exe e
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( >, notepad.exe >
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£ vssadmin.exe
( % wmic.exe )

+ 49 Processes
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As a result of the execution, we can observe a MalOp is created with the Ransomware detection type:

o}

ragnarlocker.exe
Ransomware
D Ransomware behavior

MalOp created following the launch of Ragnar Locker

|;| 2 machines

Q-
a Ransomware

Further analysis of the behaviors associated with this detonation, we observe the launch of three additional processes,

chronologically:

Jnotepad.exe

[ conhost exe

© vssadmin.exe

[ conhost.exe

Hwmic.exe

o° ragnarlocker.exe

a August 23,2022 at 5:30:02 PM GMT+2
A August 23, 2022 at 5:29:42 PM GMT+2
A August 23,2022 at 5:29:42 PM GMT+2
A August 23, 2022 at 5:29:42 PM GMT+2
A August 23, 2022 at 5:29:42 PM GMT+2
A @O g August 23, 2022 at 5:29:42 PM GMT+2

August 23,2022 at 5:30:17 PM GMT+2

August 23,2022 at 5:29:42 PM GMT+2

August 23,2022 at 5:29:42 PM GMT+2

August 23,2022 at 5:29:42 PM GMT+2

August 23,2022 at 5:29:42 PM GMT+2

August 23,2022 at 5:30:02 PM GMT+2

Ci\Users\Public\Documents\RGNR_FF11E6D1.txt

\72\C:\Windows\system32\conhost exe Oxfffffff -ForceV1

vssadmin delete shadows /all /quiet

\72\C:\Windows\system32\conhost exe Oxfffffff -ForceV1

wmic.exe shadowcopy delete

Chronologically ordered (more recent at the top) processes resulting from Ragnar Locker execution
Ragnar Locker spawns the following children process:

* wmic.exe shadowcopy delete: This system command deletes all shadow copies on the victim’s system, preventing
data recovery by the victim

. dmin delete shad.

the victim

/all /quiet: This system command also deletes shadow copies, preventing data recovery by

¢ notepad.exe [User path\RGNR_AABBCCDD.txt : This command launches Notepad.exe to show the ransom note to
the victim
MITRE ATT&CK lists both shadow copy deletion techniques:

o https:/attack.mitre.org/techniques/T1490/

Looking at the “Ragnar Locker.exe” process, we observe that it contains 1081 file events, related to the encrypted files, and

their new path, for instance:
c:\users\localadmin\appdata\local\packages\microsoft.windows.cortana_cw5n1h2txyewy\localstate\devicesearchcache\appcache13305734675179603.

New path after rename event

o Events

#) 1081 file events

Details for 1 File Event CEpand X

Ol labserver
er machir

& labserver\localadmin
L

<° ragnarlocker.exe @ ©

ragnarlocker.exe c:\...
£F) ) Fieeientinsanceran

« Properties
ragnarl exec: d Ed exe ® O Rename file
W roc Event type
’ i r
August 23, 2022 at 4:24:20 PM GMT+2 c: in\appd c pp
ey e File path New

False
den fil

“Ragnar Locker.exe” process properties, as seen in the Cybereason Defense Platform

Page 4 of 21


https://attack.mitre.org/techniques/T1490/

https://www.cybereason.com /blog/threat-analysis-report-ragnar-locker-ransomware-targeting-the-energy-sector

Additional Sysmon telemetry was set up on the machine, resulting in observing the modification of strategic directories, due

to the ransom note creation:

EVENTRECORDID = EVENTDATA/TARGETFILENAME = TIMECREATED = eveno = EVENTDATA/RULENAQ =
4798 C:\Users\Default\ AppData\RGNR _FFIIEEDI.txt 2022-08-2214:5456 11 DefaultUserModified
4799 C:\Users\Default\ AppData\Local \RGNR _FFIIEBDL.txt 2022-08-2214:54:56 1l DefaultUserModified
4800 C:\Users\Default\ AppData\Local\ Microsoft\ Windows \ History \RGNR_FFIIEBDI.txt 2022-08-2214:54:56 1 DefaultUserModified
4801 C:\Users \Default\ AppData\Local \ Microsoft \RGNR_FFIIEBDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4802 C:\Users\Default\ AppData\ Local \ Microsoft\ InputPersonalization \RGNR _FFIIEGDI.txt 2022-08-2214:54:56 1l DefaultUserModified
4803 C:\Users\Default\ AppData\ Local \ Microsoft\ InputPersonalization\ TrainedDataStore \RGNR _FFIIEGDLtxt ~ 2022-08-2214:54:56 11 DefaultUserModified
4804 c:\Users\Default\AppData\Local\ Microsoft\Windows Sidebar \RGNR _FFIIE6DL.txt 2022-08-2214:5456 11 DefaultUserModified
4805 C:\Users\Default\ AppData\Local \Microsoft\Windows Sidebar\Gadgets \RGNR_FFIIEBDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4806 C:\Users\Default\ AppData\Local\ Temp \RGNR _FFIIEEDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4807 C:\Users\Default\ AppData\ Local \ Microsoft\ Windows \ INetCache \RGNR _FFIIEEDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4808 C:\Users\Default\ AppData\Roaming \RGNR _FFIIEEDI.txt 2022-08-2214:54:56 1l DefaultUserModified
4809 C:\Users\Default\ AppData\Roaming \ Microsoft\RGNR_FFIIEBDI.txt 2022-08-2214:54:56 1l DefaultUserModified
4810 C:\Users \Default\ AppData\ Local \ Microsoft\ Windows \ INetCookies \RGNR _FFIIEGDI.txt 2022-08-2214:54:56 11 DefaultUserModified
481 C:\Users \Default\ Desktop \RGNR _FFIIEEDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4812 C:\Users \Default\Documents\RGNR _FFIIEBDI.txt 2022-08-2214:5456 1l DefaultUserModified
4813 C:\Users \Default\Music \RGNR _FFIIEBDL.txt 2022-08-2214:54:56 1| DefaultUserModified
4814 C:\Users\Default\Pictures \RGNR_FFIIEDI.txt 2022-08-2214:5456 11 DefaultUserModified
2815 C:\Users\Default\Videos\RGNR_FFIIE6DI.txt 2022-08-2214:54556 11 DefaultUserModified
4817 C:\Users\Default\Favorites \RGNR _FFIIEBDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4818 C:\Users\Default\Links \RGNR _FFIIEBDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4819 C:\Users\Default\ AppData\Roaming \ Microsoft\ Windows \ Network Shortcuts\RGNR _FFIIEBD.txt 2022-08-2214:54:56 1l DefaultUserModified
4820 C:\Users\Default\ AppData\Roaming \ Microsoft\ Windows \ Printer Shortcuts\RGNR_FFIIEBDI.txt 2022-08-2214:54:56 1l DefaultUserModified
4821 C:\Users\Default\ AppData\Roaming \Microsoft\Windows \Recent \RGNR _FFIIEGDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4822 C:\Users\Default\saved Games\RGNR _FFIIEBDI.txt 2022-08-2214:5456 1| DefaultUserModified
4823 C:\Users\Default\ AppData\Roaming \Microsoft\ Windows \ SendTo \RGNR _FFIIEGDI.txt 2022-08-2214:54:56 11 DefaultUserModified
4825 C:\Users\Default\ AppData\Roaming \Microsoft\Windows \ Templates \RGNR _FFIIE6DI.txt 2022-08-2214:54:56 11 DefaultUserModified
4816 C:\Users\Default\ Downloads \RGNR _FFIIEEDI.txt 2022-08-2214:54:56 11 Downloads

4826 C:\Users\localAdmin\Downloads\RGNR _FFIIE6DI.txt 2022-08-2214:56:05 11 Downloads

4828 C:\Users\Public\Downloads \RGNR _FFIIE6DI.txt 2022-08-2214:55:06 11 Downloads

4824 C:\Users\Default\ AppData\Roaming \ Microsoft\ Windows\ Start Menu\RGNR_FFIIE6DI.txt 2022-08-2214:54:56 11 T1023

4827 c:\Users\localAdmin\ AppData \Roaming \Microsoft\ Windows \ Start Menu\RGNR _FFIIEEDI.txt 2022-08-2214:55:06 1l T1023

Extract from Sysmon event logs

We did not observe any network connection following the ransomware execution, nor registry value manipulation.

Ransomware Note

A few seconds following the ransomware execution , as seen from the process tree, Ragnar Locker drops a ransomware note
configured with the name of the victim, named “RGNR_AABBCCDD.txt”, and opens a Notepad with this file:
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) RGNR_FF11E6D1 - Notepad
File Edit Format View Help

If you reading this message, then your network was PENETRATED and all of your files and data has been ENCRYPTED

by RAGNAR_LOCKER !

*xxxxxxxxihat happens with your system 2**xsxxxsixxx

Your network was penetrated, all your files and backups was locked! So from now there is NO ONE CAN HELP YOU to get your files back, EXCEPT US.
You can google it, there is no CHANCES to decrypt data without our SECRET KEY.

But don't worry ! Your files are NOT DAMAGED or LOST, they are just MODIFIED. You can get it BACK as soon as you PAY.
We are looking only for MONEY, so there is no interest for us to steel or delete your information, it's just a BUSINESS $-)

HOWEVER you can damage your DATA by yourself if you try to DECRYPT by any other software, without OUR SPECIFIC ENCRYPTION KEY !!!

Also, all of your sensitive and private information were gathered and if you decide NOT to pay,
we will upload it for public view !

-
wxxxxxxssrHow to get back your files 2***xxx

To decrypt all your files and data you have to pay for the encryption KEY :

BTC wallet for payment: [ ]
Amount to pay (in Bitcoin): 29

-
wrxmxxxxxxxHow much time you have to pay2***xxxxxxx

* You should get in contact with us within 2 days after you noticed the encryption to get a better price.
* The price would be increased by 100% (double price) after 14 Days if there is no contact made.

* The key would be completely erased in 21 day if there is no contact made or no deal made.
Some sensetive information stolen from the file servers would be uploaded in public or to re-seller.

.
wxwxsxxxxssiihat if files can't be restored 2*****x

To prove that we really can decrypt your data, we will decrypt one of your locked files !
Just send it to us and you will get it back FOR FREE.

The price for the decryptor is based on the network size, number of employees, annual revenue.

Ransomware Note as seen by the victim
Ragnar Locker Sample Reverse Engineering

In this section, we analyzed the sample used in the attack, this time through static analysis and advanced dynamic analysis,
allowing us to dig deeper into this binary’s goal and mechanisms.

Checking System Location

The first activity Ragnar Locker perform is to check if the infected machine’s locale matches with one of the following

countries:

e Azerbaijan
¢ Armenia

¢ Belarus

o Kazakhstan
¢ Kyrgyzstan
¢ Moldova
Tajikistan

¢ Russia

o Turkmenistan
o Uzbekistan
o Ukraine

¢ Georgia

If this matches, Ragnar Locker does not execute and the process is terminated. This list matches with the countries found in

the Commonwealth of Independent States CIS:
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string_tajik[@] = @x618854; // tajikistan
string_tajik[1l] = B@xG69886A;

string tajik[2] = 187;

string_russia[@] = 8x750852; // russia
string_russia[l] = @x730873;

string_russia[2] = 8x610869;

L
[aj

ring_russia[3] = 118;

string_turkmeniztan[@] = @x758054; // turkmenistan
string_turkmenistan[1l] = @x6B@B72;

string turkmenistan[2] = @xe5886D;

string_turkmenistan[3] = 118;

tring uzbek[@] = @x7ABB55; /f uzbek
tring_uzbek[1] = @x658062;

tring_uzbek[2] = 187;

ring_ukraine[@] = @x6BBE55; /{ ukraine
ring_ukraine[1] = 8x618872;

ring_ukraine[2] = BxBEBBG9;

ring_ukraine[3] = @x618869;

ring_ukraine[4] = 118;

tring georgia[@] = 8x650047; // georgia
ring_georgia[l] = @x72806F;

string_georgia[2] = @x690867;

string_georgia[3] = 7289857;

array_countries[11] = string_georgia;
GetlLocaleInfoll/(@x888u, Bx1881u, LCData, 168);
ptr_array_countries = array_countries;

vl = 12;

do

1

[ T R T R R T R I
T + + o
I

result = lstrcmpiW(LCData, *ptr_array_countries});
if ( !result )
1

CurrentProcess = GetCurrentProcess();
result = TerminateProcess{CurrentProcess, @x29Au};

Ragnar Locker check countries locale value through GetLocaleInfoW
Collecting Host Information

Next, the ransomware extracts information about the infected machine. First, it collects the computer name and the user

name using the API calls GetComputerNameW and GetUserNameW.

Then, the ransomware queries the registry to collect the machine GUID and Windows version:

GetComputerNameW(string_machine_name, &v89); // Get machine name
GetUserNameW(string_username, &vB8); // Get user name
LstrcpyW(&v59, L"SOFTWARE\\Microsoft\\Cryptography”);

string_machine_guid = e_get_info_from_registry_sub_DE223@(L"SOFTWARE\\Microsoft\\Cryptography”, L"MachineGuid");

string_windows_version = e_get_info_from registry_sub_DE223@(
L"SOFTWAREV\Microsoft\\Windows NT\\CurrentVersion",
L"ProductName");

BYTE * cdecl e_get_info from registry_sub_DE2238(LPCWSTR lpSubKey, LPCWSTR lpValueName)
i
BYTE *v2; // esi
DWORD cbData; // [esp+dh] [ebp-8h] BYREF
HKEY phkResult; // [esp+8h] [ebp-4h] BYREF

cbbata = 508;

vz = Virtualalloc(®, @x1FCu, @x3@88u, 4u);

if ( RegOpenKeyExW(HKEY_LOCAL_MACHINE, lpSubKey, @, ©8x28119u, &phkResult)
|| RegQueryValueExh(phkResult, lpValusMame, @, 8, v2, &chData} )

RegCloseKey(phkResult);
return @;

}

else

RegCloseKey(phkResult);
return v2;

3

Collecting info on the host

This collected information is concatenated and goes through a custom hashing function, in order to conceal the data:
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1IstrcpyW(var_combined_machine_info, s
lstrcatw _combined_machine_info, s

lstrecatW(var_combined_machine_info, string username);
lstrcatW(var_combined_machine_infe, string_machine_name);
hashed_machine_name = e_hash_strings_sub DE22B@(string_machine_name);
hashed_user_name = e_hash_strings_sub_DE22B@(string_username);
hashed_machine_guid = e_hash_strings_sub_DE22BB({string machine_guid});
hashed_windows_wver = e_hash_strings_sub_DE22B@(string_windows_version};
hashed_combined_info = e_hash_strings_sub_DE22B@(var_combined_machine_info);

tring_machine_guid};
i indows_version};

WCHAR *_ cdecl e_hash_strings_sub_DE22B@(LPCWSTR lpString)
i
unsigned int wl; // esi
int w2; // ebx
int i; // edx
int wi; // ecx
WCHAR *var_hashed_output; // [esp+Ch] [ebp-4h]

vl = @;
var_hashed_cutput = VirtualAllec(®, @x7Fu, @x3800u, 4u);

(v4 ~ BXABOIFF3C) + v1 - _ ROL4  ((v4 ~ @xAB@IFF3C) + vi, 13) )

wsprintfW(var_hashed_output, L"%08X", vl1);
return var_hashed_ocutput;

Ragnar Locker custom hashing algorithm

Ragnar Locker then creates a new event using the CreateEventW API call, and uses the combined hashes as the name of the

event:

wsprintfi(
combined_hashes,
L"¥s-¥s-Hs-Hs-Hs",
hashed_machine_guid,
hashed_windows_ver,
hashed_user_name,
hashed_machine_name,
hashed_combined_info);
for (1 =8; 1 < 64233; ++1 )
{
EventW = CreateEventW(®@, 1, @, combined_hashes);// Creating event with the combined hashes as name
if ( GetlastError() != 183 )
break;

Creating event with combined hashes (static view)

When running the sample through a debugger, the combined hashes look as following:

lea eax,dword ptr ss:[Jebp-5D5] UETALIT |STaCaN)

push eax 1: [esp] 00000000 H

push o0 Il h0am00. |[Combined hashes

push 1 3: [esp+8] 00000000

push 0 4: [esp+C] 0019F933!L"BA?BD?DZ—CBBD911C—BS8E?463—ESMSS?Z—F94ABEDD"I
call dword ptr ds:[<&CreateEventW:>] 5: [esp+l0] 0OODEZ29B0 <ragnar.EntryPoint>

Creating event with combined hashes (dynamic view)

File Volumes Identification

Next, Ragnar Locker attempts to identify the existing file volumes on the host. It uses the Windows APICreateFileW to:

¢ Get a handle to a physical drive
¢ Query the drive using DeviceloControl
« Iterate through the volumes using FindFirstVolumeA and FindNextVolumeA
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var_counter = @:
while ( 1) // loops until 16

wsprintfW(var_physical drive, L™\A\M\ANPHYSICALDRIVERd™, wvar_counter);
handle_drive_volume = CreateFileW(var_physical drive, @xCeeeesed, 7u, @, 3u, lu, @);

if { handle_drive_wvolume != -1 )
{

vz = 8;

v7E[1] = @;

V78 = BiGd;

V79 = BiB4;

v7G[8] = 48;

V77 = BiB4;

#8078 = 3i64;
DeviceloContral(handle_drive wolume, TOCTL_DISK_SET_DISK_ATTRIBUTES, v76, @x28u, 8, @, &/92, @);
DeviceloContrael(handle_drive wolume, IOCTL_DISK_UPDATE_PROPERTIES, @, @, @, @, &/92, @);

CloseHandle(handle_drive_wvolume)s

if { ++var_counter >= 16 )

1
1pszVolumeMountPoint = 6044192;
FirstVolumeA = FindFirstVolumeA(lpszVolumeNams, @x168u);
while ( 1 )

GetVolumePathNamesForVolumeNameA(lpszVolumeName, &lpszVolumePathNames, @x1@@u, &va7);
if { &veo[strlen(&lpszVolumePathNames}] == v&9 )

LogicalDrives = GetlLegicalDrives();

Iterating through machine volumes
Embedded RC4 Content

Ragnar Locker contains hidden content embedded in the binary sections. Ragnar Locker decrypts this content during

runtime using the RC4 cryptographic algorithm:

for ( 1 =@®; 1 ¢ 256; ++1 )
vi4[i] = 1i;

LOBYTE(vS) = @;

for ( 7 =8; 7 € 256; H7 )

1

w7 = v14[i];s

V5 (vs + al[j ¥ a2] + v7);
v14[j] = vi4[v5];

w14[ws] = v7;

1
v = ad;
LOBYTE(v2) = B;
LOBYTE(v1E)} = @;
if ( a4 )
1
w1l = a3;
do
{
+Hwll;
w12 = vI4[(vle + 1)];
vl = (v9 + vl2);
vid[ (vie + 1}] = vi4[va];
vle = (v1e + 1);
v14[v9] = wl2;
*(wll - 1) "= v14[({vi4[vie] + v12}];

--wi;
while { v& };
¥

return a3;

Custom RC4 algorithm

The custom RC4 algorithm function is executed several times and decrypts a list of services names:
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 vss, sql, memtas, mepocs, sophos, veeam, backup, pulseway, logme, logmein, connectwise, splashtop, kaseya,

vmcompute, Hyper-v, vmms, Dfs.

Before decryption

® | D040463F 50 push eax

s | 00404640 68 G0OD24000 push ragnarz.40D260

® | 00404645 A 20 push 40

e | 00404647 65 00D04000 push ragnarz. 400000
FG—>e E& OFECFFFF call ragnarz.403260

e/ 00404651 83C4 10 add esp,10

®| 00404554 8945 FC mov dword ptr ss:|[febp-4],eax

€

ragnarz. 00403260

.Text:0040464C ragnarz.bin:$464C #3A4C

@pump1  @Wpoump2  Wpump3  Wlpump4  Wlpumps @ watthi  Ix=lLe

Addr eSS e — ﬂﬂi.!—

0040D260J23 83 42 E2|(C2 DD BB 26|7E 6F 1E AC|EF 46 F9 4C|#.BatEY.&~o.-iFuUL
0040D270JBF EC 6B 59|23 73 85 25|33 00 35 7B|S8C D5 C8 83| :iky#s.(3.5{.0E.
0040D280J1E 77 5% T3 |EB DO 2D 93|68 75 29 BF|FE 6E FB 06| .w¥s&b-.hu).lrne.
0040D290JB7 16 7F 59|12 EO OB A7 (27 8B 8F 60|03 4C F5 1D|-..Y.a.5'..m.Ld.

0040D2A0 ) B2 4 lsc aolza =0 g7 BZ|4D B3 FD 12 gée.au.Hqug‘M;@:.
0040D2BOJ E P8 35|F3 C1 DO 1B|ad.UPB.&.F.504D.
0040D2C0 uEnCWPtEd RC4 leb PF DD|F5 58 BB BA|OUo«0OFALUY/BOX *
0040D02D0) 6/ 28 FF S9[F6 90 U5 UUU0 Uo 00 00|00 00 00 00 JivoeMd. ........
.
After decryption

® || DO40463F 50 push eax

# || 00404640 68 E0DZ4000 push ragnarz. 400260

e[ 0404645 A 40 push 20

# || 00404647 68 0ODO4000 push ragnarz. 400000

- ES8 OFECFFFF call ragnarz. 403260
[EIP gy T 83C4 10 add esp,10

®| 00404654 8945 FC mov dword ptr ss:|febp-4],2ax

£

esp=0019C000 &" T tZHMZOUHTATIFNE /WyXVZ5CEF )D=258Q<1%]0) =W} X10<AT0e>DI_IF*

.text: 00404651 ragnarz.bin: $4651 #3A51

« Dump ump J Dump J Dump + Dump = Wa x=] Lo
Woump1  @Woump2  @loump3:  PWoump4  Bloumps @ watch1  le=lL

Address | Hex ASCII

004002600 76| 72 73 2C(73 71 6C 2C|6D 65 &D 74|61 73 2C 6&D|Mss,sql,memtas,m
0040D270§ 65 70 6F 63|73 2C 73 &F |70 68 &F 73|2C 76 &5 65| epocs,sophos,vee
0040D280f 61 60 2C 62|gl 63 GB 75 (T Fi 73 &5 77|am,backup,pulsew
0040D2904 61 79 2C &C|6F 67 6D &5 |2C 6&C &F 65 &9 &E|ay,logme,logmein
P

0040D2A04 feaelac oo o2 vl £9 73 73 70 6C|,connectwise,spl
00400 2B0] 71 44 &6 72| ashtop,mysql,DTs
004002C0} Decrypted RC4 blob |« 74 65 2C|,vmms,vmcompute,
00400200} 7T 7 7 00 00 00 O0|HYPEr—V.........

services names

Decrypted RC4

Then, Ragnar Locker iterates through the running services of the infected machines. If one of the decrypted services is

found, Ragnar Locker terminates it:

handle_se
handle_sc
if ( handle_ser

voE = 8;
if ( !EnumServicesStatusA(handle_serwv
&% GetlLastError() == 234 )

{

control, @x3Bu, 3u, &v73, Ox24u, &v94, &v1el, &vOB)

+ 36;

+ 36;

eap = GetProcessHeap();

cated_heap = HeapAlloc(ProcessHeap, 8u, w49);

a-
8;

r_allocated_heap;
EnumServicesStatusA(handle_se

w22

e_control, @x3Bu, 3u, var_allecated_heap, w48

Enumerating the machine’s services
if ( w2z-xlpServiceName )

if ( StrstrIA(v2Z->lpServiceName, ptr_dec_rcd products)
e close service sub DE128@(v22->1pServiceName, handle

) )
_sc);

targeted service exist

Ragnar Locker then decrypts an embedded RSA public key:
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Before decryption

ES& BFF2FFFF

| call ragnar.DE2150

®| DODEZES9 B2C4 10 add esp,10
4
ragnar.00DEZ150
.text: 00DEZES4 ragnar.bin:$2E94 #2E94
@oumpt  @Woump2  EWoump3  @Wpump4  @Woumps @ watchi  lx=lloc
address | Hex ASCII -
DODEBO90[54% FO FE 14|DD BA OA CZ2|FB 1L D5 BE|LE 3B GB L5 |TOU.Y..Al 5; EA
OODEBOAOY OS5 ZD B3 9C |3A 45 F39 7D |EB &7 CD 92 |BZ 4F AD 43 tElL}égl ‘O I
OODEBOBO|SC DD C1 SF |49 14 FO 2D |67 D2 78 C5|35 34 4F 2C YA I.8-g xﬂ.s-m
OODEBOCO — IDb Zaabﬁ :
OODEBODO NEY . . &, CE @1
OODEBOED LAl FcR LU.eiv.
OODEBOFO ] Ff ie..# Olax[n .0
OODEB1OOYBS 86 DC AC|2E 9A LF 9E|(66 EC BE 1C|C4 73 6D 7D | . Uﬂ il ASﬂ}
After decryption

- E8 BYF2FFFF €all ragnar.DEZ150

. 83C4 10 add esp,10

@ | DODEZESC BEFE mov edi,eax

£
esp=0013E640 &"r=<X}EvQJyvh46nZHVyFT<vh\¥WL+nlU Y0}33Gk+_ha.K UErpjs-oyMcnja/

.text:D0DE2E3Y ragnar.bin: $2E99 #2E99

oump1 EDump2 @ Dump 3 Wypump4 @Y Dump S @ watch1  Ix=ILoc

Address X ASCIT

OODEBOS0 Q2D 20 2D 2D | 2D 42 45 47|49 4E 20 50|55 42 4C 49| =---- BEGIMN PUBLI
O0DEBOAOQ43 Z0 4B 45|59 2D 2D 2ZD|2D 2D 0A 4D (49 49 42 43| C KEY----- -.MITEI
OODEBOEO | 64 41 4E 42 6‘ EEI ?1 GE 6B 69 4? 39|77 30 42 41| jANBgkghkiGawoBA
QODEBOCO 51 51 40 49 49 42 43 | QEFAAQOCAQBAMIIEC
OODEBODO | 67 4E 42| gKCAQEA3IrtIEPKNE
DODEBOED |53 |Decrypted RSA pl..IbllC kEYE 45 67| SGeoCGzUs0f.0aEg
QODEBOFD |43 T o 6C 7A|C3EADSXWMTZEaR1z
OODEBL1OOQ73 55 63 GE |67 2F 45 5A|55 GC 54 4B|77 59 44 53| sUcng/EZUTTEWYDY

Decrypted RSA
public key

After decrypting the public key, Ragnar Locker passes the key to another function that prepares the key for further use:

var_allocated_heap_1 = HeapAlloc(v27, Bu, 8u);
e_setting_RSA_key info_sub_DE2@@@(var_allocated_heap_ 1, decrypted_public_key);// setting the RSA public key

if ( !*phProv & !CryptAcquireContextW(phProv, @, @, lu, @xFeeeaeed) )
return 8;
phkey = phProv + 13

if ( phP’

/ y(phProv[11);
wideChar (@, @
GetProcessHeap();
HeapAlloc (ProcessHeap, 8u, 2

string RSA public_key, -1, @, 8);

, stri

- *

v3);

cated_heap; // Maps RSA public key string to UTF-16 format
g_RsA_public_key, -1,

var_allocated_heap, v13);

yW(UTF16_RSA_public_key, @, @, @, &pcbBinary, @, @) )

; // converts the UTF16 RSA public key to array of bytes
@, @, var_allocated_heap_2, &pcbBinar e, @) )

HeapAlloc(v7, 8u, vl
YW(UTF16_RSA_publ

FEV Va

ic_key);

yptDecodeObjectEx(1u, 8,
return @;
yptImportPublicKeyInfo(*phProv,

var_allocated_heap_2, pcbBinary, @x8@00u, @, &pvStructInfo, &pcbStructInfe) )

1lu, pvStructInfo, phKey);

LocalFree(pvst
return

T
al-H

Preparing the key for encryption

Lastly, Ragnar Locker decrypts the ransom note’s content:
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Before decryption

call ragnai".DEZlSEv

E8 92FZFFFF

® (| DODEZEBE 83C4 10 add esp,10
@ | DODEZECL 8945 EO mov dword ptr ss:|lebp-zof,ea:
.

<

@ioumpt @oump2z  @doumps  @Woump4  @loumps @8 watch1i  Ix=lLoc

Address | Hex ASCIT _
OODEBGGSB |52 FD F& 13(D0O EB &F AL (92 7F D& CE|GE 53 07 AC Wg\.E}ED!..“ kY. —

0ODEBG78 |66 20 ES F9[43 48 F4 70|EE 6A E7 FFIDE 26 C2 20|f-2UCHop=]cyled
nopEE&SE fcs 24 45 08|£4 1._ie,..UbSE.
DODEBG3S |F1 |Encrypted ransom noteE FD 5D 46| AlUKymleVix.E.y]F
DODEBGAS |23 FS CD 85 |#:gg] ahoge. ,.ol.
OODEEGES |[E3 AE B6 42|2F 45 02 SE|8C 90 B6 25 |DE 22 92 DD| a3 B/E.n..THp". Y
OUDEEGCSE |A6 BO FE 40 (4D D6 A4 GD|87 A9 63 72|42 EC CC A3 |’ UeMO=m.&crBilf
00DEBEDSE |EC F9 95 E8[63 9F 30 EE|19 AA FO 7D |99 00 03 OE|71h.2c.0f.28}....

After decryption

. ES 92ZFZFFFF €all ragnar.DE2150
L 83C4 10 add esp, 10
@ | DODEZ2ECL 8345 EO mov dword ptr ss:[ebp-20{,ea:
L]
<

4y Dump 1 @4 Dump 2 @oump3 BWDump4 P4 Dumps B watch 1 [x=] Loc

Address | Hex ASCII
OODEBGGS 200 20 20 20|20 20 20 20|20 20 20 20|20 20 20 20
OODEBG&78 |20 20 20 20|20 20 20 20|20 20 20 20|20 20 20 20
O0ODEBG&BSS |20 20 20 20|20 20 20 20|20 20 20 20|20 20 48 &5 He
DODEB698 |6C 6C 6F 20|56 47 43 41|52 47 4F 20|21 0D 0A 0D | 11oE
OODEBGASB JOA 2ZA 2A 2A|2A 2A 2A Z2A|2A 2A 2A ZA|2A 2A 2A 2A
OODDEBGEBE |2ZA ZA ZA 2ZA|2A 2A ZA ZA|2A ZA ZA ZA|Z2A 2A 2A 2A
OODEBGCS |24 ('

O0ODEBGDSE | ZA ZA ZA ZA
QODEBEDS |24 Decrypted ransom noteE
OODEBGFE |2A 2A 2A 2A|2A 2A 2A 2A|2A 2A 2A ZA|2A 2A 2A 2A
OQODEBTOB |2ZA 2ZA ZA 2A|2A 2A 2ZA ZA|2A 2ZA 2ZA ZA|2A 2A 2A 2A 2
OODEB718 |24 2A 0D OA|OD OA 20 49|66 20 73 &F |75 20 72 65| **. ... IT you re
O0ODEB72B8 |61 64 69 GE|67 20 74 68|69 73 20 6D (|65 73 73 61| ading this messa
OODEB738|67 65 2C 20|74 68 &5 GE|(20 79 8F 7o |72 20 &E &5 |ge, then your ne
O0DEB7 48|74 77 GF 72|GB 20 77 61|73 20 50 45 |4E 45 54 52| twork was PENETR
O0ODEB758 |41 54 45 44|20 €1 6E 64|20 61 &C &C |20 6F &6 20(ATED and all of
OODEB7G&B |79 6F 75 72|20 66 69 GC|65 73 20 61|6E 64 20 64 |your files and d
OODEBT7B|61 74 61 20|68 61 73 20|62 65 65 GE |20 45 4E 43| ata has been ENC
ODDEB788)52 59 50 54|45 44 0D 0A|20 20 20 20|20 20 20 20|R¥YPTED..

Decrypted

ransom note through the RC4 routine

Deleting Shadow Copies

In order to delete the machine’s shadow copies, Ragnar Locker executes the processes vssadmin.exe and Wmic.exe with the

following command lines:

* Vssadmin delete shadows /all /quiet

¢ Wmic.exe shadowcopy delete
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*yssadmin_commandline = @x730076; // wvssadmin delete shadows /all /quiet
v = Bx618B73;

BxeDeesd;

= BXGEBBEI;

= @xB48828;

= BxBeCBe65;

Bx748065;

Bx288865;

= B315859;

= 6553697,

7798895;

2897267;

6357839;

7877996,

J@se224;

FEGTE25;

6619241 ;

116

_commandline = @x6DBBT7;

6438169; // wmic.exe shadowcopy delete

B619182;

6619256;

7536672;

= B357@896;

= 7274596,

5488183 ;

73401435,

2897273;

B619236;

56519244 ;

6619252;

CreateProcessW(®, wmic_commandline, @, ©, @, @x28u, @, @, &StartupInfo, &ProcessInformation);
CloseHandle(ProcessInform
CloseHandle(ProcessInform
WaitForsingleObject(ProcessInformation.hProcess, @xFFFFFFFF);

Creatd’mcessw(e, vssadmin_commandline, ©, @, @, @x26u, @, ®, & tartupInfo, &ProcessInformatiocn);

Deleting shadow copies using Wmic and Vssadmin
Creating the Ransom Note

Ragnar Locker generates the ransom note file name through the following algorithm:

e It gets the computer name using the API call GetComputerNameW

o It hashes the computer name using the custom hashing algorithm mentioned above

« It concatenates the strings “\\“, “RGNGR_", “.txt” with the hashed computer name

It completes the full name by concatenating the path “C:\Users\Public\Documents”, resulting in

“C:\Users\Public\Documents\RNGR_[hash].txt”

GetComputerNameW(vee, &vie);
var_allocated _heap = Virtualdlloc(®@, @x7Fu, @x3@80u, 4u);
w3 = @;

- El
v31l = lstrlenk(vee);
v3l; w38 = (v33 ~ BxABOLFF3C) + v3@ - _ ROL4_ ((v33 ~ @xABOLFF3C) + v3@, 13) )

// hashing Computer name

v3

wsprintfW(var_allocated_heap, L"¥@8X", w51, al, a2);

lstrepyd L"W\") 5

LstropyW(&Stringl, L"RGNR_");

lstrcatwW(&Stringl, v34); /{ append RGNR_[hashed computer name]
lstrcath(&Stringl, L".txt"); // append RGNR_[hashed computer name].txt
lstrecatW(ves, &Stringl); /{ append ‘\RGNR_[hashed computer name].txt

SHGetSpecialFolderPathW(@, &FileName, 46, @);// get c:\wsers\public\documents
lstrcatW(&FileName, vG6); // append C:Users\public\Documents\RGNR_[hashed computer name].txt

Preparing the txt file that holds the ransom note

Eventually, Ragnar Locker calls CreateFileW to create the requested text file with the required path. Ragnar Locker then
writes a decrypted ransom note at this path.

In addition, after writing the note, Ragnar Locker writes another smaller part starting with “---RAGNAR SECRET—-". This
part is the output of the API call CryptBinaryToStringA:
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// Creating file named C:Users\public\Documents\RGNR_[hashed computer name].txt
= CreateFilel(&FileName, @xCeeesess, €, @, 4u, @x86u, @);

s\,

"---RAGNAR SECRET---",

»
" ---RAGNAR

"
)i

writing the ragnar secret part
Creating the txt file that holds the ransom note
khkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkdhhkhhkhhkhkdkhthrdrhhkhkhkhkhkhkdrhrhkhkhkhkhkhhkdrhrhhh

khkkkhkkkhkhkhkhkkhkhkkhkhkrhkhhkkk

—-—-—RAGNAR SECRET-—-

_ _ aFS2rU2fA——
—-—-—RAGNAR SECRET-—-

d de e e de ek e ke de g e e sk ke e e ke e e ke e e ke ke ok ke ke ke o e ke b b ke e ke e gk ke ke ke ke ok ok ke ke e e ke e ok ok ke ke ke ke ke
khkhkkhkhkhkhkhkhkhhkhkhhkhhkhhhhik

Ragnar secret example output

Encrypting the Files

After creating the ransom note, the actual file encryption process ignites. First, Ragnar Locker gets the drives (except

DRIVE_CDROM) and directories, and sends the string of the file to be encrypted to an encryption function.
The encryption function first checks for some files to be excluded from the encryption process, those files are:

o Autoruns.inf, boot.ini, bootfront.bin, bootsect.bak, bootmgr, bootmgr.efi, bootmgfw.efi, desktop.ini, iconcache.db,

ntldr, ntuser.dat, ntuser.dat.log, ntuser.ini, thumbs.db

while ( 1)
1
if ( ( LdwFileAttributes & 8x18) == @ )
if ( leetFullPathNameW(v4, @x184u, , & 1)
. .cFileName);
= PathFindExtensionk( 5
= 8;
[8] = &::5tringl;

[1] = L"autorun.inf”;
[2] = L"boot.ini";

= L"bootfont.bin™;
= L"bootsect.bak™;
= L"bootmgr”;
= L"bootmgr.efi”;
= L"bootmgfw.efi”;
= L"desktop.ini™;
= L"iconcache.db™;
= L"ntldr";
= L"ntuser.dat";
= L"ntuser.dat.log";
= L"ntuser.ini";
"thumbs .db™;

L
while ( lstrempin( ! [ D) List of excluded files

In addition, other specific processes and objects are excluded, such as:

* Windows.old, Tor Browser, Internet Explorer, Google, Opera, Opera Software, Mozilla, Mozilla Firefox,

$Recycle.bin, ProgramData, All Users
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if ( lstrcmpiW(FindFileData.cFileName, L".™)

&& lstrompiW(FindFileData.cFileName, L"..")
8% (FindFileData.dwFileAttributes & @x18) !'= 8 )

if (a2 == 1)

{
lpstring2 = L"Windows";
ve = 8;
v24 = L"Windows.old";

v25 = L"Tor browser”;

v26 = L"Internet Explorer”;

v27 = L"Google™;

v28 = L"Opera”;

v29 = L"Opera Software”;

v3@8 = L"Mozilla™;

v3il = L"Mozilla Firefox™;

v32 = L"$Recycle.Bin™;

v33 = L"ProgramData”;

v34 = L"All Users™;

while { lstrcmpiW(FindFileData.cFileName, (&lpString2)[ve]) )
Files and

processes to exclude
Lastly, the last checks of Ragnar Locker excludes files with the following extension:
e .db, .sys, .dll, Ink, .msi, .drv, .exe
if ( viz == 1)
= 1lp5tringl;

'BJ
L".db";
L".sys";
= L".d11";
= L".1nk";
L".msi";
L".drv™;
vid = L".exe";
while ( lstrompiW(v13, (&v23)}[v14]) )
1
if ( +Hvld 2= 7 )
{
encryping_the_file_sub_ DE1498(string file to_be encrypted);
break;

b

. File extensions to

exclude

Once the file meets the criteria, the file name is sent to a function that encrypts the corresponding file using the Salsa20

algorithm. After each encryption, Ragnar Locker appends the suffix “.ragnar_[hashed computer name]” to the affected file:

F\Recovery\Windows RE \boat adi SUCCESS Offget: 0, Length: 1,048,576, Priority: Normal

F:\Recovery"Windows RE boot sdi SUCCESS Offset: 3.170.304, Length: 256, Priority: Normal

F\Recovery\Windows RE \boat adi SUCCESS Offset: 3,170,560, Length: 256

F:\Recovery"Windows RE boot sdi SUCCESS Offset: 3.170.816. Length: §

F\Recovery\Windows RE \boat adi SUCCESS @aceﬁ&ids: True, FileMName: F\Recovery'WindowsRE boot ediragnar_ I
F:\Recovery " Windows RE"\ReAgent xml SUCCESS set: 0. Length: 1.120. Priorty: Normal

F\Recovery\Windows RE\ReAgent xml SUCCESS Offset: 1,120, Length: 256, Priority: Nomal

F:\Recovery " Windows RE"\ReAgent xml SUCCESS Offset: 1.376. Length: 256

F\Recovery\Windows RE\ReAgent xml SUCCESS Offget: 1,632, Length: 9

F:“Recovery \Windows RE"ReAgent xml SUCCESS ReplacelfExists: True. FileMame: F\Recovery " WindowsRE"ReAgent xml ragnar_ I NN

Files manipulated by encryption

Displaying the Ransom Note

Following the machine encryption, Ragnar Locker creates a notepad.exe process that presents the ransom note to the user’s
screen with the ransom and payment information.

Ragnar Locker spawns this process through the following way:

¢ Getting a handle to the current process token
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¢ Duplicate the token
¢ Setting the token to elevate privileges

¢ Use CreateProcessAsUserW with the elevated token

7 = GetCurrentProcess();
OpenProcessToken(v47, @xF@1FFu, &hToken);
DuplicateTokenEx(hToken, @xF@LFFu, @, SecurityAnonymous, TokenPrimary, &hToken);
SetTokenInformation(hToken, TokenSessionId, &active, 4u);

S.dwFlags = 1;

wShowlindow = 3;

5.1pDesktop = L"WinStae\\Default";
GetSystemDirectoryW(lpApplicationName, @x7Fu);
IstreatW(l Name, L"\\notepad.exe");
wsprintfu( mmandLine, L" ¥s", &FileName);

if ( CreateProcessAsUserk(hToken, lpApplicaticnMame, 1

mmandLine, @, @, @, 8x36u, 8, 8, &

Creating notepad process to display ransom note

) ronr I - Notepad

File Edit Format View Help

If you reading this message, then your network was PENETRATED and all of your files and data has been ENCRYPTED

by RAGNAR_LOCKER !

| sssssssssihat happens with your system dsssssssssss

Your network was penetrated, all your files and backups was locked! So from now there is NO ONE CAN HELP YOU to get your files back, EXCEPT US.
You can google it, there is no CHANCES to decrypt data without our SECRET KEY.

But don't worry ! Your files are NOT DAMAGED or LOST, they are just MODIFIED. You can get it BACK as soon as you PAY.
We are looking only for MONEY, so there is no interest for us to steel or delete your information, it's just a BUSINESS $-)

HOWEVER you can damage your DATA by yourself if you try to DECRYPT by any other software, without OUR SPECIFIC ENCRYPTION KEY !!!

Also, all of your sensitive and private information were gathered and if you decide NOT to pay,
we will upload it for public view !

Displayed ransom note
Detection and Prevention

Cybereason Defense Platform

The_Cybereason Defense Platform is able to detect and prevent infections with Ragnar Locker ransomware, using multi-
layer protection that detects and blocks malware with threat intelligence, machine learning, anti-ransomware and Next-Gen

Antivirus (NGAV) capabilities:

b6663af099538a396775273d79cb6fff99a18e2de2a8a2a106de8212

Ransomware behavior

O labserven\localadmin RootcaLee
) Affected users
les
labserver
Affected machines
© Timeline
Malop started Malop detected
First execution on first machine Ransomware
Resource affected
Ransomware
@ 2 minutes 10 minutes
16:54 16:56 Now
Aug 22,
2022

The Cybereason Defense Platform creates a MalOp and labels it as Ransomware behavior
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The Cybereason Defense Platform suspends Ragnar Locker when Anti-Ransomware feature is set to “Suspend” as seen from

the Cybereason Defense Platform

Cybereason GSOC MDR

The Cybereason GSOC recommends the following:

¢ Enable Anti-Ransomware in your environment’s policies, set the Anti-Ransomware mode to Prevent, and enable
Shadow Copy detection to ensure maximum protection against ransomware.

 In the Cybereason Defense Platform, enable Application Control to block the execution of malicious files.

 To hunt proactively, use the Investigation screen in the Cybereason Defense Platform and the queries in the Hunting
Queries section to search for machines that are potentially infected with Ragnar Locker. Based on the search results,

take further remediation actions, such as isolating the infected machines and deleting the payload file.

Cybereason is dedicated to teaming with defenders to end cyber attacks from endpoints to the enterprise to everywhere.

MITRE ATT&CK Mapping
Tactic Technique or Sub-technique
TA0005: Defense Evasion T1562.001: Impair Defenses: Disable or Modify Tools
TA0007: Discovery T1033: System Owner/User Discovery
TAOQ007: Discovery T1057: Process Discovery
TA0007: Discovery T1082: System Information Discovery
TAOQ007: Discovery T1614: System Location Discovery
TA0040: Impact T1486: Data Encrypted for Impact
TA0040: Impact T1489: Service Stop
TA0040: Impact T1490: Inhibit System Recovery
10Cs
Indicators Indicator Description
type
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