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Using similarity to expand context and map out threat campaigns

By Emiliano Martinez

Archived: 2026-04-05 14:02:01 UTC

TL;DR: VirusTotal allows you to search for similar files according to different orthogonal notions
(structure, visual layout, icons, execution behaviour, etc.). File similarity can be combined with the “have:”
search modifier in order to gain more context about threats, e.g. what are the emails or URLs that

distribute them.

This is the second blog post in our similarity series, the first article focused on how to trigger file similarity

searches and the different similarity vectors at your disposal. In the context of this series we have also done a

webinar that can be viewed on-demand, it focuses on using similarity to automatically produce optimal YARA

rules to detect a given malware framework/family/campaign via VIDIFF.

This situation might sound familiar. As a SOC analyst or Incident Responder you are often confronted with files
you know nothing about. Your STEM describes their internal sightings and actions but fails to transmit the bigger
picture. You are constrained by the narrow visibility of your corporate logs. Context is king and the problem is

that you are fighting threat actors that operate globally with just a piece of the puzzle, your local data.

What is this file? Who is behind it? What is their modus operandi? How did it get there? Are there other related
components? What does it do? Are there other variants that could have impacted my organization in the past? Any
that could impact us in the future? How do I contain it? Your SIEM, case management system, EDR, firewall, IDS

etc. don’t answer these questions. You are missing a necessary layer in your defense-in-depth security strategy.

VirusTotal is your saving grace. You jump into VT ENTERPRISE and look up the hash: threat reputation is useful,
but you need further context. Your task is to identify IoCs that can be used for remediation, e.g. by blocking a
command-and-control domain in the network perimeter, as well as artefacts that can be used for proactive threat
hunting purposes, to determine whether there has been a breach and what is its scope. The issue is that sometimes
VirusTotal does not have full context for a specific individual file in terms of sandbox reports, in-the-wild

sightings, relationships, etc. and so your investigation might end here.

How to do it better

Isolated hashes are of limited value. Many times they are unique per victim or campaign, so a better idea would be
finding the cluster/family/campaign they belong to in order to unearth remediation IoCs and threat hunting
patterns. Most importantly, you need to leverage those groupings in order to surface command-and-control
domains, dropzones, distribution URLSs, phishing emails, etc. that can be used for mitigation and containment,

and, to build proper understanding and situational awareness.

Similarity and the “have” search modifier to the rescue. Let’s imagine the initial hash that popped up as an alert in

our environment was a first stage EMOTET dropper, i.e. a document that delivers a malicious payload through
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macros.
7 (1) 7 engines detected this file = ¥ ix
f7377a%bf 2be1f28c278331981 429b3c2f3014d6c29. 90cf —
88f7377a9bf0afbb2be1f28c278331981aede60429b3c2f3014d6c2933e590¢ 170.50 KB 2020-11-26 00:37:41UTC 'vt_= -
fhomefshare/sample/gray/cde_doc_samg nple_decompress/20201126/2020_11_25_1_37_10_812024_40de Size 9 hours ago DOC
? chc89dd2cfbb033a68eddc9093c3/hit/358726282fc4co2ba?8d964ae2ad34d6 :
% Community s g
Score
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o
Antivirus results on 2020-10-23T01:37:21 0
ClamAv (1) Doc.Dropper.EmotetiBlueUpdate1020-97... Drweb (D Exploit. Siggen2.54469
Elastic @ Malicious (high Confidence) Emsisoft @ Trojan-Downloader.Macro.Generic.BZ (A)
Fortinet @ MSOffice/Emotet. AVLItr GData @ Macro.Trojan-Downloader.Agent. AVL
Microsoft @ TrojanDownloader:097M/Emotet. CSKIMTB Ad-Aware @ Undetected

Upgrade your edition of Microsoft Office

Upgrade your edition of Microsoft Word

Upgrading your edition will add new features to Microsoft Word.

Please, click Enable Editing and then click Enable Content.

Threat reputation allows you to perform an immediate first assessment (alert triage), but other than that there is
little context in terms of remediation IoCs and hunting artifacts. We still know nothing about how this file gets
distributed, i.e. its delivery vector. Similarly, we fully ignore whether this is something spear phished exclusively
against our organization or part of a larger campaign. What about the threat network infrastructure? Does it

download additional payloads? Does it communicate with a command-and-control?

The next step in an incident response engagement - and this is what most analysts fail to do - is to jump into the

file’s cluster (its family/framework/campaign) in order to expand context and surface IoCs. This is just one click

away:
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7 @ 7 engines detected this file Y = N ilf
)

\__/ LAUNCH ALL IN MULTIPLE TABS
88f7377a9bf0afbb2be1f28¢27833f981aede60429b3¢2f3014d6c2933e590¢f 17050 KB -
/homeshare/sample/graylcde_doc_samples/sample_decompress/20201125/2020_11_25_1_37_10_812024_40de Size SIMILAR BY VT FEATURE HASH

? cbc89dd2cfbb033a68eddc9093c3/hit/358726282fc4c62ba98d964ae2ad34dé
e SIMILAR BY ICON/THUMBNAIL
X Community V7
Score SIMILAR BY TLSH
SIMILAR BY SSDEEP
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o SIMILAR BY C2AE SANDBOX

SIMILAR BY REAQTA-HIVE SANDBOX

: r
Embedded URLs SIMILAR BY TENCENT HABO SANDBOX

Scanned Detections URL
2020-11-11 0 /80 http://schemas.openxmiformats.org/drawingml/2006/main

Pmddlmdd Fllae

For documents there is a limited number of approaches to find similar files (other file formats will expose more),
this said, they are very rich because they are fully orthogonal: structural features, visual layout, local sensitive
fuzzy hashing, execution behaviour similarity. Let’s jump to other similar files based on the document’s visual
layout by clicking on “Similar by icon/thumbnail” or on the thumbnail itself, located in the top right:

main icon dhash:23232b2b00010000.

[] FILES 20/580K o = 0O ¥
Detections Size First seen Last seen Submitters
- 66806046 278E 2F@55F64CACARST 7678BTDAGIT05BRERDSBTCADAI2ESDBIFEDDT e eanka 202011-26 202011-26 , =
doc @ " 05:24:38 05:24:38
[ TSR3 SRS A3 T OO D831 63 mmsoxs | 207016 2000-11-26 , =
&) @ - 05:08:40 05:08:40
8BF737TASBFBAFBB2BE1F28C27833F 38 1AEDESD429B3C2F3614D6C2933E590CF
[0 ..ess/20201125/2020 11 25 1 37_10_812024_40decbc8dd2cfbb033as8eddc?093c3/hit/358726282fcAcs2ba98d964ac2ad34d6! 16163 170.50 KB 2002:?;;?2_123 22?;;:?6 5 -
g : :
D6A1CIBCODLC20AD30018CFCBFA29ES21F481504F751AABE3ADTAF1E9497329
2020-10-23 2020-11-26
[l .Pressf20201125/2020 11 25 1 38 36 431923 df27c5c e3bbf76f820 dé/hit/87b0421 b9f2d8cc993das9/ 17162 178.50 KB - e 5 L

There are too many matches, we would have to iterate over every single one in order to surface particular patterns

that may allow us to understand the campaign.
Finding phishing emails that distribute the threat

We can narrow down the search above to match exclusively those files that have been seen as an attachment in

some email uploaded to VirusTotal:

main icon dhash:23232b2b00010000 AND have:email parents

(Note that you can also use tag:attachment instead of have:email_parents)

We can now run through the matching files, open up their Relations tab and jump into the pertinent email parent,

so as to understand the deception techniques being used in the campaign:
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Good afternoon Captain,

Please see the latest WHO Situation Reports
32 and 33 on the Novel Coronavirus.

Best regards,

v [LJ] 3 attachments 227 KB

= image001.jpg 19KB = image002.jpg 21KB BP49605112E_COVID-19_SARS-CoV-2.doc 223 KB

This particular instance poses as some kind of World Health Organization report on COVID. It is important to
inspect all the other emails because not only will they tell us more about the lures, it will also allow us to identify
targeted industries, geographical spread, activity time spans, etc. For instance, there could be other localized
variants that could be targeting some other corporate branches. Access to these emails will not only give us greater
insight into the attacker, it is also something we can leverage tactically in order to improve filtering in our email

gateways.

Discovering URLSs that distribute this threat

We want to see if this campaign is also being distributed via download URLs. If that’s the case we can block them
in our network perimeter or use them to search across web proxy logs. Let’s ask VirusTotal whether any of the
files in the cluster have associated in-the-wild URLs:

main icon dhash:23232b2b00010000 AND have:itw

We can now jump into the Relations tab in order to export these additional IoCs:

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY @
ITW Urls
Scanned Detections URL
2020-11-23 15 /82 http:/timegonebuy.com/closed-resource/attachments/5szIpgKIMHfRMVXEq6LQ
2020-11-23 13782 http:/felrofanfoods.com/buvlj/overview/5pOcadgyteblpw
2020-11-23 14782 http://goldcoastoffice365.com/temp/Document/pppSSSYqLY
2020-11-23 12 /82 http://fbodenstein.co.zafimages/LLC/ecvgk9IF7w
2020-11-23 14782 http://smarthouseforum.ru/webstruct/FILE/Bz2IVIOmMNShfvfy
2020-11-23 10 /82 http://transfersuvan.com/wp-admin/pacim/ycutSMicwk
2020-11-23 13 /82 http://smarts.tj/wp-content/eTrac/254J2L50CPwBzcQ)j
MNIN_11_17 12 /1an - Hlalavma Acnframaniarcleddnanlmm IOA ~~ANCru AQrEVRAZAA 1]

There are over 3K files with in-the-wild URLSs, note that we can automate all of this via the API.

Identifying command-and-control/exfiltration infrastructure
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The next step is to understand whether any of the machines in our corporate fleet are beaconing out to
infrastructure tied to this campaign. At the same time, we will probably want to block the CnC and exfiltration
points in order to mitigate the impact of historical undetected breaches. Let’s filter down the search to focus

exclusively on those files that exhibited network communications when executed in a dynamic analysis sandbox:

main_icon dhash:23232b2b00010000 AND have:behaviour network

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY @

I Lastline ~ Search similar behavior &
6 con
57 DrWeb vxCube

)( Lastline

smiwp-admin/networkivw/

t/SSF/

Ainf6O/

Most of the matching files have been analysed by several sandboxes participating in our multi-sandbox effort.

This gives us unparalleled visibility into the campaign. For an attacker it is easy to evade a single sandbox, it is far
more complex to do so for 17+ of them at the same time. Each one of them set up in a different geographical
region, going out to the internet through a different IP address, running different OS versions, with different
software and language packages installed, etc. As a result, we now have very interesting sightings in terms of

infrastructure:
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& Lastline v

Network Communication ©
HTTP Requests
+ http://primaage.com/wp-admin/is/
+ http://acheterpermis-deconduire.com/wp-admin/network/vv/
+ http://luvibrands.com/QIG/
+ http://autodidactai.com/wp-content/5SF/
+ http://arcadia-consult.com/wp-admin/60O/
DNS Resolutions
+ morrobaydrugandgift.com
+ acheterpermis-deconduire.com
+ wpad
+ arcadia-consult.com

These communication points can be very easily triaged. Remember that VirusTotal also characterizes domains, IP

addresses and URLs. Threat reputation for these domains further confirms that they are accurate IoCs:

6

x  Community s
Score

DETECTION

Certego
CyRadar
Fortinet

DNs8

The domain

(1) 6engines detected this domain

Registrar Creation Date
morrobaydrugandgift.com
Hostinger, UAB 10 years ago
DETAILS RELATIONS COMMUNITY @)
@ Malicious CRDF @ Malicious
@ Malicious Emsisoft @ Malware
@ Malware Spamhaus @ Malware
Ispiciou ADMINUSLabs () Clean

relationships (in-the-wild sightings) tell the same story:
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https://www.virustotal.com/gui/domain/morrobaydrugandgift.com/detection
https://lh4.googleusercontent.com/9QzMdxG0xHUXdMTfVszVJbuo0w94hQ7UGOCkIeO8Kv2A62MaNm3hbfH0o1VqRkLIEb1vCrFujlQWHIUhdazs-IudpsZGJ76rVq0tU2raQDF5q2-ASrzZlTEwUqNRZV63opb2_wiHdImyslQtFQpprWA_2YcscubIHVFWSvnlIAo3vuJh
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DETECTION DETAILS RELATIONS COMMUNITY o

Passive DNS Replication (. [a}
Date resolved IP

2019-11-20 46.17.175.19

2019-08-03 192.124.249.65

2019-01-31 166.62.109.21

2015-11-1 184.168.47.225
Subdomains D
www.morrobaydrugandgift.com 461717519 192.124.249.65 166.62.109.21

URLs D
Scanned Detections URL

2020-10-24 12/80 https://morrobaydrugandgift.com/wp-contentbak/T?M

2020-11-04 4/80 http://morrobaydrugandgift.com/fwp-contentbak

2020-10-22 5/80 http://morrobaydrugandgift.com/wp-contentbak/t9m

2020-10-23 8 /80 http://morrobaydrugandgift.com/wp-contentbak/T9M/

2020-10-22 1/80 http://morrobaydrugandgift.com:443/wp-contentbak/TOM/

2020-11-22 6182 https://morrobaydrugandgift.com/

2020-11-23 12/82 http://morrobaydrugandgift.com/wp-contentbak/T9M

2020-11-11 13 /80 https://morrobaydrugandgift.com/wp-contentbak/TOM/

2020-11-19 5782 http:/fmorrobaydrugandgift.com/

Downloaded Files (i
Scanned Detections Type Name

2020-11-23 58169 Win32 EXE EffectDemo

2020-10-29 54 /70 Win32 EXE EffectDemo

We now have additional IoCs that we can feed into our stack in order to proactively defend our organization from
other variants. As a bonus point, pivoting to other campaign files that have sandbox behaviour reports allows us to
shed more light into other TTPs that we might be tracking via MITRE ATT&CK (e.g. installation, actions on

objectives, etc.).
Gaining context through the community

Furthering on the use of the “have” search modifier, we can also leverage it to find files on which some VT

Community user has placed a comment providing more context:
main icon dhash:23232b2b00010000 AND have:comments

Community comments often give us interesting details in terms of in-the-wild observations, malware capabilities,
reverse engineering reports, attribution, etc. For example, in this particular case we learn about additional

distribution URLs:
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DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o
Comments
zbetcheckin
1month ago 0fd8d47fc4990dfad6cb0567737449722837d2aa312d68143295e1a2846edlec

#zbetcheckin tracker

Downloaded on 2020-10-20 22:18:35 UTC

SRC URL : http://41.89.94.30/weblinvoice/xbt7cz2yp1-00767

IP : 41.89.94.30

AS : AS36914 Kenya Education Network

YARA : #contains_userform_object_2 #office_macro #office_document_vba #contains_vba_macro_code #http #doc #contentis_baseé4 #office_magic
ocument #url #math_entropy_6é #contains_userform_object_1 #ft_ole_cf

This other case helps us understand that this first stage is EMOTET and allows us to jump into a pastebin dump

with further context about the campaign in terms of related hashes and network infrastructure:

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY o
Comments
Comments
tines_bot
7] 1month ago e22adb293242bbe12e653ae5f927e75dccbeffda728053fc11b830c8197aa330
#emotet

This I0C was found in a paste: https://pastebin.com/SgcKe9LK with the title "Emotet_Doc_out 2020-10-22_13 55.txt" by paladin316

For more information, or to report interesting/incorrect findings, contact us - bot@tines.io

Additional context
The “have” modifier accepts many other values, some of the more representative ones are:

o compressed parents: the files were seen inside a compressed file uploaded to VirusTotal.

e pcap parents: the files were seen in a network traffic recording uploaded to VirusTotal.

e embedded (urls/domains/ips): a URL/domain/IP address pattern was extracted from the binary bodies of
the files.

 behaviour: the files managed to execute in at least one sandbox and produced the pertinent dynamic
analysis report.

e behaviour registry: the files executed in a sandbox and interacted with the Windows Registry.

e crowdsource yara rule: the files match some YARA rule coming from open source community

repositories, these rules often provide additional references and descriptions about a threat.
Summing up

VirusTotal aggregates orthogonal means to cluster together groups of related files. Files which may belong to the
same malware family/framework/campaign/actor. These file similarity vectors range from structural features to

dynamic analysis observations.
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https://lh5.googleusercontent.com/muDkLvgGHNerKchsSi8ahzB2he5SErspxwI93k8F-KlPHUr21gRr83L-6Qjs5QkQHZB4w8ffkHTDELI9yTBBU_16hrk1eBI-66vk4GKKAsdQWdRkianeVlb60z6gybBNZGRMeRf2kPZMA10bHD7nBtYuUciSNIkaOmBo35-u0dd3gzpu
https://lh5.googleusercontent.com/muDkLvgGHNerKchsSi8ahzB2he5SErspxwI93k8F-KlPHUr21gRr83L-6Qjs5QkQHZB4w8ffkHTDELI9yTBBU_16hrk1eBI-66vk4GKKAsdQWdRkianeVlb60z6gybBNZGRMeRf2kPZMA10bHD7nBtYuUciSNIkaOmBo35-u0dd3gzpu
https://www.virustotal.com/gui/file/e22adb293242bbe12e653ae5f927e75dccbeffda728053fc11b830c8197aa330/community
https://pastebin.com/SgcKe9LK
https://lh4.googleusercontent.com/_bJKdjqcqoDrZWTjaiGcHBsJuCBZ9anw6K2ShQuU42PLbVMvCDhd9aN2ocDRpEo4kesa83q7k77vvPinvUnmVZFdoIfROPYszy-Jt8i963HlLcThvA3fMMhEwCXx8fIlilP8CLaUCHaGvs99fAzqgmpaZW_5JvLLL1n7RvMAK1TLMqWN
https://lh4.googleusercontent.com/_bJKdjqcqoDrZWTjaiGcHBsJuCBZ9anw6K2ShQuU42PLbVMvCDhd9aN2ocDRpEo4kesa83q7k77vvPinvUnmVZFdoIfROPYszy-Jt8i963HlLcThvA3fMMhEwCXx8fIlilP8CLaUCHaGvs99fAzqgmpaZW_5JvLLL1n7RvMAK1TLMqWN

https://blog.virustotal.com/2020/11 /using-similarity-to-expand-context-and.htm|

We started off with a single IoC for which we had little context, neither did VirusTotal, beyond basic threat
reputation. By leveraging file similarity we managed to find thousands of other files related to the
campaign/malware framework. Through the “have” search modifier we then narrowed down our searches to
identify phishing emails used by the attackers, distribution URLSs, additional network infrastructure such as CnCs

and context shared by other threat researchers.

All of this is tactical intelligence that can be fed into network perimeter defenses, but also context that can be
operationalized and digested into TTPs in order to characterize threat actors. Finally, this blog post presented an

incident response scenario but the very same logic can be applied to threat actor tracking or campaign monitoring

use cases.

This post was authored by Emiliano Martinez.

Source: https://blog.virustotal.com/2020/11/using-similarity-to-expand-context-and.html

Page 9 of 9


https://twitter.com/zenitrame

