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2 Tool: Gigabud

Names

Category

Type

Description

Information

Malpedia

Gigabud
Gigabud RAT

Malware

Banking trojan, Backdoor, Info stealer, Credential stealer

(Group-IB) One of Gigabud RAT’s unique features is that it doesn’t execute any malicious
actions until the user is authorized into the malicious application by a fraudster, as will be
shown in the Distribution section, which makes it harder to detect. Instead of using HTML
overlay attacks, Gigabud RAT gathers sensitive information primarily through screen

recording.

<https://www.group-ib.com/blog/gigabud-banking-malware/>

<https://malpedia.caad.fkie.fraunhofer.de/details/apk.gigabud>

Last change to this tool card: 06 September 2023

Download this tool card in JSON format

All groups using tool Gigabud

Changed

Name Country Observed

Unknown groups

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=5a809ab7-3b4e-418f-af13-2c897¢3089b5
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