https://dissectingmalwa.re/germanwipers-big-brother-gandgrabs-kid-sodinokibi.htm|

Germanwiper's big brother? gandgrab's kid ? sodinokibi!

By fOwL

Published: 2019-08-10 - Archived: 2026-04-05 23:36:52 UTC
Sat 10 August 2019 in Ransomware

After last week's analysis on GermanWiper I thought it would be about time to have a Look at Sodinokibi aka

REvil, the new weird kid on the block.

F}’ IE9 - Win7 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

E All of your files are encrypted!

Recycle Bin

Find 34vkQa-readme.txt and follow instuctions

According to Cybereason the Sodinokibi Ransomware was written by the same guys who created GandCrab,
which is a pretty big deal after GandCrab retired recently. The samples that I'll be looking at today were first

dropped in Asia, but it did not take long to reach other continents as well.

A general disclaimer as always: downloading and running the samples linked below will lead to the encryption
of your personal data, so be f$cking careful. Also check with your local laws as owning malware binaries/

sources might be illegal depending on where you live.

Where I dug up the samples this time:

action=detail&hash=6cb6fda0b353d411a30c5b945e53ea52 sha256
bace25c1ec587d099b4c566b1a07978dd9cb3bd67c2acaabbd2e4644a7877070

action=detail&hash=7354af1a63f222ede4c9e0a6f84d57c2 sha256
2fead5f7be7c7313eebedfe7ad9ef64d9966a2391003a00dcbbd6214e9c522ef
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IE9 - Win7 1 [Running] - Oracle VM VirtualBox

Input Devices Help

Host Name: IE9WINT

IE Version: 9.0.8112.16421
0§ Version: Windows 7
Service Pack: Service Pack 1
User Name: IEUser
Password: Passwird!

Snapshot&hackup:

Create a sna
this !

| Ci\Users\[EUser\Downloads\7354af1a63f222eded c9e0abf84d57c2.exe is not a valid Win32
application.

ible to further ex
be run
prompt (right-click on Command Prompt and select
ow current lice remaining, re-arm count (all
slmar /div
| except Windows 3 equires reboot.
slmgr frearm
Re-arm (Windows XP anly). Note that no error is given in the
rundll32.exe syssetup,SetupOobeBnk

For Windo nd 10, you will NOT be able to re- the trial.

Running it through VirusTotal we get a pretty good detection rate, but that is to be expected since REvil is around

for a few days already. Here's a direct Link to the VT Analysis.

4 7 @ 47 engines detected this file (. -

bace25c1ec587d099b4c566b1a07978dd9ch3bd67c2acaab5d2e4644a7877070 1645 KB 2019-08-05 08:03:28 UTC o
Size ? days ago DLL

MifHeAnM exe

pedil

DETECTION DETAILS BEHAVIOR COMMUNITY o

Acronis -@- Suspicious Ad-Aware U DeepScan:Generic. Ransom. Sodinokibi. 7.
AegisLab @ Trojan.Win32.Sodinokibi.4lc Alibaba ‘ d/ Ransom:Win32/Sodinokibi. 30d530e9
AlYac (1) Trojan.Ransom.Sodinokibi Antiy-AVL (1) Trojan[Ransem]/Win32. Sodinokibi
SecureAge APEX \_\/ Malicious Arcabit d/ DeepScan:Generic.Ransom. Sodinokibi.7...
Avast (D) Win32:Malware-gen AVG () Win32:Malware-gen

Avira (no cloud) ) TR/Crypt. XPACK.Gen BitDefender d/ DeepScan:Generic.Ransom. Sodinokibi.7...
CAT-QuickHeal Ransom.Sodinokibi ClamAY \1/ Win.Ransomware. Sodinokibi-7013612-0
CrowdStrike Falcon \_\/ Win/malicieus_cenfidence_100% (D) Cylance d/ Unsafe
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Looking at Detect it easy we don't see anything special either. The PE seems to be built with MS Visual Studio
2015 (Linker Version 14).

Lo
Type: PE Size: 168448 Entropy  FLC H
Import PE
EntryPoint: | 00003dba > ImageBase: 10000000
NumberOfSections | 0005 > SizeOflmage: 0002c000

linker »soft Linker(14.0, Visual Studio 2015 14.0%)[DLL32] S 7

Options
Detect It Easy - Signatures Info About

> 73 ms
Exit

Entropy-wise we can observe a huge drop near the end of the binary.
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Entropy

Offset: Size: 168448 ; Reload

7.08397 88% Save diagram

PE Header("2.45603")

Section0(".text")("6.5523¢
Sectionl(".rdata")("7.891!
Section2(".data")("7.9923
Section3(".960te")("5.071
Sectiond(".reloc"}("6.6132

I e e e B e e e e N B m s e |
50,000 100,000 150,000 200,000

PE-bear v0.3.9.5 [/home/fowl/M: inokibi/6cb6fdaob353d411a30c5h945e53ea52]
N
»

8 12 3456 789 ABCDETF 8123456789ABCDEF

*

General DOS Hdr Rich Hdr File Hdr Optional Hdr ~ Section Hdrs @@ Imports @@ BaseReloc.

Value
l4c
5 5]
5d437faf Friday, 08.2019 00:09:51 UTC
0 0
0 0
. e0 224
2102

The imports definitely indicate that somethings is wrong here. Only loading kernel32.dll with 3 entries is a bit

minimalistic for ransomware.
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Name Func. Count  Bound? OriginalFirstTt TimeDateStar Forwarder NameRVA FirstThunk
KERNEL32.dll 3 FALSE 0 0

KERNEL32.dIl [ 3 entries ]
Name Ordinal Original Thunl Thunk Forwarder
CloseHandle -

SetErrorMode -
CreateThread -

For one to get his/her Hands on the actual PE with an intact/complete IAT there are a couple of possible ways.

Sergei Frankoff explained a very fast, but slightly "messy" Method on OALive. I'll try to replay this technique and

plan to come back to this sample soon to try and script my way out of this hole.

Ett fel intraffade.

Det gar inte att kéra JavaScript.
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 [Running] - Orac VirtualBox
View
* bcbbfdalb353d411a30c5b945e53ea52.exe - PID: A9C - Module: kernel32.dIl - Thread: Main Thread 104 - x32dbg [Elevated]
Fie View Debug Trace Plugins Favourites Options Help Aug 112018

coOE %0 Tt g taBi=Sefhe .. L9

=]

|| Seript | ] symbols | <> source

- References | ' Threads | @ Handes

v~ Q
=3

Bcru | B craph | |4 Log | [ Motes I #® Breakpoints | [ Memory Map | [} call Stack | =3 SEH
o [EEBEEDEE]  sEFF

759C2050 85C0 Test eax,eax
= 759C2052| v OFBC BEEGD200 j1 kernel32.759F140E
759C2058 8045 C4 Tea eax,dword ptr ss:[Jebp-3C])
759C2D58 50 push eax
7E9C2D5C ES 91AE0000 call <IMP.&GeTSystemInfos
7E9C2061 8B4E FO mov eax,dword ptr ss:|[febp-10[
759C2D64 884D OC mov ecx,dword ptr ss:|[febp+C)
759C2067 8901 mov dword ptr ds:[ecx],eax
759C2D69 8E4D 10 mov ecx,dword ptr ss:[[ebp+10]
759C2D6C F7D3 neg eax
< . |

mov_edi,edi virtualProtect »|[ Hide EPU

55 push ebp
seec y :sg-as? EAX 00000000

. EEX 00000000
;:’g ABF3FEFF p <IMP.&VirtualProtect> Gt SEieEn
30 D EDX  771E71B4 <ntdl1.KiFastsystemcallRet>
30 EEP  0031F67C
30 ESP  O031F650
20 p ESI  FFFFFFFE
8BFF mov edi,edi GetProcessaTfinitymask || EDI 00000000
55 push ebp B
BBEC mov ebp,esp EIP  772409C7 ntd11.772409C7
83EC 3C sub esp,ic
s gizn % EFLAGS _ 00000246
2045 E8 Tea eax,dword ptr =s:[ebp-18] [ S AT R0
o G N OF 0 SF 0 DF 0O
5A 00 push 0 CFO TFO IF1
FF75 08 push dword ptr ss:[Jebp+s]
FF15 4C159875 €&l dword ptr ds:[<&NtqQueryInformation| LastError 00000000 (ERROR_SUCCESS)

LastStatus 00000000 (STATUS_SUCCESS)

GS 0000 FS 0038
ES 0023 DS 0023
C5 001B 55 0023

ST(0) 0000D00D0D0000000D00 X87r0 EMPTY 0.000000|
ST711_000000NNNDONNNNNNOND XB7r1 Emot:

a.oonono |

v |5 2] [0 unlocked

" | Default stcal)
-

espra]

edi=0

LTexXt:759C2D25 kernel3z.d11:$42025 #42025 <virtualProtect>

00000000
esp+8] 00000000
esp+C] 7FFDFO00
esp+10] 00000000

5: [esp+14] 0031FES50

@ourp1 | woump2 B watch 1 | ixeltocas | 2 struct |
Address | Hex
771A1000|53 00 59 0053
771A1010( 72 00 63 00|00
771A1020| 00 64 A1l 18|00
771A1030|RE AC 05 0033
771A1040| 06 00 83 CF|02
771A1050| 06 00 23 CO|E9
771A1060 | 06 00 E9 DE|C9
771A1070| 21 05 00 33(CO
771A1080|FF 55 8B EC
771A1090|7D OC 85 FF|75

771A10A0| 40 30 56 BA(0C 6A 0B FF |7
771A10BO|FO 85 F6 74|38 64 Al 18

Yyoump3 | bump4 | Gdipumps

77007,

m

C2 P
00000000
2| 00000000
TFFDFO00
00000000
0031F650
771BE15D
0031F81C
771BE15D
0D2EBS 6E
00000000
0031F7DC
0 [77221180| return to ntd11.77221180 from ntdl1.7724099
7FFDE0OO

] 3

Command:

Default  ~

‘Breakpo‘nt already set!

Paused

8/16/2019 |

8 05 &% 0 @ ¢ 0 Right Ctrl

A dump of the strings in the binary file can be found here. Likewise a sample of the ransomnote dropped as a

textfile by the malware is available here.

The Decryptor

Thanks to a businessman who shall remain nameless but decided to pay the ransom we can take a look at the

Decryptor V1.3 as well. My feeling about this executable is, that it is being built to order rather than prepared in

case a decryption is requested. The tool feels relatively unpolished because of the active debugging, no

obfuscation or anti-evasion.

REvil Decryptorvl.3

Progress

create backup

=

DECRYPT ALL DECRYPT FOLDER

DECRYPT FILE
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7| C\Users\IEUser\Downloads\c60a4 c1 dbf509b3414e782d2c89b5033. exe =0 R ==

Running it through Detect it Easy there is nothing spectacular going on here. Consistent with the ransomware
itself the decryptor was built with Visual Studio 2015 as well. Entropy-wise there are no surprises either at
4.64889.

Detect It Easy 2.04

File name: effowl/Malware/Sodinokibi/Sodinokibi/31869wv07x-Decryptor.exe

Scan Scripts Plugins Log

Type: PE Size: 117248 Entropy  FLC H
Import Resource PE
EntryPoint: | 00002663 > ImageBase: 00400000
NumberOfSections | 0006 = SizeOflmage: 00020000

linker D, Visual Studio 2015 14.0%)[EXE32.console.admin] 5 7

Options

Detect It Easy « Signatures Infe About

S mo0ss Y > 83ms

Exit

OL4/y7zn06S6W7qPdbyz7S1iWvOIwRAz6y4Y0qLO+1g= 31869wv07x

Page 7 of 8



https://dissectingmalwa.re/germanwipers-big-brother-gandgrabs-kid-sodinokibi.html

I0Cs

Sodinokibi / REvil Ransomware (SHA256)

bace25c1ec587d099b4c566b1a07978dd9ch3bdb7c2acaab5d2e4644a7877070
2fead5f7be7c7313eebedfe’ad9ef64d9966a2391003a00dcbbdb214e9c522ef
ada9794bcc8e87af0579982522e26f7ead3d1ch@7bb76ce58facT1bf98ed1cf53

URLs

httx://decryptor[.]top
httx://aplebzu47wgazapdgksbvrcvbzcnjppkbxbrowketf56nfbag2nmyoyd.onion

Source: https://dissectingmalwa.re/germanwipers-big-brother-gandgrabs-kid-sodinokibi.html
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