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SmokelL.oader (Malware Family)
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The SmokelL.oader family is a generic backdoor with a range of capabilities which depend on the modules
included in any given build of the malware. The malware is delivered in a variety of ways and is broadly
associated with criminal activity. The malware frequently tries to hide its C2 activity by generating requests to
legitimate sites such as microsoft.com, bing.com, adobe.com, and others. Typically the actual Download returns
an HTTP 404 but still contains data in the Response Body.

2025-09-15 - Zscalar - ThreatLabZ research team

SmokeLoader Rises From the Ashes

Smokel.oader 2025-06-17 - DARKReading - James Shank

Operation Endgame: Do Takedowns and Arrests Matter?

BumbleBee Emotet Pikabot Smokel.oader TrickBot 2025-04-09 - Europol - Europol

Operation Endgame follow-up leads to five detentions and interrogations as well as server takedowns

Smokel.oader 2025-03-28 - Intrinsec - David Sardinha

From espionage to PsyOps: Tracking operations and bulletproof providers of UACs in 2025
sLoad NetSupportManager RAT Remcos Smokel.oader 2025-02-06 - Hunt.io - Hunt.io

SmokeLoader Malware Found in Open Directories Targeting Ukraine’s Auto & Banking Industries

Smokel.oader 2025-02-04 - Trend Micro - Peter Girnus

CVE-2025-0411: Ukrainian Organizations Targeted in Zero-Day Campaign and Homoglyph Attacks
Smokel.oader 2024-12-02 - FortiGuard Labs - Pei Han Liao

SmokeLoader Attack Targets Companies in Taiwan
Smokel.oader 2024-11-07 - Perception Point - Arthur Vaiselbuh

Evasive ZIP Concatenation: Trojan Targets Windows Users

Correlating Vidar Stealer Build IDs Based on Loader Tasks

Lumma Stealer Smokel.oader Vidar 2024-07-02 - Sekoia - Quentin Bourgue

Exposing FakeBat loader: distribution methods and adversary infrastructure
BlackCat Royal Ransom Eugenl.oader Carbanak Cobalt Strike DICELOADER Gozi IcedID Lumma Stealer
NetSupportManager RAT Pikabot RedLine Stealer SectopRAT Sliver Smokel.oader Vidar 2024-06-11 - Zscaler -

Threatl.abZ research team

A Brief History of SmokeLoader, Part 1
SmokelL.oader 2024-05-30 - Europol - Europol
Largest ever operation against botnets hits dropper malware ecosystem

BumbleBee IcedID Smokel.oader SystemBC TrickBot 2024-03-05 - CIP - paloalto Networks: Unit42, State Service of

Special Communication and Information Protection of Ukraine (CIP)

Semi-Annual Chronicles of UAC-0006 Operations
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Taking a deep dive into SmokeLoader

Smokel.oader 2024-02-28 - Spamhaus - Spamhaus Malware Labs
Toot about SmokeLoader dropping Xehook Stealer
Smokel.oader 2024-01-30 - ANY.RUN - Lena (LambdaMamba)

CrackedCantil: A Malware Symphony Breakdown - Privatel.oader, Smoke, Lumma, RedLine, RisePro, Amadey,
Stealc, Socks5Systemz, STOP

Amadey CrackedCantil Lumma Stealer PrivateL.oader RedLine Stealer RisePro SmokeL.oader Socks5 Systemz
Stealc STOP 2024-01-06 - irfan_eternal - Muhammed Irfan V A

Understanding Internals of SmokelL.oader

Smokel.oader 2023-11-19 - Twitter (@embee research) - Embee research

Combining Pivot Points to Identify Malware Infrastructure - Redline, Smokeloader and Cobalt Strike

Amadey Cobalt Strike RedLine Stealer Smokel.oader 2023-10-24 - National Security and Defense Council of Ukraine -

Organization of the National Security and Defense Council of Ukraine

The Surge in Smokel.oader Attacks on Ukrainian Institutions

Smokel.oader 2023-10-12 - Cluster25 - Cluster25 Threat Intel Team

CVE-2023-38831 Exploited by Pro-Russia Hacking Groups in RU-UA Conflict Zone for Credential Harvesting

Operations

Agent Tesla Crimson RAT Nanocore RAT Smokel.oader 2023-09-28 - HarfangLab - Claudio Teixeira

Loader Galore - TaskLoader at the start of a Pay-per-Install Infection Chain
Customerl.oader Fabookie I.googl.oader Smokel.oader 2023-08-23 - Logpoint - Anish Bogati, Nischal khadgi

Defending Against 8base: Uncovering Their Arsenal and Crafting Responses

8Base Phobos Smokel.oader SystemBC 2023-07-17 - Acronis - Acronis Security,

8Base ransomware stays unseen for a year

8Base Phobos Smokel.oader 2023-06-28 - vmware - Bria Beathley, Dana Behling, Deborah Snyder, Fae Carlisle

8Base Ransomware: A Heavy Hitting Player
8Base Phobos Smokel.oader SystemBC 2023-06-24 - Twitter (@embee research) - Embee_research

SmokeL oader - Malware Analysis and Decoding With Procmon

Smokel.oader 2023-02-27 - PRODAFT Threat Intelligence - PRODAFT

RIG Exploit Kit: In-Depth Analysis

Dridex IcedID ISFB PureCrypter Raccoon RecordBreaker RedLine Stealer Royal Ransom Silence Smokel.oader

Zloader 2022-11-19 - Malwarology - Robert Simmons

Malicious Packer pkr_cela
Smokel.oader Vidar 2022-11-17 - Trellix - Trelix
Trellix Insights: SmokeLoader Exploits Old Vulnerabilities to Drop zgRAT

SmokeL.oader zgRAT 2022-10-07 - YouTube (BSides Portland) - Pim Trouerbach

SmokeLoader - The Pandora's box of Tricks
Smokel.oader 2022-09-29 - Team Cymru - S2 Research Team

Seychelles, Seychelles, on the C(2) Shore: An overview of a bulletproof hosting provider named ELITETEAM.

Amadey Raccoon Redline Stealer Smokel.oader STOP 2022-09-26 - Kaspersky, - Artem Ushkov, Haim Zigel, Oleg Kupreev

NullMixer: oodles of Trojans in a single dropper
ColdStealer DanaBot GCleaner Nullmixer Privatel.oader PseudoManuscrypt RedLine Stealer Smokel.oader Vidar
2022-09-15 - Sekoia - Threat & Detection Research Team
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PrivateLoader: the loader of the prevalent ruzki PPI service

Agent Tesla Coinminer DanaBot DCRat Eternity Stealer Glupteba Mars Stealer NetSupportManager RAT
Nymaim Nymaim?2 Phoenix Keylogger Privatel.oader Raccoon RedLine Stealer Smokel.oader Socelars STOP
Vidar YTStealer 2022-08-31 - BitSight - André Tavares

Tracking PrivateL.oader: Malware Distribution Service

Privatel.oader RedLine Stealer Smokel.oader 2022-08-30 - Github (vcORExor) - vcORExor

SmokeLoader - Quick-Analysis
Smokel.oader 2022-08-25 - OALabs - Sergei Frankoff

SmokeLoader Triage Taking a look how Smoke Loader works

Smokel.oader 2022-08-08 - Fortinet - James Slaughter

Life After Death - SmokeL.oader Continues to Haunt Using Old Vulnerabilities
Smokel.oader zgRAT 2022-08-08 - Medium CSIS Techblog - Benoit Ancel

An inside view of domain anonymization as-a-service — the BraZZZerSFF infrastructure
Riltok magecart Anubis Azorult BetaBot Buer CoalaBot CryptBot DiamondFox DreamBot GCleaner ISFB Loki
Password Stealer (PWS) Medusal.ocker MeguminTrojan Nemty PsiX RedLine Stealer Smokel.oader STOP

SmokeL oader Malware Used to Augment Amadey Infostealer

Amadey Smokel.oader 2022-07-27 - Darktrace - Sam Lister, Shuh Chin Goh

PrivateLoader: Network-Based Indicators of Compromise

Privatel.oader Smokel.oader 2022-07-21 - AhnLab - ASEC

Amadey Bot Being Distributed Through SmokeLoader
Amadey Smokel.oader 2022-06-21 - SonicWall - SonicWall

HTML Application Files are being used to distribute Smoke Loader Malware

Smokel.oader 2022-04-20 - CISA - CISA

Alert (AA22-110A): Russian State-Sponsored and Criminal Cyber Threats to Critical Infrastructure

VPNFilter BlackEnergy DanaBot DoppelDridex Emotet EternalPetya GoldMax Industroyer Sality Smokel.oader

TrickBot Triton Zloader Killnet 2022-04-20 - CISA - Australian Cyber Security Centre (ACSC), Canadian Centre for Cyber

Security (CCCS), CISA, FBI, Government Communications Security Bureau, National Crime Agency (NCA), NCSC UK, NSA
AA22-110A Joint CSA: Russian State-Sponsored and Criminal Cyber Threats to Critical Infrastructure

VPNFilter BlackEnergy DanaBot DoppelDridex Emotet EternalPetya GoldMax Industroyer Sality Smokel.oader

TrickBot Triton Zloader 2022-04-12 - AhnLab - ASEC Analysis Team

SystemBC Being Used by Various Attackers

Emotet Smokel.oader SystemBC 2022-02-18 - Bleeping Computer - Sergiu Gatlan

New Golang botnet empties Windows users’ cryptocurrency wallets

Threat Thursday: Arkei Infostealer Expands Reach Using SmokeL.oader to Target Crypto Wallets and MFA
Arkei Stealer Smokel.oader 2022-02-08 - Intel 471 - Intel 471

PrivateLoader: The first step in many malware schemes
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Smokel.oader 2019-08-05 - security.neurolabs - Marcos Alvares

Smokeloader's Hardcoded Domains - Sneaky Third Party Vendor or Cheap Buyer?
Smokel.oader 2019-07-09 - Check Point - Israel Gubi

The 2019 Resurgence of Smokeloader

Smokel.oader 2019-05-02 - Proofpoint - Bryan Campbell, Proofpoint Threat Insight Team
2019: The Return of Retefe

Dok Retefe Smokel.oader 2018-12-19 - Palo Alto Networks Unit 42 - Kaoru Hayashi

Analysis of Smoke Loader in New Tsunami Campaign

Smokel.oader 2018-09-18 - int Oxcc blog - Raashid Bhat

A taste of our own medicine: How SmokeLoader is deceiving configuration extraction by using binary code as
bait

Smokel.oader 2018-08-14 - Plug it, play it, burn it, rip it - Alberto Ortega

Anti-Hooking checks of SmokeLoader 2018

Smokel.oader 2018-07-18 - CERT.PL - Michat Praszmo

Dissecting Smoke Loader

Smokel.oader 2018-07-03 - Talos Intelligence - Ben Baker, Holger Unterbrink

Smoking Guns - Smoke Loader learned new tricks

Smokel.oader TrickBot 2018-04-16 - Spamhaus - Spamhaus Malware Labs

Smoke Loader malware improves after Microsoft spoils its Campaign

Smokel.oader 2018-04-04 - Microsoft - Microsoft Defender ATP Research Team

Hunting down Dofoil with Windows Defender ATP
Smokel.oader 2018-01-12 - Malwarebytes - Jérdme Segura

Fake Spectre and Meltdown patch pushes Smoke Loader malware
Smokel.oader 2017-08-24 - Blaze's Security Blog - BartBlaze

Crystal Finance Millennium used to spread malware

Chthonic Smokel.oader 2017-08-04 - PhishLabs - Jason Davison

Smoke Loader Adds Additional Obfuscation Methods to Mitigate Analysis
Smokel.oader 2017-04-03 - Malware Breakdown - Malware Breakdown

Shadow Server Domains Leading to RIG Exploit Kit Dropping Smoke Loader

Smokel.oader 2016-10-17 - Malwarebytes - Jérome Segura

New-looking Sundown EK drops Smoke Loader, Kronos banker

Kronos Smokel.oader 2016-08-05 - Malwarebytes - Malwarebytes Labs

Smoke Loader — downloader with a smokescreen still alive

Smokel.oader 2014-10-05 - Eternal Todo - Jose Miguel Esparza

Dissecting SmokeLoader (or Yulia's sweet ass proposition)

Smokel.oader

» [TLP:WHITE] win_smokeloader_auto (20251219 | Detects win.smokeloader.)

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.smokeloader
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