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HDMR Ransomware
GO-SPORT Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe b MM pyeT JaHHbIe T0/Ib30BaTe el ¢ momMoiipio AES-128 + RSA, a 3aTem Tpebyer
BBIKYTI B # BTC, utoObI BepHYTH (haiiibl. OpurnHanpHOe Ha3BaHKe: B 3alMCKe He yka3aHo. Ha daiinie HamrcaHo:
dllhost.exe.

OGHapyxeHHs:

DrWeb -> Trojan.MulDrop11.25438

BitDefender -> Gen:Win32.FileInfector.guW@aW gkfypi
Malwarebytes -> Ransom.BinADS

Kaspersky -> Trojan.BAT.Agent.aup

TrendMicro -> TROJ_FRS.VSNW19J19

Symantec -> Trojan Horse

Microsoft -> Ransom:Win32/Cryptlnject! MSR

© I'eHeannorus: BbISICHAETCS, ABHOE POACTBO C KEM-TO He J0Ka3aHo.

HDMR
e

GO SPORT

I/I306pa)KEHI/Ie — JIOT'OTHII CTAaTbH

K 3ammdpoBannbiM aiinam gobasnsieTcs paciivperue: hdmr
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OBHHMaHI/le! Hossie paciivpeHusd, email 1 TeKCTBI O BBIKYTI€ MOXXHO HaWTH B KOHILIe CTaTbH, B O0OHOB/IEHUSX.

Tam MOryT OBITH pa3/imnuud C repBoHa4d/IbHbIM BaApDUAHTOM.

AKTHBHOCTb 3TOr0 KPUITO-BBIMOTateJIst IIPUIIIAch Ha KoHel OKT0pst 2019 1. OpreHTHPOBaH Ha aHIVIOS3bIYHBIX
T10/1b30BaTesel, YTo He MelllaeT PacrpoCTPaHsTh ero 1o BceMy MUpY. [lepBble nocTpazasiive U3 dpaHiyuy U

Kanagpr.

3amuicka c TpeboBaHueM BhIKyTia Ha3biBaeTcsi: ReadMeAndContact.txt

. -
Rl drok "m0 — o ——

CopeprxaHue 3allUCKH 0 BBIKyIIe:
GO-SPORT

YOUR FILES ARE SAFE! JUST MODIFIED ONLY. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE
WILL PERMENANTLY DESTROY YOUR FILE.

DO NOT MODIFY ENCRYPTED FILES.

WE GATHERED HIGHLY CONFIDENTIAL/PERSORNAL DATA. THESE DATA
ARE CURRENTLY STORED ON A PRIVATE SERVER. THIS SERVER WILL BE
IMMEDIATELY DESTROYED AFTER YOUR PAYMENT. WE ONLY SEEK MONEY
AND DO NOT WANT TO DAMAGE YOUR REPUTATION.

YOU WILL CAN SEND US SOME NON-IMPORTANT FILES AND WE WILL
DECRYPT IT FOR FREE TO PROVE WE ARE ABLE TO GIVE YOUR FILES
BACK.

CONTACT US TO NEGOTIATE A PRICE (BITCOIN) AND GET DECRYPTION KEY
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AND PROGRAM.
Contact us :
lafoievologjanin123@tutanota.com

lafoievologjanin123@protonmail.com

MAKE CONTACT AS SOON AS POSSIBLE. YOUR DECRYPTIONS KEYS ARE ONLY
STORED TEMPORARLY.

PLEASE NOTE THAT WE PUT HUGE EFFORT IN OUR DECRYPTION SOFTWARE AND
DEPLOYMENT SCRIPTS, SO ONCE RANSOM PAID, YOU WILL CAN RECOVER
YOUR FILES EASILY AND FASTLY.

ITepeBop 3anycKu Ha PyCCKMil SI3BIK:
GO-SPORT

BAIII ®AWJIBI B BE3OITACHOCTH! TOTBKO MOJIM®ULIMPOBAHEL (PKA + 30C)

JIFOBASI TIOIIBITKA BOCCTAHOBUTE BAIIIN ®AMJIBI C [TIOMOII[bIO CTOPOHHEN ITPOI' PAMMBI
YHUUTOXXUT BAIII ®AJTI HABCEIJIA.

HE V3MEHSWTE 3AIIN®POBAHHBIE ®AJIBL

MBI COBPAJIN OYEHb KOH®NIEHLIMAJIBHBIE / IMYHBIE JAHHBIE. OTU JAHHBIE

B HACTOAIIEE BPEMA XPAHATCHA HA YACTHOM CEPBEPE. OTOT CEPBEP BYJIET
HEMEJUVTIEHHO YHUUYTOXAETCSH ITOCJIE OIUIATHBI. MBI TOJIBKO UITEM OEHBI'M

1 HE XOUY BPEUTH BAIIIEM PEITY TALTVMN.

BbI MOXXETE OTIIPABUTH HAM HECKOJIBKO HEBAYKHBIX ®AMJIOB, Y1 MBI

PACIIIM®PYEM MX BECIIJIATHO, UTOBEbI JIOKA3ATh, YTO MbI MOYKEM BEPHYThH BAIIIN ®AMJIBL

HATIWIIIUTE HAM, UTOBbI JOTOBOPUTHCS O LIEHE (BUTKOVH) 1 TTOJTYUNTH KJTFOU
PACIIN®POBKU
N ITPOT'PAMMA.

KoHTakT c Hamu :

lafoievologjanin123@tutanota.com

lafoievologjanin123@protonmail.com

YCTAHOBUTE KOHTAKT KAK MOXHO CKOPEE. BAIITIN KJ/TFOYM PACIIN®POBKHM TOJIBKO
XPAHNTCA BPEMEHHO.

OBPATUTE BHUMAHUE, UTO MHI ITPMKJIAJBIBAEM OT'POMHEIE YCUJIVSA B HAILIEM TTPOI'PAMME
OJI PACILIM®POBKU 1

PASBEPTBIBAHUWE CIIEHAPUEB, ITOSTOMY IIOCJIE BBIKYIIA BBl CMOJXETE BOCCTAHOBUTDH
BAIIIY ®AWJIBI JIETKO U BBICTPO.
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Texnnueckue AeTa/ik

Mo>KeT pacripoCTpaHAThCS TyTEM B3/I0Ma uepe3 He3alluIleHHYI0 KoHburypaiio RDP, ¢ momMotipro email-criama
Y BPEZIOHOCHBIX BJIOXKEHWH, 00MaHHBIX 3arpy30K, O0THETOB, SKCIIONTOB, BPeJOHOCHOM PeK/IaMbl, BeO-UH)KEKTOB,
(hanmbIIMBBIX 0OHOBJIEHU, ITePeTIaKOBAHHBIX U 3apa)KEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacIpoCTpaHeHus KPUITTOBLIMOTaTe el Ha BBOAHOU CTpaHulle biiora.

OHY)KHO BCeryja MCT0/b30BaTh AKTYalIbHYI0 aHTUBUPYCHYIO 3amuTy!!!

Ecu BbI nipeHe6GperaeTe KOMILJIEKCHOM aHTUBUPYCHOM 3ariuTol Kiacca Internet Security nu Total Security, To

x0Ts1 ObI ZieialiTe pe3epBHOe KOTMPOBaHKUE Ba)XXHBIX (aiiyioB 1o MeToay 3-2-1.

» UAC ne 06xogut. TpebyeTcst pa3pelieHre Ha 3ammycK.

» YnasnseT TeHeBble KO (aiijioB C TIOMOIIbI0 KoMaH/, B BAT-daiirne.
vssadmin Delete Shadows /all /quiet

vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=unbounded
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=401MB
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=unbounded
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=401MB
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=unbounded
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=401MB
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=unbounded
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=401MB
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=unbounded
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=401MB
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=unbounded

vssadmin Delete Shadows /all /quiet

Cnucok (aiiioBbIX paciMpeHHii, nojsepramomuxca mugpoBaHUIo:
910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datiibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(aiisiel 06pa3oB, ApXUBHI U TIP.

®daiinbl, cBA3aHHbBIe ¢ 5TUM Ransomware:
ReadMeAndContact.txt
dllhost.exe

<random>.exe - C/lyuaifHOoe Ha3BaHKeE BPEJOHOCHOTO (aiina

Pacnosioxxenusn:
\Desktop\ ->
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\User_folders\ ->
\%TEMP%\ ->

» CoxpaHsieT UCXO/HbIN pa3Mep (atina B KoHIle (aiiia 1 ucronb3yet mapkep "HDMR".

3anucu peecTpa, CBA3aHHbIE C 3TUM Ransomware:

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOJK/TIOUEHNUS U CBA3U:

Email: lafoievologjanin123@tutanota.com
lafoievologjanin123@protonmail.com

BTC:

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HUXKe pe3y/bTaThl aHau30B.

Pe3yfleaTbl dHA/IN30B:
® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: CPeHsIs.

[ToppobHele cBefeHus: cobuparoTcs pery/sipHo. [Ipuckinaiite 00pasLibL.
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=== JICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

Eé He Obl710 0OHOB/IEHHI 3TOTO BapHaHTa.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: &
k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as HDMR)
Write-up, Topic of Support

*

Thanks:
CyberSecurity GrujaRS, Michael Gillespie

Andrew Ivanov (author)
*%k%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: http://id-ransomware.blogspot.com/2019/10/hdmr-ransomware.html
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