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 Tool: ViperRAT

Names
ViperRAT
Viper RAT

Category Malware

Type Backdoor, Info stealer, Exfiltration

Description
(Lookout) ViperRAT is an active, advanced persistent threat (APT) that sophisticated

threat actors are actively using to target and spy on the Israeli Defense Force.

Information

<https://blog.lookout.com/viperrat-mobile-apt>

<https://securelist.com/blog/incidents/77562/breaking-the-weakest-link-of-the-
strongest-chain/>

MITRE ATT&CK <https://attack.mitre.org/software/S0506/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.viper_rat>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:ViperRAT>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool ViperRAT

Changed Name Country Observed

APT groups

  Desert Falcons [Gaza] 2011-Oct 2023

1 group listed (1 APT, 0 other, 0 unknown)

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d85829da-432f-406b-9cb7-b6d94dc2db87
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