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Clop ransomware gang begins extorting GoAnywhere zero-day victims
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The Clop ransomware gang has begun extorting companies whose data was stolen using a zero-day vulnerability in the

Fortra GoAnywhere MFT secure file-sharing solution.

In February, the GoAnywhere MFT file transfer solution developers warned customers that a zero-day remote code

execution vulnerability was being exploited on exposed administrative consoles.

GoAnywhere is a secure web file transfer solution that allows companies to securely transfer encrypted files with their

partners while keeping detailed audit logs of who accessed the files.
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While no details were publicly shared on how the vulnerability was exploited, a proof-of-concept exploit was soon released,

followed by a patch for the flaw.

The day after the release of the GoAnywhere patch, the Clop ransomware gang contacted BleepingComputer and said they

were responsible for the attacks.

The extortion group said they used the flaw over ten days to steal data from 130 companies. At the time, BleepingComputer

could not independently confirm these claims, and Fortra did not respond to our emails.

Since then, two companies, Community Health Systems (CHS) and Hatch Bank, disclosed that data was stolen in the
GoAnywhere MFT attacks.

Clop begins extorting GoAnywhere customers

Last night, the Clop ransomware gang began publicly exploiting victims of the GoAnywhere attacks by adding seven new

companies to their data leak site.

Only one of the victims, Hatch Bank, is publicly known to have been breached using the vulnerability. However,

BleepingComputer has learned that at least two other listed companies had their data stolen using this flaw as well.

The entries on the data leak site all state that the release of data is "coming soon" but include screenshots of allegedly stolen

data.

HATCHBANK.COM | CLOPA - LEAKS X =+ - O X
&« c © onion/hatchbank-com ¢ O % =
~

Headquarters:

1001 W San Marcos Blvd, San Marcos, California, 92078, United States
Phone:

(760) 736-2000

Website:

www.hatchbank.com

Revenue:

<$5Million

Information:

COMING SOON ...

Hatch Bank listed on Clop's data leak site

Source: BleepingComputer

Furthermore, BleepingComputer has been told that victims have begun to receive ransom demands from the ransomware

gang.

While it is unclear how much the threat actors are demanding, they had previously demanded $10 million in ransoms in

similar attacks using an Accellion FTA zero-day vulnerability in December 2020.

During these attacks, the extortion group stole large amounts of data from nearly 100 companies worldwide, with the threat

actors slowly leaking data from companies while demanding million-dollar ransoms.

Organizations that had their Accellion servers hacked include, among others, energy giant Shell, cybersecurity firm

Qualys, supermarket giant Kroger, and multiple universities worldwide such as Stanford Medicine, University of Colorado,
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University of Miami, University of California, and the University of Maryland Baltimore (UMB).

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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