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Stark din nolltillit-status— ett nytt enhetligt forhallningssatt till sakerhet &r har

Lds bloggen

Avsldja och neutralisera moderna angripare och cyberhot som utpressningstrojaner.

Kontakta Sales om du vill starta en kostnadsfri utvarderingsversion eller utforska licensalternativ.

|

Microsoft Defender Hotinformation

Avsléja dina angripare

Hjalp till att exponera och eliminera moderna cyberhot och deras infrastruktur med hjélp av dynamisk

hotinformation.
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Identifiera angripare och deras verktyg

Forsta dina angripare och deras onlineinfrastrukturer sa att du kan identifiera dina potentiella

cyberhotexponeringar med hjélp av en fullstdndig karta 6ver internet.
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Paskynda identifiering och atgard av cyberhot

Upptack hela omfattningen av en cyberattack. Forsta en onlineangripares alla verktyg, férhindra atkomst for alla

deras datorer och kdnda enheter och blockera kontinuerligt IP-adresser eller doméner.

"
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Forbattra dina sdakerhetsverktyg och arbetsfloden

Utoka rackvidd och synlighet for dina befintliga sakerhetsinvesteringar. Fa storre sammanhang och forstaelse for

cyberhot med Microsoft Defender XDR, Microsoft Sentinel och Microsoft Security Copilot.

Microsoft Defender Hotinformation

Lar om hur Defender Hotinformation gor det mojligt for sdkerhetsexperter att fa direkt tillgang till och agera pa
var kraftfulla databas med hotinformation som bygger pa 78 biljoner signaler och mer &n 10 000 multidisciplindra

experter dver hela vérlden.

Funktioner

Upptéck och eliminera cyberhot med Defender Hotinformation.

Microsoft Defender

Home

Incidents & alerts

@ Threst sctor February 23, 2020

® Aqua Blizzard

Aliases: Primitive Bear, ACTINIUM, SectorC08, shuckworm, Gamaredon, UNC530, Armageddon

Hunting
2 Actions & submissions
8 Threat intelligence

Learning hub

&5 Trials Description  TTPs  Indicators {315)

Partner catalog

Indicators (915)

Exposure management
OSINT:0  Defender Tl derived : 915
Overview <> 401-42000915 * Dowrload
I Attack surface Type v
Exposure insights Type 1) Artifact T First seen T, Last seen 1) Source

Secure score
Domain
Assets Comain
Devices SHA-256 Hash
Identities. SHA-256 Hash
Endpoints SHA-256 Hash

Vulnerability management SHA-256 Hash
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Fa kontinuerlig hotinformation

Fa en fullstidndig visning av internet och spara dagliga férdndringar. Skapa hotinformation for ditt eget foretag for

att forstd och minska exponeringen.

Microsoft Defender

Hoene:
Incidonts & alerts
Hunt

Actions & submissions
8 Thvast sctor Rugza 28, 2079

€2 Diamond Sleet

Aliases: Lazarus, Black Artemis, Labyrinth Challima, ZINC

Threat intelligence
Threat analytics
Irtel peofies

Ietel explever

Intel projects

Description  TIRs

Laaring hub

Trials

Snapshot
Partner catakog Country/iegian of erigin

The actor Microsoft tracks as Diamond Sleet is a North Korea-based activity group knawn to target media,

. . . N North Kores

Exposure management defense, and informaticn techaolagy IT) industries glebally. Dismand Sleet focuses on espionage, theft of
. personal and corparate data, financial gain, and corporate netwark destrction. Diamand Sleet is knamn 10 use a
variety of custom malware that is exclusive to the group, the latest being Lambload, ForestTiger, RollSling and
ATt Zetaile. Diamond Sleet has olso used social networking as the primary delivery vactor, defivering speat ph Tagers
surs insights and drive-by campromises. The group has used zero-day exploits for elevation of privilege and remote code
E execution. Diamend Sleet is tracked by other sacurity companies as Lazarus, Black Artemis, and Labyrinth Defense Industrial Base: Alrcraft
Secure score

Challima. Digital, Print and Broadeact M.

Education: Highes Education Financial Services
Targeting Details Goverrenent Agencies & Servi.

£ Sleet hag primarily targeted the United States and Seuth Korea, Mot of the officially rezognized Healthcare & Public Health

. emp have focused on and media in the United States, Othor attacks included Transportation Systems.
paints
targets in entertainment and media, government, defense industrial base, aerospace, financial services,

Vulnerability managemaent Realtheare, universities, and transpertation systems.

Partners and AFls Disrnond Sleet hat frequently targeted military computersystems for stpionage purpates. greup alse

targeted Sony Pictures Entertainment in a highly publicized disruptive attack, likely intended to obstruct the

Exponera angripare och deras metoder

Forsta gruppen bakom en onlineattack, deras metoder och hur de vanligen arbetar.

Microsoft Azure (Preview) 9 Search resources, sevices, and docs G+

Home > Microsolft Sentinel > Microsoft Sentinel

= Microsoft Sentinel | Incidents

£ Search (Cmd=/) « O Refresn (© Last2¢ hours ~ K Actions [H w == Columns &7 Guides & Feedbs

General =503 518 o Open incdents by severity

%o =
verview Open ncidents Active ncidents Rrigh (61 Medium 0123) Low G1e) Informationsl(15)

© togs
- . 71 map Domain entity to CommonSecurityLog-DTI
© News & uides Fimn Sevity: Al Sutsizseectad  Productrame Al Owner:Al 55 T map Domain entity to CommonSecuritLog

2 s redest ) Auto-reresh incidents ryre— o o
Threat management urer Severty
o Severity 1. Incdent D . Tite 84 Product names. Createdtime 7 Lastupdatetime L Owner Ty

A Medium 231067 Timap P enttyto SigninLogs MicosoftSentinel  07/15/22, T14BAM O7/1SR22, 1148 AM Unassigned et

@ Workbooks b

Medium 231088 Ti map P entty to SigninLogs MicosoftSentinel  07/15/22, 1048 AM O7/15/22,1048AM Unossigned
© Huming Medium 231004 Timap P enityto SigninLogs MicrosoftSencinel  07/15/22, 0948 AM O7/15/22,0948 AM Unassigned Alert product names
+ Microsof Sentinel

& Notebooks fremes 230986 Ti map P entity to SigninLogs MiosoftSentinel  07/15/22,0848 AM  O7/1522,0848AM  Unassigned

# Entiy behavior Medium 230877 Timap IPentityto Signintogs MicrosoftSentinel  O7/15/22, 0748 AM O/15/22,0748 AM Unassigned S
1

O Theeat intelligence P

2 MITREATIACK Creden) Medium 230826 Ti map P entty to Signintogs MicrosoftSentinel  07/14/22, 1148 PM 07/14/22, 1148PM Unassigned
Lastupdate time Creation time.

Content management
07/14/22, 0812 PMt 0771472, 0812 PM

Medium 230804 Timap P enttyto SgninLogs MicosoftSencinel  07/14/22, 1048PM 071422, 1048 M Unassigned

& Content hub (Preview) Medium 230799 Ti map P entity to SigninLogs MicosoftSentinel  07/14/22,0948PM  O7/1422,0948PM  Unassigned
Entites (3)

Medium 230744 Timap IP entity o Signinlogs MicrosoftSertinel  07/14/22,0848PM  O7/14/22,0848 M Unassigned W i

B 19854.115.19

& hipy1a872243%0,

View ful detais >

@ Repositories (Preview)

2 Commanity Medium 230743 Ti map Domain enty to Commo. MicosoftSentinel  07/14/22,0812PM  07/14/22,0812PM  Unassigned

ot Medium 230660 Ti map Domain enity to Commo. MicosoftSentinel  07/14/22,0412 M O7/14/22,0412 M Unassigned

Y —— Medium 230857 Timap Domain entiy to Commo.. 1 MicosoftSentinel  07/14/22,0407PM  O7/1422.0407PM  Unassigned Tactics and techriques

v B impact @)

e Medium 230654 71 map Domain ety to Cornmo. MicrosoftSentinel  07/14/22,0554 M O7/14/22,0354PM  Unassigned
B vt Medim 230853 Timap P entityto ignintogs MicrosoftSendinel  07/14/22,0548 M O7/14722,0348PM  Unassigned —
Automation Medium 230852 T1map Domain entiy to Como... 1 MicrosoftSontinel  O7/14/22,0344PM  OT/14/22,0344PM  Unassigned Incide: Ovenview
8 St Medium 230850 T1map Domain ety to Commo. MicrosoftSendinel  07/14/22,0525 M O7/1422,0325PM  Unassigned Ansytcs ule
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0000000080 000000000I

Medium 230638 Timap P entityto SiginLogs MicrosoftSentinel  07/14/22,0148 P O7/1422,0148 M Unassigned Tags
I
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Forbattra varningsundersokningar

Fa @nnu béttre incidentdata i Microsoft Sentinel och Defender XDR med férdig och obearbetad hotinformation for

att forsta och avsloja den fulla omfattningen av ett cyberhot eller en cyberattack.

i Microsoft Defender

Hame ntel Explorer > 185822173
U Incidents & alorts
& Edtags v P Add o project
Hunting
= Actions B submissions
Throat intelligence = 185.82.217.3
Theeat analytic & Malicious (Score : 100 Fist seen 20150930 Last seery 20220310 Netblock TESE22160/22  AS: ASSOT23 - [TLEG  Orgarvzation 1L LLC

Intel profles

1 tntel explorer Summary  Resolitions  WHOIS  Centficates  Trackers  Components  Hostpais  Cookes  Sendces  ReverseDNS  Attides  Profils  Projects
Intel projects
Learning bub s Repuation: 4 Malicious (Seore: 100)
i Trials

Partner catolog Description

®  Exposure management
Ovenview
I Attack surface
= Exposure insights o Analyt insights

Sequre score
Open Port Last Detected 1 day...
At Mot triggered: Not Blocklisted. Not a Tor Exit Node. Mot a Proxy. Hosts aWeb Server

Desices

identities
o intel profiles (1)

Endpeints
Vuilnerabibty management

Partnars and APls

€8 Silk Typhoon

Evahuation B tutorials

Paskynda incidentsvar

Undersok och ta bort skadlig infrastruktur, till exempel doméner och IP-adresser, och alla kdnda verktyg och

resurser som hanteras av en cyberangripare eller cyberhotfamilj.
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Microsoft Defender P Search

Home Intel Profiles

Incidents & alerts "

neidents & alerts Intel Profiles are a definitive source of Microsoft's shareable knowledge on tracked threat actors, malicious tools,
Hunting and vulnerabilities, curated and continuously updated by Microsoft Threat Intelligence experts to provide

relevant and actionable threat context.
Actions & submissions

Threat intelligence

Threat actors (194)  Tools (65)  Vulnerabilities (34)

Threat analytics

Intel profiles

> 51-750f194
Intel explorer

Intel projects Country/region of Origin ~ Targets arch by
lEmivyIvE Profile Country/region of origin Targets Defender Tl indicators
Trials -
o efense Industia Base

& Peach Sandstorm " Defense Indstriet B
Partner catalog Energy
Aliases: REFINED KITTEN, Elfin, HOLMIUM, APT33
Exposure management The actor that Microsoft Threat Intelligence tracks as Peach
Sandstorm (HOLMIUM) is an Iranian nation-state group known
Overview o target organizations with ties to the United States and Saudi

Arabia. Peach Sandstorm uses spear phishing emails, open-..
Attack surface

North Korea igtl, i i

@ Pearl Sleet o Digitl, Print and Broadeast Media

Political and other groups

Exposure insights
Secure score Aliases: LANRENCIUM

The actor Microsoft tracks as Pearl Sleet (formerly
LAWRENCIUM) is a nation state activity group based out of
North Korea that has been active since at least 2012. Pearl Sleet
i known to primarily target defectors from North Korea, digital.

Assets
Devices
Identities @ Periwinkle Tempest . rsa

Aliases: DEV-0193
Endpoints
The actor Microsoft tracks as Periwinkle Tempest (DEV-0193, also
Vulnerability management known as Trickbot LLC or Conti LLC) i a prolific criminal group
that encompasses multiple subgroups indluding operators,
Partners and APIs tooling, development, and management of several of the most.

Evaluation & tutorials

Jaga cyberhot som ett team

Samarbeta enkelt med undersokningar 6ver team med arbetsytan i Defender Hotinformation och dela kunskap om

cyberhotaktéorer, verktyg och infrastruktur med projekt och intelligensprofiler.

Microsoft Defender

3 Add to project

Home.

Incidents & alerts

telgaram.ru

@ Malicious {Scare : 100) Firet soor: 2022-05-20

Actions & submissions
Threat intelligence Summary  Resalutions  WHC Subdomain Components  Hostpairs  Cocides DS
Threat analytics
Resolutions
> 1-25ol160
on

Location Hetwark Source Tags

routable

Domairy-names-registrar-REG
Exposure management

& routable
verview

Ritack surk Deendiry-nares-registrar-REG....
Ptatk surface

Exposure insights EIEEE . 1571 635 « A5 REG o [ _— e

Secure score Domaire-rames-registrar-REG.

fers 1 ' w07 w057 routatia

Devices Domain-names-registrar-REG....

Identitios routable

. Domain-names-registrar-REG
Endpaints

dneratility management ’ b s t 197695 - A5-REGRI 2023-06-18 00618 " —

Demain-names-registrar-REG...

Expandera skydd och forbattra sdakerhetsstatusen
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Upptack automatiskt skadliga enheter och stoppa cyberhot utifran genom att blockera interna resurser fran att fa

atkomst till farliga internetresurser.

Microsoft Defender £ search

<3 Edittags ~ E7 add to project
Home

Incidents & alerts " Detonation analysis

Hunting
HTTR response code: 301
2 Actions & submissians esponse o
Final UAL: hitps//pub-5103¢36392244 5001408207 Adf92M27 £2 dev/gaames himl
L Ilig
e Resolved IP address: 104.18.235
Threat analytics
Intel profiles.
Intel explorer

Intel projects

]

Learning hub " Intel profiles (0}

Trials
Mo intel profiles were found

& O

Partner catalog

Expesure management
W pticles (1)

Cverview

g2 H @

Attack surface
T manths g0

Exposure insights Evasive Phishing Campaign Steals Cloud Credentials Using Cloudflare R2 and Turnstile

[}

Secure score Netskape Threat Labs has been tracking a staggering 61-fald increase in traffic ta phishing pages hosted in Cloudflare R2. The majarity of the phishing campaigns target Microsoft...

76 indicators  OSINT, Phishing, Cloudflare, T1566
Immune

B o

Data connectors

~ Certificates [0}
Assels

Fil och URL-intelligens (detonation)

Skicka in en fil eller URL for att omedelbart fa reda pa dess rykte. Uttka sdkerhetsincidenter med kontextbaserad

hotad intelligens.

Tillbaka till flikar

Microsoft Security Copilot ar nu allmadnt tillgangligt

Anvind fragor formulerade med naturligt sprak nar du ska undersoka incidenter med Copilot — nu integrerat i hela

Microsoft Security-produktsviten.
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Sa har anvander du Microsoft Defender Hotinformation

Microsoft sparar fler &n 78 biljoner signaler dagligen. Det hjéalper sdkerhetsteam att identifiera sarbarheter med

storre effektivitet och att ligga steget fére dagens cyberhot.

Microsoft
Defender
Massive Telemetry ! XDR
Capturing over 78 L = 1
Trillion Security Signals B i
¢ i = 2
- : ~ ot
1 t z . @/% work bench
o
o @A Copilot for Security
Unique Security Data Sets 5 47 embedded experience
g

3 pinpoint hreats acrossthe
(&) globalthreat landscape

@ enhanced SIEM + XDR

Copilot for Security
- standalone experience

Enhetlig plattform for sikerhetsatgiarder

Forsvara din digitala egendom med den enda sdkerhetsplattformen(SecOps) som erbjuder fullstandiga funktioner

for utokad identifiering och atgarder (XDR) och sédkerhetsinformation och handelsehantering (SIEM).

Animering av startsidan for Microsoft Defender-instrumentpanelen

Enhetlig portal

Upptack och avbryt cyberhot i ndra realtid och effektivisera undersékning och atgéarder.

Tillbaka till flikar

Utforska Defender Hotinformation-licenser

Standardversionen av Defender Hotinformation

Anvind den kostnadsfria versionen av Defender Hotinformation for att hantera globala cyberhot.

Den kostnadsfria versionen innehaller:
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o Offentliga indikatorer fér kompromisser (IOCs)
 Intelligens med 6ppen kéllkod (OSINT)
o Databas for standardiserade namn pa sarbarheter och exponeringar (CVE)
« Artiklar och analyser frin Microsoft Threat Intelligence (begrdnsad?)
o Defender Hotinformation-dataméangder (begrdnsadz)
 Informationsprofiler (begrdnsadﬁ)

Premium -version av Defender Threat Intelligence

Fa fullstidndig atkomst till den operativa, strategiska och taktiska intelligensen i Defender Threat Intelligence-

innehallsbiblioteket och undersokande workbench.
Premium-versionen innehaller:

o Offentliga indikatorer fér kompromisser (IOCs)

« Intelligens med 6ppen kéllkod (OSINT)

o Databas for vanliga sdkerhetsrisker och exponeringar (CVE)
 Artiklar och analyser fran Microsoft Threat Intelligence

o Defender Threat Intelligence-dataméngder

e Webbadress och filinformation

Relaterade produkter

Anvind forstklassiga sakerhetsprodukter fran Microsoft for att férhindra och upptécka cyberattacker pa din

organisation.
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Microsoft Sentinel

Se och stoppa cyberhot i hela foretaget med intelligent sdkerhetsanalys.

Microsoft Defender for molnet

Oka skyddet i din miljé med flera moln och hybridmoln.
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Microsoft Defender — hantering av extern attackyta

Forsta din sdkerhetsposition bortom brandvéggen.

Fler resurser

Las hotinformationsbloggen

Lés mer om nya erbjudanden for hotinformation fran Microsoft.

Skydda ditt foretag med hotinformation

Lar dig hur du anvander hotinformation pa Internet for att skydda din organisation mot cyberattacker.
Regelverk och implementering

Kom igdng med hotinformationslgsningar for din organisation idag.

Besok Microsoft Defender Hotinformation-bloggen

Lar dig av Defender Hotinformation-experter, se vad som ar nytt och lat oss hora fran dig.

Skydda allt

Gor din framtid sékrare. Utforska dina sdkerhetsalternativ i dag.
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