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©2 Tool: SHARPSTATS

Names SHARPSTATS

Category Malware

Type Backdoor, Info stealer

Description (Trend Micro) A .NET-written backdoor that supports DOWNLOAD, UPLOAD, and RUN functions.
Information <https://documents.trendmicro.com/assets/white papers/wp new muddywater findings uncovered.pdf>

MITRE ATT&CK  <https://attack.mitre.org/software/S0450/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.sharpstats>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool SHARPSTATS

Changed Name Country Observed
APT groups
I
MuddyWater, Seedworm, TEMP.Zagros, Static Kitten E— 2017-Jul 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2f79698a-0a85-4d2e-a7db-d5ec9f56738d
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