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1. Leaker posted full zip with password
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2. Leaker posted zip without locker without password

Page 1 of 5


https://medium.com/@whickey000?source=post_page---byline--e15d54663a8---------------------------------------
https://medium.com/@whickey000?source=post_page---byline--e15d54663a8---------------------------------------
https://medium.com/@whickey000?source=post_page---byline--e15d54663a8---------------------------------------
https://medium.com/@whickey000?source=post_page---byline--e15d54663a8---------------------------------------
https://anonfiles.com/lfV7c2L8xa/conti_locker_v2_zip
https://anonfiles.com/lfV7c2L8xa/conti_locker_v2_zip
https://anonfiles.com/lfV7c2L8xa/conti_locker_v2_zip

https://medium.com /@whickeyO00 /how-i-cracked-conti-ransomware-groups-leaked-source-code-zip-file-e1 5d5466 3a8

? anonftiles
,_,../ ' anonymous file upload

conti_locker.7z

¥ DOWNLOAD (2.21 MB)

SEToNEETEEEIC™"0O8

Login - Register - Terms of Use - API - FAQ - Feedback - REPORT ABUSE

3. Grab some known plaintext from the second, and you can crack the first with bkcrack.

Press enter or click to view image in full size

( ) - [~]
printf " DECRYPT NOTE " > 1lmao

) - [~]
1Lmao
u@@@ﬂﬂ@@ 5f5f 4445 4352 5950 545f 4edf 5445 5f5f  DECRYPT NOTE _

Press enter or click to view image in full size

5,2 CPUs AMD Ryzen 9 5986HX with Radeon Graphics (ASBFBA] , ASH, AES-NI}
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Page 2 of 5


https://anonfiles.com/l3b7n7L6xc/conti_locker_7z
https://anonfiles.com/l3b7n7L6xc/conti_locker_7z
https://anonfiles.com/l3b7n7L6xc/conti_locker_7z

https://medium.com /@whickeyO0O0 /how-i-cracked-conti-ransomware-groups-leaked-source-code-zip-file-e15d5466 3a8

) - [~/bkerack/bkcrack-1.3.4-Linux]
! conti locker v2.zip "conti loc xt" lmao.zip Lmao
bkcrack 1.3.4 - 2022-01-81
[10:42:58] Z reduction using 8 bytes of known plaintext
100.0 % (8 / 8)

[10:42:58] Attack on 748436 Z values at index 7
2a45cf92 4521624b decd8163

[10:48:16] Keys
2ad5cf92 4521624b decd8163

Press enter or click to view image in full size

) - [~/bkerack/bkcrack-1.3.4-Linux]
k conti locker v2.zip 2a45cf92 4521624b decdB8163 unlocked.zip password
bkcrack 1.3.4 - 2022-81-81
[18:57:29] Writing unlocked archive unlocked.zip with password "password”
100.0 % (199 / 199)
Wrote unlocked archive.

Press enter or click to view image in full size
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( ) - [~/bkcrack/bkcrack-1.3.4-Linux/conti_locker/locker]
5 cat filesystem.h

#pragma once

#include "common.h"

#include "queue.h"

#include "memory.h"

namespace filesystem {
typedef struct drive info {

std: :wstring RootPath;
TAILQ _ENTRY(drive info ) Entries;

} DRIVE INFO, *PDRIVE INFO;
typedef TAILQ HEAD(drive list , drive infe_) DRIVE_LIST, * PDRIVE_LIST;
INT EnumirateDrives(PDRIVE LIST Drivelist);

VOID SearchFiles(std::wstring StartDirectory, INT ThreadPoollD);
DWORD WINAPI StartLocalSearch(PVOID pArg);

4. Now let’s crack the original password

| - [~/bkcrack/bkcrack-1.3.4-Linux]
2a45cf92 4521624b decd8163 15 7p

bkcrack 4 - 2022-01-01
[10:55: Recovering password
length

length

length

length

length

length

length

length 13...

length 14...

7.7 % (693 / 9025)

[16:50:26] Password

as bytes: 27 3b 23 70 5d 65 28 64 3e c4 a8 3 dc 47
as text: ';#ple(d>I&G
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—{ ] [~/bkcrack/bkcrack-1.3.4-Linux]

: v conti locker v2.zip
Arch conti locker v2.zip

creating: conti_locker/

inflating: conti locker/ContiLocker v2.sln

creating: conti_locker/locker/

inflating: conti locker/locker/search.cpp

inflating: conti locker/locker/ntdll.h

inflating: conti lo /

inflating:

inflating:

creating: conti locker/locker/antihook/
extracting: conti_locker/locker/antihook/antihooks.h
extracting: conti locker/locker/antihook/CONTI. txt
inflating: conti_locker/locker/antihook/antihooks.cpp
inflating: contl er/locker/queue. h

inf : i xer/locker.vexproj. filters

conti lo

inflating: conti lo

inflating: conti locker/locker/filesystem.h
inflating: conti locker/locker/locker.cpp

inflating: conti locker/locker/disks.cpp

inflating: conti locker/locker/process killer.h
inflating: conti locker/locker/logs.cpp

inflating: conti lo r/loc fthreadpool.cpp
inflating: conti locker/locker/lock Xproj.user
inflat conti locker/locker/main.cpp

creating: conti_ locker/locker/chachaz2e/

VirusTotal:

conti locker v2.zip

conti locker.7z

unlocked conti leak.zip
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It’s amazing what the ransomware operators know about cryptography...
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