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&2 Tool: Alice
Alice
AliceATM
Names
PrAlice
Project Alice
Category Malware
Type ATM malware

(Trend Micro) Trend Micro has discovered a new family of ATM malware called Alice, which
is the most stripped down ATM malware family we have ever encountered. Unlike other ATM

Description =~ malware families, Alice cannot be controlled via the numeric pad of ATMs; neither does it
have information stealing features. It is meant solely to empty the safe of ATMs. We detect this
new malware family as BKDR_ALICE.A.

<https://blog.trendmicro.com/trendlabs-security-intelligence/alice-lightweight-compact-no-

nonsense-atm-malware/>

Information
<https://www.s21sec.com/en/blog/2017/01/alice-simplicity-for-atm-jackpotting/>
<https://documents.trendmicro.com/assets/white papers/wp-cashing-in-on-atm-malware.pdf>
Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.alice atm>

Last change to this tool card: 25 May 2020

Download this tool card in JSON format

All groups using tool Alice

Changed Name Country Observed

Unknown groups

1 group listed (0 APT, 0 other, 1 unknown)
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