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&2 Tool: InvisibleFerret

Names InvisibleFerret
Category Malware
Type Backdoor

Description ~ (Palo Alto) InvisibleFerret is a simple but powerful Python-based backdoor.

<https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-

Information
hunters/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/py.invisibleferret>

Last change to this tool card: 28 December 2024

Download this tool card in JSON format

All groups using tool InvisibleFerret

Changed Name Country Observed

APT groups

H

l» Subgroup: Operation Contagious Interview 2020-Jul 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4f37abdf-bcc2-4ed3-8d35-0910893deat2

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4f37abdf-bcc2-4ed3-8d35-0910893dea62
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4f37abdf-bcc2-4ed3-8d35-0910893dea62
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/
https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/
https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/
https://malpedia.caad.fkie.fraunhofer.de/details/py.invisibleferret
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=InvisibleFerret&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Subgroup%3A%20Operation%20Contagious%20Interview
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=North%20Korea
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=North%20Korea

