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ThunderX Ransomware

Ranzy Locker Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUIITO-BBIMOTaTe b MdpyeT JaHHbIe TI0/1b30BaTe el ¢ moMoibio Salsa20, a 3atem TpebyeT BLIKYII B #
BTC, utobn1 BepHyTh (haiiiel. OpuruHaabHOe Ha3BaHue: ThunderX. Ha caiisie HarmycaHo: HET JAHHBIX.
OO0HapyxeHHs:

DrWeb -> Trojan.Encoder.32480, Trojan.Encoder.32485, Trojan.Encoder.32806, Trojan.Encoder.33314
BitDefender -> Trojan.GenericKD.34388567, Gen:Heur.Ransom.Imps.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.ODD, A Variant Of Win32/Filecoder.RanzyLocker.A
Malwarebytes -> Ransom.FileCryptor, Ransom.Ranzy

Microsoft -> Trojan:Win32/Ymacco.AA64, Ransom:Win32/FileCrypter. MB!MTB

Rising -> Trojan.Generic@ML.85 (RDML:*** Ransom.FileCrypter!8.11F42 (TFE*

Symantec -> ML.Attribute.HighConfidence, Downloader, Ransom.RanzyLocker

TrendMicro -> Trojan.Win32. WACATAC.THHAHBO, Ransom.Win32. THUNDERX.SMTH

© I'eneanorusa: Ako = ThunderX > Ranzy Locker

3Hak "=" 37eCh 03HAYAET MEPeXo/ Ha APyryio pa3pabotky. CM. "TeHeanorus".

HBOGP&)KEHI/IE — JIOI'OTHII CTAaTbU
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K 3ammdpoBanHbIM (atinam nobapsieTcs cydaiiHoe paciuvpenye: .<random>

[IprMepbl TaKMX paclIMpeHuH:
BuchX

.SNwyR

.cyekE

B o6HOB/IEHHOM BapHaHTe CTaJo MCIIOIB30BaThCs paciivpenue: .tx_locked
(t.e. "ThunderX locked").

[To3xe, BapuanT Ranzy Locker nonyunn pacivipenust .RNZ u .ranzy

OBHnmaHne! Hogsie paciupenusi, email ¥ TEKCTBI 0 BBIKYIIE MO>KHO HAMTH B KOHI|E CTaTby, B OOHOB/IEHUSIX.

Tam MOryT ObITh pa3/IMuMsi C IePBOHAYAIBHBIM BaPUAHTOM.

PaHHSS aKTUBHOCTB 9TOTO KPUITO-BBIMOTATe IS PUIIIAach Ha KOHEI] aBrycTa - Hauaio ceHTsops 2020 1.

OpI/IEHTI/IpOBaH Ha aHIJIOA3BIYHBIX HOHLBOBHTEHEﬁ, UTO He MelllaeT PaCIIpOCTPAaHATh ero o BCcemMy MHUpY.

3armcka c TPEGOBaHI/IEM BBIKYTId Ha3bIBA€TCA: readme.txt

Cojiep>kaHue 3alMCKH 0 BbIKyIIe (1-if BapuaHT):

Attention! Your network has been locked

All files on each host has been encrypted

For this server all encrypted files have extension: .SNwyR

You cant open or work with encrypted files while it encrypted

All backups has been deleted or formatted, do not worry, we can help you restore your files

We use strongest encryption algoriths, the only way to return your files back - contact us and receive decryption
program.

Do not worry about guarantees - you can decrypt any 3 files FOR FREE as guarantee

Contact us: deloneThunder@protonmail.com or ThunderBirdXeX@cock.li

And attach in first letter this file or just send all info below (copy all info!):
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key: eyJleHQiOiluU053e VIILCJrZXkiOiJKMEIr*** [totally 1012 chars]
personal id: AX90F***

ITepeBop 3anucky Ha pyccKuM A3bIK (1-i BapuaHT):

Buumanwue! Bariia ceTb 3a6/10KMpOBaHa

Bce caiiibl Ha KaXk/[oM XoCTe 3aii(poBaHkI

[lnst 3TOTO CepBepa Bce 3aiurdpoBaHHbIe haiibl IMeroT pacivperye: .SNwyR

Bbi He CMOXKETe OTKPBITh 3alrdpoBaHHbIe (aiiyibl WK paboTaTh C HUMH, TIOKA OHU 3alIM(POBaHbI

Bce pesepBHBIe KOTIHY y/aieHbl WK OTQOPMaTHPOBaHbI, He BOJIHYHTeCh, Mbl MOYKeM IIOMOYbL BaM BePHYTb BallH
(atinbl

MBI UCTIONTb3yeM CaMble HaZleyKHbIe arOpPUTMbI M(POBAHMS, e AMHCTBEHHBIN CTI0C06 BEPHYTD Baly (haiiier -
HarycaTb HaM ¥ TIOYYUTh TTPOTrPaMMYy Il POBaHUS.

He 6ecriokoiiTech 0 rapaHTusix - Bbl MoykeTe BECITJTATHO pacimidporats arobbie 3 datina B KauecTBe rapaHTHH
[Mummte HaM: deloneThunder@protonmail.com umu ThunderBirdXeX@cock.li

U npukpenuTe B IepBOM MHCbMe 3TOT (paiii MIu POCTO OTIIPaBbTe BCHO HHGY HIDKe (CKONUpyliTe BCto UHOY!):
kmod: eyJleHQiOiluU053e VIiLCIrZXkiOiJKMElIr *** [Bcero 1012 cumBosoB]

riepcoHanbHbIHN id: AX9OF ***

CpaBHI/ITe paHHI/Iﬁ BdPHAHT C 60/1e€ HOBLIM BAPHWAHTOM 3alIMCKH.

Cojiep>kaHue 3alMCKH 0 BBIKYIIe (2-/ BApHUaHT):

Attention! Your network has been locked by ThunderX

Your computers and server are encrypted

For this server all encrypted files have extension: .tx_locked

Follow our instructions below and you will recover all your data

You cant open or work with files while it encrypted - we use strongest encryption algorithm ***
All backups are deleted or formatted, do not worry, we can help you restore your files

The only way to return your files back - contact us and receive decryption program.

Do not worry about guarantees - you can decrypt any 3 files FOR FREE as guarantee

Contact us: deloneThunder@protonmail.com or ThunderBirdXeX@cock.li
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And attach in first letter this file or just send all info below (copy all info!):
key: ***

personal id: *¥xsksrsksx

ITepeBoj 3aNIMCKH Ha PYCCKUM A3BIK (2-1 BAPUAHT):

Buumanue! Bairia ceTb 3a610kupoBada ThunderX

Baim koMribroTepsl U cepBep 3alugpoBaHbl

[ln1s1 sTOrO CepBepa BCe 3aM(poBaHHbIe (Paiinbl UMerT pacipenue: .tx_locked.

CrefyiiTe HallUM UHCTPYKLMSIM HIKe, M Bbl BOCCTAHOBUTE BCE CBOM JJaHHbIE

Brl He MO)KeTe OTKpBIBaTh (haii/ibl MM paboTaTh C HUMH, TIOKa OHH 3aIlIU(POBAHBI - MbI UCIIOIb3yeM CaMbIi
Ha/le>KHBIM a/ITOPUTM LLIM(PPOBaHUS ***

Bce pe3sepBHbIe KoTWM yjjaneHbl WM 0TOpMaTHpOBaHbl, He BOJHYWUTECh, MbI IOMOYKEM BaM BOCCTAHOBUTD BalllU
(hatinbl

EvHCTBeHHBIH criocob BepHYTH Bally (aiiibl - CBA3aThCSI C HAMU U TIOJTYYUTb TIPOTPaMMy 1S Jeli(ppoBaHuUsI.
He 6ecriokoiiTech 0 rapaHTHsx - Bbl MoykeTe BECITJTATHO pacumdpoBath mtobbie 3 datina B KaueCTBe rapaHTHH
[MumrTe HaM: deloneThunder@protonmail.com unu ThunderBirdXeX@cock.li

U npukpemnuTe B TIepBOM ITHMCHMe 3TOT (haiiyi WK MPOCTO OTIIPAaBLTe BCIO MHGY HIDKe (CKOTHMpYyiiTe BCio uHy!):
KITIOY: ***

TIEPCOHAJIBHBIN id: #Hkokdok

TexHuueckue geTaau

MosKeT pacripoCTpaHAThCS MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHburypaiuio RDP, ¢ momMoiifpro email-criama
Y BPEeJIOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIOUTOB, BPEIOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,

(ha/bIIMBBIX 0OHOBJIEHUH, ITeperakoBaHHbIX 1 3apaXKEHHBIX MHCTaIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacIpoCTpaHeHus KPUITTOBLIMOTaTe el Ha BBOHOU CTpaHuLle biiora.

OHy}KHO BCeryja UCT0/1b30BaTh AKTYalIbHYI0 aHTUBUPYCHYIO 3aiuTy!!!

Ecu BbI nipeHe6GperaeTe KOMIJIEKCHOM aHTUBUPYCHOM 3ariuTol Kiacca Internet Security nu Total Security, To

x0Ts1 OBl ZiefaliTe pe3epBHOe KOTMPOBaHKUE BaXKHBIX (aiiioB 1o MeTosy 3-2-1.

» YnansieT TeHeBble KOIUH (DaiiyioB € IIOMOLI[BIO KOMaHbI:

wmic.exe SHADOWCOPY /nointeractive

vssadmin.exe Delete Shadows /All /Quiet
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Crucok (ail/IoBbIX paclIMpeHHi, MOABePranIiuxcs M poBaHHIO:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

CHHCoK MPOoNnyCKaeMbIX PACIHPeHHH:
.dll, .exe, .ini, .Ink, .key, .rdp

ITponyckaembie JUPeKTOPUM:

AppData, boot, PerfLogs, PerfBoot, Intel, Microsoft, Windows, Tor Browser.

®daiinkl, cBA3aHHBIE ¢ 9TUM Ransomware:
readme.txt - Ha3BaHHe (aiiyia ¢ TpebOBaHIEM BBIKYTIA

<random>.exe - c/iyuaiiHoe Ha3BaHUe BPeJJOHOCHOTO (aiiia

LockerStub.pdb - Ha3BaHue ¢aiina npoekra

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

C:\Users\GhOSt\Desktop\ThunderX\Release\L ockerStub.pdb

3anucu peecTpa, CBA3dHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IHM30B.

MpbIoTeKChbI:

CM. HUKe pe3y/ibTaTbl aHA/IN30B.

CeTeBble MOJK/TIOUEHUS U CBA3U:

Email: deloneThunder@protonmail.com, ThunderBirdXeX@cock.li
BTC: -

CM. HIDKe B 0OHOBJIEHUSIX [IpyrHe afipeca U KOHTaKThI.

CM. HuKe pesy/bTaThl aHA/IH30B.

Pe3ynerarsl aHa/1M30B:
v Triage analysis >>
@ Hybrid analysis >>
Z VirusTotal analysis >> VT>

# Intezer analysis >> IA>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>
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https://www.hybrid-analysis.com/sample/644fd4c06b04899ca4b1c432c2139c68aeeb4fb9a0bf7f51eee3c26e30c1c1f2/5f56391d2d1fd070093d6453
https://www.virustotal.com/gui/file/644fd4c06b04899ca4b1c432c2139c68aeeb4fb9a0bf7f51eee3c26e30c1c1f2/detection
https://www.virustotal.com/gui/file/0fbfdb8340108fafaca4c5ff4d3c9f9a2296efeb9ae89fcd9210e3d4c7239666/detection
https://analyze.intezer.com/analyses/45ebc063-efa0-40c5-889b-11bf3b0a0dc1
https://analyze.intezer.com/analyses/5d839db0-55a8-4808-9410-5d687587d9c1

https://id-ransomware.blogspot.com /2020 /08 /thunderx-ransomware.htm|

/A MalShare samples >>

«# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

[TozpobHbIe cBesieHNsT COOMpParOTCs perynsipHo. [TpuckinaiiTe 06pasibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===

Oo0noBienue ot 7 ceHTA0ps 2020:
Coobirenve >>

Pacumpenue: .tx_locked

3anucka: readme.txt

Pesynwrartel aHanusos: VT + IA

Oonosienue ot 14 centsops 2020:
Coobirenve >>

Pacmvpenue: .tx_locked

3amnucka: readme.txt

Email: mbhelp@protonmail.com
akodesh@tutanota.com

Pesynbrartel aHanu3os: VT + VMR + IA

Oo6Hoeenue ot 29 cenTsaops 2020:

CamoHasBaHue B 3anucke: Ranzy Locker
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Haseanwue ¢atina mpoekra: C:\Users\GhOSt\Desktop\ThunderX\Release\LockerStub.pdb
Pacmmpenne: .RNZ

3armcka: readme.txt

Email: suppfilesencrypt@protonmail.com, filesencryptedsupp@protonmail.com

Pesynwrartel aHanu3os: VT + IA + HA

OGHoB/eHue oT 5 oKTAOPs 2020:
BeIMorareny o/jroTOBUIY 3aMeHy.

Hogeiii obpasert Bpegonoro I10: VT + IA
[Mara co3manust: 5 oktsaopst 2020.

[Hara 3arpy3ku Ha aHamu3: 21 oktsops 2020.

Ha CKPHUHILIOTE OT Intezer BHU/IHO, UTO B 3TOM O6p33]_1€ eCTh reHbl 0001X BepCHﬁ.

IS TEEE AMALYDE
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj9BuLoYy38mGocSaICmgKhDW2tc_yz1TbICQ-Yfv_s-FlhqnXQE55nxIBh7hqZa3HQMClRhSrt7UDDclqmiDBNnm5cbzm6tmB2_F1gUBwDL4cy33DDluOt-m8K3RWOtqcQpNjKkJYJGindulWMsj5_rc7rDcwFDCYg0bJCAgE4cxKn4VZw7eBhBlLo_VU/s1230/note-16-10-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj9BuLoYy38mGocSaICmgKhDW2tc_yz1TbICQ-Yfv_s-FlhqnXQE55nxIBh7hqZa3HQMClRhSrt7UDDclqmiDBNnm5cbzm6tmB2_F1gUBwDL4cy33DDluOt-m8K3RWOtqcQpNjKkJYJGindulWMsj5_rc7rDcwFDCYg0bJCAgE4cxKn4VZw7eBhBlLo_VU/s1230/note-16-10-20.jpg
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Locked by Ranzy Locker
Your files and servers encrypted,

retmark encrypled with stsonge
igorithrra. Bachups s dvleted or komatied, de not

Write to live chat, if you want to buy
decryptor

You slic can decrypd 3 ks for FREE &0 guarsnies -

Terepb oduUIMAIBEHO COO0OIIIAETCS:

1) aToT wrdpoBanbLMK MOMyUYnUI HOBoe Ha3BaHUe Ranzy Locker;

2) I'pyrimna, ynpasnsitoriasi Ranzy Locker, 3armyctusa caiit "Ranzy Leak" as my6nmMkaiiy yKpaleHHBIX JaHHBIX.
OonoBenue ot 16 okTsa0ps 2020:

Bepcus: Ranzy Locker 1.1

Pacmvipenue: .ranzy

Temneps UCOMB3YIOTCS 2 caliTa B cetr Tor: ofirH BMecTO email 7151 0011ieHusT C )KepTBaMU, IPYToil Ha3BaeTCs
"Ranzy Leak", ast myb/mMKaliy YKpaleHHBIX JJaHHBIX. KCTaTH 3TOT IOMeH paHee UCI0JTb30Ba/ICs BBIMOTaTe ISIMU

Ako Ransomware.

Ranzy

OoHoBienue ot 28 okTsa0ps 2020:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgW_CKe_z8P8NtXcMxrRz2NjhPugEk0guw8E2yOt2C94mqVdotsorJx1TISFU-D-ufq_CG_GcYzLKvu1YuS3nr8Ohyphenhyphenx8ayyKPGMSkhVrCFVzxCyq8QV1ELzczxgkq_5-KbFEKsDw_cj9myM-25uu4QYj77Ip1xzHLApd9xBqfKkTZCU0TC7XBoX_HkHyVA/s1158/tor-site-16-10-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgW_CKe_z8P8NtXcMxrRz2NjhPugEk0guw8E2yOt2C94mqVdotsorJx1TISFU-D-ufq_CG_GcYzLKvu1YuS3nr8Ohyphenhyphenx8ayyKPGMSkhVrCFVzxCyq8QV1ELzczxgkq_5-KbFEKsDw_cj9myM-25uu4QYj77Ip1xzHLApd9xBqfKkTZCU0TC7XBoX_HkHyVA/s1158/tor-site-16-10-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhF-wZTe7ccJvjxc_3AYaVYFYEZf46Vnn0kfdcGojRB2MlxRZzv-WZRWXWNRF7iIdN3KEHc3398xgqfAtODJBF7mAla_v07HlkjtkmVrN7eu_kb_1WSXsaTmoIaIhs-8KDsyfFTOtDF7zl-xkiBzVjoJsqrP9fo_zS88zRPlY7wb2E9hMBfiYX6tmtx-ps/s229/ranzyleak-16-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhF-wZTe7ccJvjxc_3AYaVYFYEZf46Vnn0kfdcGojRB2MlxRZzv-WZRWXWNRF7iIdN3KEHc3398xgqfAtODJBF7mAla_v07HlkjtkmVrN7eu_kb_1WSXsaTmoIaIhs-8KDsyfFTOtDF7zl-xkiBzVjoJsqrP9fo_zS88zRPlY7wb2E9hMBfiYX6tmtx-ps/s229/ranzyleak-16-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh2m9MQYIcceboaB8o0q_qV8PGb8jucyk5yLk5wjUrXwUFr5-tVZ67DLvBVPryxZkE1nXr06RU5iS4vWGNWGA8CNSSF3CKERUoA2EXSqIfHt1Kmkfgd7Hhmv_6TqykC_aoTy4Eh3hKmoJ9jp5Y2rJvfnK59ADPk6GeX7LMQD_XufCURwYVXZea-SsxBqLg/s916/note-16-10-20-2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh2m9MQYIcceboaB8o0q_qV8PGb8jucyk5yLk5wjUrXwUFr5-tVZ67DLvBVPryxZkE1nXr06RU5iS4vWGNWGA8CNSSF3CKERUoA2EXSqIfHt1Kmkfgd7Hhmv_6TqykC_aoTy4Eh3hKmoJ9jp5Y2rJvfnK59ADPk6GeX7LMQD_XufCURwYVXZea-SsxBqLg/s916/note-16-10-20-2.png
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Pacmvipenue: .ranzy
URL: hxxx://ranzylock.hk/O19QN6QR

Tor-URL: xxxx://a6a5b4ppnkrio3nikyutfexbc6y5dc6kfhj3jr32kdwbryr2lempkuyd.onion/

Locked by Ranzy Locker
Your files and servers encrypted.
VWhat's happened?
A et an s Bace i, o et S paRd it ENOTGEE] FROR PGS
wigrarm forrstierd. do-ael way sy il

s - ot b G v il b - i a1 i 3 i

Honw to decrypt my files?

Wiite o live chat, if you want to buy decryptar

Yorg b can desrypt 3 files for FREE a5 guansmiees - bell sbout i s
T el

Anamu3el: VT + IA / VT

Bapmuasr ot 22 depasns 2021:
Pacummpenne: .RANZYLOCKED
3anmcka: readme.txt

Email: kazinbekdutch@tutanota.com
kazinbekdutch@cock.li

kazinbekdutch@protonmail.com

Page 10 of 12


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgA_ER_BYeYoB3ibRR6hHZ1Hi63fuEa6X8impJLAh4wOihNXsa3po8fDyBCwHaoIHoZMLTTEmKJuNoy6XROtdST_KbkPoHihmHO_ZvSSfiCkLKRhQLhI1EGyhQ4gFCidu8QjBJ3i-BLkZz1XkmxZXf-DEkY6LznhEfPrpFu7z8zFGbMncEZqr1yM6ftzJ8/s1020/note-28-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgA_ER_BYeYoB3ibRR6hHZ1Hi63fuEa6X8impJLAh4wOihNXsa3po8fDyBCwHaoIHoZMLTTEmKJuNoy6XROtdST_KbkPoHihmHO_ZvSSfiCkLKRhQLhI1EGyhQ4gFCidu8QjBJ3i-BLkZz1XkmxZXf-DEkY6LznhEfPrpFu7z8zFGbMncEZqr1yM6ftzJ8/s1020/note-28-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiJo7eDqOCwTEPepK09C882GGKjSsT1d41negfsb1QVEz4A5BnTpxia8e2MgBj3F_8TC9BD23EBSmThYY0spDI9hyDlEJRaqcOaHzy81Hq2NM4-q1Z01iOd4UFOckU7KDpRpmeSb1IylAj5MRtPaOB56sej0L0PboAG5VzEj8otgFro5dGMVN3LIdcjhBY/s1012/site-28-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiJo7eDqOCwTEPepK09C882GGKjSsT1d41negfsb1QVEz4A5BnTpxia8e2MgBj3F_8TC9BD23EBSmThYY0spDI9hyDlEJRaqcOaHzy81Hq2NM4-q1Z01iOd4UFOckU7KDpRpmeSb1IylAj5MRtPaOB56sej0L0PboAG5VzEj8otgFro5dGMVN3LIdcjhBY/s1012/site-28-10-20.png
https://www.virustotal.com/gui/file/90691a36d1556ba7a77d0216f730d6cd9a9063e71626489094313c0afe85a939/detection
https://analyze.intezer.com/analyses/fe2b6174-3b10-4852-9634-bc72296f3105
https://www.virustotal.com/gui/file/587fda618dc1703c1b1b1929c547700ba9080b979b4c91ec611c4a33c7c485c9/detection
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Pesyneratel ananusos: VI

» OOHapy>KeHWUsT:

DrWeb -> Trojan.Encoder.33314

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.RanzyLocker.A
Malwarebytes -> Ransom.Ranzy

Microsoft -> Ransom:Win32/FileCrypter. MB!MTB
Qihoo-360 -> Win32/Ransom.Generic. HwoCdjkA
Rising -> Ransom.FileCrypter!8.11F42 (CLOUD)
Symantec -> ML.Attribute.HighConfidence
Tencent -> Malware.Win32.Gencirc.11bOebcf

TrendMicro -> Ransom.Win32.RANZYLOCKER.SMTH

Bapuasr ot 12 cenTaops 2021:

Pacmmpenue: .lock

3armcka: readme.txt

Email: off_the_grid@tutanota.com, wee_wee@tutanota.com

Pesynwrarel aHanu3os: VT + AR
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https://www.virustotal.com/gui/file/5d0af3bf0dc7d99fc87d844a0fcd99796b9257ba02d78510422c498d445f0d0d
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhRzT00Z_ZRlia88-l-lLAwtaI5UDeuL6JrdehmOum1EL_3QLUlwqJthnKW7Woidr7HUwcxZBZF1CJuRgjeBmtBM5_Dx-nn1zEXcXl7zZ4vlHgZOiBUCoZa1L1fa_exND7V5yyR6BKIwJqAFJ3C75XEIT-bNftCpRmb7PKD4z4Rk910QGWG6z6iiBYRvr4/s944/note-22-2-21.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhRzT00Z_ZRlia88-l-lLAwtaI5UDeuL6JrdehmOum1EL_3QLUlwqJthnKW7Woidr7HUwcxZBZF1CJuRgjeBmtBM5_Dx-nn1zEXcXl7zZ4vlHgZOiBUCoZa1L1fa_exND7V5yyR6BKIwJqAFJ3C75XEIT-bNftCpRmb7PKD4z4Rk910QGWG6z6iiBYRvr4/s944/note-22-2-21.jpg
https://www.virustotal.com/gui/file/a676af4c720a6da5ef22ef3a178dc9348a45f6e4101c85a356079c0edf6e2550/detection
https://app.any.run/tasks/ef4e6277-faab-4a5c-9c75-056259b52ffe/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhOlKb9LKn3BNB_YioVq8Q3ewYxwazBr5fzpQYp3OsFhT7Y-0nbNPsEF0R4Ez8HpKpaJjLwP_zySdkjhZtXdqzDMR0-M7Hqq7SJ80TVrfVMzz8YA9JjryVx5vdNiSX4LgpVSN58AYcVPXLW-sSlgLFFfJ_8LHcrj-1KQGumFgs1mrur62qHOPM8nEWVAcw/s846/note-12-9-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhOlKb9LKn3BNB_YioVq8Q3ewYxwazBr5fzpQYp3OsFhT7Y-0nbNPsEF0R4Ez8HpKpaJjLwP_zySdkjhZtXdqzDMR0-M7Hqq7SJ80TVrfVMzz8YA9JjryVx5vdNiSX4LgpVSN58AYcVPXLW-sSlgLFFfJ_8LHcrj-1KQGumFgs1mrur62qHOPM8nEWVAcw/s846/note-12-9-21.png
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http: &

‘ Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as ThunderX)
Write-up, Topic of Support

*

Tha

. Thanks:
SIRi, Michael Gillespie
Andrew Ivanov (author)

n

Tesorion
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/08/thunderx-ransomware.html
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https://twitter.com/siri_urz/status/1302961362583171072
https://twitter.com/siri_urz/status/1302961362583171072
https://twitter.com/Amigo_A_/status/1303011437149904896
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