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EternalPetya

aka: ExPetr, Pnyetya, Petna, NotPetya, Nyetya, NonPetya, nPetya, Diskcoder.C, BadRabbit

Actor(s): TeleBots, Sandworm
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According to proofpoint, Bad Rabbit is a strain of ransomware that first appeared in 2017 and is a suspected
variant of Petya. Like other strains of ransomware, Bad Rabbit virus infections lock up victims’ computers,

servers, or files preventing them from regaining access until a ransom—usually in Bitcoin—is paid.
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Looking at Big Threats Using Code Similarity. Part 1
Penquin Turla CCleaner Backdoor EternalPetya Regin WannaCryptor X Tunnel

2020-03-05 - Microsoft - Microsoft Threat Protection Intelligence Team

Human-operated ransomware attacks: A preventable disaster

Dharma DoppelPaymer Dridex EternalPetya Gandcrab Hermes LockerGoga MegaCortex MimiKatz REvil
RobinHood Ryuk SamSam TrickBot WannaCryptor PARINACOTA

2020-01-01 - Secureworks - SecureWorks
IRON VIKING
BlackEnergy EternalPetya GreyEnergy Industroyer KillDisk TeleBot TeleDoor

2019-08-01 - Kaspersky Labs - GReAT

APT trends report Q2 2019

ZooPark magecart POWERSTATS Chaperone COMpfun EternalPetya FinFisher RAT HawkEye Keylogger
HOPLIGHT Microcin NjRAT Olympic Destroyer PLEAD RokRAT Triton Zebrocy,

2018-10-11 - ESET Research - Anton Cherepanov, Robert Lipovsky

New TeleBots backdoor: First evidence linking Industroyer to NotPetya

Exaramel EternalPetya Exaramel Industroyer

2018-08-22 - Wired - Andy Greenberg

The Untold Story of NotPetya, the Most Devastating Cyberattack in History
EternalPetya

2018-01-13 - The Washington Post - Ellen Nakashima

Russian military was behind ‘NotPetya’ cyberattack in Ukraine, CIA concludes

EternalPetya

2017-10-27 - E-Secure - F-Secure Global
The big difference with Bad Rabbit
EternalPetya

2017-10-26 - Reversing Labs - None

Reversinglabs' YARA rule detects BadRabbit encryption routine specifics
EternalPetya

2017-10-26 - FireEye - Barry Vengerik, Ben Read, Brian Mordosky, Christopher Glyer, Ian Ahl, Matt Williams, Michael Matonis,

Nick Carr
BACKSWING - Pulling a BADRABBIT Out of a Hat
EternalPetya
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2017-10-25 - RiskIQ - Yonathan Klijnsma

Down the Rabbit Hole: Tracking the BadRabbit Ransomware to a Long Ongoing Campaign of Target
Selection

EternalPetya

2017-10-24 - Kaspersky Labs - Anton Ivanov, Fedor Sinitsyn, Orkhan Mamedov

Bad Rabbit ransomware

EternalPetya

2017-10-24 - Cisco Talos - Nick Biasini
Threat Spotlight: Follow the Bad Rabbit
EternalPetya

2017-10-24 - ESET Research - Editor

Kiev metro hit with a new variant of the infamous Diskcoder ransomware

EternalPetya

2017-10-24 - Wired - Andy Greenberg

New Ransomware Linked to NotPetya Sweeps Russia and Ukraine

EternalPetya

2017-10-24 - Intezer - Jay Rosenberg
NotPetya Returns as Bad Rabbit

EternalPetya

2017-10-24 - ESET Research - Marc-Etienne M.Léveillé
Bad Rabbit: Not-Petya is back with improved ransomware

EternalPetya

2017-09-19 - NCC Group - Ollie Whitehouse
EternalGlue part one: Rebuilding NotPetya to assess real-world resilience

EternalPetya

2017-08-24 - ESET Research - Marc-Etienne M.Léveillé
Bad Rabbit: Not-Petya is back with improved ransomware

EternalPetya Sandworm

2017-08-11 - Threatpost - Tom Spring

Ukrainian Man Arrested, Charged in NotPetya Distribution
EternalPetya

2017-07-14 - Malwarebytes - Malwarebytes Labs

Keeping up with the Petyas: Demystifying the malware family
EternalPetya GoldenEye PetrWrap Petya

2017-07-04 - Kaspersky - Anton Ivanov, Orkhan Mamedov

In ExPetr/Petya’s shadow, FakeCry ransomware wave hits Ukraine
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EternalPetya FakeCry

2017-07-03 - CrowdStrike - Karan Sood, Shaun Hurley

NotPetya Technical Analysis Part II: Further Findings and Potential for MBR Recovery
EternalPetya

2017-07-03 - G Data - G Data
Who is behind Petna?
EternalPetya

2017-07-03 - The Guardian - Alex Hern

'NotPetya' malware attacks could warrant retaliation, says Nato affiliated-researcher

EternalPetya

2017-06-30 - Kaspersky Labs - GReAT

From BlackEnergy to ExPetr
EternalPetya

2017-06-30 - Malwarebytes - Malwarebytes Labs

EternalPetya — yet another stolen piece in the package?

EternalPetya

2017-06-30 - ESET Research - Anton Cherepanov

TeleBots are back: Supply-chain attacks against Ukraine
EternalPetya

2017-06-29 - Bleeping Computer - Catalin Cimpanu
Ransomware Attacks Continue in Ukraine with Mysterious WannaCry Clone

EternalPetya

2017-06-29 - Malwarebytes - Malwarebytes Labs

EternalPetya and the lost Salsa20 key
EternalPetya

2017-06-29 - Microsoft - Microsoft Defender ATP Research Team

Windows 10 platform resilience against the Petya ransomware attack

EternalPetya

2017-06-29 - Robert Graham
NonPetya: no evidence it was a "smokescreen"

EternalPetya

2017-06-28 - CrowdStrike - Falcon Intelligence Team
CrowdStrike Protects Against NotPetya Attack
EternalPetya
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2017-06-28 - hacks4pancakes
Why NotPetya Kept Me Awake (& You Should Worry Too)
EternalPetya

2017-06-28 - Kaspersky Labs - Anton Ivanov, Orkhan Mamedov

ExPetr/Petya/NotPetya is a Wiper, Not Ransomware
EternalPetya

2017-06-27 - Kaspersky Labs - GReAT

Schroedinger’s Pet(ya)
EternalPetya

2017-06-27 - ESET Research - Editor

New WannaCryptor-like ransomware attack hits globally: All you need to know

EternalPetya Sandworm

2017-06-27 - Medium thegrugq - thegrugq
Pnyetya: Yet Another Ransomware Outbreak
EternalPetya

2017-06-27 - SANS - Brad Duncan
Checking out the new Petya variant

EternalPetya

2017-05-31 - MITRE - MITRE ATT&CK

Sandworm Team

CyclopsBlink Exaramel BlackEnergy EternalPetya Exaramel GreyEnergy KillDisk MimiKatz Olympic

Destroyer Sandworm

Yara Rules

» [TLP:WHITE] win_eternal_petya_auto (20251219 | Detects win.eternal_petya.)

» [TLP:WHITE] win_eternal_petya_w0 (20171222 | No description)

Download all Yara Rules

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.eternal_petya
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